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Abstract 

Data collection is becoming a bigger part of people’s and organization’s everyday lives. 

Organizations are trying to find ways to better understand their publics by collecting data on 

them and making informed decisions through using this information, and public sector 

organizations are no different. As the race to collect and analyze data only expands, public sector 

organizations are trying to sort out how they too can collect and use this type of information to 

better serve their publics. Through a series of in-depth interviews with subject-matter experts and 

a general public survey, this capstone study examined how and to what extent public sector 

organizations can ethically collect data from their publics. This study puts forth a framework for 

ethical data collection that includes the entirety of the data lifecycle span and focuses on 

informed consent and transparency between organization and publics, data collection methods 

and a plan for the data once it is collected. Further research on educating publics and obtaining 

informed consent is recommended in order to build trust to advance data collection and usage 

practices. 

Keywords: Data collection, trust, public sector organizations, organization-public 

relationships, government, informed consent, data lifecycle 
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Introduction 

Public sector organizations are facing an issue the Canadian Minister of Digital 

Government, Scott Brison, succinctly described as, “We can’t have citizens feeling that Netflix 

understand their needs better than the government” (Greenwood, September 7, 2018). With the 

advancement of disruptive new technologies in recent years, there has been a considerable focus 

on collecting data and tailoring messages and information to specific audience groups in order to 

facilitate user engagement. An article in the Harvard Business Review noted, “In a future in 

which customer data will be a growing source of competitive advantage, gaining consumers’ 

confidence will be key” (Morey, Forbath and Schoop, 2015, para. 4). As data collection becomes 

more prevalent in the business landscape, “Companies that are transparent about the information 

they gather, give customers control of their personal data, and offer fair value in return for it will 

be trusted and will earn ongoing and even expanded access” (Morey, Forbath and Schoop, 2015, 

para. 4). 

The idea of transparency and trust in data collection was supported by a study by the 

Office of the Privacy Commissioner of Canada that found the vast majority of Canadians are 

worried they are losing control of their personal information with 92 per cent expressing 

concern, and 55 per cent of Canadians indicating that they trust the government to respect their 

privacy (Office of the Privacy Commissioner of Canada, 2019). This is a critical time for 

government organizations, as Edelman’s Canada Trust Barometer 2020 found that government 

ranked last in trust among businesses, NGOs and media, by the mass population (2020 Edelman 

trust barometer, February 19, 2020).  
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Not only did government rank low in trust, but they also ranked low in ethics and 

competence across the board in Edelman’s study (2020 Edelman trust barometer, February 19, 

2020). 

Figure 1 

 Trust is Built on Competence and Ethics 

  

Note: Edelman Trust barometer 

Similarly, 65 per cent of Edelman respondents believed government does not understand 

emerging technologies enough to regulate them effectively (2020 Edelman trust barometer, 

February 19, 2020). 

In May of 2019, the Honourable Navdeep Bains, Minister of Innovation, Science and 

Economic Development, launched Canada’s new Digital Charter. Bains stated that, “We are 

building a Canada where citizens have confidence that their data is safe and privacy is respected, 
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unlocking the kind of innovation that builds a strong economy that works for everyone” 

(Innovation, Science and Economic Development Canada., May 21, 2019). From a public 

relations standpoint, this is a twofold issue of obtaining data to understand and segment their 

publics, and to ensure that data collection is being done properly so as to build and maintain trust 

with their audience. As Bains further noted, “Canadians’ trust in the digital world is shaken. But 

in this new age, Canada’s competitiveness will depend on our ability to use digital innovation to 

harness the power of data” (Innovation, Science and Economic Development Canada., May 21, 

2019). 

The Toronto Police Service (TPS), Canada’s largest municipal police service, 

acknowledged in early 2020 that they “informally tested” a powerful data surveillance tool to 

collect information on citizens (Cardoso & Freeze, February 13, 2020). Facial recognition 

software is now regularly used by police services across Canada in limited capacities. The 

criticism that came from this latest information caused TPS to halt all use and contact Ontario’s 

Information and Privacy Commissioner and the Ministry of the Attorney-General to review the 

technology. Michael McEvoy, British Colombia’s privacy commissioner, said of this 

information that, “I think it is very questionable whether it would conform with Canadian law” 

(Allen & Gillis, February 20, 2020).  

Canada’s Digital Charter lists 10 principles that aim to provide the framework for 

continued Canadian leadership in the digital and data-driven economy. This charter is attempting 

to protect Canadians’ privacy and personal data but also leverage Canada’s unique talents and 

strengths in order to harness the power of digital and data transformation. 

Brenda McPhail of the Canadian Civil Liberties Association said, "It sounds hyperbolic, 

it sounds dystopian — but the reality is that we live a lot of our lives online" (CBC News, 
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February 14, 2020). This creates a number of data points and information that can be used by 

organizations, such as those in the public sector, to inform them on their publics. Ann 

Cavoukian, the executive director of the Global Privacy and Security by Design Centre stated, 

"More digital memories are going to be appearing and if we don't address these issues in terms of 

preventing non-consenting access to this data, we're going to lose the game" (Pringle, February 

1, 2020). 

Given the current climate, questions abound about data collection. How can public sector 

organizations ethically collect data? What methods should be used to collect data? What is the 

future of data collection? With the wealth of data that is now available for companies to utilize, it 

is important that companies are acting ethically in how they obtain this information on their 

publics. Due to how rapidly the landscape of technology and data has evolved, little research has 

been conducted on the ethical collection of data for public sector organizations. 

Research Problem: Significance and importance of the study 

This study seeks to understand how and to what extent can data be collected ethically by 

public sector organizations. Through this research, it also wants to examine how can public 

sector organizations understand their publics in a manner that meets their needs, protects their 

publics and follows legislation? As a new and emerging field, this area of research has yet to be 

properly explored creating an opportunity to establish an important case study in this field. This 

is a growing area of public interest, heightened by the incident with Facebook and Cambridge 

Analytica, and as evidenced by the development of Canada’s first ever Digital Charter, an area of 

interest that public sector organizations are and will be delving into further.  

 To properly examine this topic, the purpose of this study is to first, determine how public 

sector organizations can ethically collect data on their publics to make informed decisions. The 
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second purpose of this study is to explore the legislation surrounding data collection on publics. 

The final purpose of this study is to understand how members of the public feel about their data 

being collected and how to build trust through this process. 

 This case study seeks to create a framework for public sector organizations to follow to 

create methods for ethical data collection. The findings will serve as a reference point to confirm 

appropriate ways for public sector organizations to collect information on their publics. 

Literature Review 

Data Collection in Canada and Surveillance States 

In order to look at data collection, one must first define data and what is being collected. 

Merriam-Webster defines data as, “factual information (such as measurements or statistics) used 

as a basis for reasoning, discussion, or calculation” (Merriam Webster, 2019). When it comes to 

measuring and analyzing data, organizations often use data referred to as “‘Big Data’. The most 

commonly used definition of Big Data was created by Gartner Inc., who stated, Big data "is 

high-volume, -velocity and -variety information assets that demand cost-effective, innovative 

forms of information processing for enhanced insight and decision making” (Sicular, 2013, para. 

3). When discussing data collection, it is important to keep these terms in mind, as the data being 

collected is factual information used as a basis for decision-making, and the datasets being 

collected are often Big Data. 

Data collection and mining is described as, “a technique of using special software to sift 

through large databases in order to derive information that is implicit but not explicit in the data” 

(De George, 2011, p. 470). Data collection then serves as a means by which organizations can 

understand their audience(s), creating an opportunity to tailor messaging and advertising to 

specific segments. 
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Yuval Noah Harari gave Big Data the name, “Dataism” (Harari, 2016). One of the key 

components of Dataism is that, “we should willingly give all of the data pertaining to ourselves 

to Google and other tech companies because they will then know more about ourselves than we 

possibly can. They will therefore make ‘better’ decisions for us!” (Mitroff, 2019, p. 58). Data, 

then, can be described by some corners as a tool to create efficiencies and increase quality of life. 

Organizations, such as Google described here or in the case of this paper public sector 

organizations, can view data as a means by which to improve services to publics. 

Data collection in Canada is governed by the Communications Security Establishment 

(CSE) whose mission is to, “To provide and protect information of national interest through 

leading-edge technology, in synergy with our partners” (Government of Canada, 2014, August 

8). The mandate of the CSE is outlined in the National Defence Act and requires the CSE to do 

three things:  

• to acquire and use information from the global information infrastructure for the purpose 

of providing foreign intelligence, in accordance with Government of Canada intelligence 

priorities; 

• to provide advice, guidance and services to help ensure the protection of electronic 

information and of information infrastructures of importance to the Government of 

Canada; 

• to provide technical and operational assistance to federal law enforcement and security 

agencies in the performance of their lawful duties. (Government of Canada, 2019, August 

1). 

However, the CSE is prohibited by law from targeting Canadians or anyone in Canada without a 

judicial warrant (Weston, 2014, January 31). In a general sense, data is protected through the 
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Canadian government and unless otherwise consented to, data collection does not happen other 

than for security purposes. 

 There are legislative Acts across Canada that cover specific data collection and use. For 

example, Ontario is governed by Freedom of Information and Protection of Privacy Act (FIPPA) 

and the Municipal Freedom of Information and Protection of Privacy Act (MFIPPA) while 

Alberta is overseen by the Alberta's Freedom of Information and Protection of Privacy Act 

(FOIP). Further examples include Quebec’s Act Respecting Access to Documents Held by 

Public Bodies and the Protection of Personal Information and British Colombia’s Freedom of 

Information and Protection of Privacy Act. These acts put rules and guidelines in place for data 

collection as well as a right of access to the information after it has been collected, which are 

consistent within each province, but not across the country of Canada as a whole. There is also 

the Privacy Act, which relates to information the Government of Canada collects and holds on 

people. 

Ontario's privacy commissioner Ann Cavoukian says there has to be, "greater openness 

and transparency because without that there can be no accountability. This trust-me model that 

the government is advancing and Communications Security Establishment Canada is advancing 

– 'Oh just trust us, we're doing the right thing, don't worry' — yes, worry! We have very good 

reason to worry" (Weston, 2014, January 31). The question therein lies, what data is being 

collected and what is being done with it when it is? 

While data is becoming increasingly available and collected, Giroux (2015) raises 

concerns of a “social order in which new surveillance technologies grant the state a degree of 

power unthinkable to past generations – exceeding in reach and complexity even the totalitarian 

state imagined in Orwell's dystopian account, 1984” (Giroux, 2015, p. 108).  Surveillance in this 



KNOW YOUR AUDIENCE 11 

sense is defined by Merriam-Webster as, “close watch kept over someone or something” 

(Merriam-Webster. (2019b); in the case of this paper, the close watch is public sector 

organizations over their publics. 

As an example, the Ontario Government even acknowledges these concerns, noting that a 

risk of digital or e-Government is surveillance and loss of privacy. They implicitly state that, 

“Surveillance in public places, the home, and the workplaces can compromise individual’s right 

to privacy and can infringe on people’s ability to communicate, organize and associate freely” 

(Ontario Government, 2019, July 30, p. 7). In the United States, the Edward Snowden 

disclosures suggest strongly that, “Big Data practices are skewing surveillance even more 

towards a reliance on technological ‘solutions,’ and that this both privileges organizations, large 

and small, whether public or private, reinforces the shift in emphasis towards control rather than 

discipline and relies increasingly on predictive analytics to anticipate and pre-empt” (Lyon, 

2014, p. 1). As datasets continue to grow and be collected, what organizations, particularly 

public sector organizations, are doing with this data is a question that will often arise. Lyon 

(2014) goes one step further by stating, “Big Data practices in consumer surveillance are (now 

literally!) co-travelers with those of state surveillance and together produce the kinds of 

outcomes around which ethical debates should now revolve” (p. 1). 

Ethics 

Ethics is defined as a, “systematic attempt to make sense of our individual and social 

moral experience, in such a way as to determine the rules that ought to govern human conduct, 

the values worth pursuing and the character traits deserving development in life” (De George, 

2010, p. 13). Furthermore, “The virtue school stresses that to be ethical means possessing the 
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right set of attributes, for example, honesty, trustworthiness, and strength of character” (Mitroff, 

2019, p. 59). 

Breaking down “ethics” further, there are three phases of ethical study to note and they 

are descriptive ethics, normative ethics and metaethics. Descriptive ethics, “consists of studying 

and describing the morality of a people, culture or society” (De George, 2010, p. 13). Normative 

ethics, “seeks to uncover, develop, and justify the basic moral principle or principles, or the basic 

moral values, of a moral system, found in a given society, and more generally and ideally in 

human society as a whole” (De George, 2010, p. 14). Metaethics, “is the study of normative 

ethics, and, to some extent, both normative and descriptive ethics involve some metaethical 

activity” (De George, 2010, p. 14). 

Bowen’s (2010) research led to a discussion of “authentic ethics” whereby the values that 

are enacted through organizational decision-making represent the core of the organization. 

Further work also indicates a link between ethical values and the authenticity of an organization 

(Bowen, et al., 2006). In essence, ethics guide a series of decisions that organizations make that 

their publics then judge them on to understand their values and authenticity. Mitroff (2019) 

notes, “the major schools of ethics in Western societies were formulated when ethics was 

principally a matter of the rightful conduct between a small number of individual actors or agents 

with clearly foreseeable benefits versus disbenefits” (p. 65). Due to the complexity of today’s 

world, including technology, Mitroff (2019) states ethics, “requires the ability to see and to 

acknowledge the intended and unintended consequences of one’s actions. In short, it requires the 

ability to make connections” (p. 65).  

These connections also span to levels of ethics and responsibilities. Mitroff (2019) 

outlines an ethical belief of “passing the ethical buck” onto someone else, whereby someone else 
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takes the blame and is responsible for an action being unethical, so even if an individual 

performed the unethical action they are not to blame. Mitroff (2019) states that this passing of 

the buck, “is one of the cornerstones of the Technological Mindset” and something seen in the 

digital world, including data collection. (p. 60). Additionally, research has indicated that a 

company has additional social and moral responsibilities beyond what is mandated by law (De 

George 2010). In this scenario, companies have an ethical responsibility to not just meet the 

letter of the law, but to act ethically beyond that. 

In this sense, there are variances in business, where there are three different types: ethics 

in business, business ethics as a movement and business ethics as part of the general field of 

ethics (De George, 2010). De George (2010) explains that when it comes to business ethics, 

“there is not separate or esoteric set of norms that apply to business and do not apply elsewhere” 

(p. 9). This means that societal norms apply in the business world just as they would in any other 

facet of the world. De George (2010) further explains that, “the business ethics movement is thus 

a social phenomenon with academic, business, social and governmental aspects” (p. 11). In this 

sense, business ethics has been happening for decades now, including events such as worker 

rights and codes of conduct. In the area of business ethics, it often runs parallel to ethical issues 

faced by individuals. De George (2011) notes, “we have seen business ethics is not a separate 

ethics that constrains business in a way that other human and social endeavors are not 

constrained” (p. 12).  

When it comes to data collection and ethics specifically, De George (2011) states that, 

“While the search for such information about an individual [that the individual did not want 

revealed] might be unethical, that is not the purpose of data mining by most companies” (p. 471). 

That said, he further goes onto explain that, “every company has an obligation to determine that 
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any system containing confidential records is secure and that employees with access to such files 

are informed of, and trained in, security procedures” (De George, 2011, p. 471). 

Trust 

According to Merriam-Webster’s dictionary, trust has been defined as, “Assured reliance 

on the integrity, veracity, justice, friendship or other sound principle, of a person or thing; 

confidence; faith; belief” (Merriam-Webster, 2019c). This definition focuses on having faith and 

reliance within a defined situation, which requires a level of trust. A separate, yet, commonly 

cited definition of trust courtesy Mayer, Davis and Shoorman (1995), describes trust as, “the 

willingness of a party to be vulnerable to the actions of another party based on the expectation 

that the other will perform a particular action important to the trustor, irrespective of the ability 

to monitor or control that other party” (p. 712). In this sense, there is an element of vulnerability 

and even risk, which is cause for a level of trust.  

To further this notion, there is research of trust that describes its existence only to come 

when there is an element of risk present (Adams, 1995; Coleman, 1990; Luhmann, 1989). Risk is 

further explored in relation to trust because, “Risk causes uncertainty and insecurities, whereas 

trust is an effective instrument to deal with them. It is important to mention that trust does not 

eliminate the risk itself. Rather it helps to overcome risk by changing its perception” (Akkaya, 

Wolf, Krcmar, 2010, p. 1). 

Following this theme of trust and risk. Luhmann (2000) notes trust is directly linked to an 

individual’s conscious decision to choose between two or more alternatives (ex: choosing 

between two wealth advisors - one may perform better than the other). Luhmann concludes, 

“Trust is only required if a bad outcome would make you regret your action” (Luhmann, 2000, p. 

3). 
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Giddens (1990) explored a different aspect of the term trust, saying, “Trust is related to 

absence in time and in space. There would be no need to trust anyone whose activities were 

continually visible and whose thought processes were transparent, or to trust any system whose 

workings were wholly known and understood” (p. 33). He goes on further to suggest trust is 

attributed to reliability; an important component rooted in trust when facing multiple outcomes 

(Giddens, 1990). 

Thomas (1998) identifies three broad conceptions of trust: ‘‘(a) fiduciary trust, which is 

notable for asymmetric relationships and attendant opportunities for malfeasance; (b) mutual 

trust, which develops between individuals who repeatedly interact with one another; and (c) 

social trust, which is embedded within institutions we know in common and take for granted’’ 

(p. 170). 

Trust also ties into relationship maintenance strategies that result in the building of 

relationship outcomes: control mutuality, commitment, satisfaction and trust (Bowen & 

Gallicano, 2013). This is further explained by Bowen and Gallicano (2013) stating, “Being able 

to know and understand the organization allows publics to build expectations of it. When the 

organization meets those expectations, trust begins to form” (p. 195). Earlier work by Bowen 

falls in line with this research as he found that building trust and sustaining relationships is based 

on ethical consistency (Bowen, 2010). In relation to government, Welch, Hinnant and Jae Moon 

(2004) state, “citizen trust in government is built upon expectations conditioned by some type of 

social context or interaction” (p. 376). 

Bowen and Gallicano (2013) argue that when it comes to relationship outcomes, “trust is 

the most pervasive and important factor, akin to the ‘backbone’ of the relationship” (p. 195). 

Organizations that value trust as well as credibility project these traits through their corporate 
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reputation (Fombrun & van Riel, 1997). This ties trust in further to corporate reputations and 

how organizations are viewed, as corporate reputations are defined as, “a collective 

representation of a firm’s past actions and results that describes the firm’s ability to deliver on 

multiple outcomes” (Fombrun & van Riel, 1997, p. 10). 

Welch, Hinnant and Jae Moon (2004) also studied trust in relation to e-government and 

concluded that, “electronic government strategies—transaction, transparency, and interactivity—

are important factors that directly affect e-government satisfaction and indirectly affect trust” (p. 

371). Nelson (1997) has identified five problems for building trust in cyberspace: security and 

reliability, identity and authentication, confidentiality, verification, and jurisdiction. Teo et al., 

(2008) argue that trust is key for retaining online relationship between the online service 

providers and the users. Additionally, researchers (Gefen et al., 2004; Pennington et al., 2003) 

have found trust as a factor that is a crucial enabler of e-commerce transactions, and extends this 

argument to e-government context (Teo et al., 2008). The trust factor also plays a critical role in 

the use and application of e-government services and adoption (Mahmood et al, 2014, p. 15). 

It is also important to note that, trust and confidence have been examined without taking 

into account the differentiation that could exist among the various types of trust citizens can have 

and that could be influenced by e-government experience (Morgeson et al., 2011). 

Public and Publics 

The term public is a debated term in the fields of public relations, political science, 

psychology, marketing and advertising (Vasquez & Taylor, 2001). Price (1992) goes as far to say 

that no other term has caused so much social concern, academic interest or intellectual 

discussion. Public, “generally refers to common access or matters of concern, especially in 

matters of office and state” (Vasquez & Taylor, 2001, pp. 140/2). In relation to public relations, 
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the term is more refined to mean, “a situational collection of individuals who emerge and 

organize in response to a problem” (Vasquez and Taylor, 2001, p. 140/2). 

According to Grunig’s (2013) research, the first of three segments for practicing 

excellence in public relations is, “Identifying and segmenting stakeholders and publics and the 

issues they create” (p. 11). Ehling (1975) defines a public as a group of people that arises within 

a community around a controversial issue. Dewey (1938) outlined three factors 1) face a similar 

indeterminant situation 2) recognize what is indeterminant – problematic – in that situation and 

3) organize to do something about the problem. Grunig (2013) furthered this by defining three 

stages in the evolution of a public: latent, aware and active.  

Leichty and Warner (2001), posit that, “publics often exist prior to and independent of the 

organization” (p. 61). This serves as a key distinction to other definitions by stating the 

organization does not actually play into the forming of publics. Organizational publics grant 

legitimacy to the organization and make the organization dependent on them in this respect 

(Metzler, 2001). 

To identify these publics, the Situational Theory of Publics is commonly used. Grunig 

(2013) writes that, “The situational theory of publics provides a sophisticated method of 

identifying different types of publics and for planning strategies to communicate with them” (p. 

12). This tool is used to help segment and isolate publics to then develop methods to 

communicate and build relationships with them. However, some (Cozier & Witmer, 2001; 

Vasquez, 1993; Vasquez & Taylor, 2001) have countered the assumption of the Situational 

Theory that publics develop due to problems in life, and instead called for a more social theory 

of publics.  



KNOW YOUR AUDIENCE 18 

Ultimately, there is value in understanding publics, as Heath (1997) notes, “the 

identification, monitoring, and analysis of key publics’ opinions that can mature into public 

policy and regulative or legislative constraint” (p. 6). By knowing their audiences, organizations 

can then in turn work to appease them and/or tailor specific messages to them that will resonate 

and provide value. 

With the advancement of disruptive new technologies in recent years, there has been a 

considerable focus on collecting data and tailoring messages and information to specific 

audience groups to facilitate user engagement (El-Haddadeh, Weerakkody, Osmani, Thakker, & 

Kapoor, 2019). This goes hand-in-hand with how organizations view, segment and build 

relationships with their publics. 

e-Government 

 In a research paper, on the definition of e-Government, “The field of e-government deals 

with the major initiatives involving using multi-ways, taken by all levels of governments to 

enhance the services quality and security on behalf of public and business as a new key approach 

or strategy” (Hu, Pan, Lu and Wang, 2009, p. 980). This definition hinges on the belief that e-

Government consists of dynamic elements that span a number of sectors but are tied together by 

the core belief of improving service quality and security (Hu et al, 2009). In earlier definitions, 

E-government is described as, “utilizing the Internet and the World-Wide-Web for delivering 

government information and services to citizens” (UN, 2002). In addition to the internet, it can 

also include “database, networking, discussion support, multimedia, automation, tracking and 

tracing, and personal identification technologies” (Jaeger, 2003). 

 Further definitions of e-Government include different angles or focuses on specific 

aspects of what is happening or being delivered. Tung and Rieck (2005) focus on what e-
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Government delivers by asserting in their definition that, “E-government is believed to lead to 

better delivery of government services, improved interaction with business and industry, citizen 

empowerment through access to information, or more efficient government management” (p. 

417). Conversely, it has also been defined in terms of how it operates, with Fountain (2001) 

stating, “‘E-government’ is a government that is organized increasingly in terms of virtual 

agencies, cross-agency and public-private networks whose structure and capacity depend on the 

internet and web” (p. 156). Gil-Garcia and Pardo (2005) related it to democracy by asserting, “E-

government as the intensive or generalized use of information technologies in government for 

the provision of public services, the improvement of managerial effectiveness, and the promotion 

of democratic values and mechanisms” (p. 188). This serves as a definition whereby government 

uses technology in order to continue democratic practices and values through technology.  

There are also a number of definitions that focus on e-Government as a means to 

disseminate information through technology. World Bank (2003) defines e-Government as “the 

use by government agencies of information technologies (such as wide area networks, the 

internet, and mobile computing) that have the ability to transform relations with citizens, 

businesses, and other arms of government”. Similarly, Jaeger and Thompson (2004) define e-

Government as, “the provision of government information through the internet to citizens and 

businesses and among government agencies” (p. 95).  

The definitions view e-Government, generally speaking, as a means to an end for 

communicating to audiences. Al-Kubaisi (2018) asserts that, “The strategic goal of e-government 

is to support and streamline government services to all stakeholders, including; government, 

citizens and business” (p. 4). While definitions have varied throughout time, they generally 

incorporate the belief that it is a means by which government is able to communicate and 
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message their publics. Schelin (2003) notes that, “one context for examining e-government 

centers on recognition that e-government is more than just a shift in communication patterns or 

mediums. At least potentially, it involves a transformation of the organizational culture of the 

government” (p. 125). 

As technology continues to evolve, so too will the definition and meaning of e-

Government. Kim and Ni (2013) note that, “As many social institutions and individuals migrate 

their activities to the computer-mediated, digitalized, networked community, many new 

phenomena have arisen” (p. 138). Ontario, and Canada as a whole, has followed other large 

countries around the world such as the UK, USA and Australia by creating digital government 

teams. The Ontario Government (2020, January 20) defines “digital” as: 

Digital is a means to an end, not an end itself. Digital creates better value for 

investments and enables more efficient services. It’s a different way of thinking and 

working to solve human problems and produce better outcomes in an era where 

computers are widely used, the internet exists, and people have come to expect 

speed, convenience, and simplicity. 

The Ontario Government further states that by becoming digital, their aim is to provide more 

efficient services, and solve human problems in an era where the internet exists, and computers 

are widely used. Tom Loosemore, co-founder of the Government Digital Service, defined digital 

as, “Applying the culture, practices, processes & technologies of the Internet-era to respond to 

people’s raised expectations” (Loosemore, 2016, May 10). 

 These definitions and outlines come together to define e-Government as a means by 

which governments, specifically in Canada in this case, provide levels of service and 

communication through technology. 
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Research Questions 

 To understand how public sector organizations can ethically collect data, this case study 

will focus on two research questions: 

Research Question 1: How and to what extent can data on publics be collected in an ethical and 

legal manner? The purpose of this question is to intersect what the law and ethics say about 

collecting data to understand commonalities between the two. It is important to conduct a 

literature review on the legislation regarding data collection and then cross reference it with 

ethics theory. For this research, ethics is defined as a, “systematic attempt to make sense of our 

individual and social moral experience, in such a way as to determine the rules that ought to 

govern human conduct, the values worth pursuing and the character traits deserving development 

in life” (De George, 2010, p. 13). This study seeks to establish a baseline foundation for data 

collection according to the law and ethics. 

Research Question 2: How and to what extent can data on publics be collected whereby publics 

are comfortable with the method(s)? The purpose of this question is to determine ways in which 

data can be collected from publics in ways that they are okay with, instead of just complying 

with the law. Research has indicated that that a company has additional social and moral 

responsibilities beyond what is mandated by law (De George 2010). In order to build trust, four 

maintenance strategies have been highlighted: control mutuality, commitment, satisfaction and 

trust (Bowen & Gallicano, 2013). It is further noted that trust is the foundational element of those 

four that must be present as all other outcomes are undermined if trust does not exist. This study 

seeks to serve the purpose of exploring ways to collect data from publics with mutual benefits 

where trust can be maintained.  
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Methodology 

According to Yin (2014) there is a twofold definition of a case study as it, “investigates a 

contemporary phenomenon in its real-world context” and it “points to case study design and data 

collection features, such as how data triangulation helps to address the distinctive technical 

condition whereby a case study will have more variables of interest than data points” (p. 2). For 

research to be categorized as a “case study” there are three types of criteria that must be met: the 

researcher must ask and answer how and why; the researcher must have no control over actual 

behaviour events that take place; and must focus on current events (Yin, 2014). Furthermore, an 

explanatory methodology, described as “a case study whose purpose it is to explain how and why 

some condition came to be” (Yin, 2014, p. 238) was used to determine how data can be ethically 

collected by public sector organizations. 

A McMaster Research Ethics Board (MREB) application was prepared, revised and 

approved as part of the research process. There were two distinct methods of collecting 

information, each of which required separate letters of consent (reference Appendix C and D). 

The first method of this data collection was done through a survey that was open to anyone that 

lives in Canada and is over the age of 18. In order to understand the public’s view on data 

collection, the survey was administered through social media to roughly 1,500 people (Reference 

Appendix A for the full survey). There were 104 total responses by Canadian residents over the 

age of 18. Participants had to click through a consent notice page, that provided details on what 

their information would be used for. The second method of this data collection was the in-depth 

interviews. In-depth interviews, “like all qualitative research methods, provides rich detail and 

the ability to understand what the individual being interviewed really thinks about something” 

(Stacks, 2017, p. 196). In order to protect the individuals, the author secured their informed 
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consent, which included noting that the interviewees identity would not be disclosed through the 

paper. The consent form also outlined steps being taken to minimize potential harm as well as 

protect their privacy and confidentiality (Yin, 2014). Once the interviews were complete, 

responses were analyzed and categorized according to themes that provide insights into this 

study as well as future research opportunities. 

 To conduct this case study, the research triangulated a literature review, conducted in-

depth interviews with subject matter experts and surveyed the general population. The researcher 

interviewed five individuals in-depth; these individuals spanned a wide range of expertise 

including legal, communications and information technology. The survey was distributed to a 

wide age range of publics within Canada. The goal was to solicit 100 responses; the final number 

of responses was 104. Similarities and connections between these information sources was 

analyzed to determine a framework for public sector organizations to collect data.  

 Professor Dave Scholz was the supervisor for this capstone, and his feedback provided 

guidance and leadership throughout the process. 

Participants 

 Participants for this study are broken into two groups. The first is survey respondents, 

which is a general group that can include anyone over the age of 18 that lives in Canada. The 

second group consisted of subject-matter experts related to ethical data collection by public 

sector organizations, including public relations, information technology, information and records 

management as well as lawyers. These individuals worked across a number of public sector 

organizations such as municipal government, provincial ministries, education and a crown 

corporation owned by a provincial government. 
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Results 

Survey Results 

The breakdown of responses by age groups were 7 per cent between the ages of 18 and 

25 years old, 39 per cent between 26 and 35, 16 per cent between 36 and 45, 26 per cent between 

46 and 55 and 12 per cent between 56 and 65. There were no responses over the age of 65.   

 The survey results indicate that, predominantly, 40 per cent of people were “maybe” okay 

with public sector organizations collecting data on them. In response to whether they would like 

to receive personalized offers, 43 per cent of people responded no.  

A series of likert scale questions were then asked about methods of data collection and 

how comfortable respondents would be about them. The primary responses for each question 

prompt showed that 42 per cent of people would not be comfortable at all if their internet 

browsing history was used, 49 per cent would be comfortable with filling out a form, 33 per cent 

would not be comfortable at all with their health and identification information being used, 62 

per cent would not be comfortable at all with observation through camera, 51 per cent would be 

comfortable with mailed questionnaires and 35 per cent would be comfortable with a phone 

survey. The method with the highest level of comfort indicated, which was extremely 

comfortable, was filling out a form. The methods respondents were most divided on were healthy 

and identification records where 25 per cent said they were not very comfortable with this, 24 

per cent said they were comfortable, 33 per cent said not at all and 15 per cent said they were 

neither comfortable or uncomfortable. Respondents were also divided phone surveys as 35 per 

cent said they were comfortable, 24 per cent said they were not comfortable, 19 per cent said 

they were not comfortable and 15 per cent said they were neither comfortable or uncomfortable. 

The method that received the least amount of extremely comfortable and comfortable votes 
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combined was observation through cameras at 2 per cent combined. The highest combined vote 

for extremely comfortable and comfortable was mailed questionnaires. View Figure 2 for full 

responses. 

Figure 2 

Full Responses Charted Out 
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Note: Responses indicate full responses from all survey participants. 
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15 per cent of people that said quite clearly that they would prefer their data not be collected at 

all. The most common word used in reply, beyond words that were also seen in the question 

itself, was “consent.” 

As a follow-up question, respondents were asked what they would prefer public sector 

organizations doing with the information collected on them. Similar to the previous question, 

roughly 10 per cent of responses stated to some degree that information should not be collected 

on them. One of the most common words across all responses was, “better” and this was in 

relation to improving services, tailoring information to individuals, and ease of use for inputting 

data between various agencies (such as health, program registration, etc.). The next most 

common theme was security and confidentiality of the data, as respondents wanted to be assured 

that their data information was private, and, for some, anonymized.   

 Respondents concluded the survey by asking whether they think public sector 

organizations should be allowed to collect and store information on them at all, and 79 per cent 

indicated that yes, they should, but only to some; 19 per cent said no. 

Interview Results 

In a series of in-depth interviews, participants answered questions regarding ethical data 

collection by public sector organizations through sharing their insights and observations. 

Research Question 1: How and to what extent can data on publics be collected in an ethical 

and legal manner? 

When asked how they would collect and store information on their audiences today, 

every participant noted having a purpose for the data at the very beginning of the process to help 

inform the data collection process. Participant two stated, “start with justification for this in the 
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first place so that you’re collecting information just for the purpose of the study or survey.” 

Participant one added that organizations need to, “be clear on what we’re trying to do” and noted 

the use of a privacy impact assessment that includes, “what should be collected, what’s the 

purpose and how will it be collected.” For participant three it was important that, “we are doing 

something where I can take the data and do something with it.” Participant four added, “evaluate 

the types of data I’m collecting to understand harms and consequences to safeguard 

information.” While participant five concluded, “all of the things that go can go wrong relates to 

the data you are handling, so I think we first need to ask, do we really need to collect this data? Is 

there a legitimate business purpose?” 

 Participants varied in how they would collect data from their publics. Three of the five 

participants noted that they would acquire data through the use of technology. For participant 

three, it came down to doing so by way of, “generally electronic because it’s easy to 

manipulate,” and through the power of technological data collection, it could then be useful and 

worth the participants time and ethical in its use of their efforts to gather their information in the 

first place. Participant two noted that if a technological solution is used then there’s a need to 

account for, “cyber security and a log with access and authorization.” Participant four took a 

different direction by noting, “you need to know who your audience and be strategic about how 

to get that information across to them to collect the data.” Participant five stated that it, “depends 

what you’re trying to achieve with the data.” 

 When the topic shifted to ask how data can be ethically collected, every participant noted 

obtaining consent. Participant three noted that, “in the public sector, the only requirement is 

notice collection. What we tend to do is something to get you to consent to use of information.” 

Participant four stated one should, “ask their permission to do that I would design the method in 
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a way to get informed consent.” In terms of what should be included, participant two outlined 

whether it was full or partial consent required, letting publics know how their information can be 

removed after they’ve submitted it, and contact information for publics to follow-up with should 

they have any questions, concerns or want to withdraw. Participant one summed it up by noting, 

“as long as people are aware and have the ability to opt out, and that it’s by choice not 

automation.” Participant three also added a question, asking, “if someone isn’t reading the terms 

and conditions, is that really ethical?” Participant five added that beyond disclosure and consent, 

ethical data collection is, “more than just the law and the contract. Data privacy means not only 

protecting the data but respecting the data and that means respecting the people you are 

collecting data on.” 

  Beyond obtaining consent, participants outlined how data collection can be 

deemed unethical or illegal in its collection. Responses boiled down to not obtaining informed 

consent as well as not using the data for its intended purpose. Participant five noted that it is 

unethical to, “bury the terms of your privacy notice (through legalise language or writing a notice 

that’s much longer than necessary) or deceive your audience in the terms.” Participant three 

noted that it is unethical if you, “use it for something I didn’t know or could have reasonably 

anticipated, or if you took it out of context and used it for something I didn’t know about.” In 

addition, participant one added that it can be unethical if the data was used to influence you 

without your awareness, anything that can be used against them, using data from another 

collection where consent was not granted to allow them use it for further purposes as well as 

buying data. Three of the five participants noted, without prompt, that the data cannot cause 

more harm than good for those giving up their information. 
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There were also a number of times where those surveyed mentioned that data collection 

is only a piece of the puzzle to consider and that everything has to work together. Participant four 

noted, “ethical collection and use of data is an aspect of data life cycle. You can’t talk about 

collection and use without discussing storage, consent, destruction and so on.” Every participant 

noted a need to justify the use and purpose of the data, and that you can’t just collect data for the 

sake of collecting data on people. Participant five stated, “organizations collect more data than 

they reasonably to. While they disclose it and you acknowledge it, I would not consider it 

ethical.” Participant three added, “do you really need all of this information or are you just 

collecting it? I think we over collect data and a lot of times people don’t know what they need to 

know.”  

Research Question 2: How and to what extent can data on publics be collected whereby 

publics are comfortable with the method(s)? 

 When discussing how data can be collected whereby publics are comfortable with the 

method(s), participant one stated the need to, “being open and transparent, including what you’re 

doing with the data, what you’re collecting and why, plus the ability to opt-out.” Participant two 

also noted an opt-out and added providing a contact person to follow-up with, in regard to 

understanding what is happening with the data or if any future opt-out is desired by the 

respondent. Participant four boiled it down to asking for their permission stressing the 

importance of, the individual or group of people know what they are getting into by releasing 

their information, and the organization honestly upholds what they are saying they will do with 

it, they should be comfortable. Participant five broke it down to “active” and “passive” collection 

whereby in active collection the participant willingly provides their information to the 

organization while passive collection walks the line of ethical as they are not always aware that 
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information is being collected for them. The example provided by the participant was someone 

visiting a website and all the information automatically collected on them without their 

consideration, such as their browser, time of day visiting the website and so on. 

The participants all noted that when it came to making publics comfortable with data 

collection it depended on what data was being used, who is the target audience and what is the 

purpose. They were not concerned with specifically how to collect the data in order for publics to 

be comfortable. Instead the responses centered on how to obtain informed consent. Participant 

five noted, “to get an opinion, ask them directly. The difficult part is people aren’t always 

interested in talking.” Participant three stated that, “the gap to me is nobody is reading anything. 

You can ask for consent, but people aren’t reading. You can call people and they don’t know 

what’s actually happening.” Participant two noted that, “the method does not matter, you have to 

be comfortable with the organization you’re giving it to.” Participant four added that, “people are 

pretty well-versed on regulations and we are well-placed to move towards informed consent, but 

it’s going to vary based on context.” Participant four also continued to say that the gap between 

legal and ethical data collection is technical consent versus informed consent and that 

organizations have a responsibility to clarify information and make sure people know what they 

are agreeing to when they provided their personal data. 

Without prompt, four of the five participants shifted the conversation from ethical data 

collection to data security in order to make publics comfortable. Participant three noted, “nobody 

cares about the collection, people only care when something goes wrong with the data after it has 

been collected.” Participant two stated, “we are one major data breach away from realizing what 

we do is likely insufficient. We need to teach staff the legal ramifications of dealing this type of 

information.” Participant four noted any discussion of ethical data collection has to include the 
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data life cycle including storage, protection and destruction of the data at some point. Participant 

five added that, “everything that could go wrong stems from the actual data collection and why 

you are doing it so you need to put a lot of thought into it right from the start.” It was clear from 

the responses that data collection is only one component of handling and using data, and that 

even if it is done correctly, it does not matter if the other parts – handling, practical use, storage, 

destruction, to name a few – are not done properly.  

Moving forward in data collection, participants noted the need for further transparency 

and anticipation of data use. Participant one argued for a “universal standard and built-in 

standard to share data across all levels of government with a centralized understanding of 

individuals information and rights.” Participant three also said that, “there will be more requests 

for data within the public sector and for data to start moving between different public sector 

organizations.” To this end, participant two called for, “the role of the privacy commissioner will 

need to increase, and we should see that role become more prominent in lower levels of 

government.” Participant four stated that more foresight in the consent process will save 

organizations time so that they don’t have to go back to individuals to ask for further consent in 

order to use their data for something else. Participant five called for more careful consideration 

from the beginning with the goal of minimizing the data collected in order to protect both the 

organization from having too much “unnecessary” information, and the individual from not 

giving up more information than they reasonably need to. 

Discussion 

This capstone study examined ethical data collection by public sector organizations, how 

it can be achieved, and what methods can be pursued in order to ethically collect data. The 

interview results indicated a number of considerations for ethical data collection, including 
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informed consent, transparency in the use of the data and understanding the data life cycle as a 

whole. Meanwhile, the survey respondents demonstrated mixed results on the comfort level of 

data being collected on them and used, as well as a certain level of comfort in submitting their 

data to public sector organizations by way of surveys, questionnaires and surveys.  

Consent and Transparency 

 Each interview participant focused on informed data consent throughout their answers, 

noting the need to educate their publics on why they are collecting information on them and what 

they plan on doing with it. Conversely, 40 per cent of survey respondents said they were 

“maybe” okay with public sector organizations collecting data on them. This brought to mind 

Mayer, Davis and Shoorman’s (1995) definition of trust where one party is willing to be 

vulnerable to the actions of another party. When asked what they would prefer a public sector 

organization doing with the information collected on them, one survey participant stated, 

“everything comes down to consent. If I know what it's being used for or has the potential to be 

used for and I agree, no problem.” Survey respondents as a whole were most concerned with 

whether or not they understood data collection was taking place and what consent they have 

provided. From there, they in turn noted whether or not the data collection would be used for the 

greater good, with one survey respondent directly writing that data collection should be, “using it 

on an aggregate basis to help improve the economy or wellbeing of Canadians.” Tying this in 

with Mitroff’s (2019) assertion that “Dataism” can help organization’s make better decisions for 

individual’s, there is a connection between consenting to use information, understanding why it’s 

useful and the potential benefits to everyone involved.  

Consent to collect data therein was tied to the use of the data and whether or not it was 

“worth it” for publics to willingly give up their information. One survey respondent stated, “I 
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would prefer if public sector organizations took data collected on me to improve services and 

make a positive change/impact. For example, improving customer service.” The concept of using 

data collected to improve customer service and programs offered was a regular theme among 

survey respondents, and it tied into the interview results where every participant noted the need 

for meaningful data collection that provided value to publics and the organization. Mitroff (2019) 

noted that when the term of ethics arose, particularly in Western societies, it centred around the 

concept of benefits outweighing disbenefits combined with the ability to foresee intended and 

unintended consequences. Corporations that use data collection for good can not only receive 

tangible benefits, but a boost in corporate reputation and trust as well (Fombrun & van Riel, 

1997). Participant four specifically noted the need for organizations to understand the harms and 

consequences of the data collection in order to properly plan and strategize it in the first place. 

Using the Situational Theory of Publics (Grunig, 2013), can help organizations identify 

commonalities among different stakeholders to develop a consensus around data collection 

benefits and uses.  

The concept of foresight in the consent process was constant among interview subjects 

and was also echoed by survey respondents stating their overwhelming desire to consent to data 

collection. Participant four called for a, “layered consent process to continually get people’s 

information and attention about what’s happening.” As Ontario’s privacy commissioner, Ann 

Caovoukian (Pringle, February 1, 2020), discussed, there is a need for greater openness and 

transparency in order to hold organizations accountable. This can come in the original consent 

phase as well as a tiered approach that keeps the impacted publics updated on what is happening 

with their data. The idea of “layered consent” communicated an idea that survey respondents and 

interview subjects referenced across the board as a format that helps to meet everyone’s needs. 
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Survey respondents clearly noted that they wanted to be informed on what was happening with 

their data. It is a potential lens into Kim and Ni’s (2013) assertion that new phenomena will arise 

as organizations build digitized, networked communities emerge.  

Participant three wondered about how data can be shared across different levels of 

governments seamlessly and gave an example of flooding whereby important information can be 

relevant to a number of levels of public sector organization, and that it is beneficial to everyone 

if it is shared properly. The consent required for that type of scenario should ideally be thought 

of in advance of the original data collection and built into the consent process from the 

beginning. When organizations act with moral rectitude and reflexiveness, trust and credibility 

are enhanced (Bowen & Gallicano, 2013). Organization’s should be aware of this and plan their 

actions and strategies accordingly so as to gain that trust and strong decision-making processes 

that allow them to ask for further consent to use data collected to help make decisions or provide 

services that go beyond the initial use of that data collection. For public sector organization’s to 

ethically collect data and utilize it, it will be vital to prioritize trust and transparency in the 

process to advance their efforts. As seen through Edelman’s trust barometer (February 19, 2020), 

trust in government organizations is low in Canada and through Fombrun and van Riel’s (1997) 

research, an organization’s corporate reputation is a collective response to their past actions. 

Instances such as the Toronto Police Service’s being caught testing a data collection tool 

“informally” come into question in this scenario, placing even more of an emphasis on building 

trust and being transparent in this process. 

Data Lifecycle 

 The beginning of the data collection process had similar responses from interview 

subjects as they noted the need to acquire consent. Participant three discussed how a collection 
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notice was generally the only legislative requirement for organizations to follow. While survey 

respondents noted that their consent prior to the actual act of data collection in response to the 

question, “What would you prefer public sector organizations doing with the information 

collected on you?” One survey participant noted that public sector organizations can use their 

data and do, “Whatever they want as long as I give permission.” This falls in line with the 

Ontario Government’s view on data collection, by which they note that if it is collected through 

unknown surveillance, it infringes on publics rights to act freely (Ontario Government, 2019, 

July 30). This is a key and meaningful portion of the data lifecycle as proper consent not only 

allows for proper collection in the first place, but it can inform what you can do with the data 

after you get it. That includes storage, use, retention and destruction.  

Every interview subject referenced that data goes beyond collection and includes 

components such as storage, use, access and destruction. Each one noted, without prompt, that 

you could not look at one component of data in pure isolation without considering other factors 

involved. At the same time, survey respondent’s answers varied significantly when presented 

with different data collection methods while many also indicated concerns over data security and 

protection. One survey respondent, for example, stated that, “I’d like organizations to make 

every effort to protect my data and store it securely.” This falls in line with the 10 principles 

listed in Canada’s Digital Charter, which includes Data and Digital for Good, Control and 

Consent, Safety and Security as well as Transparency, Portability and Interoperability among 

other principles.  

 Among potential risks brought up in regard to data collection, survey respondents were 

most concerned with their data and information being compromised or breached. Participant five 

noted that any data collected represents an opportunity for data to be hacked so organizations 
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should be debating if it is even worth it in the first place. Participant four also discussed how 

potential benefits have to outweigh the potential risks in any data collection and that 

safeguarding information needs to be a priority. Many of these potential risks are known, as 

evidence by the Ontario Government admitting the risk of loss of privacy through e-government, 

where the vast majority of data is collected and stored. Participant two discussed putting in place 

a formal data access system with levels of approval and formal data management training to 

ensure that data is stored and maintained safely in a regulated manner. This line of thinking 

bridges the trust of publics and organizations together as defined by assured reliance on matters 

such as integrity and justice (Trust, 2019). As Luhmann (2000) noted, trust is only required if 

there is potential for a bad outcome to occur. In this case, it is evident there is fear from both the 

organizations and publics as to potential concerns and it is a strong consideration in the data 

collection process. 

There are also legal ramifications to consider for the data lifecycle. Participant three 

noted that they “only” had to follow the specific Act to their province and from there had to 

collect the information with an information collection notice as well as understand freedom of 

information, yet also noted, “it’s not a lot to govern the whole process.” However, public sector 

organizations have to be ready to identify and release certain information upon request as noted 

through Acts specific to their province. Participant five lamented the different laws between each 

province which can be, “confusing and take time to learn each one, moving from province to 

province.” This can cause complications across the country whereas, previously noted, 92 per 

cent of Canadians expressed concern over losing control of their personal information and 55 per 

cent indicated they trust the government to respect privacy (Office of the Privacy Commissioner 

of Canada, 2019). Across the board there are a number of intricacies between Acts, for example, 
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the Privacy Act overseeing the Government of Canada and The Personal Information Protection 

and Electronic Documents Act (PIPEDA) have different definitions of personal information. In 

order to create an environment for informed consent and transparency, consistency throughout 

the country, across different levels of government can be further explored. This should 

encompass all levels of the data lifecycle. As Canadians in this study, and others, have indicated, 

they lack trust in public sector organizations handling their data, and part of that can be attributed 

to not even knowing the rules or regulations that apply to them in the first place. 

Ethical Data Collection Trust/Framework 

 This study examined ethical data collection and results indicated a further need from all 

angles to educate all stakeholders in informed consent. As one component of the overall data 

collection process, and based on the findings and participant insights, an ethical data collection 

framework was developed to demonstrate a method and model to ethically collect data for public 

sector organizations. 

Figure 3 

Ethical Data Collection Framework 

 

Note: Framework describes sequential steps to take for ethical data collection. 

Step 1
•Educate publics on consent and data use.

Step 2

•Organization understands all uses for data (including potential future uses), as well as storage, destruction, 
considerations.

Step 3

•Select appropriate data method based on what type of information is needed. Ensure that only relevant data 
will be obtained.

Step 4

•Create consent notice for specific data collection and outline why it's being done, contact information, what it 
will be used for. There should be an emphasis on acquiring informed consent.

Step 5

•Conduct data collection. Ensure proper storage and security considerations are in place. Have a data 
destruction timeline in place to complete data life cycle.
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 There is still trepidation from publics when it comes to data collection, as evident by the 

79 per cent of survey responses that indicated they think public sector organizations should be 

allowed to collect data on their publics, but only some. There is an opportunity to further educate 

publics on data collection, why it can be of use to them, what they are consenting to and how it 

benefits both organization and publics. This process is seen as the first step in order to bridge the 

gap between organization use and building trust with publics in a two-way symmetrical 

communications model that focuses on mutual understanding and respect to achieve a set of 

objectives. 

 The second step in Figure 3 is for the organization to understand all their data uses from 

the outset. This would help avoid having to ask for further permissions and consent from publics 

after a data collection has taken place. As participant four noted, “you want to get it right the first 

time so that you don’t have to go back and ask again for further uses.” This can also help bridge 

the gap for inter-public sector use of information as noted by interview subjects. One 

organization can collect data that can be of use to a separate public sector organization in the 

future. This should be understood and outlined in the consent process from the beginning. Plans 

and processes should also be in place to store the data, have access controls, and to understand 

how and when it will be deleted. 

 The third step takes into account reaching your relevant publics based on what data you 

are attempting to collect. As interview subjects noted, what you are trying to do should inform 

how you are trying to go about it. At the same time, when it comes to selecting the method for 

data collection, it is recommended to be aware of what survey respondents indicated they are 

most comfortable with. When building out the data collection method, questions should also be 

rigorously scrutinized to ensure that only necessary information is being collected so as to ensure 
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there is not information collected that provides no value related to the purpose of the data 

collection in the first place. This ties into participant five’s assertion that organizations need to 

respect individuals and their data. 

 Once the consent education and data collection structure as well as information gathering 

methods have been created, public sector organizations can then work towards creating a consent 

notice and focusing on informed consent. Three of five interview participants explicitly noted 

that even if there is a consent notice, it is not ethical if the individual or group of people agreeing 

to it are not actually aware of what they are agreeing to. Survey respondents also indicated that 

they are willing to provide information in scenarios where they understand why it is happening.  

 Finally, step five outlines having a plan that goes beyond the act of data collection. As 

participant four noted, “ethical data collection goes beyond the act of collecting data as it 

includes the whole process which means, storage, access, use and destruction.” Survey 

respondents also identified a fear of having their data breached, which goes beyond the act of the 

actual data collection itself. This indicates that organizations need to account for the whole data 

lifecycle from the outset in order to ensure that data is not only collected ethically, but that it is 

managed ethically as well. 

 This is a framework whereby future research can be built. 

Recommendations for Communications Professionals 

 Collecting data on audiences is only becoming more prominent for organizations, 

including the public sector. This will impact communications professionals in a number of ways, 

including how to ensure this is done legislatively through the use of tools such as surveys, and 

how it can be done ethically so as to not damage the relationship between the organization and 

their public. After all, as the Public Relations Society of America notes, “Public relations is a 
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strategic communication process that builds mutually beneficial relationships between 

organizations and their publics” (Public Relations Society of America, n.d.). In this sense, 

communications professionals will have a leadership role to play in ensuring that not only is data 

collected ethically, but it is explained to publics so that they can maintain trust. When it comes to 

trust and ethics, De George (2011) and Mitroff (2019) offer preliminary research and insight to 

read up on.  

 It is imperative that communications professionals thoroughly understand legislative 

requirements when it comes to data collection. This includes the practical application of 

understanding the legislature and knowing the language required in information collection 

notices, how to format collection tools and properly explaining where the data will go and how it 

will be used, or not used. Recommended reading includes Canada’s Communications Security 

Establishment as well as relevant literature depending on the level of government; for example, 

municipal governments can look to the Municipal Act. In order to collect data ethically, 

communications professionals will have to understand not only consent, but how to ensure 

informed consent from their publics. Professionals can study tactics and strategies that cover how 

to inform their publics of consent. For publics to feel comfortable “giving up” their personal 

information, they will need to understand what it is being used for, how it is being used, stored, 

etc. and communication professionals can work with internal and external stakeholders to 

educate about consent and data use. 

 The implementation of consistent, ethical data collection processes across public sector 

organizations does not appear integrated through the various divisions and departments. For 

example, marketing differs in their data collection processes as they attempt to understand their 

audience for sales and advertising purposes compared to finance, collecting information on 
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taxpayers and ensuring finances are properly calculated. This approach is not user friendly for 

publics, having to consistently re-enter the same information across various divisions and 

departments that all work for the same funnel, while it is costly and inefficient for the 

organizations themselves. There is an opportunity for Communications professionals to audit 

their organizations to ensure consistent, ethical data collection is being practiced while seeking 

opportunities to explain to their public what and why it’s happening, as well as create trust in this 

process between organization and public. A plan will also have to be created both internally and 

externally in order for this to happen. Responsibilities will need to be sorted out through the 

organization to establish who owns the various components of data collection and working with 

the public to build and maintain trust in the process. 

 Finally, as evident by the responses through the survey, there is a legitimate fear of data 

privacy, breach and mismanagement. Communicators will have to ensure transparency and 

openness in this process, as well as assist in ensuring that data is properly handled and 

maintained. It is recommended to read the work conducted on e-government to date that 

discusses its uses, including Hu et al (2009), Tung and Rieck (2003) and Al Kubaisi (2018). As 

seen through the data collected for this paper, the purpose of the data can help to inform the level 

of consent required, as well as the method by way the data is collected in the first place. 

Understanding this process and following it in the correct order can help ensure that 

communications professionals and their organizations are ethically collecting data in a manner 

that their publics feel comfortable with. 

Recommendations for Future Research 

 This study serves as an introduction to a topic that is only expanding and becoming more 

prominent in its application. The results demonstrate that there is still a lot of research, education 
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and practice that has to take place on this subject. Based on survey responses, there are many 

opportunities to further research, including whether public sector organizations should be 

collecting data from their publics at all, what is the best medium/tool to collect data from publics 

and how to break this down through various age groups. When it comes to the interview 

responses, future research can also look at how to best bridge the gap between data collection 

and various agencies so that everything can be centralized in one location and how public sector 

organizations can better educate publics on their data use practices. 

 Preliminary suggestions include: 

• Conducting research on specific public sectors, including municipal, provincial and 

federal government, as well as other sections such as health and education. Each 

sector may have unique results based on their publics and organizational goals. 

• Further research can also be done to breakdown the study by age. There was nobody 

over the age of 65 that responded to the survey and the vast majority of respondents 

were either between 26 and 35 or 46 and 55. There is an opportunity to focus in on 

specific age groups to understand their feelings and thoughts towards data collection 

by public sector organizations and what can be done to appease them. 

• Set up experiments based on Luhmann’s (2000) framework on trust that looks at 

various data collection methods to determine the impacts of specific methods of data 

collection and how they alter levels of trust with publics. 

• In addition, a study of what specific data publics would disclose can be looked at to 

pair with this study. For example, does the answer change if it is health records vs 

home address and phone number. 
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• Next steps beyond this research can aim to study and understand what public sector 

organizations should do with the data collected, how it should be stored and how as 

well as to who access should be provided to employees. It will also be imperative to 

research how public sector organizations can use data collected to better serve the 

public and make informed decisions. 

Limitations 

 There are a number of limitations in this study including a small sample size of survey 

participants (104) This led to a notable sampling error where, “the sample drawn from a 

population does not accurately reflect that population” (Stacks, p. 224). Further, among those 

that did respond, various age groups were not equally represented. There was also limited access 

to subject-matter experts as only five were interviewed. 

 Survey respondents were based on the researcher’s network, through either personal 

connections or friends of friends, known as a snowball sample (Stacks, p. 375). As Stacks (2017) 

notes, “snowball sampling, like all forms of nonprobability sampling, cannot be generalized to 

the larger population” (p. 228). Subject-matter experts were also, in part, chosen based on their 

interest in the study, availability and overall timing. There is potential for some measurement 

error, described as “the amount of random error found in any measure” (Stacks, p. 234), 

regarding the concept of data and information collection, and how survey respondents 

understood and answered these questions. 
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Appendix A 

Survey 

Question 1: 

Please select whether you are a resident in Canada: 

• I am a resident 

• I am not a resident 

• Prefer not to disclose 

Question 2: 

Please select your age: 

• Under 18 

• 19 – 25 

• 26 – 35 

• 36 – 45 

• 46 – 55  

• 56 – 65  

• 66+ 

• Prefer not to disclose 

Question 3: 

Please select whether you are okay with public sector organizations collecting data on you: 

• Yes 

• Maybe 

• No 

• I don’t know 

Question 4: 

Please select whether you would agree to public sector organizations using information they 
have about you to send you personalized offers that match your interests: 

• Yes 

• Maybe 

• No 

• I don’t know 

Question 5:  
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Please indicate your level of comfort to the following methods for collecting your data: 

 Extremely 
comfortable 

Comfortable Average Not very 
comfortable 

Not 
comfortable 
at all 

Don’t 
know 

Internet 
browser 
history 

      

Filling out a 
form 

      

Health and 
identification 
records 

      

Observation 
through 
cameras 

      

Mailed 
questionnaires 

      

Telephone 
surveys 

      

 

Question 6: 

How would you like public sector organizations to collect data on you? 

Question 7: 

What would you like public sector organizations doing with the information collected on you? 

Question 8: 

Do you think public sector organizations should be allowed to collect and store any information 

on you at all? 

• Yes to all information 

• Yes but only to some information 

• No 

• I don’t know 
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Appendix B 

Question 1: 

If you were going to collect and store information on your audience today, how would you go 

about doing so? 

Question 2: 

What does ethical data collection mean to you? 

Question 3: 

What would you consider ethical data collection? 

Question 4: 

What would you consider unethical data collection? 

Question 5: 

In your opinion is there a gap between how public sector organizations can legally collect data, 

and what is an ethical way to do so? 

Question 6: 

In your best opinion, what is the best method for collecting information on/about you? 

Question 7: 

What do you think the future holds for data collection for public sector organizations? 

Question 8: 

Is there any additional information you’d like to share regarding ethical data collection for public 

sector organizations? 
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Appendix C 

LETTER OF INFORMATION / CONSENT - INTERVIEWS 

A Study about ethical data collection for public sector organization 

Principal Investigator: 

Dr. Dave Scholz 

Department of Humanities 

McMaster University 

Hamilton, Ontario, Canada 647-233-4682 E-mail:dscholz@avenue.cllmcmaster.ca 

Student Investigator: 

Anthony Petrielli 

Department of Humanities 

McMaster University 

Richmond Hill, Ontario, Canada 

(416) 710-2684 

E-mail: petriela@avenue.cllmcmaster.ca 

Purpose of the Study 

You are invited to take part in this study on how public sector organizations can ethically collect 

data. I want to help create a framework for public sector organizations to follow. I am hoping to 

learn how public sector organizations can ethically collect information on their publics. I also 
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hope to find out what publics are comfortable with when it comes to data being collected about 

them. I am doing this research for my capstone project. 

What will happen during the study? 

I will be asking you a series of questions about ethical data collection for public sector 

organizations in order to get your opinion(s) on this topic. This should take approximately 30 – 

45 minutes. Questions include how you would ethically collect data and what would you 

consider unethical data collection to be. 

With your permission I would like to take handwritten notes supplemented by audio-recording 

the interview. 

Are there any risks to doing this study? 

The risks involved in participating in this study are minimal. You may feel uncomfortable with 

answering questions related to ethics and collecting personal information. You may find it 

stressful to answer these questions at times. 

You do not need to answer questions that you do not want to answer or that make you feel 

uncomfortable. I describe below the steps I am taking to protect your privacy. 

Potential Benefits 

The research will not benefit you directly. I hope to learn more about ethical data collection by 

public sector organizations. I hope that what is learned as a result of this study will help us to 

better understand 

______________________________________________________________________ 

Anthony Petrielli – Letter of Information /Consent [version 4, December 15, 2019] 
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how public sector organizations can collect information on their publics. This could help create a 

framework for these organizations to collect this information to better understand their publics. 

Confidentiality 

You are participating in this study confidentially. I will not use your name or any information 

that would allow you to be identified. No one but me will know whether you were in the study 

unless you choose to tell them. 

The information/data you provide will be kept on a computer that is protected by a password. 

Once the study has been completed, the data will be destroyed. 

What if I change my mind about being in the study? Your participation in this study is voluntary. 

It is your choice to be part of the study or not. If you decide to be part of the study, you can stop 

(withdraw), from the interview for whatever reason, even after signing the consent form or part-

way through the study or up until March 31, 2020 when I expect to be submitting my capstone. 

If you decide to withdraw, there will be no consequences to you. In cases of withdrawal, any data 

you have provided will be destroyed unless you indicate otherwise. If you do not want to answer 

some of the questions you do not have to, but you can still be in the study. In order to withdraw 

after the interview is completed, email the researcher directly at 

petriela@avenue.cllmcmaster.ca. 

How do I find out what was learned in this study? 

I expect to have this study completed by approximately March 31, 2020. If you would like a 

brief summary of the results, please let me know how you would like it sent to you. 

Questions about the Study:  
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If you have questions or need more information about the study itself, 

please contact me at: 416-710-2684. 

This study has been reviewed by the McMaster University Research Ethics Board and received 

ethics clearance. If you have concerns or questions about your rights as a participant or about the 

way the study is conducted, please contact: 

McMaster Research Ethics Secretariat 

Telephone: (905) 525-9140 ext. 23142 

C/o Research Office for Administrative Development and Support E-mail: 

ethicsoffice@mcmaster.ca 

CONSENT 

 I have read the information presented in the information letter about a study being conducted 

by 

Anthony Petrielli of McMaster University. 

 I have had the opportunity to ask questions about my involvement in this study and to receive 

additional details I requested. 

 I understand that if I agree to participate in this study, I may withdraw from the study at any 

time 

or up until March 31, 2020 

 I have been given a copy of this form. 

 I agree to participate in the study. 
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 I agree that the interview can be audio [video] recorded. [ ]Yes [ ]No 

______________________________________________________________________ 

Anthony Petrielli – Letter of Information /Consent [version 4, December 15, 2019] 

Signature: ______________________________________ Date: ________________________ 

Name of Participant (Printed) ___________________________________ 

SUMMARY OF RESULTS 

[ ] Yes, I would like to receive a summary of the study’s results. 

Please send them to me at this email address ______________________________________ Or 

to this mailing 

address:_______________________________________________________________________ 

 [ ] No, I do not want to receive a summary of the study’s results. 
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Appendix D 

Knowing Your Audience: How can public sector organizations ethically collect data? 

This survey is administered by Anthony Petrielli, Department of Humanities at McMaster 

University. The purpose of the survey is to help understand how the general public feels about 

their data being collected by public sector organizations. Information gathered during this survey 

will be written up as a capstone project. What we learn from this survey will help us understand 

how public sector organizations can ethically collect data. 

To learn more about the survey and the researcher’s study, particularly in terms of any associated 

risks or harms associated with the survey, how confidentiality and anonymity will be handled, 

withdrawal procedures, incentives that are promised, how to obtain information about the 

survey’s results, how to find helpful resources should the survey make you uncomfortable or 

upset etc., please read the accompanying letter of information. 

This survey should take approximately 10 minutes to complete. People filling out this survey 

must be 18 years of age or older. 

This survey is part of a study that has been reviewed and cleared by the McMaster Research 

Ethics Board (MREB). The MREB protocol number associated with this survey is MREB# 2379. 

You are free to complete this survey or not. If you have any concerns or questions about your 

rights as a participant or about the way the study is being conducted, please contact: 

McMaster Research Ethics Secretariat 

Telephone 1-(905) 525-9140 ext. 23142 

C/o Research Office for Administration, Development and Support (ROADS) 
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E-mail: ethicsoffice@mcmaster.ca 

The “Consent to Participate” Statement: 

Having read the above, I understand that by clicking the “Next” button below, I agree to take 

part in this study under the terms and conditions outlined in the accompanied letter of 

information. 
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