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ABSTRACT

The internet of things (1oT) and other emerging ubiquitous technologies are supporting the rapid spread of smart systems,
which has underlined the need for safe, open, and decentralized data storage solutions. With its inherent decentralization
and immutability, blockchain offers itself as a potential solution for these requirements. However, the practicality of
incorporating blockchain into real-time sensor data storage systems is a topic that demands in-depth examination. While
blockchain promises unmatched data security and auditability, some intrinsic qualities, namely scalability restrictions,
transactional delays, and escalating storage demands, impede its seamless deployment in high-frequency, voluminous data
contexts typical of real-time sensors. This essay launches a methodical investigation into these difficulties, illuminating
their underlying causes, potential effects, and potential countermeasures. In addition, we present a novel pragmatic
experimental setup and analysis of blockchain for smart system applications, with an extended discussion of the benefits
and disadvantages of deploying blockchain based solutions for smart system ecosystems.
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1. BRIEF INTRODUCTION

The advent of blockchain technology has paved the way for groundbreaking transformations across various sectors,
heralding a new era of decentralization and security in digital transactions and data management. This innovative
technology, best known for underpinning cryptocurrencies, extends its utility far beyond, promising to revolutionize not
just the financial landscape but also the way we conceive and implement smart systems and the Internet of Things (1oT)
[1 - 6]. By leveraging the intrinsic principles of decentralization, blockchain technology offers a robust framework for
enhancing system efficiency, security, and transparency. However, the integration of blockchain within the domain of real-
time sensor data storage presents a unique set of challenges that necessitate a nuanced understanding and innovative
approaches.

Real-time sensor networks, integral to 10T ecosystems, generate copious amounts of data pivotal for various applications
ranging from environmental monitoring to smart cities. The seamless incorporation of blockchain technology into this
realm promises enhanced security and integrity for sensor-derived data. Yet, the practicalities of implementing blockchain
for real-time sensor storage unveil complexities related to data volume, speed of transactions, cost implications, data
immutability, and storage scalability. These challenges underscore the tension between the theoretical ideals of blockchain
technology and the pragmatic demands of high-frequency sensor environments.

This paper delves into the multifaceted challenges that arise when deploying blockchain technology for real-time sensor
data storage. It explores the intricacies of managing vast data volumes generated by sensors, the speed limitations imposed
by consensus mechanisms in public blockchains, the economic considerations of frequent data transactions, the dilemma
of data immutability versus the need for mutable storage, and the growing concerns around blockchain storage capacity.
Addressing these challenges is crucial for harnessing the full potential of blockchain in enhancing the security and
efficiency of 10T and smart systems. Consequently, the paper also proposes potential solutions and innovative approaches,
including off-chain storage strategies, the utilization of sidechains, blockchain sharding, the adoption of private or
consortium blockchains, and the development of more efficient consensus mechanisms. These solutions aim to reconcile
the inherent properties of blockchain with the dynamic requirements of real-time sensor storage, paving the way for a more
secure, efficient, and scalable integration of blockchain technology within 10T ecosystems.
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2. CHALLENGES OF IMPLEMENTING BLOCKCHAIN FOR REAL-TIME SENSOR STORAGE

The usage of blockchain as a solution to the issues faced by IoT systems is not without its own challenges. In this paper,
we will go over a few of these hurdles in implementing blockchain for real-time sensor storage. Namely, these are the
massive data volume, speed, cost implications, data immutability, and storage concerns of the technology.

2.1 Data Volume

High-frequency sensors, especially in clustered deployments, generate vast amounts of data. Storing this on a blockchain
can strain the network, leading to scalability issues, especially in public blockchains. Because of blockchain’s key attribute
of being immutable for security and verification purposes, the data generated by smart systems will only continuously
increase the size of the blockchain. This can lead to data storage issues. The problem is compounded when we consider
that smart systems employ the use of high-frequency sensors, further increasing the rate at which data is generated. As
data comes in, it must be processed as a transaction and inputted into a block. Current popular public blockchains, such as
Bitcoin and Ethereum, have relatively poor throughput with only 7 transactions per second (TPS) for Bitcoin and 20 for
Ethereum [7]. High frequency sensors thus have the ability to potentially overwhelm public networks, resulting in delays
for transaction processing and block confirmation. And as the amount of transactions grows, so does the need for storage.
At this point, the blockchain trilemma is encountered where trade-offs are often made between security and
decentralization for scalability [8]. 0T devices are meant to be cheap and light with small storage capacities. Storage
requirements will eventually surpass the capabilities of 10T devices which, without cutting-edge solutions to this problem,
might require the sacrifice of decentralization for a node or a group of nodes specially designed for increased storage
capacity. Alternatively, the amount or quality of data could be reduced which would compromise security.

2.2 Speed

Real time sensor data storage requires rapid processing that is not often found in public blockchains. There are three main
reasons why blockchains underperform traditional centralized databases when it comes to speed. The first is that the
signature verification process is computationally complex. Couple this with the fact that it must be done for every
transaction and it becomes easy to see why regular databases are often faster than blockchains since they only rely on the
connection being secure to verify that a transaction is trustworthy [9]. When it comes to loT devices, the low computational
power of these devices further presents a challenge towards fast signature verification. Secondly, the consensus mechanism
needed to reach trust across the network is also very resource intensive [10]. The Proof-of-Work (PoW) model used by
Bitcoin, for instance, requires that each node find a hash value less than a specific number in order to add a block to the
blockchain. However, this means that multiple nodes can find one such hash value at the same time, creating temporary
forks where some nodes add on to the branch with a certain hash value and others to a different branch. Eventually the
longest branch, or that with the most PoW, is appended to the blockchain and all other branches are thrown away [11].
These thrown away branches are examples of wasted time and computational resources. While such mechanisms may be
secure, they require plenty of wasted time and high computational power, all slowing down the rate of transactions. This
leads to the third point, redundancy. All transactions are processed independently by every node in the network all for the
same end result [9]. Though this is necessary to ensure the trustworthiness of each block, it is still an example of extra
computation required as opposed to databases that only process them once. The blockchain's requirement for continuous
verification and trustworthiness checks introduces a level of computational overhead not typically present in databases.

2.3 Cost Implications

Given the storage requirements and advanced computation required for real-time sensor data storage in a blockchain, all
within a compact consumer 10T device, it should be no surprise that implementing such requirements will require a hefty
sum. If public blockchains are used to process transactions or use smart contracts, then fees will be incurred. These fees
can vary based on the blockchain network and its congestion. Each sensor data entry requires a transaction, leading to a
cumulative cost for storing data. Frequent transactions, especially in scenarios with a high sensor data volume, contribute
to increased transaction costs. Blockchain's decentralized nature means that each node in the network must store a copy of
the entire blockchain. Implementing mechanisms to optimize the handling of sensor data, such as aggregating or
compressing data before storing it on the blockchain, can help reduce transaction volumes and associated costs. Smart
contract logic can be designed to filter and store only essential data, mitigating the impact of high-frequency but less
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critical sensor readings. A study by Peker et al showed that the costs of using Ethereum for real-time sensor data storage
was significantly reduced by implementing numerical data encoding on and off a smart contract [12]. Solving the slow
computation issue within a compact 10T device follows the traditional hardware problem that the processor industry is
constantly working towards - creating smaller processors while making them more powerful. This follows from Moore’s
law where the primary issue is the number of transistors.

2.4 Data Immutability

Blockchain's primary strength lies in its ability to create a tamper-resistant and auditable history of transactions.
Immutability is achieved by designating a consensus mechanism, like proof-of-work or proof-of-stake, to validate and
agree on the addition of new blocks to the chain. Once a block is added, it becomes computationally infeasible to alter any
previous blocks. Sensors generate a constant stream of data, and the need for quick, flexible responses to changing
conditions may conflict with the immutability principle of blockchain. For instance, sensor data may need to be updated
or corrected due to calibration errors, changing environmental conditions, or improved algorithms. Imposing immutability
in such scenarios can be restrictive. In certain cases, regulations or privacy requirements may necessitate the removal of
sensitive information from the system after a certain period. Immutability makes it challenging to comply with such data
protection regulations as once data is recorded, it cannot be erased or anonymized easily. A recent article by Politou et al
already outlines conflict between blockchain technologies and regulatory requirements due to the right to be forgotten
[13]. The European Union’s recent General Data Protection Regulation would require that some data be removed in certain
circumstances, which is in conflict with blockchain’s key attribute of being immutable. Redacting or updating data disrupts
the consistency of data in an immutable blockchain, compromising the security guarantees it offers. This disruption can
lead to unexpected vulnerabilities like double-spending attacks and forks in the blockchain network [14].

2.5 Storage Concerns

10T devices and sensors are meant to be compact, limiting the amount of storage facilitating technology that can be
implemented within. This means that to have a large storage capacity, the devices must carry the most expensive and data
dense storage solutions. Storage concerns in the context of implementing blockchain for real-time sensor storage arise due
to the inherent design principles of blockchain technology. While blockchain provides transparency, security, and
immutability, its decentralized and append-only nature can pose challenges related to storage, particularly for real-time
sensor data applications. For real-time sensor data applications, where data is generated continuously, the blockchain can
expand rapidly, leading to significant storage requirements over time. In a decentralized blockchain network, each node is
required to maintain a copy of the entire blockchain for validation and consensus purposes. As the blockchain grows,
nodes need substantial storage capacity to store the complete transaction history. This can become impractical for nodes
with limited storage resources. The ever-increasing size of the blockchain can then also result in scalability challenges,
affecting the performance and efficiency of the network. Retrieving and validating data from a large blockchain may lead
to delays, especially in real-time applications where quick access to data is crucial. Setting up a new node in the network
will also take some time as the new node will have to download the previously existing blockchain ledger, which at the
time of the node’s addition may have increased to insurmountable sizes [15].
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3. POTENTIAL SOLUTIONS AND APPROACHES

3.1 Off-chain Storage

This research emphasizes the significance of off-chain storage in blockchain applications, particularly in the context of
Internet of Things (10T) data. The distinction between critical and non-critical data allows for the implementation of
hybrid storage solutions, where critical, immutable records are stored on-chain, ensuring their security and permanence.
On the other hand, bulk sensor data, which may be lots of data, is stored off-chain with references or cryptographic
hashes stored on the blockchain [16].

The use of off-chain storage solutions such as BigChainDB and Hawk becomes crucial in scenarios where information
needs verification through the blockchain without making the entire information available on-chain. The challenge lies
in linking the physical storage location and the hash on the chain, and two methods, smart contracts and distributed hash
tables (DHT), offer solutions [16].

Smart contracts, being programmable and unchangeable, are key for setting terms in agreements, like storage duration
and costs. But there can be challenges, like relying on the storage provider's online status. To tackle this, Distributed
Hash Tables (DHTS) provide an alternative by creating a decentralized network of storage with a central index on the
chain, ensuring backup and fault tolerance [16]. In the realm of 10T, especially in the food supply chain (FSC) using a lot
of 10T data for traceability [17], as blockchain nodes collect more data, off-chain storage becomes necessary. Here, the
data's hash is stored on-chain, acting as a link to access off-chain data. Smart contracts and DHTSs are suggested to link
on-chain and physical storage, with a shared file system among nodes managing off-chain storage. This method not only
deals with changing off-chain storage needs but also introduces the idea of data expiration for traceable goods [17].

The integration of a Distributed Hash Table (DHT) is discussed as a technology that supports fault-tolerant,
decentralized storage based on key-value pairs. The scalability and flexibility of DHTs make them suitable for handling
large volumes of 10T data in a distributed and decentralized manner. The mention of the Interplanetary File System
(IPFS) as a DHT-based technology highlights its potential for secure and distributed data storage, emphasizing its
relevance in applications that leverage both IPFS and blockchain [18].

The reference to off-chain data, using cryptographic hashes or references, enables the storage of large datasets off-chain
while maintaining integrity. The off-chain storage of data is essential for accommodating large or dynamic datasets, and
the smart contract acts as a bridge by linking on-chain execution with off-chain data. Additionally, considerations for
access control and permissions in the smart contract add a layer of security and governance to the management of off-
chain data [16].

3.2 Side Chains

Sidechains, as described in [19], are isolated secondary blockchains that serve as secondary blockchains connected to the
main blockchain through a two-way peg. This mechanism enables bidirectional transfer of assets between the mainchain
and the sidechain, addressing critical issues such as scalability, performance, privacy, and security in traditional
blockchains. The challenges of implementing protocol changes in public blockchains due to their decentralized nature
are alleviated by sidechains [19]. By allowing the offloading of transactions to sidechains, specific scenarios such as
mobile crowdsensing and energy trading, as highlighted in [20], can benefit from more efficient processing.

Sidechains are connected to the mainchain in a parent-child relationship, allowing transactions to be executed in a
private network, thus achieving off-chain scaling. Each sidechain can be tailored to specific scenarios, such as health
care, environmental monitoring, and transportation management. The goal is to offload most mainchain traffic to
attached sidechains, with efficient processing, low on-chain cost, and guaranteed security for cross-chain transactions
[21].

In a building equipped with 10T devices configured to different sidechains, data can be efficiently shared and processed
locally, resembling a Local Area Network [22]. The integration of SPV proof and smart contracts facilitates secure
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communication and synchronization across multiple floors, illustrating the potential of sidechains in meeting real-time
data requirements in 10T scenarios [22]. To achieve this transfer, assets are moved by creating transactions on the first
blockchain to lock assets, and then generating transactions on the second blockchain with cryptographic proofs of the
correct lock, as explained in [23]. In the context of Bitcoin, sidechains transfer existing assets from the parent chain,
preventing unauthorized coin creation, and relying on the parent chain to maintain asset security and scarcity. This
process is crucial for ensuring the integrity of the entire blockchain network.

In the realm of 10T, where devices like electric vehicles engage in peer-to-peer energy trading [20], the secure and
lightweight financial infrastructure provided by sidechains becomes crucial. Traditional centralized 10T infrastructures
suffer from scalability issues and lack external audibility, while sidechains offer a decentralized alternative that ensures
secure and auditable transactions. Additionally, merged mining, outlined in [23], enhances the capabilities of sidechains
in the 10T space by enabling users to transfer funds securely between the main chain (e.g., Bitcoin) and sidechains. This
transfer, coupled with waiting periods and security measures, ensures the integrity of the sidechain against potential
reorganizations. In summary, sidechains offer a tailored solution to scalability issues in 10T applications, providing a
decentralized and efficient framework for secure transactions and data sharing among interconnected devices.

3.3 Sharding

The existing throughput of 7 transactions per second (tps) in Bitcoin poses challenges for real-time applications, acting
as a bottleneck for blockchain systems. Sharding addresses this by dividing the blockchain network into independent
shards [24].

Each shard operates as a complete blockchain system, processing transactions or storing a subset of the network state.
Multiple shards enable parallel transaction processing, significantly improving overall blockchain throughput. Cross-
shard transactions introduce additional computing and communication overhead, impacting completion times [24].

Cross-shard transactions, involving more than one shard, introduce additional computing and communication overhead.
The shard processing the cross-shard transaction must communicate with other shards involved, impacting completion
times. Shards operate independently, each with their validators, consensus rules, and storage [25].

Sharding brings several benefits, as outlined in [25]:

® Scalability: Increased transaction throughput.

® Improved Performance: Faster transaction confirmation times and reduced latency.

® Enhanced Privacy: Isolation of sensitive data within specific shards, improving privacy.

® Increased Network Decentralization: More participants can become validators.

® Flexibility: Enables customization and optimization of the blockchain network for specific use cases.

® Interoperability: Facilitates cross-shard communication and transactions, promoting interoperability between
blockchain networks.

® | ower Storage Requirements: Reduces storage needs for each node, leading to lower storage costs.

® Accessibility: Makes blockchain networks more accessible to a broader range of users, including smaller

devices or resource-constrained environments.

In the context of the Internet of Things (10T) blockchain, sharding is particularly relevant due to the dynamic nature of
0T environments. Challenges arise from the unpredictable number and distribution of devices, requiring dynamic
adjustment of sharding. The throughput of 10T sharding blockchain must be able to linearly scale to accommodate the
increasing transaction data [26].

One way to tackle the scaling issue in 10T mentioned above, geographic location becomes a crucial characteristic for loT
blockchain nodes [26]. Sharding technologies designed for 10T blockchains consider the geographic location of nodes,
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aiming to group geographically adjacent devices into the same shard. This approach minimizes network overhead within
the shard, improves consensus efficiency, and reduces cross-shard transactions.

All in all, sharding stands out as a pivotal solution to enhance blockchain scalability, offering benefits such as increased
throughput, improved performance, enhanced privacy, and greater network decentralization. However, challenges
persist, especially in dynamic environments like 10T, where careful consideration of factors like geographic location is
essential to optimize the effectiveness of sharding.

3.4 Private or Consortium Blockchains

Private and consortium blockchains offer distinct advantages in terms of privacy, performance, and security compared to
public blockchains. Privacy is a crucial aspect in blockchain networks, and public blockchains often face challenges in
this regard due to the lack of robust privacy mechanisms. The traditional use of public keys as identifiers in public
blockchains, like Bitcoin, provides only basic privacy and exposes users to potential privacy violations [1]. On the other
hand, private blockchains restrict participation to a predefined or limited number of participants, eliminating the need for
proof of work and mining. For instance, private and permissioned blockchains, such as IBM Hyperledger Fabric, ensure
that only authorized individuals participate. This approach allows for better control over information sharing, reduces the
likelihood of Byzantine behavior, and eliminates the need for expensive consensus protocols like Proof of Work (PoW)
[27], [28].

Consortium blockchains combine features of both public and private blockchains [28]. They are governed by a group of
organizations, providing advantages such as access control permissions, decentralized governance, low energy
consumption, transaction confidentiality, high throughput, and enhanced security and scalability. The paper by Merlec et
al. [29] further supports the advantages of consortium blockchains, highlighting their fault tolerance capability and
protection against disturbances, even in the presence of malicious nodes.

Additionally, private blockchains developed by consortiums of organizations offer benefits such as controlled
information sharing, better performance, and scalability. Consortium blockchains use a decentralized governance system
for consensus, enabling efficient transactions with lower energy and computing resource usage [28].

One use case of consortium blockchains is in industrial 10T (110T), where they ensure data unforgeability. Consortium
blockchains stop adversaries from pretending to be 10T nodes and harming the network by using decentralized
structures and digitally signed transactions. The encrypted raw data and the inability to forge audited and stored data add
an extra layer of security to 10T applications.

Moreover, consortium blockchains find practical applications in various industries, such as in the development of a
unified and secure peer-to-peer energy trading system [30]. The decentralized and secure nature of consortium
blockchains is leveraged to enable localized peer-to-peer electricity trading among plug-in hybrid electric vehicles,
showcasing the adaptability of this technology in different industries.

In conclusion, private and consortium blockchains offer tailored solutions for specific use cases, providing enhanced
privacy, performance, and security compared to public blockchains. These advantages make them suitable for
applications ranging from secure energy trading systems to industrial 10T scenarios.

3.5 Efficient Consensus Mechanisms

Blockchain technology, initially introduced with Proof of Work (PoW) as its consensus mechanism, has evolved to
address challenges related to transaction validation speed and energy consumption [31]. The foundational concept of
blockchain, as outlined by Nakamoto in the Bitcoin whitepaper, involves a proof-of-work system. PoW relies on miners
solving cryptographic puzzles to validate transactions and secure the network. However, POW has faced criticism due to
its time-consuming nature, resource-intensive mining processes, and the significant time required for transaction
confirmations.
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In addition to the drawbacks of PoW, a dominant 51% control by any node in the network could potentially compromise
the blockchain's integrity. To address these issues, there has been a shift towards PoS. PoS replaces miners with
validators, offering advantages such as energy efficiency, enhanced security against 51% attacks, and a more sustainable
network [31], [32].

Building upon PoW and PoS, DPoS introduces a consensus algorithm based on voting elections. Elected representatives,
similar to a democratic congress, participate in consensus and block generation. While DPoS enhances throughput and
reduces latency, it faces challenges such as low enthusiasm among voting nodes and delayed handling of malicious
nodes [33].

Consensus mechanisms have found applications beyond cryptocurrency. In the Internet of Things (10T), researchers
have explored blockchain-driven solutions with integrated consensus mechanisms to enhance traceability, decision
support in supply chains, and effective data dissemination in industrial IoT environments [33 - 35].

Considering the resource constraints of 10T devices, POW is deemed impractical due to its demand for substantial
resources. In the Internet of Things (1oT), researchers have explored blockchain-driven solutions with integrated
consensus mechanisms to enhance traceability, decision support in supply chains, and effective data dissemination in
industrial 10T environments. Considering the resource constraints of 10T devices, POW is deemed impractical due to its
demand for substantial resources. This has prompted the exploration of alternative consensus mechanisms that are more
suitable for 10T, addressing issues of applicability and security [36].

Efficient consensus mechanisms are critical for the evolution of blockchain technology. The transition from PoW to PoS,

along with innovations like DPoS, not only improves the scalability and security of blockchain networks but also opens
avenues for broader applications, particularly in the 10T space.
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4. SHARDING IMPLEMENTATION IN BLOCKCHAIN FOR SMART SYSTEMS

Among the various strategies proposed to address the data volume challenge, sharding emerges as a particularly
promising solution. Sharding involves partitioning the blockchain into smaller, manageable segments, known as shards,
that are distributed across the network. Each shard contains a portion of the network's data and transaction history, which
means that individual nodes are responsible for only a fraction of the total data. This division of labor significantly
reduces the storage and computational load on each node, enhancing the overall scalability and efficiency of the
blockchain system.

Sharding operates on the principle of horizontal partitioning, wherein the blockchain ledger is divided into subsets that
can be processed and stored independently. Nodes within the network are assigned to specific shards, where they process
transactions and maintain the state of their respective shard. This localized processing approach allows for parallel
transaction validation and ledger updates across different shards, thereby increasing the throughput and reducing the
latency of the network.

In this section we briefly discuss the results of implementing a sharding protocol for a simulated smart system. The
simulated system was designed with Python and used machine port designation to simulate individual network nodes.
Individual nodes operated independently and could communicate with other nodes in the network. Each node simulated
a real-time smart system device, with limited storage capabilities and irregular communication frequency. Each node can
therefore be viewed as a smart device separated spatially from other nodes in the network. The nodes, while sharing a
common machine, only communicate with one another without the utilization of a central machine. The simulation, has
numerous adjustable parameters, including node communication frequency, network size, and magnitude of sharding.

# & =
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Figure 1: Nodes stem from central machine; however, do not use a centralized communication method [1].

The objective of this brief experiment is to analyze the effects of sharding on resource constrained nodes in a simulated
smart system setup. As previously discussed, one of the fundamental obstacles in implementing blockchain for a smart
system application is the scalability issue. Scalability issues in distributed networks manifest as reduced transaction
throughput. increased transaction confirmation times and in the worst case, node failure, especially as the network size
and transaction volume grow. By enabling parallel transaction processing, sharding allows distributed networks to
support a larger user base and handle higher transaction volumes without a corresponding increase in processing time or
computation costs.

To analyze this, we first analyze how adding more nodes to the network affects the size of the chain. We sample the
chain of one of the nodes in the network.
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Figure 2: Effect of number of nodes and data frequency on chain size.

The results show that prior to sharding in this blockchain setup there is a large increase in the size of the chain as the
number of nodes increase. Theres is a 94.7% mean increase in chain size over time as the number of nodes increases
from 2 to 5. This is a significant increase and would heavily obstruct practical smart system implementations. Therefore,
we implement sharding to reduce individual node cost.
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Figure 3:(a) non-sharded blockchain. (b) sharded blockchain (n =3)

The results of the simulation vividly display the decrease in the chain size as a result of sharding implementation. A
quantitative analysis indicates that there was a 39% decrease in individual node cost as a result of employing sharding,
while maintaining other simulation parameters. The results from this brief implementation of sharding within a smart
system simulation clearly showcase how blockchain sharding can significantly reduce individual node cost and therein
combat the scalability issue within blockchain. For our future work, we propose that with the addition of cognitive
dynamic theory [37], [38], we can further develop sharding for blockchain to an adaptive architecture which can adjust
to its environment, therein suiting the dynamic needs of smart system applications.
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