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ABSTRACT

As the technological landscape continues rapidly evolving, blockchain technology has been widely integrated and
employed in various areas of application. Blockchain, at its core, offers a decentralized method for system security and
communication. This is in contrast with classical security systems, which necessitate a central node for data processing
and communication, therefore augmenting vulnerability to a single point of failure and attack. Incorporating adaptive sub-
systems into various blockchain technology features might greatly enhance their functionality without jeopardizing the
chain's immutability. Several publications have focused on the analysis of network node data in an effort to offer an
adaptive version of the consensus mechanism used in the blockchain process. This paper presents a novel adaptive
consensus mechanism that regulates the Proof-of-Work mining difficulty based on the perceived anomalous level of
network nodes.
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1. INTRODUCTION

Highly distributed connected systems, such as the Internet of Things (IoT) and smart systems, have found widespread
adoption in a variety of applications. The Internet of Things (IoT) and smart systems provide a technique for connecting
diverse heterogeneous devices via the internet, allowing for the effective distribution, gathering, and processing of system-
related data. While system interconnection has improved communication and the efficacy of integrated technologies, it
has also raised system vulnerability. Researchers have suggested different security protocols and frameworks for loT
ecosystems for this purpose. The majority of these communication and security frameworks, however, are centralized.
While centralized frameworks are the most common with regard to IoT, they do not complement the distributed nature of

IoT environments.
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Figure 1: a) Centralized Network b) Decentralized Network

Blockchain technology is a distributed ledger system that allows numerous parties to keep a secure and immutable record
of system data. A blockchain's fundamental components are blocks, which hold system data and other core information
about the block and chain, and a consensus process for validating new blocks and appending them to the chain [1], [2].
The combination of blockchain and smart systems allows for a more robust overall security framework. Smart systems
are, by definition, highly dispersed. However, relying on a centralized cloud increases system vulnerabilities.
Fundamentally, blockchain deployment in smart system applications will aim to decentralize the entire system network
and supplement the distributed nature of smart systems.
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With the aim of further ensuring the security of a smart system, various aspects of blockchain architecture can be made
adaptive. This will therein allow the blockchain to adapt to changing environmental factors which is a major challenge for
smart system applications which will deal with constantly varying external environments. There are numerous ways to
integrate adaptive behaviour within the blockchain architecture with numerous publications touching on this. [3]—[18]

In this paper, we propose an adaptive consensus mechanism that adjusts the mining process's difficulty based on the

anonymity level in network node data. Our approach aims to enhance the security and efficiency of blockchain networks
without compromising the inherent benefits of decentralization.

2. PROPOSED METHOD

We propose an adaptive consensus mechanism that adjusts the mining process's difficulty based on the anonymity level in
network node data. To do such we store network node data in the chain and update it at predefined intervals which are

baked into the protocol.
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Figure 2: Two Variant Types of Node Characteristics

We utilize two variant types of device characteristics, namely individual properties and network-level properties, which
are properties of the nodes which can be verified independent of that node’s testimony. The objective of doing such is to
remove trust from the network.

We assume that device properties can disclose important information regarding node behaviour. To support this
assumption, there has been a lot of research conducted on the identification of anomalous behaviour using various
examples of device attributes [6]-[10]. Employing a variety of machine learning models to detect anomalous behaviour
using node power usage is one example of such research [11]. RAM and CPU usage can also be utilized to detect
anomalous behaviour [12].

To detect anomalous behaviour, we employ the Local Outlier Factor (LOF) method which takes advantage of the fact that
data points have a significantly different local density than their neighbours. When using LOF, a data point's local density
is compared to the densities of its k-nearest neighbours. The LOF approach does not rely on any presumptions regarding
the distribution of the underlying data and is applicable to both univariate and multivariate data. Additionally, it can handle
data of any size and shape, and it is resistant to data noise. Figure 4 shows an example of anomalous node activity being
captured by the LOF model.
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Figure 3: When Using a Local Outlier Factor Instead of Comparing Each Point to Its Global Neighbors, Each Point Is
Compared to Its Local Neighbors [19]
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Figure 4: Detection of Anomalies Using Local Outlier Factor

Based on the perceived level of anomalous behaviour, our adaptive consensus system changes the mining difficulty to
maintain a balance between security and efficiency. When the amount of anomalous behaviour is high, the mining
difficulty is increased to give additional protection to the network against a specific node. When anonymity is low, the
mining difficulty is reduced to increase network efficiency.

To display the effectiveness of the proposed method we present a series of results from a simulation employing the

proposed architecture. In the first simulation scenario, we utilize a set of nodes which do not display abnormal behaviour
and operate within all normal standards.
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Figure 5: Mining Difficulty, Hash Time and Mean Network Hash Time When Anomalous Behaviour Is Not Detected

The results of this simulation scenario are shown in Figure 5. We can see that the mining difficulty is not changed, and
mining time remains similar for all nodes in the network. This simulation is crucial for understanding how the architecture
will operate in typical environmental circumstances when faced with no anomalous node activity.

Variation in Mining Difficulty When Anomaly Is Detected
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Figure 6: Increase in Mining Difficulty When a Single Node is Registered as Anomalous

In this simulation scenario, a single node is registered as anomalous, and the subsequent mining difficulty is adjusted
according to the level of perceived anomalous activity.
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Variation in Mining Difficulty When Anomaly Is Detected
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In the final simulation scenario, shown in Figure 7, we utilize two anomalous nodes which are detected at variant times.
We can see that the respective mining difficulty is adjusted for the period of time they were acting anomalously. Due to
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Figure 7: Mining Difficulty, Hash Time and Mean Network Hash Time When Anomalous Behaviour Is Detected

this, there is a large increase in hash time for only those respective nodes.

In this paper, we proposed a novel adaptive consensus mechanism that adjusts the mining difficulty for specific nodes
based on the level of anomalous behaviour in network node data. Our approach aims to enhance the security and efficiency
of blockchain networks without compromising the inherent benefits of decentralization. Our experimental results
demonstrate the effectiveness of our method in swiftly responding to anomalous node behaviour and increasing the

3. CONCLUSION

difficulty of communication for the respective node.
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