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Abstract

Blockchain technology has gained notoriety as the foundation for cryptocurrencies like Bitcoin. However, its possibilities
go well beyond that, enabling the deployment of new applications that were not previously feasible as well as enormous
improvements to already existing technological applications. Several factors impacting the consensus mechanism must
fall within a specific range for a blockchain network to be efficient, sustainable and secure. The long-term sustainability
of current networks, like Bitcoin, is in jeopardy due to their relatively uncompromising reconfiguration, which tends to be
inflexible, and somewhat independent of environmental circumstances. To provide a systematic methodology for
integrating a sustainable and secure adaptive framework, we propose the amalgamation of cognitive dynamic systems
theory with blockchain technology, specifically regarding variant network difficulty. A respective architecture was
designed with the employment of Long-Short Term Memory (LSTM) to control the difficulty of a network with Proof-of-
Work Consensus.
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1. INTRODUCTION

Blockchain technology has become more popular as the underlying technology for cryptocurrencies like Bitcoin. Yet this
technology has far more promise than that. With blockchain technology, data can be shared and maintained without the
use of intermediaries, making transactions safer, more effective, and more efficient [1].

Several features affecting the consensus process must fall within a certain range in order to guarantee the effectiveness,
viability, and security of a blockchain network. To guarantee effective and long-lasting operations, the network's block
size, block duration, and network difficulty, for example, must be precisely adjusted. However, a lot of the existing
blockchain networks, including Bitcoin, are very rigid in their configuration, which results in stiffness and independence
from environmental factors. Maintaining maximum effectiveness and security is difficult due to the existing networks'
rigidity and lack of adaptation. Yet, a methodical approach for incorporating a durable and secure adaptive framework
might be offered by amalgamating cognitive dynamic systems theory with blockchain technology.

Blockchain is a cutting-edge technology that is quickly growing and is fundamentally a mechanism for the
decentralization of modern technological systems. Blockchain can eliminate the need for any centralization within
various systems, including smart systems, although it is most notable when used to cryptocurrency. Decentralization can
enhance a system's efficiency and security, among other things.

Blocks of data, or records, make up the distributed ledger known as blockchain. These blocks, which keep account of
system transactions, are dispersed among several network nodes. A cryptographic hash of the block that came before it on
the blockchain is contained in each block inside the network. The peer-to-peer network architecture supports the
decentralization of the network and the equitable distribution of privileges across network nodes. In comparison, The
client-server network model, for example, requires network clients to request services and resources from a centralized
server.
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Figure 1: a) Centralized Network b) Decentralized Network [2]
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Blockchain technology's consensus protocol method is essential for ensuring that all nodes in the network agree on the
ledger's current state. The Proof of Work (PoW) consensus algorithm is the most widely utilized in blockchain networks.
It makes use of computing power to verify transactions and build new blocks. The network's nodes compete to figure out
a mathematical conundrum, and the first node to do so gets to add the next block to the chain. Because to the prohibitively
high cost of changing a block's data, this method makes sure that the network is safe.

Another crucial component of blockchain technology is difficulty, which defines how difficult the mathematical puzzle
that nodes in the network must solve in order to produce new blocks. To maintain a steady flow of new blocks and the
security of the network, the difficulty level is frequently changed. Blocks are formed too rapidly when the complexity is
set too low, which might cause security problems. On the other hand, if the difficulty is too high, blocks are generated too
slowly and transaction confirmation times are prolonged.

The importance of both the consensus protocol mechanism and difficulty in blockchain technology cannot be overstated.
The consensus protocol mechanism ensures that all nodes within the network agree on the same state of the ledger, thereby
ensuring its security and immutability. The difficulty level ensures that the network remains secure by adjusting the
complexity of the mathematical puzzle required to create new blocks. By adjusting the difficulty level, the network can
maintain a consistent rate of block creation, which ensures that transaction confirmation times remain low.

The consensus protocol mechanism and difficulty are essential components of blockchain technology. These aspects
ensure the network's security, immutability, and efficiency. As blockchain technology continues to evolve, it is essential
to ensure that these components are optimized to meet the needs of the network and the applications built on top of it. This
will help ensure that blockchain technology remains a secure and efficient way to facilitate peer-to-peer transactions
without the need for intermediaries.

An interdisciplinary area called cognitive dynamic systems theory brings together ideas from engineering, psychology,
and neuroscience to improve our comprehension of complex systems. The idea focuses on the significance of feedback
loops and adaptability in systems, emphasizing how these components may enhance performance and allow systems to
react to shifting environmental conditions.

The notion that systems are dynamic and always changing is one of the core tenants of cognitive dynamic systems theory.
This means that for systems to continue working efficiently, they must be able to adapt to changes in their environment.
Systems can track their performance and modify their behaviour to operate at their best even in the face of changing
circumstances by implementing feedback loops.

The use of the four main components of cognition—perception and actuation, memory, attention, and intelligence—is
highly valued in cognitive dynamic systems. In a system with several heterogeneous subcomponents, the emergent
capacity of dynamic and autonomous change can be fostered when all system components function in unison.
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Figure 2: Perception-Action Cycle [3]

The two principal elements in cognitive dynamic systems are perception and actuation. The system can perceive its
surroundings through perception, but it can also change it through actuation. Sensing devices, whether internal or external
to the system, are used to enable these interactions and give the system information about the status of the environment at
any given time. Data obtained by the system's perceptual unit will eventually help the system make a choice, which may
then use actuation devices to change the physical state of its surrounding environment. Another crucial element of
cognitive dynamic systems is memory. Memory allows for the preservation of prior events and information from both
internal and external environments, which makes it easier to derive insights from past experiences. Perceptual memory,
executive memory, and working memory are the three main subtypes of the system's memory. The information that a
preceptor learns from their surroundings is stored in their perceptual memory, and the information in this memory is
continually changing over time in reaction to environmental changes. Executive memory is the practical knowledge that
an actuator gains through the experiences gained from actions taken in a particular environment. In order to prioritize the
system's limited processing resources, attention is a crucial subsystem. Attention is a method that protects both the
perceptual-processing power of the preceptor and the decision-making capabilities of the actuator from information
overload through the prioritization of how these computing resources are deployed. The ability of a cognitive dynamic
system to continually adjust itself through an adaptive process is what is referred to as intelligence. This is accomplished
by requiring the preceptor to respond to recent environmental changes in order to motivate the actuator to act and behave
in innovative ways. In other words, intelligence allows the system to pick up information from its surroundings and modify
its behaviour. The integration of adaptive techniques within the blockchain architecture has been explored in the literature
[4]-[16]. In this brief paper, the suggested integration of blockchain technology with cognitive dynamic systems theory
focuses on varying network difficulty. With this strategy, a blockchain network can adjust its necessary parameters in
response to shifting environmental factors. It would be able to maximize network performance, increase energy efficiency,
and improve reliability by doing such.

2. COGNITIVE BLOCKCHAIN

Perception and actuation, memory, attention, and intelligence are the four main facets of CDS. These capabilities may be
used to incorporate adaptive difficulty in blockchain networks, enhancing the network's stability and security. The capacity
of a system to detect and react to changes in the environment is referred to as perception and actuation. This is possible in
the blockchain environment by tracking the hash rate of miners and altering the difficulty level as necessary. The system
can react to fluctuations in the hash rate and make sure that blocks are generated at a mostly consistent pace by continuously
monitoring the network. Keep in mind that there are different network components that might be detected and cause a
change in the network. Network's average block mining time may be greatly impacted by a rapid inflow of new miners or
a major shift in the processing capacity of the current miners. An adaptive difficulty algorithm may be able quickly to
adjust the level of difficulty in certain situations to keep the block mining time within the desired range. Depending on a
number of variables including user adoption, network congestion, and transaction fees, the demand for transaction
processing on a blockchain network might change significantly over time. An adaptive difficulty algorithm might assist in
adjusting the difficulty level in cases when there are abrupt increases or decreases in network utilization to guarantee that
the block mining time is minimized. While the majority of blockchain networks employ a set goal block time (such as 10
minutes for Bitcoin), certain networks may utilize a flexible target block time that varies according to network
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circumstances. In these circumstances, an adaptive difficulty algorithm might assist in adjusting the difficulty level to
correspond with the goal block time, ensuring that the network functions well.

Memory is the capacity of a system to retain and retrieve data. This may be accomplished using blockchain technology by
keeping track of changes to the difficulty level and the related hash rates. With the use of this knowledge, the difficulty
level may be adjusted in response to anticipated variations in the hash rate. The system can respond to network changes
more swiftly and precisely by leveraging past data to guide decision-making. This is a major improvement in comparison
to contemporary difficulty adjustment techniques which are often criticized for being too reactive.

The capacity of a system to prioritize and focus on key information is referred to as attention. This is possible in the context
of blockchain by establishing thresholds for the hash rate and difficulty level modifications. In order to maintain network
stability and security, the system might prioritize adjusting the difficulty level when the hash rate exceeds a specified
threshold.

A system's capacity for learning and situational adaptation is referred to as intelligence. To do this in the context of
blockchain, machine learning algorithms are used to examine previous data and forecast potential network changes in the
future. The system's accuracy and efficiency in altering the difficulty level may be improved by continuing to learn and
adapt. Additionally, by employing intelligent algorithms, the system is able to recognize and react to network irregularities,
such as a rapid rise or fall in hash rate or even changing node conditions.
To showcase the utilization of an adaptive blockchain using a cognitive framework we employ a simple blockchain
simulation with a proof of work consensus mechanism and a Long-Short Term Memory (LSTM) model. The architecture
senses key characteristics of the blockchain network:

1. Hash Time: The time it takes to complete the hashing process and successfully mine a block.

2. Hash Rate: The number of hashes the miner can complete per second.

3. Average Network Hash Rate: The average hash rate across all miners in the network.

4. Difficulty: Indicates how challenging it is to locate a hash that will be lower than the network's set objective.

For the first analysis, we assume that the miner's hash rate remains constant, and no new miners join the network, therefore
maintaining the average hash rate in the network.
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Figure 3: Constant Average Network Hash Rate

The average network hash rate is held at a value of 300 GH/s. Figure 3 shows that the respective hash rate is held at this
value over the entire period of the simulation. This is not an unlikely scenario given a more private Blockchain network;

Proc. of SPIE Vol. 12542 1254206-4

Downloaded From: https://www.spiedigitallibrary.org/conference-proceedings-of-spie on 19 Nov 2023
Terms of Use: https://www.spiedigitallibrary.org/terms-of-use



however, practically speaking, there will be slight variances in the average network hash rate as a result of miners joining
and leaving the network.
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Figure 4: Hash Time with a Constant Average Network Hash Rate
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Figure 5: Difficulty with a Constant Average Network Hash Rate

Figures 4 and 5 show the simulation process when dealing with a constant average network hash rate. It is clear that the
controller is capable of modifying the difficulty of the network to reach the predefined hash time setpoint value in a
relatively short period of time. In a practical application, the average hash rate of the network will not remain constant as
a result of various factors, including novel miners joining the network. Therefore, we analyze two key situations, namely,
when the hash rate increases instantaneously at a given time step, and when the hash rate decreases instantaneously at a
given time step.

When the hash rate increases instantaneously at a given moment, because of numerous miners joining at the same time,
for instance. Figure 6 showcases the step increase in the average network hash rate.

Proc. of SPIE Vol. 12542 1254206-5

Downloaded From: https://www.spiedigitallibrary.org/conference-proceedings-of-spie on 19 Nov 2023
Terms of Use: https://www.spiedigitallibrary.org/terms-of-use



lell

6.0

5.5

Hash Rate
IS v
w o

Fad
o
L

3.5 A

3.0 A

0 200 400 600 800 1000 1200 1400 1600
Time

Figure 6: Step Increase in Average Network Hash Rate

The step increase displayed in Figure 6 happens after 1000 seconds in the simulation. The average network hash rate
begins at 300 GH/s and increases to 600 GH/s. This increase is incredibly large and is unlikely to occur in a practical
Blockchain over a short period of time. However, it is utilized to ensure the LSTM model can recover in the worst-case
scenarios.

In this simulation, in Figure 7, the average network hash rate is doubled at an arbitrary time step, simulating a large step
increase. As a result, we can see that the hash time dramatically decreases.
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Figure 7: Hash Time with a Step Increase in Average Network Hash Rate
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Figure 8: Difficulty with a Step Increase in Average Network Hash Rate

This can be detrimental to the network if difficulty is not modified with respect to this dynamic change. The LSTM model
responds to this variance by adjusting the difficulty of the network to increase the hash time respectively. The controller
is able to recover from the sudden increase in hash rate and bring the network to a predefined set point at a steady state.

In the following simulation, the average network hash rate is suddenly decreased. This can happen when a large sum of
miners go inactive or drop out of the network.
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Figure 9: Step Decrease in Average Network Hash Rate

After 1000 seconds in the simulation, a step decrease in the average network hash rate is seen in Figure 9. Beginning at
300 GH/s and decreasing to 150 GH/s. This decline is enormous and unlikely to take place in a real Blockchain within a
short amount of time. Again, it is used to guarantee that the LSTM model can recover in the worst-case conditions.
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Figure 10: Hash Time with a Step Decrease in Average Network Hash Rate

The simulations presented in Figures 9 and 10 show the sudden decrease in the average network hash rate and the respective
impact on the hash time. We can see that when the average network hash rate is halved, the hash time dramatically
increases.

The LSTM model must make an adjustment to the difficulty immediately to allow miners to continue to mine a block in a
reasonable time. Figure 10 shows how the LSTM model was able to adjust the network difficulty to, therefore, reduce
hash time exponentially. The LSTM model was able to reach the predefined hash time and, in addition, dynamically adapt
to sudden changes in the average network hash rate. The results clearly indicate that the performance of the model was
excellent in the simulation.

To further reinforce the advantages introduced by a cognitive blockchain application, we expand on the implementation
of a cognitive blockchain architecture within the fundamental methodology proposed by Alsadi et al. The proposed method
detailed in [2] is based on a network of interconnected IoT devices, where data transmission between nodes is validated
through the device characteristics, or fingerprint, of each node. The consensus algorithm uses collective network
connectivity and computational power to validate data being appended to the chain.

Each node has individual and network-relative properties, with the set of device characteristics selected being dependent
on the application space. Node responsibility is composed of four variant duties, namely challenger, challengee, witness,
and validator. The challengee is the device that is attempting to transmit data, and the challenger ensures that the challengee
is operating within regular node characteristics. The candidate pool is established using a pseudorandom number generator,
and a novel method named stochastic consensus is used to select the witness and validator nodes.
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Figure 11: Proof-of-Integrity Process [2]

The fundamental purpose of employing a structure such as this is to ensure the non-anomalous behaviour of nodes in the
cumulative network. The sensing of anomalous data is conducted with the employment of individual and network-relative
properties. Using the exponential backoff limiting factor, when a device is flagged for anomalous behaviour, its
communication frequency becomes limited, this is the core actuation of the architecture. Note this can be formulated as:

1
f=7e W

where b is a base factor predefined in every network node and c is the number of times the suspected node has been flagged
for anomalous behaviour. The device characteristics are stored in the chain and can subsequently be retrieved from it. The
prioritization of resources in the network occurs when roles are assigned, and the subsequent responsibilities are realized
by each node. The intelligence unit can be described by the chosen anomaly detection unit and the respective cumulative
architecture. Note that even the most fundamental of computer operations, such as operational codes can reveal anomalous
behaviour [17], [18]. In total, the employment of cognitive framework in this specific architecture allows for the organized
implementation of adaptive behaviour in a blockchain architecture which senses anonymous behaviour and subsequently
limits the communication frequency of the respective nodes in the network.

3. CONCLUSION

In this brief paper, we postulate the employment of a cognitive framework for the integration of adaptive behaviour in
blockchain applications. We discuss an application using a Proof-of~-Work consensus algorithm. The model senses key
metrics in the network and uses an LSTM model to adjust the difficulty level of the network. The results indicate that
model was capable of respectively adjusting the difficulty of the network to meet the respective network setpoints.
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