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Appendix A

Assurance Case Template
complying with IS0 26262 and
SAFE J3061

In this appendix we show the partial ACT for safety complying with ISO
26262. We also present partial ACT for safety and security complying with
both ISO 26262 and SAE J3061.

A.1 Partial Assurance Case Template comply-
ing with ISO 26262

In this section, we illustrate partial ACT complying with ISO 26262. Figures
A1, A2 A3, A4, A5 A6, A7 and A.8 show the template complying with
ISO 26262.
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Top Claim, G

<ADAS> considered as an ISO 26262 item,
delivers the behaviour required and does not
adversely affect the safety in the vehicle, over
its expected lifetime in its intended
environment

—1 —1 —1 —1
GS s038451 || [gR | 1s04-104.2 GPM [isors43176422 | (@@ | 1s08-745 GCM | 1so8-845.1 GA
The safety Impl tation of fety of the Configuration Change Operation of the
concepts of <ADAS> | [<ADAS> complies vehicle is t t icle in which
are verified [These with its functi I d during plies with with <ADAS> is
include all safety the production 1SO 26262 1SO 26262 installed is not
functional safety requirements phase and also requir t requir ts on pected to
requirements that within tolerance throughout its on change violate
are derived from a [The technical operating life guration t d ted
vehicle level hazard | |requirements are [This pl with t operational
and analysis and unambiguous and production assumptions [All
risk t, pl on input requirements, operational
and all of these domain and service assumptions are
requirements are internally maintenance adequately
validated, and non- consistent. They requirements and documented]
interfering] include all decommissioning

functional, and requirements in ISO

safety 26262]

requirements

derived from HARA]

Figure A.1: Top Level Claim for <ADAS> with Argument

Figure A.1 shows a top-level claim supported by sub-claims. The top-
level claim shows “<ADAS> considered as an ISO 26262 item, delivers the
behaviour required and does not adversely affect the safety in the vehicle, over
its expected lifetime in its intended environment”. The top claim is supported
by 6 sub-claims. Five sub-claims are compliant with ISO 26262. Similarly
figures A.2, A3, A4, A5 A.6, A7, A.8 show different arguments of that

template.
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GS [1s03-8.4.5.1

The safety concept of <ADAS> is verified.
[This includes that all necessary functional
safety requirements are derived from a
vehicle level hazard and risk analysis and
validated]
v
S8

According to 26262, verifying the functional safety concept of <ADAS> complies with
1. verification execution and evaluation (26262 see GS1.1);

and shows

2. that safety concept consistent and compliant with safety goals (26262 see GS1.2)

3. that safety concept able to mitigate and avoid hazardous events (26262 see GS1.3)
Reasoning proof:

Premise: GS1.1, GS1.2 and GS1.3 are true
Conclusion: GS is true
Reasoning:

if GS1.1, GS1.2 and GS1.3 are true, it means that the verification of safety concept of <ADAS> complies with

1SO 26262 3-8.4.5.1
< v ~a

1 GS1.2 1ISO 3-8.4.5.1.a GS1.3 1SO 3-8.4.5.1.b
1S0 8-9.4.3 [1s0 384510
G141 o Safety concept of <ADAS> is <ADAS> is able to mitigate and
The verification is executed consistent and compliant with avoid hazardous events

and evaluated correctly. safety goals

v <Q

$81.2

Safety concept of <ADAS> derive funcational safety requirements and allocate them to the preliminary

architectural elements of the item, or to external measures. To derive correct safety requirements, it is
required to prove that:

1. safety concept is consistent (see GS1.2.1)

2. safety concept of <ADAS> is compliant with safety goals (see GS1.2.2)
Reasoning proof:

Premise: GS1.2.1 and GS1.2.2 are true

Conclusion: GS1.2 is true

Reasoning:

if GS1.2.1 and GS1.2.2 are true, it means safety concept complies with ISO 26262 3-8.4.5.1.a

GS1.2.1 £ 1

GS1.2.2
The safety concept of <ADAS>
is consistent The safety concept of
<ADAS> is compliant with its
safety goals

&

Figure A.2: Claim GS with Arguments
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GS1.2.2.2 180 3-8.4.3

Functional safety
requirements are allocated

v
$81.2.2.2

Functional safety requirements can be allocated to:

1. preliminary architectural elements of ACC (see GR2.1.2.2.1)
2. elements of other technology (see GR2.1.2.2.2)

3. external measures (see GR2.1.2.2.3)

Reasoning Proof:
Premise: GR2.1.2.2.1, GR2.1.2.2.2 and GR2.1.2.2.3 are true

Conclusion: GR2.1.2.2 is true

Reasoning:
if GR2.1.2.2.1, GR2.1.2.2.2 and GR2.1.2.2.3 are true, it means functional safety requirements comply
with 1ISO 26262 3-8.4.3
. v N
GR2.1.2.2.1 1SO 3-8.4.3.1 GR2.1.2.2.2 1S03-84.3.2 GR2.1.2.2.3 1S03-8.4.33
Functional safety Functional safety Functional safety requirements
requirements are allocated to requirements rely on rely on external measures
preliminary architectural elements of other technology
elements of ACC
N < <

SR2.1.2.2.1

To allocate the functional safety requirements, it requires:
1. allocation of ASIL inherited from the associated safety goal (see GR2.1.2.2.1.1)
2. allocation of functional safety requirements to elements of ACC (see GR2.1.2.2.1.2)

Reasoning Proof:
Premise: GR2.1.2.2.1.1 and GR2.1.2.2.1.2 are true

Conclusion: GR2.2.1 is true

Reasoning:
if GR2.1.2.2.1.1 and GR2.1.2.2.1.2 are true, it means the functional safety requirements comply with ISO 26262
3-8.4.3.1

TTXFERE —e GR2.1.2.2.1.2 [ 1S03-843.1.c |

Functional safety
ASILs are allocated inherited from

. requirements for the
associated safety goals individual systems and their

interfaces are specified

<&

Figure A.5: Claim GS1.2.2.2 with Arguments
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GR2.1.2.2.1.1 | 1SO3-843.1a

ASILs are allocated inherited
from associated safety goals

SR2.1.2.2.11

To allocate ASIL, it follows the following rules:
1. allocation of highest ASIL (see GR2.1.2.2.1.1.1)
2. allocation of ASIL in compliance with ISO 26262-9:2011, Clause 5 (see GR2.1.2.2.1.1.2)

Reasoning Proof:
Premise: GR2.1.2.2.1.1.1 and GR2.1.2.2.1.1.2 are true

Conclusion: GR2.2.1.1 is true

Reasoning:

if GR2.2.1.1.1 and GR2.2.1.1.2 are true, it means functional safety requirements comply with ISO

26262 3-8.4.3.1.a

e a
GR2.1.2.2.1.11 1S03-84.3.1.b | GR2.1.2.2.1.1.2 1S03-8.4.3.1d
Highest ASIL is allocated if more ASIL is allocated in compliance
that one ASIL is present with ISO 26262-9:2011, Clause 5
< &

Figure A.6: Claim GoalGR2.1.2.2.1.1 with Arguments
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G1.2

The operational and
environmental constraints
of <ADAS> are described
adequately

| ISO 3-5.4.1.b

.

SRI1.2

Reasoning Proof:
Premise: GI1.2.1 and GI1.2.2 are true

Conclusion: GI1.2 is true

For the definition of <ADAS> in compliance with ISO 26262 3-5.4.1.b, it requires:
1. the operational contraints of <ADAS> (see GI1.2.1)
2. the environmental constraints of <ADAS> (see GI1.2.2)

Reasoning:
if G11.2.1 and GI1.2.2 are true, it means the definition of ACC includes ISO 26262 3-5.4.1.b
e AN
Gi1.2.1 Gl1.2.2

The operational constraints
of ACC are described
adequately

4

El1.2.1

Expected Evidence
(WP: 3-5.5)
Overview of the

of ACC.
Acceptance Criteria:

limit are defined

operational constraints

1. lower limit and upper

The environmental
constraints are described
adequately

4

El1.2.2

Expected Evidence
(WP: 3-5.5)
Overview of the
environmental
constraints of ACC
Acceptance Criteria:

1. weather condition are
defined

Figure A.8: Claim GI1.2 with Arguments

A.2 Partial Assurance Case Template comply-
ing with both IS0 26262 and SAFE J3061

In this section, we illustrate partial ACT complying with both ISO 26262 and
SAFE J3061. Figures A.9, A.10 and A.17 show the template complying with
both ISO 26262 and SAFE J3061. Figures A.11, A.12, A.13, A.14, A.15, and
A.16 show the template complying with SAE J3061.
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over its

Top Claim, G

<X> considered as an ISO 26262 item/SAE
J3061 feature, delivers the behaviour required
and does not adversely affect the safety or
create security vulnerabilities in the vehicle,

ted lifeti inits i

ded

environment

-

l/\¢\l

—1

l

—1

Gs SAESST
The safety and
cybersecurity
concepts of <X> are
verified [These

include all

£ Py 1 cafot

Implementation of
<X> complies with
its ti 1

safety and
cybersecurity

Y
and cybersecurity
requirements that
are derived from a
vehicle level
combined hazard
and threat analysis

requir
within tolerance
[The technical
requirements are

complete on input

—1 —1 —1 —1
ES G Era | N | T |
Safety and Configuration Change Operation of the
cybersecurity of the t t le in which
hicle is p with P with <X> is installed is

maintained during 1SO 26262 and 1SO 26262 and not expected to
the production SAE J3061 SAE J3061 violate

t: pt and also requirements requirements on | |documented
throughout its on change operational
operating life configuration t pti [AIl
[This with t operational

and producti assumptions are

requirements, adequately
service documented]

domain and

and risk internally
assessment, and all | |consistent. They
of these include all

requir are fi ti I, safety
validated, and non- and cybersecurity
interfering] requirements

derived from HARA
and TARA
respectively]

maintenance
requirements and
decommissioning
requirements in ISO
26262 and SAE
J3061]

Figure A.9: <X> Top Level Claim with Argument

A.3 Partial Assurance Case Template for OTA
updates complying with both ISO 26262
and SAF J3061

In this section, we illustrate partial ACT for OTA updates complying with
both ISO 26262 and SAFE J3061. Figures A.18 and A.19 show safety and
security arguments of the template complying with both ISO 26262 and SAE
J3061.

11
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1

1SO 26262(3-8.4.5.1)
GS SAE J3061(8.3.6)

The safety concept of <ADAS> is
verified and interim cybersecurity
of <ADAS> is assessed [These
include all functional safety and
cybersecurity requirements that
are derived from a vehicle level
combined hazard and threat
analysis and risk assessment,
and all of these requirements are

validated, and non-interfering]

1

1SO 26262(3-8.4.5.1)

GSs1

The safety concept of <ADAS> is
verified. [This includes all
functional safety requirements,
that are derived from safety
goals through a vehicle level
hazard analysis and risk
assessment, and then validated]

SAE J3061(8.3.6)

GS2

The interim cybersecurity of
<ADAS> is assessed. [This
includes all cybersecurity goals
derived from a vehicle level
threat analysis and risk
assessment, and then validated]

I

GS3

The safety requirements and
cybersecurity requirements are
consistent, ie there is no
unintentional interaction
between them

ES3

Documentation of analysis
performed on interaction

between safety and cyber-
security requirements

[Acceptance criteria to be
developed]

Figure A.10: Claim ‘GS’ with Arguments
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Gsz I SAE J3061(8.3.6)

The interim cybersecurity of
<ADAS> is assessed. [This
includes all cybersecurity goals
derived from a vehicle level
threat analysis and risk
assessment, and then validated]

Y

$S2

The interim cybersecurity can be assessed if each of the following is done correctly:
1. High level cybersecurity goals are identified along with risk associated with each of the
cybersecurity goals correctly (see GS2.1)

2. Any open cybersecurity issues are identified and refined in subsequent stage. (see GS2.2)

Reasoning Proof:
Premise: GS2.1 and GS2.2 are true.
Conclusion: GS2 is true.

Reasoning:
If GS2.1 and GS2.2 are true, it means that they comply with SAE J3061 (8.3.6)

E— 7 N

GS2.1 [ ShE 061639) | GS2.2 [sre woeieso |
High level cybersecurity goals are Any open cybersecurity issues are
assessed along with the risk associated identified and refined in subsequent
with each of the cybersecurity goals. stage.

Figure A.11: Claim ‘GS2” with Arguments

13



Ph.D. Thesis — Thomas Chowdhury McMaster University — Computing and Software

GS2.1 | SAE J3061(8.3.6)

High level cybersecurity goals
are assessed along with the
risk associated with each of
the cybersecurity goals.

v

$S82.1

According to SAE J3061, cybersecurity goals along with the risks associated with each of
the cybersecurity goals can be assessed when cybersecurity concept and functional
cybersecurity requirements are defined. Thus:

1. Cybersecurity concept is defined correctly (see GS2.1.1)

2. functional cybersecurity requirements are determined correctly (see GS2.1.2)

Reasoning proof:

Premise: GS2.1.1 and GS2.1.2 are true

Conclusion: GS2.1 is true

Reasoning:

if GS2.1.1 and GS2.1.2 are true, it means that they comply with SAE J3061 (8.3.6)

i N

GSZ.1 .1 | SAE J3061(8.3.4) GSZ.1 .2 | SAE J3061(8.3.5)

Cybersecurity concept is Functional cybersecurity

defined correctly requirements are
determined correctly

N\ <
$52.1.1

According to SAE J3061, the cybersecurity concept is defined when each of the following
is determined adequately:

1. Cybersecurity goals (see GS2.1.1.1)

2. the risk associated with cybersecurity goals (see GS2.1.1.2)

3. a potential high-level strategy for satisfying cybersecurity goals (see GS2.1.1.3)

Reasoning proof:
Premise: GS2.1.1.1, GS2.1.1.2 and GS2.1.1.3 are true
Conclusion: GS2.1.1 is true

Reasoning:
if GS2.1.1.1, GS2.1.1.2 and GS2.1.1.3 are true, it means cybersecurity concept is defined

correctly

Gsz 1 1 1 I YRR G821 1 2 | SAE J3061(8.3.4) 682-1 -1 3 | SAE J3061(8.3.4)
T The risks associated A potential high level

Cybersecurity goals are with cybersecurity goals strategy for satisfying

defined adequately. are defined. cybersecurity goals is

defined.

< <
Figure A.12: Claim ‘GS2.1” with Arguments
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GS2.1.11 SAE J3061(8.3.4)

Cybersecurity goals are
defined adequately.

§52.1.1.1

To prove, it is required to show:

1. cybersecurity goals are determined based on the results of the TARA (see GS2.1.1.1.1)
2. cybersecurity goals are defined in terms of inverse of the potential threats. (see GS2.
1.1.1.2)

Reasoning proof:
Premise: GS2.1.1.1.1 and GS2.1.1.1.2 are true
Conclusion: GS2.1.1.1 is true

Reasoning:
if GS2.1.1.1.1 and GS2.1.1.1.2 are true, it means that they comply with SAE J3061 8.3.4

GS2.1.1.11 [[sre wos1e331) GS2.1.1.1.2 | SAE 0616331
Cybersecurity goals are
determined based on the
results of the TARA.

Cybersecurity goals are
defined in terms of
inverse of the potential

threats.
$S82.1.1.1.1 §S82.1.1.1.2
To support the claim, it is required to show: To prove the claim, it is required to show:
1. threats are identified correctly (see GS2.1.1.1.1.1) 1. completeness of definition of cybersecurity goals (see GS2.
2. risks are classified correctly (see GS2.1.1.1.1.2) 1.1.1.2.1)
3. risk are analyzed correctly (see GS2.1.1.1.1.3) 2. consistency of definition of cybersecurity goals (see GS21.
4. cybersecurity goals are determined based on identification of threats 1.1.2.2)
and analysis of risk (see GS2.1.1.1.1.4) 3. definition of cybersecurity goals takes potential threats into

consideration (see GS2.1.1.1.2.3)
Reasoning proof:

Premise: GS2.1.1.1.1.1, GS2.1.1.1.1.2, GS2.1.1.1.1.3 and GS2. Reasoning proof:
1.1.1.1.4 are true Premise: GS2.1.1.1.2.1, GS2.1.1.1.2.2 and GS2.1.1.1.2.3 are true.
Conclusion: GS2.1.1.1.1 is true. Conclusion: GS2.1.1.1.2 is true.
Reasoning: Reasoning:
if GS2.1.1.1.1.1, GS2.1.1.1.1.2, GS2.1.1.1.1.3 and GS2.1.1.1.1.4 are if GS211121, GS211122 and GS211123 are true, it means that they
true, it means that they comply with SAE J3061 8.3.3.1 comply with SAE J3061 8.3.3.1
— — 4 ; -
GS2.1.1.1.2.1 GS2.1.1.1.2.2
SAE J3061(8.3.3) SAE J3061(8.3.3)
Gs21.4.0.0.1 [ Gs24.1.4..2 L] The definition of The definition of GSZ'1'1'1.'.2'3
Threats are identified Risk is classified with a cybersecurity goals is cybersecurity is The definition of
using threat analysis particular identified threat complete. consistent cybersecurity goals takes
correctly. using risk assessment potential threats into
correctly. consideration.
<& <&
GS2.1.1.1.1.3 [eeresa | GS2.1.1.1.1.4
Threats are ranked Cybersecurity goals are
according to a level of risk determined based on
and a determination of identification of threats
using risk correctly. and analysis of risk.
<
&

Figure A.13: Claim ‘GS2.1.1.1° with Arguments
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GS2.1.1.1.1.1 [ seseiess |

Threats are identified using
threat analysis correctly.

v
$82.1.1.1.1.1

To prove the claim, it is required to show:

1. all known threats are identified (see GS2.1.1.1.1.1.1)

2. threat analysis is done correctly (see GS2.1.1.1.1.1.2)

3. People involved in threat analysis are competent (see GS2.
1.1.1.1.1.3)

Reasoning proof:

Premise: GS2.1.1.1.1.1.1, GS2.1.1.1.1.1.2 and GS2.1.1.1.1.1.3
are true.

Conclusion: GS2.1.1.1.1.1 is true.

Reasoning:
if 6S2.1.1.1.1.1.1, GS2.1.1.1.1.1.2 and GS2.1.1.1.1.1.3 are
true, it means they comply with SAE J3061 8.3.3

¥ X
GS2.1.1.1.1.1.1 GS2.1.1.1.1.1.2 GS2.1.1.1.1.1.3
All known threats are Threat analysis is People involved in
identified done correctly threat analysis are
competent

E-GS2.1.1.1.1.1.3

Team member
credentials

E-GS2.1.1.1.1.11
List of threats

E-GS2.1.1.1.1.1.2

Steps of threat
analysis

Acceptance Criteria:
1. Threat description
2. affected

components

Acceptance Criteria:
1. education
2. experience

Acceptance Criteria:
1. pass/fail of each
step

2. method.

Figure A.14: Claim ‘GS2.1.1.1.1.1" with Arguments
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GS2.1.1.1.1.2 [ SrEs061633) |

Risk is classified with a
particular identified threat
using risk assessment
correctly.

v

$82.1.1.1.1.2

To prove the claim, it is required to show:

1. Risk is classified correctly. (see GS2.1.1.1.1.2.1)

2. Risk assessment is done correctly. (see GS2.1.1.1.1.2.2)
3. People involved in risk assessment are competent. (see
GS2.1.1.1.1.2.3)

Reasoning proof:

Premise: GS2.1.1.1.1.2.1, GS2.1.1.1.1.2.2 and GS2.
1.1.1.1.2.3 are true.

Conclusion: GS2.1.1.1.1.2 is true.

Reasoning:
if GS2.1.1.1.1.2.1, GS2.1.1.1.1.2.2 and GS2.1.1.1.1.2.3 are
true, it means they comply with SAE J3061 8.3.3

P v \

GS2.1.1.1.1.21 GS2.1.1.1.1.2.2 GS2.1.1.1.1.2.3
Risk is classified Risk assessment is People involved in
correctly done correctly risk assessment

are competent

\

E-GS2.1.1.1.1.2.3

Team member
credentials

y

E-GS2.1.1.1.1.21
List of risk class

E-GS2.1.1.1.1.2.2

Steps of risk
assessment

Acceptance Criteria:
1. risk description

2. associated
threats

Acceptance Criteria:
1. education
2. experience

Acceptance Criteria:
1. pass/fail of each
step

2. method.

Figure A.15: Claim ‘GS2.1.1.1.1.2" with Arguments
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GS2.1.1.1.2.3

The definition of
cybersecurity goals takes
potential threats into
consideration.

v
$S2.1.1.1.2.3

To prove the claim, it is required to show:

1. consideration of potential threats (see GS2.1.1.1.2.3.1)
2. inclusion of inverse of potential threats (see GS2.
1.1.1.2.3.2)

Reasoning proof:
Premise: GS2.1.1.1.2.3.1 and GS2.1.1.1.2.3.2 are true.
Conclusion: GS2.1.1.1.2.3 is true

Reasoning:
if 6S2.1.1.1.2.3.1 and GS2.1.1.1.2.3.2 are true, it means
that definition includes potential threats into
consideration.

¥ \

GS2.1.1.1.2.3.1 GS2.1.1.1.2.3.2

The definition of The definition of
cybersecurity goals takes cybersecurity goals includes
potential threats T1, T2...Tn |[|inverse of potential threats
into consideration. T1,T2,...,Tn

<@ <@

Figure A.16: Claim ‘GS2.1.1.1.2.3” with Arguments
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1SO 7-5.4.3.1, 7-6.4.2.2
GPM SAE 6.2.4

Safety and cybersecurity of the vehicle is maintained during the production phase
and also throughout its operating life

service

[This i with pr requir requir
and decommissioning requirements in ISO 26262 and SAE J3061]
GPM1 GPM2 [saec2s |

Cybersecurity of the vehicle is maintained
during the production phase and also
throughout its operating life

\+

Safety of the vehicle is maintained during the
production phase and also throughout its
operating life

opm.q Leorens soreiaz] [G6PM1.3 [soreezz] [ePm2. (%524 ) [epm2.2 ez
<X> is built s . - <> <X> is decommissioned, <X> is built according | [<X> complies with the
complying with er\:’lcetod lsd' when it is required, to production plan operation and service
production :o"'h uc e_ :ccor ng complying with including procedure relating to
requirements o the mal!m enance decommissioning cybersecurity the cybersecurity
plan & e & requir t requirements requirements.
repair instructions
< [
GPM1.1.1 GPM1.1.2| 5,3, |[GPM1.1.3 GPM2.1.1 GPM2.1.2 GPM2.2.2( 75>
Production Production Capability of Cybersecurity Cybersecurity Field
plan is pr and producti producti prod i resp was ing
complete control plan was planis plan was | d and is pr was
and does s as P and d in effect to initialized and
not were adequate. appropriate correctly handle is in effect to
degrade im:lemented re3 re3 report_c:d cyber re:ort ]
safety an security cybersecurity
maintained as S inci incid
planned 1SO 7-5.4.3.3 GPM2.2.1 624

Service in operation phase

including normal maintenance

and repair complies with cyber

security-related requirements

fe <>
ePM1.1.2.14 0754 J[gpme.a.2.2 [5075275 ] [gpme.a.23  [5075435 | [Gpm1.1.2.4 [[S075436 ]

Configuration was
approved for
production

Control plan was
followed, and results
are appropriate

All required
descriptions and
criteria have been

All sequences,
methods, tests, tools,
and test criteria are

considered

documented

>

<>

<>

>

i —

Figure A.17: Claim GPM with Arguments
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Appendix B

Preliminary Evaluation of

Assurance Cases

In this appendix we illustrate evaluation results of two external assurance
cases to validate our proposed evaluation process. Section B.1 shows prelimi-
nary evaluation result of assurance case of the ADS-B-APT system. Further-
more, section B.2 shows a partial evaluation of AFI RVSM Pre-Implementation

Safety Case using two structure criteria.

B.1 Preliminary Evaluation Result of ADS-B-
APT Assurance Case

Reference [100] is a preliminary (and partial) safety case (PSC) for the ADS-
B-APT system (ADS-B Airport Surface Surveillance application) published
by the European Organisation for the Safety of Air Navigation (EuroCon-
trol). The ADS-B system uses aircraft to broadcast information to improve
aerodrome control service. The top-level claim of the PSC is “Use of ADS-
B surveillance information to support provision of aerodrome control service
(ADS-B-APT) will be acceptably safe” which is supported by five subclaims.
In this PSC, only the first two subclaims are described and the remainder are
left for local airport authorities to build local safety cases. The organization
uses “Argx.x” to represent “claimx.x”. Brief evaluation results using the pro-

posed criteria are given below. Given the historical nature of the safety case,

22



Ph.D. Thesis — Thomas Chowdhury McMaster University — Computing and Software

we have no developer information, so only evaluation from the perspective of

an external reviewer is provided.

B.1.1 Evaluating structure/notation of an assurance case

We used all the criteria to evaluate structure of the PSC.

B.1.1.1 Syntax

The PSC uses GSN. All notations were correctly used. Three new elements
were introduced and defined in the report. There were no significant syntactic
errors in the PSC.

B.1.1.2 Traceability

In lieu of an explicit traceability matrix/table, EuroControl listed the section
of the report with each associated claim. FuroControl also noted that the
ADS-B-APT system follows the standard “EUROCAE/RTCA ED-163/DO-
3217 [101], but did not include any traceability to specific items in the stan-
dard. No evidence was provided since this is a preliminary safety case. So
traceability between system artefacts and evidence could not be checked. The
PSC is accompanied by a report consisting of all known hazards and safety
requirements along with associated assumptions. This provides a trace be-
tween hazards, mitigations and safety requirements. Arg2.2.4 provides assur-
ance that all risks have been mitigated sufficiently and this claim is supported
by five subclaims. Each subclaim listed appropriate cross-references. Each
subsection listed hazards, assumptions, safety requirements and safety objec-
tives. To show traceability between the impact of differences and the PSC,
Arg2.2.1.2 provided assurance of the reconciliation of the impact of differences
between the reference system and the ADS-B-APT system. We conclude that

the organization provided substantial traceability information.

B.1.1.3 Robustness

The decomposition of Arg0 is related to five contiguous phases of the engineer-

ing lifecycle; the outcome of each branch is intended to demonstrate acceptable
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levels of safety. Only Arg2.2.1.2 dealt with an assurance of the impact of dif-
ferences. No other claims refer to changes or invalid claims which are at a
lower level (5% level) in the diagram; any change that may affect the PSC will
be in this level or below. The PSC may be considered robust.

B.1.1.4 Understandability

The layout of the PSC is easy to understand because of its structure (i.e. easy
to navigate, readable font colors and sizes, subclaims of a parent claim are
on the same decomposition in the PSC etc). Furthermore, it fits in one page,

there are no external cross-links, or ambiguous terminology used.

B.1.1.5 Efficiency

The organization created the PSC so that it faciliates review by basing the
decomposition on five contiguous stages of the engineering lifecycle. In doing
so, the organization made them independent and used this to help argue that
the ADS-B-APT system was acceptably safe. For example, in Arg2.2.4, the
claim said “All risks from internal ADS-B-APT Logical Design failure have
been mitigated sufficiently and satisfy ST002”.

B.1.2 Evaluating the content of an assurance case

We used all criteria to evaluate the content of the PSC.

B.1.2.1 Convincing Basis

In the PSC, to ascertain whether there is a convincing basis, the following are

considered:

o Top-level claim: The top-level claim is comprehensible and unambigu-
ous. The description of the top-level claim is complete because it men-
tions environmental constraints and intended operation explicitly in the
description. The top-level argument specifies: the context where the pur-
ported benefits of the ADS-B surveillance in aerodrome control service

arise; typical operational environment; reference system with no surveil-
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lance; and issues related to all mobiles in the maneuvering area; and

finally criteria to describe “acceptably safe” behaviour.

e [xplicit reasoning for the argument: All arguments (except the reason-
ing that shows Arg2.2.1.n n=1,....4, supports Arg2.2.1) are implicit. In
all cases, the authors described how the upper-level claims decomposed
into subclaims in the report. They did not provide any justification for
use of those strategies. As such, application of our criterion implies that

the PSC can be improved by providing explicit reasoning.

e Avoiding “confirmation bias”: In the PSC, Arg2.4 said “The Fuvidence
for the ADS-B-APT Logical Design is trustworthy”. To support that, the
organization mentioned in the report that the claim can be supported

by the following:

— “approach and methods applied during the design of the ADS-B-
APT system are well recognized, and specific adaptations of the
methods for surveillance have been done and documented when

necessary;
— these approaches and methods were applied by competent personnel

— concerning safety aspects, these methods and approached are com-

pliant with regulatory requirements”

To support the first subclaim, the organization stated that the process
followed is defined in EUROCAE ED-78A, and methods followed are
defined in the SAM. To support the second subclaim, the organization
stated that RFG participants (from EUROCONTROL, Egis Avia, LFV,
MITRE, Sensis Corporation, John Hopkins University, FAA, FAA WJH
Tech Centre, QinetiQ) were involved in the design process. They describe
credentials of people involved in the design process, including their ex-
perience and education/training, as acceptance criteria for competent
people. To support the third subclaim, the organization stated that
the PSC passed a safety regulatory review process conducted by rep-
resentatives of National Supervisory Authorities/States within the SRC
Coordination Group acting on behalf of the Safety Regulation Commis-

sion. They also briefly mentioned a verification process and a validation
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process as acceptance criteria to further demonstrate compliance with
relevant standards. The recommendations help to avoid “confirmation

bias” by pre-selecting relevant evidence based on acceptance criteria.

B.1.2.2 Rigour of the arguments

In the PSC, all arguments showed only how upper-level claims are decomposed
into lower level subclaims. The organization did not provide explicit reasoning
in any form that showed how sublaims supported parent claims. We concluded

that there was little to no rigour in the argument in the PSC.

B.1.2.3 Quality of the hazard analysis

Arg2.2.4 claims that all risks have been mitigated sufficiently and satisfies
ST002 (safety target). This is supported by five subclaims Arg2.2.4.1 through
Arg2.2.4.5. Arg2.2.4.1 states “All reasonable foreseeable hazards have been
identified”. To support this claim, the PSC provides a list of operational
hazards and the information that these hazards were identified during brain-
storming sessions with operational and safety experts. The PSC should have
provided valid rationale for why a best practice hazard analysis was not used,
as well as the credentials of those experts. The PSC does refer to a section
of the standard [101] for further details about the types of hazards identi-
fied. To support the claim that severity of effects of hazards was correctly
established, the ED-78A [102] classification scheme was referenced. The cal-
culation of safety objectives from the standard [101] was used to support that
safety objectives were determined correctly (Arg2.2.4.3). Fault tree analysis
was used to support identification of reasonably foreseeable causes of each haz-
ard (Arg2.2.4.4), and the list and description of safety requirements was used
to support the claim that safety objectives were satisfied (Arg2.2.4.5).

B.1.2.4 Arguing completeness

In the report, the organization linked hazards with corresponding safety re-
quirements but did not provide explicit rationale as to why unidentified hazards
are unlikely. The arguments presented (both implicit and explicit (in GSN))

did not specify rebuttals which could be used to argue completeness. Based
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on the analysis, it is recommended to add rationales for unidentified hazards
and rebuttals in the final safety case. As it is a PSC, the organization did not

provide any verification test results including mathematical and simulation.

B.1.2.5 Repeated arguments

We did not find any repeated arguments in the PSC.

B.1.2.6 ‘ALARP’

Based on one of the criteria, it is found that all known hazards have been
identified and safety requirements with assumptions are defined to mitigate or
reconcile those hazards. Moreover, there are two arguments (first argument
among Arg0, Argl, Arg2, Arg3, Argd and Argh and second argument among
Arg2, Arg2.1, Arg2.2, Arg2.3 and Arg2.4) which provided reasonings as to why
the system is acceptably safe. Based on the analysis, the organization applied

“ALARP” in forming an argument in a reasoned and methodical way.

B.1.2.7 Confidence

The organization did not provide any quantitative confidence assessment re-
sults. As an external reviewer, confidence assessment may be performed to
measure the confidence of the PSC provided by the organization. As an initial
attempt, a confidence assessment was initiated based on one of the confidence
assessment methods by Duan et al. [81]. According to this method, safety
experts initially express their opinion about evidence nodes in terms of de-
gree (b), disbelief (d) and uncertainty (u). Belief, disbelief and uncertainty in
claims supported by evidence are calculated using beta distribution. In case
of two pieces of evidence supporting a claim, the authors of this method relate
Josang’s consensus operator for opinions m4 = b, da,us and g = b, dp, up.
Then logical OR operation is performed to measure the opinion of an inter-
mediate claim supported by two subclaims. Then the opinion is converted to a
beta distribution. The PSC does not have an explicit description of evidence,
so we cannot include evidence in evaluation of confidence. However, it could

be factored in when the PSC is ultimately completed.
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B.1.3 Owutcome of the evaluation

The evaluation of the PSC is subjective, but the proposed criteria facilitate
discussion on why an evaluation has resulted in a specific outcome. Our focus
in using these criteria is to discover unacceptable issues in an AC so that
they can be fixed. In this PSC, inconsistencies have been discovered which
motivate improvement. The criteria provide neither a quantitative measure of
unacceptable issues nor a quantitative measure of an overall evaluation of an
AC. Based on our analysis using these criteria, we conclude that the PSC is
“good” with respect to syntax, understandability, efficiency, convincing basis,
quality of the hazard analysis, repeated arguments and ALARP. The PSC
needs to be improved with respect to traceability, completeness, robustness
and rigour of the argument. Confidence cannot be evaluated adequately since

evidence does not exist yet.

B.2 Partial Evaluation of AFI RVSM Safety

Case

We evaluated AFT RVSM Pre-Implementation Safety Case using two criteria

(e.g. syntax check and traceability) of structure.

B.2.1 Validation of “Syntax check” (A Structure Crite-
rion)

To illustrate our syntax check process, we use AFI RVSM Pre-Implementation
Safety Case [103] as an example. It uses GSN for documentation. The safety
case shows safety arguments of RVSM (Reduced Vertical Separation Minimum)
implementation and maintenance to reduce the vertical separation between
Flight Levels 290 and 410 (inclusive) from 600m to 300m in AFI airspace.
The rules for syntax check show what to check for identifying errors in syn-
tax. Notation attribute in a class “AssuranceCase” denotes ‘GSN’ and rules
for ‘CheckGraphSyntax’ will apply. Concerning rule (1), we consider the GSN
community Standard 2.0 [12] as a reference. Concerning rule (2), by review we

note that shapes of goal and strategy comply with the standard. However, the
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example refers to a solution as ewvidence, and they used a rounded rectangle
for evidence instead of a circle. They used one context and did not use any
assumption or justification in their safety case, though mentioned those terms
in their example safety case, and they otherwise comply with the standard.
However, the shape of the context used in the safety case does not comply
with the standard. Concerning rule (3) and (4), there is one and only one
valid association (‘SupportedBy’) that exists between any two nodes. For rule
(5), the terminal nodes (in some pages, terminal nodes are goals, and in some
pages, terminal nodes are evidence)have no outgoing association with other
goals. With rule (6), the label of goals, strategies and evidence follows a hi-
erarchy. Thus, with rule (2), one shape (context) does not comply with the
standard. ‘GenerateRecommend’ should produce recommendations with crit-
icality (“highly recommended”) to fix the shape to comply with the standard,

or to explicitly document how and why they deviate from the standard.

B.2.2 Validation of “Traceability” (A Structure Crite-
rion)

For traceability, we use the same example used for syntax check. We first
check traceability between evidence to system artifacts using rules defined in
‘CheckEvidenceToSystemTrace.” The authors of the safety case categorized
evidence into two groups: direct evidence and backing evidence to support
direct evidence. Direct evidence supports a logical argument of a product,
and backing evidence supports a valid argument of a process/competency in
support of direct evidence. It contains 7 rules. We found that all evidence
refers to sections number of the document. Concerning rule (1), we find that
backing evidence mention section number of the document. For instance,
evidence ‘E1.2.17 refers to section ‘3.3.17 of the ‘PISC’ (Pre-Implementation
Safety Case), and evidence ‘E1.2.2 refers to section ‘3.3.2” of the ‘PISC.” We
find that evidence ‘E3.1.1.4° refers to section ‘5.3.4° of the ‘PISC,” and the
section describes the compliance. Furthermore, evidence ‘E3.1.2.2’ refers to
section ‘5.3.6” of the ‘PISC,” which shows implementation requirements based
on recognized standards. Direct evidence relates to product-related evidence.

Concerning rule (2), we find that direct evidence mentions section number of
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the document. For instance, evidence ‘E1.1.17 refers to section ‘3.3.17 of the
‘PISC’; evidence ‘E1.1.3’ refers to section ‘3.3.3 of the ‘PISC’. Concerning rule
(3), we find that backing evidence deals with validation and refer to specific
sections of the ‘PISC.” Here we identify that instead of product validation,
they validate processes for the right product. For instance, evidence ‘E1.2.4’
refers to section ‘3.3.4" of the ‘PISC,” where it describes how ‘FHA’ and ‘CRA’
techniques are validated. Concerning rule (4), we find that evidence support-
ing claims related to the competency of people refers to specific sections of the
‘PISC’ describing the competency of people. For instance, evidence ‘E2.1.7.2.1°
refers to section ‘4.3.8.6” of the ‘PISC’ that describes the related experience
of people involved in ‘MASPS’ development. Concerning rule (5), we do not
find any acceptance criteria to show compliance with evidence. Concerning
rule (6), we do not find any counter-evidence in the ‘PISC.” Concerning rule
(7), we find that evidence supporting claim related to change management
refers to a specific section of the PISC. For instance, evidence ‘E3.2.1.2" refers
to a specific section ‘5.4.2” of the PISC that describes the implementation of
necessary changes. To check traceability between the previous version and
the current version, we use rules defined in‘CheckRecentToPastVersionTrace’.
We find that they provided a list of different versions released at a differ-
ent time. Concerning rules (1) and (2) there is no explicit link or reference
between the previous version of claims/arguments/evidence/supporting terms
and the current version of claims/arguments/evidence/supporting terms. To
identify traceability between argument pattern and instantiated argument, we
use rules defined in ‘CheckArgumentPatternTrace.” We find that in the ‘PISC;’
the authors make a clear distinguish using stra