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Abstract

In this thesis, we investigate the problem of fault tolerance in the framework of
discrete-event systems (DES). We introduce our setting, and then provide a set of
fault-tolerant definitions designed to capture different types of fault scenarios and
to ensure that our system remains controllable and nonblocking in each scenario.
This is a passive approach that relies upon inherent redundancy in the system being
controlled, and focuses on the intermittent occurrence of faults.

Our approach provides an easy method for users to add fault events to a system
model and is based on user designed supervisors and verification. As synthesis al-
gorithms have higher complexity than verification algorithms, our approach should
be applicable to larger systems than existing active fault-recovery methods that are
synthesis based. Also, modular supervisors are typically easier to understand and
implement than the results of synthesis.

Finally, our approach does not require expensive (in terms of algorithm complexity)
fault diagnosers to work. Diagnosers are, however, required by existing methods to
know when to switch to a recovery supervisor. As a result, the response time of
diagnosers is not an issue for us. Our supervisors are designed to handle the original
and the faulted system.

In this thesis, we next present algorithms to verify these properties followed by

v



complexity analyses and correctness proofs of the algorithms. Finally, examples are
provided to illustrate our approach.

In the above framework, permanent faults can be modelled, but the current method
was onerous. To address this, we then introduce a new modeling approach for per-
manent faults that is easy to use, as well as a set of new permanent fault-tolerant
definitions. These definitions are designed to capture several types of permanent
fault scenarios and to ensure that our system remains controllable and nonblocking
in each scenario. New definitions and scenarios were required as the previous ones
were incompatible with the new permanent fault modeling approach.

We then present algorithms to verify these properties followed by complexity analy-
ses and correctness proofs of the algorithms. An example is then provided to illustrate
our approach.

Finally, we extend the above intermittent and permanent fault-tolerant approach
to the timed DES setting. As before, we introduced new fault-tolerant properties
and algorithms. We then provide complexity analyses and correctness proofs for the

algorithms. An example is then provided to illustrate our approach.
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Chapter 1

Introduction

1.1 Introduction

Supervisory control theory, introduced by Ramadge and Wonham |[RW&T, [Won14,

WRA8T], provides a formal framework for analysing discrete-event systems (DES).

In this theory, automata are used to model the system to be controlled and the
specification for the desired system behaviour. The theory provides methods and
algorithms to obtain a supervisor that ensures the system will produce the desired
behaviour.

However, the base theory typically assumes that the system behaviour does not
contain faults that would cause the actual system to deviate from the theoretical
model. An example is a sensor that detects the presence of an approaching train. If
the supervisor relies on this sensor to determine when the train should be stopped in
order to prevent a collision, it could fail to enforce its control law if the sensor failed.

In this thesis, we will initially consider only intermittent faults, and then we will
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extend our results to also handle permanent faults. An intermittent fault is a mal-
function of a device or system that occurs at intervals, usually irregular, in a device
or system that functions normally at other times. A loose connection is an example
of this kind of fault. Another example is the intermittent failure of a sensor.

A permanent fault is a type of failure that is persistent; it continues to exist until
the faulty component is repaired or replaced. Examples of this type of fault are disk
head crashes, a failed sensor, a binary output stuck at a single value, and a burnt-out
power supply.

We will also extend the permanent fault results to the timed setting, specifically the

timed DES setting (TDES) [BW92, IBra93, BW94]. This will be a useful extension

as TDES adds to untimed DES the ability to express when an event is possible,
when it must occur by, and the ability to force certain events (forcible events) to

occur in a specified time frame. We note that here we will be building upon the

work of Alsuwaidan [Als16]. Alsuwaidan adapted our intermittent fault results from

[IMRD*15] (an early version of the work we present in this thesis) to the TDES setting.

Our goal in this thesis is to present our approach for introducing uncontrollable fault
events to the system’s plant model and to categorize some common fault scenarios.
By scenarios, we refer to several common fault situations that we would want our
supervisors to be able to handle. The scenarios range from simple situations that are
easy to verify (for example, at most N > 0 faults are allowed to occur), to ones that
are more flexible in the occurrence of faults, but more expensive to verify.

We will then develop some properties that will allow us to determine if a supervisor
will still be controllable and nonblocking in these scenarios. For example, if we add

fault events to our plant model but restrict fault events from occurring more that N =
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1 times in any given string, will the resulting system be controllable and nonblocking?

What if we allowed at most N = 2 fault events per string?

1.2 Related Work

Currently in the DES literature, the most common approach when a fault is de-
tected is to switch to a new supervisor to handle the system in its degraded mode.
Such an approach focuses on fault recovery as opposed to fault-tolerance. This re-
quires the construction of a second supervisor, and requires that there be a means to
detect the occurrence of the fault in order to initiate the switch.

In our approach, we use a single supervisor that will behave correctly for the
original system without faults, and for the system with added fault events that are
restricted to the fault scenarios that we are addressing. This is a passive approach
that relies on the inherent redundancy in the system being controlled. Our method
has the advantage that we only need to design a single supervisor for our system, and
that we do not need to detect that a fault has occurred for our approach to work.

We will now discuss some relevant, related work.

1.2.1 Untimed DES Setting

Two closely related topics to fault-tolerance and fault recovery are robust and adap-

tive supervisory control as discussed by |[BLWO05, [Lin93, ISZ05]. In both approaches,

the system G of interest is not specified exactly, but either belongs to a set of possible
plants, or we are given a set of “lower” and “upper” bounds. For robust control, the

goal is to construct a supervisor that will achieve a desired behavior for all of the
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possible plants. This is analogous to our passive approach to fault-tolerance.
Adaptive control, on the other hand, monitors system behavior and uses the in-
formation to resolve or reduce the uncertainty in the system’s behavior in order to
improve the performance of the system. This is analogous to active fault recov-
ery methods. It is worth noting that both methods involve synthesis, where our

approach is based on user designed supervisors and verification. As synthesis algo-

rithms have higher complexity than verification algorithms |[Rud88a], our approach

should be applicable to larger systems. Also, modular supervisors are typically easier
to understand and implement than the results of synthesis.

An additional drawback with active fault recovery methods is that they require that
a fault be detected, and possibly identified if there are multiple faults, before the fault

recovery response can be applied. Constructing a fault diagnoser can be expensive

[SSLT96], and has the additional concern that it may not detect the fault in time to

respond appropriately. As our approach is passive and can handle the original and
faulted system, response time is not a concern for us. However, the tradeoff is that
our approach may result in an overly cautious supervisor.

While adaptive and robust control are related, neither has a concept of fault events
and thus cannot be used directly for fault-tolerance or recovery as their supervisors

could be designed to take action on the occurrence of a fault event which should be

unobservable to supervisors. However, methods such as Saboori et al. [SZ05]|, which

make use of partial observations, could perhaps be adapted by setting fault events to
be unobservable, and using a model without faults, and a post-fault model.
This of course raises the question of how the post-fault model would be obtained?

Simply adding fault events to an existing model often results in a system with strings
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that contain so many faults in them that no controllable and nonblocking supervisor
would exist. Where it is true they could make use of the models generated by our
approach, but then robust/adaptive control would be unnecessary as synthesis could
just be done directly on the resulting model as there would be no uncertainty left.
Finally, it might be possible to use robust/adaptive control on the original plant
model without fault events, and new post-fault models without fault events. However
if the system contains multiple faults, generating separate models for each possible
post-fault system (i.e. system behavior after a specific sequence of faults have oc-
curred) could be tedious, error prone, and time consuming. Our approach on the
other hand, uses a single system model with all faults already added. We provide
a simple approach and methodology for adding faults to an existing system model,

that could be easily automated.

Qin Wen et al. [WKHLOS] introduces a framework for fault-tolerant supervisory

control of discrete-event systems. In this framework, plants contain both normal
behavior and behavior with faults, as well as a submodel that contains only the normal
behavior. The goal of fault-tolerant supervisory control is to enforce a specification
for the normal behavior of the plant and to enforce another specification for the
overall plant behavior. This includes ensuring that the plant recovers from any fault
within a bounded delay so that after the recovery, the system state is equivalent to
a state in the normal plant behavior. They formulate this notion of fault-tolerant
supervisory control and provide a necessary and sufficient condition for the existence
of such a supervisor. The condition involves notions of controllability, observability

and relative-closure together with the notion of stability.

In Paoli et al. [PSL11], they propose to detect faults and switch to a different
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supervisor before the nominal system behaviour is violated. The controller is updated
based on the information provided by online diagnostics. The supervisor needs to
detect the malfunctioning component in the system in order to achieve the desired
specification. The authors propose the idea of safe diagnosability as a step to achieve

fault-tolerant control.

In Park et al. [PL99], they present necessary and sufficient conditions for fault-

tolerant robust supervisory control of discrete-event systems that belong to a set of
models. When these conditions are satisfied, fault-tolerance can be achieved based on
the identification of tolerable fault sequences. In the paper, the results were applied
to the design, modelling, and control of a workcell consisting of arc welding (GMAW)
robots, a sensor, and a conveyor.

As we will see in the following section, our approach is quite different to the
preceding methods. Rather than focus on synthesis approaches, ours is based on
verification. We assume that the designer has used their understanding of the given
system and its possible faults to attempt to design a supervisor that is controllable
and nonblocking for the system both without faults, and when faults occur according
to our specified scenarios. Our goal is to provide a method to verify if they have

achieved this.

1.2.2 Timed DES Setting

Brandin et al. [BW92, IBra93, BW94] added a new dimension to the basic DES

theory by introducing timed discrete-event systems (TDES). They introduced the
concept of a global clock and tick event. Also, they introduced the ability to specify

when certain events must occur.
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Research has been conducted to discuss faults in the TDES setting. However, this

research focused on fault recovery and fault detection, as opposed to fault tolerance.

In [AA1Q], the main goal of Allahham et al. was to detect system faults as early

as possible. Their proposed idea was to construct a TDES with two clocks: one
clock would reflect the task state and and the other clock would measure the elapsed
time since the task had been started. They assumed that each task had normal
behavior with no faults, and acceptable behavior with intermittent faults within a
bounded delay. Their approach was to give each task a time interval. Then, they
would check if the task had finished in the defined time interval or before it, which
means the system had no faults or it had intermittent faults that the system can
tolerant. They monitored the TDES with stopwatch automaton that modeled the
acceptable behavior for a specific task. The stopwatch had three locations: initial,

normal execution, and interruption, to specify the task status.

In [MZ03], Moosaei et al. introduced fault recovery to TDES. Their system consists
of the plant and a diagnosis system, both modeled using activity transition graphs
(ATG). The plant model describes its behavior in both normal and faulty conditions.
The diagnosis system was assumed to be available to detect and isolate faults when-
ever they occurred. They have introduced three modes for their system: normal
when no faults occur, transient when a fault occurs, and recovery when the fault was
detected and isolated. Their design consists of a normal-transient supervisor, and

multiple recovery supervisors for each failure mode.
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1.2.3 Illustrative Example

We now introduce an example to illustrate our method. We will briefly introduce
the example here, and then use it to explain the various aspects of our approach
as we introduce them. After we have fully introduced our method, we will provide
the remaining portions of the example in Chapter [[, and then discuss the results of

applying our approach to the example.

Example Setting

Our example is based on the manufacturing testbed from Leduc [Led96]. The

testbed was designed to simulate a manufacturing workcell using model train equip-
ment, in particular problems of routing and collision. Figure [Tl shows conceptually
the structure of the full testbed and sensors.

We will initially focus on only a single track loop, shown in Figure [[2l The loop
contains eight sensors and two trains (train 1, train 2). Train 1 starts between sensors
9 and 10, while train 2 starts between sensors 15 and 16. Both trains can only traverse
the tracks in a counter clockwise direction.

The sensor models, shown in Figure [[3] indicate when a given train is present, and
when no trains are present. Also, they state that only one train can activate a given
sensor at a time. The figure shows the original sensor model, one for each sensor
J €49,...,16}, before fault events were added to the plant model.

Figures and show the sensor’s interdependencies with respect to a given
train. With respect to the starting position of a particular train (represented by the
initial state), sensors can only be reached in a particular order, dictated by their

physical location on the track. Both DES already show the added fault events.
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We note that in the DES diagrams, circles represent unmarked states, while filled
circles represent marked states. Two concentric, unfilled circles represent the initial
state. If the initial state is also marked, the inner circle is filled. Uncontrollable events

LC"?

are indicated by an preceding the event’s name, such as “/t1_atJ”.

Adding Intermittent Faults

To add faults to the model, we assumed that sensors 9, 10, and 16 could have
an intermittent fault; sometimes the sensor would detect the presence of a train,
sometimes it would fail to do so. We modelled this by adding to all the plant models
anew event t1F_atJ, J € {9,10, 16}, for each t1_atJ event. For each ¢1_atJ transition
in a plant model, we added an identical ¢1F_atJ transition. The idea is we can now get
the original detection event or the new fault one instead. We made similar changes
for train 2. Figure [[L4] shows the new sensor models with the added fault events. We
note that the fault events must be uncontrollable events as it would be unrealistic if
a supervisor could simply disable a fault event and prevent the fault from occurring.

Now consider the problem of preventing a second train from entering the track
segment bounded by sensors 11 and 13, when this section is already occupied by the
first train. Ideally, we would monitor sensor 10 for the arrival of the second train,
and halt that train until the first train has left the protected track segment. How
ever, if sensor 10 faulted, the train would not stop and we would have a collision. We
could make our controller more redundant by monitoring both sensors 9 and 10, and
we could then safely stop the train as long as both sensors did not fail. In such a
situation, we could tolerate a single fault, but not two in a row.

We further note that we can not allow our supervisor to make decisions based

10
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on the occurrence of the sensor fault events as we can not realistically expect such
faults to be observable. The supervisor must only change its control actions based on

observing non fault events.

Adding Permanent Faults

It is possible to model permanent faults to work with the intermittent fault results
that we present in Chapter @], but this is quite onerous for the designer. For example,
to add a permanent fault at sensor 9, we would need to model the system with a
single fault event transition for sensor 9 that takes our plant model from our non-
fault behaviour, to the systems behaviour after the permanent fault has occurred.

Figure [[7 shows what this would like for the sensor’s interdependencies with
respect to a train 1. If we added a permanent fault at sensor 10, we would have
to quadruple the plant model to keep track of the four possible plant fault states,
and the corresponding plant behaviour for each. It’s easy to see that with a large
number of permanent faults and a large number of plant components, modelling such
behaviour quickly becomes confusing and tedious.

A much more tractable way to model permanent faults is to model the system for
intermittent faults (i.e. we have a choice between the fault and normal sensor event
such as in Figures and [[6)) as above, and then for each fault event that we wish
to make permanent, we add a new plant DES such as in Figure for fault event
t1F at9. The automata states that once the fault event occurs, it can continue to
occur but the original non-fault event is no longer possible. Figure is similar, but
for fault event t2F_at9.

The resulting plant model will be similar to Figure [[7 in size and structure, but

11
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the construction will be handled automatically by the synchronous product opera-
tor, instead of manually by the designer. This should increase the accuracy of the
modelling process, while simultaneously decrease the difficulty for the designer.

Although this approach makes modelling permanent faults quite easy, it makes it
incompatible with most of the intermittent fault-tolerant properties that we will intro-
duce. To see this, consider the N = 1 fault-tolerant nonblocking property from Chap-
ter @l It essentially states that if we only consider strings in the system’s behaviour
that contain at most one fault event, the resulting system must be nonblocking.

Consider Figures and To get from states 4 to 5 in Figure [LT either the
fault or the non-fault event must occur. After the first occurrence of the fault event,
Figure states that only the fault event will be possible. However, N = 1 fault-
tolerant nonblocking property only allows a single fault transition, causing Figure
to deadlock at state 4. The typical result of adding permanent faults in this manner
is to cause the intermittent fault-tolerant nonblocking properties to block.

To make this approach to modelling permanent faults workable, we will need intro-
duce new fault scenarios and fault-tolerant controllability and nonblocking properties

(Chapter [])) that will be designed to work specifically with this new methodology.

1.3 Thesis Structure

The reminder of this thesis is organized as follow: Chapter [2] presents the required
DES background including languages, automata, controllability and nonblocking def-
initions, while Chapter Bl discusses fault events, fault-tolerant (FT) consistency, and

fault scenarios. Chapter M introduces fault-tolerant controllability and nonblocking

13
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properties, while Chapter [B] presents algorithms to verify these properties, and pro-
vides a complexity analysis for the algorithms. Finally, Chapter [6] provides proposi-
tions and theorems to verify the correctness of the F'T controllability algorithms from
Chapter B while Chapter [T presents an example to illustrate our approach.
Chapter [§ introduces permanent fault-tolerant (PFT) controllability and non-
blocking properties, while Chapter [9] presents algorithms to verify these properties
and provides a complexity analysis for the algorithms. Finally, Chapter provides
propositions and theorems and proofs to verify the correctness of the PFT controlla-
bility algorithms from Chapter @ while Chapter [Tl presents an example to illustrate

our PFT approach.

Chapter introduces timed permanent fault-tolerant (TPFT) controllability
properties, while Chapter presents algorithms to verify these properties and
provides a complexity analysis for the algorithms. Finally, Chapter [14] provides
propositions and theorems and proofs to verify the correctness of these algorithms,

while Chapter presents an example to illustrate our TPFT approach.

Chapter provides conclusions and suggestions for future work.

14



Chapter 2

Preliminaries

In this chapter, we introduce a summary of the DES terminology that we use

throughout the thesis. Please see [Wonl4, ICL09a] and [BW92, Bra93, BW94].

2.1 Languages

Typically, a DES is represented as an automaton defined over an event set. We can
think of the event set as an alphabet. A sequence of events taken from this alphabet
is called a string, and a set of strings is called a language. Languages are used to

represent system behavior.

Now, let ¥ be a finite set of distinct symbols (i.e. «,3,7). We refer to X as an
alphabet. Let ¥ denote the set of all finite, non-empty sequences o0 . ..oy, where
o; € X and k > 1. Let X* be the set of all finite sequences including ¢, the empty
string. We thus have ¥*:= X7 U{e}. Let Pwr(X) denote the set of all possible subsets

of (X). A language L C ¥* is any subset of 3*. For s € X* |s| equals the length

15



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

(number of events) of the string.

The prefix closure of a language L is often relevant to control problems, because
it shows the history of the strings in L. For s € ¥*, we say t € ¥* is a prefiz of s and
write t < s if: (Ju € ¥*)s = tu. For L C X*, the prefiz closure of L is L defined as:

L := {t € ¥*|t < s for some s € L}. A language L is closed if L = L.

Finally, we provide some language definitions we use in the thesis. We start with

the language L*. This is the set of strings constructed from any k strings in L.

Definition 2.1.1. Let LCY* and k € {1,2,3,...}. We define the language L* to be:

LF:={s € s = s15y...55 for some s1,5,...,5, € L}

We next define the notation for the language constructed from all possible ways
to concatenate a string from the first language, followed by an event from the event

set, and a string from the second language.

Definition 2.1.2. Let Ly, LoCY* and ¥X'CX. We define the language L. . Ly to be:

L1.Y Ly :={s € ¥*|s = s108y for some s; € Ly,89 € Ly, 0 € '}

2.1.1 Natural Projection and Inverse Projection

The natural projection operator takes a string formed from a larger event set, i.e.

., and erases events in it that do not belong to the smaller event set, i.e. >; C X

Natural projection plays an important role in the study of DES @] Let
Y =X1UXy, L1 €37, and Ly C 335 Fori=1,2, s € ¥* and o € ¥, we define the
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natural projection P; : ¥* — X7 according to:

The map P ' : Pwr(%f) — Pwr(¥*) is the inverse image of P; such that for

LCY:, P7Y(L):= {s € ¥¥|P(s) € L}.

2.2 DES
A DES G is a generator, and formally defined as a five tuple

G = (Q; Z? 57 qo, Qm)a

where (@ is the state set; ¥ = ¥ .U, where X, is the set of controllable events, and ¥,
is the set of uncontrollable events; § : QQ X ¥ — @ is the (partial) transition function;
qo is the initial state, and @, C @ is the set of marker states. We will always assume
() and X are finite.

Let g € Q,0 € ¥. We use §(q,0)! to mean that d(q, o) is defined.

The transition function ¢ can be extended to  : () x ¥* — @) according to

0(q,€) =q
6(q,s0) = 0(0(q, 8),0)

provided ¢ := 0(q, s)! and §(¢, 0)!. Note that (g, €) is always defined.

17
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Definition 2.2.1. For DES G, the language generated by G, referred to as the closed
behavior of G, is denoted by L(G), and is defined to be:

L(G) == {s € "] 6(yo, 8)!}

The language L(G) represents all the defined paths in the state transition diagram.
String s is thus in L(G) if and only if it starts from the initial state and has an

admissible path in the state transition diagram.

Definition 2.2.2. The marked behavior of G is defined as:

L(G) = {s € L(G)| 6(yo,5) € Y}

Clearly, L,, € L(G). String s is in L,,(G) if and only if its path starts from the

initial state and ends in a marked state.

Definition 2.2.3. The reachable state subset of DES G, denoted Y,., is

Y, :={yeY| (3seT)6ys) =y}

We say G is reachable if all of its states are reachable, i. e. Y, =Y.

Definition 2.2.4. We say a state y € Y s coreachable if there is a string s € »*

such that §(y, s)! and 0(y, s) € Yy,.

We say G is coreachable if all of its states are coreachable. A DES could reach a
deadlock state where no further events can be executed, or a livelock state where there
is a set of unmarked states that are strongly connected without transitions going out

of the set. In the case of system deadlock or livelock, we say the system is blocking.
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Definition 2.2.5. We say G is nonblocking if every reachable state is coreachable.

This is equivalent to saying:

L(G) = L.(G)

We will use the following equivalent definition for nonblocking in our fault-tolerant

setting.

Definition 2.2.6. A DES G is said to be nonblocking if:
(Vs € L(G))(3s' € £)ss’ € L,(G)
Definition 2.2.7. A DES G is deterministic if it has a single initial state, and at

every state there is at most a single transition leaving that state for each o € 3.

In this thesis we assume that a DES is reachable, has a finite state and event set,

and is deterministic.

Definition 2.2.8. For language L C ¥*, the eligibility operator, Elig; : ¥* —

Pur(Y), is given, for s € ¥*, by:

Elig,(s) .= {0 € X|so € L}

2.2.1 Synchronous Product
Synchronous Product on Languages

Let X4, Y5 be two alphabets, ¥ = ¥ U Y.

Let Ly C X3, Ly C 35, The synchronous product Ly || Ly C ¥* is defined as
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Li||Ly == PN (Ly) N Pyt (Ly).

Selfloop

Let G1 = (Q1, X1, 1, q1,, @1,,) be a DES defined on alphabet Y1, and Y5 be another
alphabet with X, N Xy = (). The selfloop operation on G; is used to generate a new

DES G by selflooping each event in ¥, on each state of G;. Formally,
G = selfloop(Gy, X;) = (Q1, %1 U ¥y, 82, q14, Q1,,,),

where 0 : Q1 X (X1 U X) — @ is a partial function and defined as

(

61(Q7O->7 o c 21751(Q70)!

d2(q, 0) = q, 0O € X

undefined, otherwise
\

Let P : (X1 UX3)* — 3% be a natural projection, then we have
L(selfloop(Gy,%s)) = P '(L(Gq))

L., (selfloop(Gy, X5)) = Pl_l(Lm(Gl))

Synchronous Product on DES

Let Gq = (Q1721,51,Q10>Q1m), Gy = (Q2722,52,Q207Q2m) be two DES. The

synchronous product of Gy and G is defined as

Definition 2.2.9. For Gy = (Qi, %4, 0,904, Qm,i) (1 = 1,2), we define the syn-
chronous product G = G1||Gy of the two DES as:

G = (Q1 X Q2,21 U2,6, (o1, G02), Qma X Qm2),
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where 6((q1,q2),0) is only defined and equals:

(1, 45) if o € (E1NEs),01(qr,0) = ¢}, 02(q2,0) = ¢ or
(1, q2) if 0 € £y — 39, 01(qu,0) = qjor

(g1, 45) if 0 € g — 31,02(q2,0) = ¢b.

It follows that L(G) = P 'L(Gy) N Py 'L(Gs) and L,,(G) = P, 'L, (G1) N
Py 'L, (Gg). We note that if ¥ = Yy, we get L(G) = L(G1) N L(G3) and L,,(G) =
L,(G1) N Ly (Ga).

For the definitions given in this thesis, we assume that our plant G and supervisor
S are always combined with the synchronize product operator, thus our closed-loop
system is G||S. To simplify our definitions, we will assume that S and G are both
defined over the same alphabet, . If this is not the case, we can construct G’ and
S’ by adding selfloops to each DES to extend them over the combined alphabet 3,

and then use G’ and S’ instead.

2.2.2 Supervisory Control

In DES theory, the unrestricted system behavior is modelled as a plant DES.
The desired behavior of the system is then modelled as a supervisor DES. The goal
is for the supervisor to monitor the plant behavior, and then through valid control
actions, ensure the system behavior stays within the desired behavior. Let DES
G = (Y, %,9,9,, Y;n) be a our plant, and let DES S = (Y, X, €, v,, Y,,,) be our supervi-

SOr.

For example, if we have a system with two robots, we might need to control their
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behavior by specifying that only one robot can perform a task at a time. When the
first robot finishes its task, the second robot can perform its task. Such actions do

not create new system behavior, they only restrict the behavior.

Our next step is to define our control technology. We do this by partitioning our

alphabet into two disjoint subsets as follows:

=% U X%,

Controllable events (¥.) are events that can be enabled or disabled by an external
agent (i.e. our supervisor). They can only occur if they have been enabled. Uncontrollable
events (¥, ) are events that can not be disabled by an external agent. Once the plant
reaches a state where these events can occur, there is no way that the supervisor can

stop them from occurring.

We now introduce the concept of controllability. It basically checks to make sure
the plant behavior can not leave the desired behavior, specified by K, due to an

uncontrollable event.

Definition 2.2.10. We say a language K C ¥* is controllable with respect to G if

(Vs € K)(Vo € X,)s0 € L(G) = so € K

The following definition restates controllability in terms of a supervisor.

Definition 2.2.11. A supervisor S = (X, X, ¢, x,, X,,) is controllable for plant G =
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(Y, 3, 6,40, Yn) if:

(Vs € L(S) N L(G)) (Yo € )50 € L(G) = so € L(S)

2.3 Timed DES

Timed DES (TDES) [BW92, Bra93, BW94| extends untimed DES theory by adding

a new tick (7) event, corresponding to the tick of a global clock. The event set of a
TDES contains the tick event as well as other non-tick events called activity events,
Yact-

A TDES is represented as a 5-tuple G = (Q, %, 0, q», @) Where @ is the state set;
Y= YU{r}h 0 : Q x X — Q is the (partial) transition function; qo is the initial
state, and @), C @ is the set of marker states. We will always assume () and X are
finite. We extend § to 6 : Q x X* — @ in the natural way.

For TDES, we introduce two new event types. Prohibitible events (¥y;,) are events
that can be disabled by a supervisor. Forcible events (Xy,,) are events that can pre-
empt a tick of the clock i.e. they can be forced to occur before the next tick of the
clock. If G is in a state where the tick event is possible and a forcible event is possible,
then the supervisor can disable the tick event, knowing that the forcible event will

occur if needed to prevent the clock from stopping.

For the TDES setting, we provide alternative version of several untimed definitions.

First, we define uncontrollable events as follows:

Eu = 2act - 2hib
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We define controllable events as:
EC Z:E—EuzzhibU{T}

Definition 2.3.1. Supervisor S is timed controllable with respect to G if
(Vs € L(S) N L(G)),

Eligr ) (s)N(Z.U{T}) i Eligys)nrc)(8)N Efor =0

Eligy,s)(s) 2{ _ o
El@gL(G)(S) N Xy if ElZgL(S)ﬂL(G)(S)m Yfor#

We note that if it is clear that we are referring to TDES, we will drop the ”timed”
part, and just says is controllable for G.

For TDES, we have the addition properties of activity loop free and proper timed
behavior. The first definition ensures that the clock tick can not be delayed indefi-
nitely, while the second ensures that either a tick or an untimed event (which can not
be disabled) is always possible in the plant. We note that the set @), C @ is the set

of reachable states for G

Definition 2.3.2. TDES G = (Q, %, 0, q,, Q) 1s activity-loop-free (ALF) if
(vq € QT)(VS € E:ct)(s(Q7 S) 7é q
Definition 2.3.3. A plant TDES G has proper time behavior if:

(Vg € Q,)(Fo € £, UT)d(q,0)!
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Chapter 3

Fault-Tolerant Setting

In this chapter, we will introduce our concept of fault events, a consistency property
that our systems must satisfy, and the fault scenarios that we want our supervisors
to be able to handle. Our eventual goal will be to be able to determine if our super-
visor will be controllable for our plant, and our system nonblocking for a given fault
scenario. In the following section, we will assume that all DES are deterministic, and

that we are given plant G = (Y, %, 0, y,, Y;,) and supervisor S = (X, %, &, z,, X,,).

3.1 Fault Events

In this thesis, our approach will be to add a set of uncontrollable events to our plant
model to represent the possible faults in the system. For example, if we had a sensor
to detect when a train passes, its plant model might originally contain an event such
as trn_sen( indicating a train is present. We could add a new uncontrollable event,
trnF_sen(, that will occur instead if the sensor fails to detect the train. This will

allow us to model how the system will behave after the occurrence of the fault. Our
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goal will be to design supervisors that will still behave correctly (i.e. stay controllable
and nonblocking) even if a fault event occurs, even though they can’t detect the fault
event directly.

We start by defining a group of m > 0 mutually exclusive sets of fault events.

ZFiQEu,izl,...,m

The idea here is to group related faults into sets such that faults of a given set
represent a common fault situation, while faults of a different set represent a different
fault situation. Consider our illustrative example from Section [[2.3] specifically the
track loop shown in Figure It would make sense to group the fault events for
sensors 9 and 10 as they could both be used to detect a train before it enters the next
track segment. However, a fault event for sensor 16 would not be relevant for this

task so we would put it into a different fault set.

Definition 3.1.1. We refer to faults in ¥p,, 1 = 1,...,m, collectively as standard

fault events:

EF = U ZFz‘

i=1,..,m
We note that for m =0, X = 0.

The standard fault events are the faults that will be used to define the various fault
scenarios that our supervisors will need to be able to handle. However, there are two
additional types of faults that we need to define in order to handle two special cases.
The first type is called unrestricted fault events, denoted YXqr C 3,,. These are faults

that a supervisor can always handle and thus are allowed to occur unrestricted. For
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our example in Section [[L2.3] this might be a fault associated with a sensor that is
not used at all by the system’s supervisor and could thus be safely ignored. Faults in
Yor are allowed to occur unrestricted in our fault scenarios.

The second type is called excluded fault events, denoted X ar C ¥,,. These are faults
that can not be handled at all and thus are essentially removed in our scenarios. The
idea is that this would allow us to still design a fault-tolerant supervisor for the
remaining faults.

From our example in Section [[.I] consider sensor 13 from Figure If we wished
to stop a train at this sensor so it could be loaded by a crane, we would be unable to
do so if the sensor failed as there is not a second sensor located close enough to stop
the train at the correct location. If we modelled a fault at this sensor, we would have
to make it an excluded fault or the system would fail all fault-tolerant tests. This is
an example of a fault that could not be handled by a supervisor, and would need to
be addressed by adding an additional backup sensor to the system.

For each fault set, ¥p, 7 =1,...,m, we also need to define a matching set of reset
events, denoted X7, C ¥. These events will be explained in Section B3] when we
describe the resettable fault scenario.

To define our permanent fault properties, we need to be able to distinguish be-
tween permanent faults and intermittent faults. To this end, we define the following

permanent fault subsets.

Definition 3.1.2. We refer to faults in ¥p, C X, i = 1,...,m, collectively as

permanent fault events:

ZP = U Epi
i=1,....,m
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We note that for m =0, Xp = 0.

3.2 Fault-Tolerant Consistency

We now present a consistency requirement that our systems must satisfy when
dealing with intermittent faults. This is essentially a set of common sense require-
ments such as fault events being uncontrollable, different sets being disjoint, and that

supervisors can’t make control decisions based on the fault events themselves.

Definition 3.2.1. A system, with plant G = (Y, %, 8, Yo, Yim), supervisor S = (X, ¥, &,
Toy Xim), and fault and reset sets Xp, %7, (1 = 1,...,m),Xar, and Xqp, is fault

tolerant (FT) consistent if:

1. YArUYorUXEp C X,

2. Yar, Yo, g, (1=1,...,m), are pair-wise disjoint.
3. (Vie{l,.... mpXp #0

4. Vie{l,.... m}HISe NYp, =0

5. Supervisor S is deterministic.
0. (VZL‘ S X)(VO' € (EQF U EAF U EF))g(l',O') =T

Point (1) says that fault events are uncontrollable since allowing a supervisor to
disable fault events would be unrealistic. Point (2) requires that the indicated sets
of faults be disjoint since they must each be handled differently. Point (3) says that
fault sets Y are non-empty. Point (4) says a fault set must be disjoint from its

corresponding set of reset events so we can distinguish them.
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Points (5) and (6) say that S is deterministic and that at every state in S, there is
a selfloop for each fault event in the system. This means a supervisor cannot change
state (and thus change enablement information) based on a fault event. This is a
key concept as it effectively makes fault events unobservable to supervisors. If S is
defined over a subset ¥’ C ¥ instead, we could equivalently require that ¥/ contain
no fault events.

We note that the above definition implies that we do not need to make use of

the observability property [LWS8S§], saving us the cost of verifying it. Essentially,

the observability property is used to check if a partial observation supervisor (one
that can only see a subset of the available events) exists that will provide the same
closed-loop behavior as an exisiting supervisor, who can observe all events. As our
approach is a verification method that assumes we are given a supervisor that is
already forced by the fault-tolerant consistency definition to treat fault events as
effectively unobservable (it can’t change state based on them), there is no need to
verify the observability property as our exisiting supervisor is already sufficient for

our needs.

3.3 Fault Scenarios

When faults are added to a plant model, we typically can have strings contain-
ing so many faults in a row that any controllability or nonblocking test would fail.
However, we are typically only interested in knowing if a system will be controllable
and nonblocking if only a certain pattern of faults have occurred. For example, we
might only want to know if at most one fault occurs, will our system be controllable

and nonblocking? Our fault scenarios are an attempt to characterize common fault
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situations that we would want our supervisors to handle.

3.3.1 Intermittent Fault Scenarios

In this section, we will consider four intermittent fault scenarios. The scenarios
range from simple situations easy to verify, to ones that are more flexible in terms
of how faults can occur and how often, but more expensive to verify. They are by
no means exhaustive, but we felt that they represented a good characterization of

situations that would likely be of interest.

Default Fault Scenario

The first is the default fault scenario where the supervisor must be able to handle
any non-excluded fault event that occurs. In other words, our supervisor must be
able to handle all non-excluded fault events whenever they occur, without restriction.

This would of course, be the ideal situation.

N-Fault Scenario

The second scenario is the N > 0 fault scenario where the supervisor is only
required to handle at most N, non-excluded fault events and all unrestricted fault
events. Consider our illustrative example from Section [L2.3] specifically the track
loop shown in Figure If we wished to prevent a collision in the track segment
bounded by sensors 11 and 13, we could stop the train at sensors 9 or 10. We could
handle N = 1 faults (i.e. sensor 9 or 10 failed but not both), but we could not handle

N = 2 faults (both sensors failed at the same time).
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Non-repeatable N-Fault Scenario

The next scenario is the non-repeatable N > 0 fault scenario where the supervisor
is only required to handle at most N, non-excluded fault events and all unrestricted
fault events, but no more than one fault event from any given Xg, (i = 1,...,m) fault
set. This definition allows the designer to group faults together in fault sets such that
a fault occurring from one set does not affect a supervisors ability to handle a fault
from a different set. Particularly for a situation where a supervisor could handle only
one fault per fault set, this would allow m faults to occur instead of only one using
the previous scenario.

If we continue the above example, we would put the faults for sensors 9 and 10 in
one fault set, and the fault for sensor 16 in another set. We would then expect that
we could handle N = 2 faults (i.e. a fault at sensors 10 and 16), as long as they were

not from the same fault set (i.e. can’t handle a fault at both sensors 9 and 10).

Resettable Fault Scenario

The last scenario we consider is the resettable fault scenario. This is designed to
capture the situation where at most one fault event from each ¥Xp, (i = 1,...,m)
fault set can be handled by the supervisor during each pass through a part of the
system, but this ability resets for the next pass. For this to work, we need to be able
to detect when the current pass has completed and it is safe for another fault event
from the same fault set to occur. We use the fault set’s corresponding set of reset
events to achieve this. The idea is that once a reset event has occurred, the current
pass can be considered over and it is safe for another fault event to occur.

If we continue the above example, we could have sensors 9 and 10 in one fault
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set, and set the corresponding reset event set to only contain the detection event for
sensor 11. If we get a fault event from sensor 9 and 10 in a row, we would be unable to
stop the train. However, if we got a fault from sensor 10 only and then the detection
event for sensor 11, we would know we could now safely get a second fault event from
sensor 9 or 10 (but not both) and still be able to stop the train. Such a supervisor
could handle an infinite number of faults from sensors 9 and 10, as long as they don’t

happen more than once per pass.
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Chapter 4

Fault-Tolerant Controllability and

Nonblocking

In this chapter we will develop some properties that will allow us to determine if
a supervisor will be controllable and nonblocking in the intermittent fault scenarios
that we introduced in the previous chapter. In essence, these definitions characterize
strings that belong to the desired fault scenario, and only require supervisors to satisfy

the controllability and nonblocking definitions for these strings.

4.1 Fault-Tolerant Controllability and Nonblock-
ing

The first fault-tolerant controllability property that we introduce is designed to
handle the default fault scenario. First, we need to define the language of excluded

faults. This is the set of all strings that include at least one fault from Xap.
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Definition 4.1.1. We define the language of excluded faults as:

Lap =X YaAp X"

Definition 4.1.2. A system, with plant G = (Y, %, 9, y,, Yyn), supervisor S = (X, ¥, €,
Toy Xim), and fault sets X, (i = 1,...,m) and X ap, is fault tolerant (FT) controllable

if it is F'T consistent and:

(Vs € L(S)N L(G)) (Vo € £,)
(so € L(G)) A (s ¢ Lar) = so € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is fault-tolerant controllable for G.

The above definition is essentially the standard controllability definition but ignores
strings that include excluded fault events. As the language L(S) N L(G) is prefix
closed, prefixes of these strings that do not contain excluded faults must be checked.
This definition is equivalent to blocking all excluded fault events from occurring in
the system behavior and then checking the standard controllability definition. This
is the most powerful of the fault-tolerant definitions as the supervisor must be able
to handle a potentially unlimited number of faults that can occur in any order. We
note that if X¥ar = (), then Definition reduces to the standard controllability
definition as Lap reduces to Lap = 0.

Typically, the set of excluded faults for a given system is empty. When a system is
FT controllable and YXar # (0, we say that it is F'T controllable with excluded faults to
emphasize that it is less fault-tolerant than if it passed the definition with YaAp = 0.

We will use a similar expression with the other fault-tolerant definitions.
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In a similar manner, we introduced the following FT nonblocking property to

handle the default fault scenario.

Definition 4.1.3. A system, with plant G = (Y, %, 8, Yo, Yom), supervisor S = (X, X, &,
Toy Xm), and fault sets Xp, (1 = 1,...,m) and Xar, is fault tolerant (FT) nonblocking

if it is F'T consistent and:
(Vs € L(S)N L(G))
(s ¢ Lap) = (35" € X)(ss’ € L(S) N Ly (G)) A (ss" & Lar)

We note that if Yo = (0, then Definition E.I.3 reduces to the standard nonblocking

definition.

4.2 N-Fault-Tolerant Controllability and Nonblock-
ing

The next fault-tolerant controllability property that we introduce is designed to
handle the N > 0 fault scenario. First, we need to define the language of N-fault
events. This is the set of all strings that include at most N faults from >, including

those that contain no such faults.

Definition 4.2.1. We define the language of N-fault events as:
N
Lyp=(2—3p)* U (2= Sp) Zp. (2 —2p))F

Definition 4.2.2. A system, with plant G = (Y, 3,0, Yo, Yyn), supervisor S = (X, 3, €,
Toy Xm), and fault sets Xp, (i =1,...,m) and Xar, is N-fault tolerant (N-FT) con-

trollable if it is F'T consistent and:
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(Vs € L(S)N L(G)) (Vo € X,)
(so € L(G))A (s ¢ Lar) N (s € Lyr) = so € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is N-fault fault-tolerant controllable for G.

The above definition is essentially the standard controllability definition but ignores
strings that include excluded fault events or more than N faults from fault sets Xp,
(t=0,...,m). This definition is essentially weaker than the previous one since if we
take N = oo we get the F'T controllability definition back. If we set N = 0, we get
the controllability definition with all fault events from ¥z excluded as well since Ly g
will simplify to Lyr = (3 — Xr)*. We also note that if m = 0, we get X = (). This
means Lyp will simplify to Ly = ¥* which means Definition will simplify to
the FT controllable definition.

Typically, the set of unrestricted faults for a given system is empty. When a system
is N-FT controllable and YXqr # (), we say that it is N-F'T controllable with unrestricted
faults to emphasize that it is more fault-tolerant than if it passed the definition with
Yor = (. We will use a similar expression with the other fault-tolerant definitions.

In a similar manner, we introduced the following FT nonblocking property to

handle the N-fault scenario.

Definition 4.2.3. A system, with plant G = (Y, 3,0, Y,, Ym), supervisor S = (X, ¥, &,
Toy Xm), and fault sets X, (i =1,...,m) and Xap, is N-fault tolerant (N-FT) non-

blocking if it is F'T' consistent and:

(Vs € L(S)NL(G)) (s € Lar) N (s € Lyr) =
(3s" € %) (88" € Lp(S) N Ly (G)) A (88" & Lap) A (ss' € Lyr)

We note that if m = 0, Definition simplifies to the FT nonblocking definition.
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4.3 Non-repeatable N-Fault-Tolerant Controllabil-
ity and Nonblocking

The next fault-tolerant controllability property that we introduce is designed to
handle the non-repeatable N > 0 fault scenario. First, we need to define the language
of repeated fault events. This is the set of all strings that include two or more faults

from a single fault set Xp, (1 =1,...,m).

Definition 4.3.1. We define the language of repeated fault events as:

m

Lyrr = | J(5* .25, 5. 55,.5)

i=1

Definition 4.3.2. A system, with plant G = (Y, 3,0, Yo, Yyn), supervisor S = (X, 3, €,
To, Xm), and fault sets Xp, (i =1,...,m) and Xap, is non-repeatable N-fault toler-

ant (NR-FT) controllable, if it is FT consistent and:

(Vs € L(S) N L(G))(Vo € 3,)
(80’ € L(G)) N (S §é LapU LNRF) VAN (8 S LNF) = SO € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is non-repeatable N-fault tolerant controllable for G.

The above definition is essentially the standard controllability definition, but we
add the condition (s ¢ Lar U Lygr) A (s € Lyp) to ignore strings that include ex-
cluded fault events, more than N faults from fault sets Xp, (i = 1,...,m), or strings
that include two or more faults from a single fault set. We note that if m = 0, we get

Yr = (). This means Lyp simplifies to Lyp = X* and Lygp simplifies to Lygr = 0
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which means which means Definition [1.3.2] will simplify to the F'T controllable defi-
nition.
In a similar manner, we introduced the following FT nonblocking property to

handle the non-repeatable n-fault scenario.

Definition 4.3.3. A system, with plant G = (Y, 3,0, Yo, Ym), supervisor S = (X, ¥, &,
Toy Xm), and fault sets Xp, (i =1,...,m) and Xap, is non-repeatable N-fault toler-

ant (NR-FT) nonblocking, if it is FT consistent and:
(VS S L(S) N L(G)) (S ¢ LarU LNRF) VAN (S € LNF) =

(3" € ¥*)(s8" € Lin(S) N Ly (G)) A (88 ¢ Larp U Lyrr) A (88" € Lyr)

We note that if m = 0, Definition [4.3.3] simplifies to the FT nonblocking

definition.

4.4 Resettable Fault-Tolerant Controllability and
Nonblocking

The next fault-tolerant controllability property that we introduce is designed to
handle the resettable fault scenario. First, we need to define the language of non-reset
fault events. This is the set of all strings where two faults from the same fault set
Y, occur in a row without an event from the corresponding set of reset events in

between.

Definition 4.4.1. We define the language of non-reset fault events as:
Lrp = | J(Z".Z5.(2 - Z1)". 5557

i=1

38



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

Definition 4.4.2. A system, with plant G = (Y, 3,0, Yo, Yyn), supervisor S = (X, 3, &,
To, Xm), and fault sets g, Y. (i = 1,...,m) and X ar, is resettable fault tolerant

(T-FT) controllable if it is FT consistent and:

(Vs € L(S)N L(G)) (Vo € £,)
(so € L(G))A (s ¢ Lar U Lrp) = so € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is resettable fault tolerant controllable for G.

The above definition is essentially the standard controllability definition, but we
add the condition (s ¢ LarpU Lyp) to ignore strings that include excluded fault events
and strings where we get two fault events from the same fault set in a row without an
event from the corresponding set of reset events in between. We note that if m = 0,
we get Xp = (). This means Lpp simplifies to Lyr = () which means which means
Definition will simplify to the F'T controllable definition.

In a similar manner, we introduced the following FT nonblocking property to

handle the resettable fault scenario.

Definition 4.4.3. A system, with plant G = (Y, 3,0, Yo, Ym), supervisor S = (X, X, &,
Toy Xm), and fault sets Xp,, X (i =1,...,m) and Xar, is resettable fault tolerant

(T-FT) nonblocking if it is F'T consistent and:

(VS € L(S) N L(G)) (8 g_ﬁ LAF U LTF) =
(3" € 2*)(ss" € Liy(S)N Ly (G)) A (88" € Larp U Lyp)

We note that if m = 0, Definition 4.3 simplifies to the FT nonblocking definition.

39



Chapter 5

Fault-Tolerant Algorithms

In this chapter, we will present algorithms to construct and verify the fault-tolerant
controllability and nonblocking properties that we defined in Chapter 4. We will not
present an algorithm for the F'T consistency property as its individual points can

easily be checked by adapting various standard algorithms.

5.1 Algorithms

In this chapter, we assume that our system consists of a plant G = (Y, X, 4, y,, Yin),
supervisor S = (X, 3, &, z,, X,), and fault and reset sets X, 7. (i =0,...,m), Xar,
and Xqp.

Our approach in this thesis will be to construct plant components to synchronize
with our plant G such that the new DES will restrict the occurrence of faults to match
the given fault-tolerant controllability and nonblocking definitions. We can then syn-

chronize the plant components together and then use a standard controllability or
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nonblocking algorithm to check the property. This approach allows us to automat-

ically take advantage of existing scalability methods such as incremental [BMMO04]

and binary decision diagram-based (BDD) algorithms |[Bry92, IMa04, [Son06, VLEF03,

Wan09, Zha01].

As the controllability, nonblocking, and synchronous product algorithms have al-

ready been studied in the literature [Rud88h, ICLO9b], we will assume that they

are given to us. We will use the standard || symbol to indicate the synchronous
product operation, vCont(Plant,Sup) to indicate controllability verification, and
vNonb(System) to indicate nonblocking verification. Functions vCont and vNonb
return true or false to indicate whether the verification passed or failed, and the
result will be stored in the Boolean variable pass. We note that, when we define
transition functions such as 0, we will define them as a subset of ¥ x ¥ x Y for
convenience. For example, (y,,0,y1) € ¢ implies 0(yo,0) = y1.

In the sections that follow, we will first present algorithms to construct the new
plant components that will be shared by the fault-tolerant controllability and non-
blocking algorithms. We then present the individual fault-tolerant controllable and

nonblocking algorithms.

5.1.1 Fault-Tolerant Controllability and Nonblocking Algo-

rithms

For the fault-tolerant controllability and nonblocking definitions, we need to re-
move all the excluded fault transitions from the system behavior, and then apply the
standard controllability and nonblocking algorithms, as appropriate. To achieve this,

three algorithms have been introduced. First, Algorithm [ constructs Gap for fault
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set X ap. The algorithm constructs a new DES with event set ¥ A, but no transitions.
It also contains only its initial state, which is marked. This will have the effect of

removing any YA transitions from any DES it is synchronized with.

Algorithm 1 construct-Gap(Xar)
Y1 {wo}

2: Ym,l — Yl

—_

3: 51(—@

4: return (Y1, Xar, 01, Yo, Ym1)

Figure 5.I0 shows an example excluded fault plant, Gap automata. In the DES di-
agrams, circles represent unmarked states, while filled circles represent marked states.
Two concentric, unfilled circles represent the initial state. If the initial state is also
marked, the inner circle is filled. Note that if a transition is labeled by an event set
such as in Figure [5.17] this is a shorthand for a transition for each event in the event
set.

We note that all of the constructed DES in these algorithms have every state
marked since their goal is to modify the closed behavior by restricting the occurrence

of fault events as needed; not to modify the marked behavior of the system directly.

O)

0
Figure 5.10: Excluded Faults Plant Gap

Algorithm B shows how to verify fault-tolerant controllability for G and S. Line
1 constructs the excluded fault plant, Gap, using Algorithm [l Line 2 constructs
the new plant G’. Line 3 checks that supervisor S is controllable for plant G’. As

GArF is defined over event set YAr and contains only a marked initial state and no
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transitions, synchronizing it with G creates the original behavior with all excluded
fault events removed. Checking that S is controllable for the resulting behavior will

have the effect of verifying fault-tolerant controllability.

Algorithm 2 Verify fault-tolerant controllability

1: Gar < construct-Gar(Xar)
2: G+ G||GAF
3: pass < vCont(G',S)

4: return pass

Algorithm [ shows how to verify fault-tolerant nonblocking for G and S. This
algorithm is essentially the same as Algorithm 2 except at Line 2 we calculate the

closed loop system G’, and then at Line 3 we verify that it is nonblocking.

Algorithm 3 Verify fault-tolerant nonblocking

1: GarF  construct-Gar(2ar)
2. G’ + G||Garl|S
3: pass < vNonb(G’)

4: return pass

We note that if ¥ap = ), Algorithm 2 and Algorithm Bl will still produce the correct
result. However, it would be more efficient to just check that S is controllable for G

and G||S is nonblocking directly.
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5.1.2 N-Fault Tolerant Controllability and Nonblocking Al-

gorithms

For the N-Fault tolerant controllability and nonblocking definitions, we only allow
at most NV fault events from Xz to occur and remove all the excluded fault transitions.
We then apply the standard controllability and nonblocking algorithms. To achieve
this, we introduce three algorithms, as appropriate.

First, Algorithm M constructs Gng for max N faults, and standard fault set Y.
The algorithm constructs a new DES with event set ¥ and N + 1 states, each state
marked. It then creates a transition for each fault event in ¥ from state y; to state
yir1 (1=0,...,N—1). Asthere are no transitions at state yy, synchronizing with this
DES will allow at most N faults to occur, and then remove any additional standard
fault transitions. Figure [B.11] shows an example N-fault plant automaton, Gng, for

N = 3.

Algorithm 4 construct-Gng (N, Xr)
1: }/1 — {y07y17‘ .. 7yN}

2 Y1+ Y1

3: 01+ 0

4: for:=0,...,N—1

5. foroeXp

6: 01+ 6 U{(¥i,0,9i11)}
7. end for

8: end for

9: return (Y1, 3r, 01, Yo, Y1)
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Figure 5.11: N-Fault Plant Gng, N = 3

We note that if m = 0, then X = (). This means that Gng will contain no events
and have unreachable states for NV > 1. As a result, synchronizing with Gng will
have no effect on the closed and marked language of the system. This means that
Algorithms Bl [6] ] and [@ will still work correctly.

We next note that if N = 0, G will contain a single state, but no transitions. This
will have the desired effect of removing any ¥ transitions from any DES synchronized
with GnF.

Algorithm Bl shows how to verify N-fault-tolerant controllability for G, and S. Line
1 constructs the excluded fault plant, Gag. Line 2 constructs the N-fault plant, GNF,
using Algorithm @l Line 3 constructs the new plant G’. Line 4 checks that supervisor
S is controllable for plant G'. As Gar removes any excluded fault transitions and
Gnr prevents strings from containing more than N fault events, checking that S is
controllable for the resulting behavior will have the effect of verifying N-fault-tolerant

controllability.

Algorithm 5 Verify N-fault-tolerant controllability
1: Gaf COHStFUCt-GAF(ZAF)

2: GnF  construct-Gnp (N, X )
3 G+ G||GAF||GNF
4: pass < vCont(G/, S)

5: return pass

Algorithm [6] shows how to verify N-fault-tolerant nonblocking for G, and S. This
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algorithm is essentially the same as Algorithm [ except at Line 3 we calculate the

closed loop system G’, and then at Line 4 we verify that it is nonblocking.

Algorithm 6 Verify N-fault-tolerant nonblocking

1: Gar < construct-Gar(Xar)
2: Gnr  construct-Gnp (N, Xp)
3: G' + G||Gar||GNrF||S

4: pass < vNonb(G')

5: return pass

We note that if m =0, we have X = () and that synchronizing with Gnp will
have no effect. We will still get the correct result but it would be more efficient to
run Algorithm ] for F'T controllability or Algorithm [3] for F'T nonblocking directly

instead.

5.1.3 Non-repeatable N-Faults Tolerant Controllability and

Nonblocking Algorithms

For the non-repeatable N-Fault tolerant controllability and nonblocking definitions,
we allow at most N faults from >z to occur, at most one fault event from each fault
set Xp, (i =1,...,m), and remove all the excluded fault transitions. We then apply
the standard controllability and nonblocking algorithms, as appropriate.

To achieve this, we introduce three algorithms. First, Algorithm [7] constructs Gy ;
for (1 € {1,...,m}) and fault set Xp. The algorithm constructs a new DES with
event set Y, and two states, both states marked. It then creates a transition for

each fault event in ¥y, from the initial state to state y;. As there are no transitions
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at state y;, synchronizing with this DES will allow at most 1 fault event from the
fault set to occur and then remove any additional fault transitions from the fault set.

Figure 5.12 shows an example Non-repeatable N-fault plant automaton, Gy ;.

Algorithm 7 construct-Gg;(Xp,, 1)
L: }/7, <~ {y07 yl}

2: Vi< Y,

3 0; 0

4: for o € Xp,

5. 0 0 U{(yo,0,51)}
6: end for

7. return (Yi, X5, 0iy Yo, Yoni)

:zﬁll

0 1
Figure 5.12: Non-Repeatable N-Fault Plant Gy ;

Algorithm [§] shows how to verify non-repeatable N-fault-tolerant controllability
for G and S. Line 1 constructs the excluded fault plant, Gag. Line 2 constructs
the N-fault plant, Gng. For ¢« € {1,...,m}, Line 4 constructs the non-repeatable
N-fault plant, Gy i, using Algorithm [7l Line 6 constructs the new plant G’. Line 7
checks that supervisor S is controllable for plant G’. As Gaf removes any excluded
fault transitions, Gnr prevents strings from containing more than N fault events, and
each Gp; allows at most one fault from their fault set to occur, checking that S is
controllable for the resulting behavior will have the effect of verifying non-repeatable

N-fault-tolerant controllability.
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Algorithm 8 Verify non-repeatable N-fault-tolerant controllability

1: Gar  construct-Gar(Xar)

2: Gnr < construct-Gnr (N, Xr)

3 forv=1,...,m

4: Gy« construct-Gg (X5, )

5: end for

6: G' < G||Gar||GnF||GFall - ||GFm
7. pass < vCont(G’,S)

8: return pass

Algorithm [ shows how to verify non-repeatable N-fault-tolerant nonblocking for
G and S. This algorithm is essentially the same as Algorithm [, except at Line
6 we calculate the closed loop system G’, and then at Line 7 we verify that it is

nonblocking.

Algorithm 9 Verify non-repeatable N-fault-tolerant nonblocking

1: Gar < construct-Gar(Xar)

2: Gnr  construct-Gnp (N, X )
fori=1,....m

4:  Gy; < construct-Gyg (X5, 7)

5. end for

6: G' < G||Gar||Gnr||Grall- - [[Grml|S
7. pass < vNonb(G')

8: return pass

We note that if m =0, we have Xp = (), that no Gg; will be constructed, and
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that synchronizing with Gy will have no effect. This means G’ will simplify to
G’ = G||Gar and we can just evaluate Algorithm @] for FT controllability instead
or it will simplify to G’ = G||Gar||S and we can just evaluate Algorithm [ for FT
nonblocking instead.

We also note that if N > m, the Gg; will ensure that no more than m events
occur. We thus do not need to add Gng to G’, which should make the verification

more efficient.

5.1.4 Resettable Faults Tolerant Controllability and Non-

blocking Algorithms

For the resettable fault-tolerant controllability and nonblocking definitions, we
allow at most one fault event from each fault set X, (i = 1,...,m), during each pass
through a portion of the system’s behavior. We then remove all the excluded fault
transitions. We then apply the controllability and nonblocking standard algorithms,
as appropriate.

To achieve this, we introduce three algorithms. First, Algorithm constructs
Grp,; for ¢ € {1,...,m}, fault set Xp,, and reset set Xp,. The algorithm constructs
a new DES with event set Xy U X7, and two states, both states marked. It then
creates a transition for each fault event in Xp, from the initial state to state y;. Next,
it creates a transition for each reset event in X7, from state y; to the initial state,
as well as a selfloop at the initial state for the event. Figure shows an example
resettable fault plant automaton, Gy ;.

Essentially, reset events can occur unrestricted, but once a fault event occurs from
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Y, a second event from the set is blocked until a reset event from X7, occurs. Syn-
chronizing with this DES will have the effect of restricting the plant’s fault behavior

to that which the supervisor is required to handle.

Algorithm 10 construct-Grr (X5, X7, 1)
1Y < {yo, 1}

2 Yo Y,

3: 0«0

4: for o0 € ¥p,

5. 0+ 0 U{(yo,0,51)}

6: end for

7. for o € X,

8 0; < 6 U {(y0,0,90), (y1,0,0)}
9: end for

10: return (Y;, Xg U X1, 04, Yo, Yini)

i

Figure 5.13: Resettable Fault Plant Gy ;

Algorithm [[1] shows how to verify resettable fault-tolerant controllability for G
and S. Line 1 constructs the excluded fault plant, Gag. For i € {1,...,m}, Line 3
constructs the resettable fault plant G ;, using Algorithm [I0l Line 5 constructs the
new plant G’. Line 6 checks that supervisor S is controllable for plant G’. As Gap

removes any excluded fault transitions, and each Grg; only allows strings where fault
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events from Xy, are always separated by at least one event from the corresponding
set of reset events, 7., checking that S is controllable for the resulting behavior will

have the effect of verifying resettable fault-tolerant controllability.

Algorithm 11 Verify resettable fault-tolerant controllability

1: Gar < construct-Gar(Xar)

2: fori=1,....m

3:  Grp; < construct-Gop i (X, X1, 0)
4: end for

5: G+ G||Gar||Grrall ... ||GrEm

6: pass < vCont(G',S)

7: return pass

Algorithm [[2]shows how to verify resettable fault-tolerant nonblocking for G and S.
This algorithm is essentially the same as Algorithm [[1] except at Line 5 we calculate

the closed loop system G’, and then at Line 6 we verify that it is nonblocking.

Algorithm 12 Verify resettable fault-tolerant nonblocking

1: GaFr < construct-Gar(Xar)

2: fori=1,...,m

3. Grp; + construct-Grri(Xr, X7, 1)
4: end for

5. G < G||Gar||Grrill - ||Grrml|S
6: pass < vNonb(G')

7: return pass

We note that if m =0, we have X = () and that no Grp; will be constructed.
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This means G’ will simplify to G’ = G||GaF and and we can just evaluate Algorithm
for FT controllability instead or it will simplify to G’ = G||GaFr||S and we can just

evaluate Algorithm [ for F'T nonblocking instead.

5.2 Algorithm Complexity Analysis

In this section, we provide a complexity analysis for the fault-tolerant controllability
and nonblocking algorithms. In the following subsections, we assume that our system
consists of a plant G = (Y, X, 6, y,, Y;n), supervisor S = (X, %, ¢, x,, X,,), and fault
and reset sets Xp, X, (i =1,...,m), Yap, and Xqp.

In this thesis, we will base our analysis on the complexity analysis from Cassandras

et al. [CLO9h| that states that both the controllability and nonblocking algorithms

have a complexity of O(|X]|Y||X|), where || is the size of the system event set, |Y|
is the size of the plant state set, and | X| is the size of the supervisor state set. In
the analysis that follows, |Yap| is the size of the state set for Gar (constructed by
Algorithm[Il), and |Yx | is the size of the state set for Gnp (constructed by Algorithm
).

We note in this thesis, that each FT algorithm first constructs and adds some
additional plant components to the system, and then it runs a standard controllability
or nonblocking algorithm on the resulting system. Our approach will be to take the
standard algorithm’s complexity, and replace the value for the state size of the plant
with the worst case state size of G synchronized with the new plant components. As
all fault and reset events already belong to the system event set, this means the size

of the system event set does not increase.
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In the following analysis, we will ignore the cost of constructing the new plant com-
ponents as they will be constructed in serial with the controllability or nonblocking
verification and should be negligible in comparison. We next note that as the base con-
trollability and nonblocking algorithms have the same complexity, the corresponding
fault-tolerant versions will also have the same complexity (i.e. the FT controllability
algorithm will have the same complexity as the FT nonblocking algorithm). As such,

we will only present analysis for the F'T controllability algorithms.

5.2.1 FT Controllability Algorithm

For Algorithm ] we replace our plant DES by G’ = G||Gar. This gives us a
worst case state space of |Y||Yar| for G’. Substituting this into our base algorithm’s
complexity for the size of our plant’s state set gives O(|X||Y||Yar||X]|). As |Yar| =1
by Algorithm [I], it follows that our complexity is O(|%||Y||X|) which is the same as

our base algorithm.

5.2.2 N-FT Controllability Algorithm

For Algorithm [l we replace our plant DES by G’ = G||Gar||Gnr. This gives
us a worst case state space of |Y||Yar||Ynr| for G'. Substituting this into our base
algorithm’s complexity gives O(|X||Y||Yar||Ynr|| X]).

We note that |Yar| = 1 by Algorithm [ and |Yyg| = N + 1 by Algorithm
[ Substituting in for these values gives O((N + 1)|X||Y||X]). It thus follows that
verifying N-FT controllability increases the complexity of verifying controllability by
a factor of (V +1).
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5.2.3 Non-repeatable N-FT Controllability Algorithm

For Algorithm [§ we replace our plant DES by G’ = G||Gar||Gnr||Gr ]|
Grm. This gives us a worst case state space of |Y||Yar||Ynr||YR]-..|YE,| for
G’, where |Yp| is the size of the state set for Gg; (¢ = 1,...,m), which is con-
structed by Algorithm [0 Substituting this into our base algorithm’s complexity
gives O(|S|Y|[Yar[[Ynrl[Ye . [V, [[X])-

We note that |Yar| = 1 by Algorithm [ |Yxr| = N + 1 by Algorithm @], and
Y,

=2 (i = 1,...,m) by Algorithm [ Substituting in for these values gives
O2™(N + D|X||Y||X]). It thus follows that verifying non-repeatable N-FT control-
lability increases the complexity of verifying controllability by a factor of 2™ (N + 1).

We next note that if N > m, which we believe will often be the case, it is not

necessary to add Gy to G'. The complexity then reduces to O(2™|3|Y]| X]).

5.2.4 Resettable FT Controllability Algorithm

For Algorithm [T}, we replace our plant DES by G’ = G||GaF||GTr 1|l . ||GTF m-
This gives us a worst case state space of |Y||Yar||Yrr | ... [YrEg, | for G, where |Yrg | is
the size of the state set for Gpp; (1 = 1,...,m), which is constructed by Algorithm [I0]
Substituting this into our base algorithm’s complexity gives O(|X||Y||Yar|[Yrr] - -
Yrr, |1X]).

We note that |Yar| = 1 by Algorithm[0l and |Yrg| =2 (i = 1,...,m) by Algorithm
Substituting in for these values gives O(2"|%||Y]|X|). It thus follows that verify-
ing resettable F'T' controllability increases the complexity of verifying controllability

by a factor of 2™.
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Chapter 6

Fault-Tolerant Algorithm

Correctness

In this chapter, we introduce several propositions and theorems that show that the
algorithms introduced in Chapter [l correctly verify that a fault-tolerant consistent
system satisfies the specified fault-tolerant controllability and nonblocking properties

defined in Chapter [

6.1 Fault-Tolerant Controllable Propositions

The propositions in this section will be used to support the fault-tolerant con-
trollability theorems in Section and [6.3] Fault tolerant controllability definitions
are essentially controllability definitions with added restriction that a string s is only
tested if it is satisfies the appropriate fault-tolerant property.

The verification algorithms are intended to replace the original plant with a new

plant G’, such that G’ is restricted to strings with the desired property. Propositions
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1 — 4 essentially assert that string s belongs to the closed behaviour of G’, if and
only if s satisfies properties of fault-tolerant controllable, N-F'T controllable, non-
repeatable N-FT controllable, and resettable F'T' controllable, respectively.

We note that the fault-tolerant controllability properties are essentially controlla-
bility properties that only test that a supervisor will behave correctly for strings s
that satisfy the scenario the property is designed to capture. The required property
is expressed as a logical conjunction of string s belonging or not belonging to various
languages.

The propositions in this chapter, as well as Chapters [[0 and [[4] essentially prove
that the new plant components constructed by the indicated algorithms represent
the desired languages. The proofs are similar in approach, but vary based on the

languages specified and the structure of the constructed automata.

6.1.1 FT Controllable Proposition

The first proposition asserts that string s belongs to the closed behaviour of G/,
if and only if s satisfies the needed pre-requisite for the fault-tolerant controllable
property.

Proposition 6.1.1. Let system with supervisor S = (X, %,&, x,, X,,) and plant G =
(Y, %,6,Y,, Yim) be FT consistent, and let G' be the plant constructed in Algorithm [2.
Then:

(Vs € L(G))s ¢ Lar < s € L(G')

Proof. Assume initial conditions for proposition.
Let Pap: X" — 3\ be a natural projection.

Let s € L(G). (P1.1)
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Must show implies s ¢ Lar <= s € L(G’).

Sufficient to show (A) s ¢ Lap = s € L(G') and (B) s € L(G') = s ¢ Lap

First we note that by Algorithm [ we have G’ = G||GaF-.

We thus have L(G') = L(G) N PA_},L(GAF) as Yar C 2, and Gay is defined over
Yar by Algorithm [l (P1.2)
We next note that by Algorithm [[l Gar contains an initial state but no transitions.

We thus have: L(Gar) = {¢} (P1.3)

Part A) Show s ¢ Lar = s € L(G’)

Assume s & Lap = X5 3Ap. X"

Must show implies: s € L(G') = L(G) N PxpL(GaF)

As s € L(G) from (P1.1), sufficient to show s € PxrL(Gar).
As s ¢ 3* Yap. X, it follows that Pap(s) = e.

= Par(s) € L(Gar), by (P1.3)

= s € Py L(GAar), as required.

Part B) Show s € L(G') = s ¢ Larp

Assume s € L(G’).

Must show implies: s ¢ Lap

We note that s € L(G’) implies s € Px\rL(Gar), by (P1.2).
= Par(s) € L(GarF)

= Par(s) = ¢, by (P1.3)

This implies s does not contain any o € Yap.

= s & XN 3Ap.XF, as required.

By parts (A) and (B), we have: s ¢ Lap < s € L(G') O
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6.1.2 N-Fault-Tolerant Controllable Proposition

The next proposition asserts that string s belongs to the closed behaviour of G/,

if and only if s satisfies the needed pre-requisite for the N-fault-tolerant controllable

property.

Proposition 6.1.2. Let system with supervisor S = (X, %,&, x,, X)) and plant G
= (Y,3,0,Y,, Yim) be FT consistent, N > 0, and let G’ be the plant constructed in

Algorithm[3. Then:

(Vs € L(G))(s & Lap) A (s € Lyr) <= s € L(G)

Proof. Assume initial conditions for proposition.

We first note that if m = 0, we have Xz = () and the proof is identical to the proof of
Proposition [6.T.1l We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Let Pap : X" — YAp and Pp : ¥* — X% be natural projections.

We next note that by Algorithm [ we have G’ = G||Gar||GnrF.

As G is defined over ¥, Gafp over Yap (by Algorithm [), and Gy over X (by
Algorithm H), we have: L(G’) = L(G) N PxpL(Gar) N Pp'L(Gyr) (P2.1)
Let Gy be the plant constructed by Algorithm 2l We thus have: Gy = G||Gar

= L(G1) = L(G) N Py L(Gar)

= L(G') C L(Gy) (P2.2)
Let s € L(G) (P2.3)

Must show implies: s € Lap As € Lyp <= s € L(G)

Part A) Show s ¢ Lap As € Lyrp = s € L(G)
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Assume s ¢ Lap and s € Lyp. (P2.4)
Must show: s € L(G') = L(G) N Pyt L(Gar)NPr ' L(GNF)

By (P2.3), (P2.4), and Proposition BT, we have: s € L(G1) = L(G) N Pyt L(GaF)
(P2.5)

All the remains is to show s € Po'L(Gnr).

As s€ Lyp = (2 —Xp)*U L]j (= Xp)"2r.(Z = Xp)*)*, there exists 0 < j < N,
such that |Pp(s)| = j. .

We note that as Gnp contains an initial state, we have € € L(Gnr).

If 5 =0, we immediately have Pr(s) = € € L(GnF)-

For j > 1, we can conclude: (oo, ...,0,-1 € Xp)Pr(s) =0¢...0;_1

As 7 < N, it is easy to see from Algorithm M that for i =0,...,7 — 1, we have:
01(Yi, 04, Yir1)!, where 9y is the transition function for Gnr.

= 01(Yo,00...0j-1)!

= 01(yo, Pr(s))!

= Pp(s) € L(Gnr)

=sc PF_lL(GNF)

Combining with (P2.5), we have: s € L(G) N PxtL(Gar) N Pr'L(Gnr) = L(G')
Part B) Show s € L(G') = s ¢ Lap As € Lyp

Assume s € L(G'). Must show implies s ¢ Lap and s € Lyp.

As s € L(G'), we have s € L(Gy), by (P2.2).

We thus have by Proposition that s ¢ Lap. (P2.6)
We now need to show s € Lyp.

As L(G') = L(G) N PxrL(Gar) N Po'L(Gnr) by (P2.1), we have s € P.'L(Gnr).
= Pr(s) € L(Gnr)
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Let j = |Pp(s)]. If 7 =0, we have Pp(s) =€, thus s € (¥ — Xp)* C Lyp.

We thus consider 7 > 1.

= (Jog,...,0j-1 € Xp)Pr(s) =0¢...0j_1

As Pr(s) € L(Gnr), Algorithm@Alimplies that fori = 0,...,j — 1, we have: 01(y;, 04, ¥ir1)!,

where 9; is the transition function for GnF.

= 01(yo, Pr(s)) = y;

As G contains no loops and transitions occur in a strictly increasing order in terms

of state labels, we have j < N.

As we have that s contains at most N events from X, it is thus clear that:
se(X—Yp)fU kL]jl((E — Yp) Y. = Sp))F = Lyp

Combining with (P5.6), we have s ¢ Lar and s € Lyp, as required.

By parts (A) and (B), we thus conclude: s ¢ Lap As € Lyp <= s€ L(G') O

6.1.3 Non-repeatable N-Fault-Tolerant Controllable Propo-
sition
Proposition asserts that string s belongs to the closed behaviour of G/, if

and only if s satisfies the needed pre-requisite for the non-repeatable N-fault-tolerant

controllable property.

Proposition 6.1.3. Let system with supervisor S = (X,%,&, x,, X,,) and plant G
= (Y,3,0,95, Yim) be FT consistent, N > 0, and let G’ be the plant constructed in
Algorithm[8. Then:

(VS € L(G))(S ¢ Lap U LNRF) A (S € LNF) < s & L(G/)
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Proof. Assume initial conditions for proposition.
We first note that if m = 0, we have X = () and the proof is identical to the proof of
Proposition [6.1.11 We can thus assume m > 1 for the rest of the proof without any

loss of generality.

Let Pap : X — YAp, Pp: X" — Y5, and Pp, 0 X — Y5, 1= 1,...,m, be natural
projections.
We next note that by Algorithm [§, we have: G’ = G||Gar||GnrF||Grall .- ||GFm

As G is defined over X, Gaf over X ar by Algorithm [, Gng over X by Algorithm
M and Gg; over Xp, (i =1,...,m) by Algorithm [7] we have:

L(G) = L(G) N PypL(Gar) N Pr' L(Gnp)NPy L(Gp1) N ... N Py L(Gpm) (P3.1)
Let G be the plant constructed by Algorithm[Bl We thus have: G1 = G||Gar||GNF
= L(G1) = L(G) N PxpL(Gar) N Po'L(Gyr)
= L(G') C L(Gy) (P3.2)
Let s € L(G). (P3.3)

Must show implies: s ¢ Lap U Lyrr As € Lyp < s € L(G')

Part A) Show s ¢ Lap U Lygr As € Lyp = s € L(G')
Assume s ¢ Lap U Lyrr and s € Lyp. (P3.4)
Must show s € L(G’).
By (P3.3), (P3.4), and Proposition [6.1.2] we have: s € L(Gq)
All the remains is to show s € PEZ_IL(GFJ),Z’ =1,...,m.
Let i€ {1,...,m}.
As s ¢ Lyrp = Gl(Z*EFj.Z*.ZFj.E*), it follows that |Pg (s)| < 1.
=

As Gp; has an initial state (by Algorithm [7)), we have ¢ € L(Gg ;).

By Algorithm [7] we have that for all o € Xg,, 0;(yo, 0, y1)! and thus o € L(Gp}).
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= Pr,(s) € L(Gr;)

= s € P}?Z_lL(GF,i), as required.

Part B) Show s € L(G') = s ¢ Lap U Lygr A s € Lyp

Assume s € L(G').

Must show implies s ¢ Lar U Lygpr and s € Lyp.

As s € L(G'), we have s € L(Gy), by (P3.2).

We can thus conclude by Proposition that: s ¢ Lap and s € Lyp. (P3.5)
We now only need to show s ¢ Lygr.

As s € L(G’), we have by (P3.1): s € P L(Gpy),i=1,...,m.
= Pr,(s) € L(Ggj),i=1,...,m.

= Pr(s) =0 € Xp, or Pr(s)=c¢€ (i=1,...,m), by Algorithm [7
s ¢ Iopr = ) (555050 Sp5)

i=1
Combining with (P3.5), we have s ¢ Lap U Lygr and s € Lyp, as required.

By parts (A) and (B), we thus conclude: s ¢ Laorp U Lygr As € Lyr < s € L(G)
[

6.1.4 Resettable Fault-Tolerant Controllable Proposition

Proposition [6.1.4] asserts that string s belongs to the closed behaviour of G', if and

only if s satisfies the needed pre-requisite for the resettable fault-tolerant controllable

property.

Proposition 6.1.4. Let system with supervisor S = (X, %€, x,, X)) and plant G
= (Y,%,0,Yo, Ym) be FT consistent, and let G’ be the plant constructed in Algorithm
[Z1. Then:
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(Vs € L(G))(s & Lap U Lyp) <= s ¢ L(G)

Proof. Assume initial conditions for proposition.
We first note that if m = 0, we have X = () and the proof is identical to the proof of
Proposition [6.1.Jl We can thus assume m > 1 for the rest of the proof without any
loss of generality.
Let Pap : ¥* — X4y and Prp, 0 ¥ — (Xp UX7)* i = 1,...,m, be natural projec-
tions.
We next note that by Algorithm [[1 we have: G’ = G||Gar||Gtrill--.||GTFm
As G is defined over X, Gar over Yap by Algorithm [Il and Grg; over X U Xr,
(t=1,...,m) by Algorithm [[0] we have:

L(G) = L(G) N Pyp L(GaF) N Py L(Gre1)N ... N Py L(Grpm) (P4.1)
Let G1 be the plant constructed by Algorithm 2l We thus have: G; = G||Gar
= L(G1) = L(G) N Pyt L(GAaF)
= L(G') C L(Gy) (P4.2)
Let s € L(G). (P4.3)

Must show implies: s ¢ Larp U Lyp < s € L(G')

Part A) Show s ¢ Lap U Lrp = s € L(G')

Assume s & Lap U Lyp. (P4.4)
Must show s € L(G') = L(G) N PxpL(Gar)NPrp, L(Grra) N... N Prp L(Grpm)-
By (P4.3), (P4.4) and Proposition BT} we have: s € L(G1) = L(G) N Py L(GaF)
All that remains is to show s € Prp L(Grry), i =1,...,m.

Ass¢ Lyp = G(Z*-EE-(E — X7,)*.Xp.2"), it follows that:

=1

(Vie{l,...,m}) s ¢ 5" 2p.(L — Sg,)" Tp.5*
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Letie {1,...,m}.

We will use proof by contrapositive.

Sufficient to show: Prp,(s) ¢ L(Grri) = s € X .35 . (X— X1,)" . Xp X

Assume Prp,(s) ¢ L(Grri).

We note that by Algorithm [I0 that ¢ € L(Grr;), as G, has an initial state.

= (3¢ € (Bp UXy)")(Fo € X, UXrp)s'oc < Pre(s)As’ € L(Grg,) A s'c ¢ L(Grr,)
From Algorithm [0 it is clear that all ¢’ € ¥y, U Xy, are defined at state yp, all
o' € ¥, are defined at state y;, and no o’ € X, are defined at state y;.

= 0;(yo,s') =y1, and 0 € Xp,

Also, as the only way to reach state y; is from state yo via o’ € X, (by Algorithm
[0), it follows that string s’ ends in an event from X, .

= (35" € (Bp, UXr)") (30" € Ep) §"0'c = s'c < Prp(s)

= s € X Yp. (X - X)* X X", as required.

Part B) Show s € L(G') = s ¢ Lap U Lrp

Assume s € L(G'). Must show implies s ¢ Lap U Lrp.

As s € L(G'), we have s € L(Gy), by (P4.2).

We can thus conclude by Proposition that: s ¢ Lap (P4.5)
We now need to show s ¢ Lyp.

As s € L(G'), we have by (P4.1): s € PT_;iL(GTF,i),i =1,....m

= (Vi e {1,...,m})Prg/(s) € L(Grr;)

We proceed by proof by contradiction.

Assume s € Lpp.

= (Fie{l,...,m})se€ T Ep. (X —Xp)" . Ep. 2"

Let i € {1,...,m} be the above index.
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This implies string Prg, (s) contains two events from Xp, in a row, without a o € X,
in between.

As it is clear from Algorithm [I0] that Grg; would never allow two o € Xp, to occur
in a row, this contradicts Prg,(s) € L(Gtr;).

We thus conclude s ¢ Lrp.

Combining with (P4.5) we have s ¢ Lar U Lrp, as required.

By parts (A) and (B), we thus conclude: s ¢ Lap U Lrrp < s € L(G) O

6.2 Fault-Tolerant Controllable Theorems

In this section we present theorems that show that the fault-tolerant controllable
algorithms in Chapter Bl will return ¢rue if and only if the fault-tolerant consistent
system satisfies the corresponding fault-tolerant controllability property.

The theorems in this chapter, as well as Chapters [[0] and [4] have generally the
same structure, but differ based on the languages specified and the structure of the
constructed automata. The forward direction of the iff proof is usually handled easily
using the propositions we constructed earlier in the chapter. They prove that the
new plant components constructed by the algorithms correctly represent the desired
language membership.

The reverse direction of the proof uses these propositions to show that s € L(S)N
L(G) belongs to L(G'), but then needs to use the structure of the constructed plant
components to show that so € L(G’), where o € ¥,. The rest follows easily. The

FT nonblocking theorems that follow later also have a similar structure.
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6.2.1 Fault-Tolerant Controllable Theorem

Theorem states that verifying that our system is fault-tolerant controllable is
equivalent to verifying that our supervisor is controllable for the plant G’ constructed
by Algorithm Bl Essentially, plant G’ is our original plant synchronized with newly
constructed plant components designed to restrict the behavior of our plant to only

include strings that satisfy the default fault scenario.

Theorem 6.2.1. Let system with supervisor S = (X, %, &, x,, X)) and plant G =
(Y, 3,9, Yo, Yim) be F'T consistent, and let G’ be the plant constructed in Algorithm [2.

Then S is fault-tolerant controllable for G iff S is controllable for G'.

Proof. Assume initial conditions for theorem.

Must show S is fault-tolerant controllable for G <= S is controllable for G'.
From Algorithm 2 we have: G’ = G||Gar

From Algorithm [Il we know that Gap is defined over Xap.

Let Pap : ¥* — X\ be a natural projection.

As G is defined over ¥, we have: L(G') = L(G) N PxrL(GaFr) (T1.1)

Part A) Show (=)
Assume S is fault-tolerant controllable for G. (T1.2)
Must show implies: (Vs € L(S) N L(G))(Vo € £,) so € L(G') = so € L(S)
Let s € L(S)N L(G') and 0 € ¥,,. (T1.3)
Assume so € L(G'). (T1.4)
Must show implies so € L(S).
To apply (T1.2), we need to show that s € L(S) N L(G), so € L(G) and s ¢ Lap.
We first note that (T1.1), (T1.3) and (T1.4) imply:

s € L(S), s € L(G), and so € L(G)
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As s € L(G') by (T1.3), we conclude by Proposition 0.1 that s ¢ Lap.

We can now conclude by (T1.2) that so € L(S), as required.

Part B) Show (<)

Assume S is controllable for G'. (T1.5)
Must show implies S and G are FT consistent (follows automatically from initial
assumptions) and that: (Vs € L(S)NL(G))(Vo € £,,) soc € L(G) As & Larp = so €
L(S)

Let s € L(S)N L(G) and 0 € ¥,,. Assume so € L(G) and s ¢ Lap. (T1.6)
Must show implies so € L(S).

We have two cases: (1) 0 € Xap, and (2) 0 ¢ Xap

Case 1) 0 € Xar
As the system is F'T consistent, it follows that o is self-looped at every state in S.

As s € L(S) by (T1.6), it thus follows that so € L(S), as required.

Case 2) 0 ¢ Yar

To apply (T1.5), we still need to show s € L(S) N L(G’), and so € L(G’).

We first note that by (T1.6) and Proposition[6.1.1] we can conclude: s € L(G’) (T1.7)
= s € P\pL(Gar), by (TL.1)

= Par(s) € L(Gar)

As 0 ¢ Y ap, we have Pap(o) = €.

= Par(s0) = Pap(s)Par(0) = Pap(s) € L(GaFr)

= 50 € PxpL(GaF)

Combining with (T1.6), (T1.7), and (T1.1), we have: s € L(S)N L(G’), o € ¥,, and
so € L(G)

We can thus conclude by (T1.5) that so € L(S), as required.
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We thus conclude by cases (1) and (2), that so € L(S).

We can now conclude by parts (A) and (B) that S is fault-tolerant controllable for G

iff S is controllable for G’. O

6.2.2 N-Fault-Tolerant Controllable Theorem

Theorem states that verifying that our system is N-fault-tolerant controllable
is equivalent to verifying that our supervisor is controllable for the plant G’ con-
structed by Algorithm [l Essentially, plant G’ is our original plant synchronized with
newly constructed plant components designed to restrict the behavior of our plant to

only include strings that satisfy the N > 0 fault scenario.

Theorem 6.2.2. Let system with supervisor S = (X, %, €, x,, X)) and plant G =
(Y, 3,9, Yo, Yim) be FT consistent, N > 0, and let G' be the plant constructed in
Algorithm [J. Then S is N-fault-tolerant controllable for G iff S is controllable for

G

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S is N-fault-tolerant controllable for G <= S is controllable for G'.
From Algorithm [, we have G’ = G||Gar||GNF-

From Algorithm [l we know that Gag is defined over Y ar, and from Algorithm [,
we know that G is defined over Y.

Let Pap : ¥* — YA p and Pp : ¥* — X7 be natural projections.

68



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

As G is defined over ¥, we have: L(G') = L(G) N PxrL(Gar) N Pr'L(Gyr) (T2.1)

Part A) Show (=)

Assume S is N-fault-tolerant controllable for G. (T2.2)

Must show implies: (Vs € L(S)NL(G'))(Vo € ¥,) so € L(G') = so € L(S)

Let s € L(S)N L(G'), and o € 3,,. (T2.3)
Assume so € L(G'). (T2.4)

Must show implies so € L(S).

To apply (T2.2), we need to show that s € L(S) N L(G), so € L(G) and s ¢ Lar A's € Lyr.
We first note that (T2.1), (T2.3) and (T2.4) imply s € L(S), s € L(G), and so € L(G).

As s € L(G’) by (T2.3), Proposition [6.1.2] implies that: s ¢ Lap As € Lyp

We can now conclude by (T2.2) that so € L(S), as required.

Part B) Show (<)
Assume S is controllable for G'. (T2.5)
Must show implies S and G are FT consistent, (follows automatically from initial
assumptions) and that:

(Vs € LIS)NL(G))(Vo € ¥,) so € L(G)ANs ¢ Lap Ns € Lyr = so € L(S)
Let s € L(S)NL(G), 0 € ¥,,. Assume so € L(G) and s ¢ Lap As € Lyp.  (T2.6)
Must show implies so € L(S).

We have two cases: (1) 0 € YarUXp, and (2) 0 ¢ Xar U Xp

Case 1) 0 € SArUXp
As the system is F'T consistent, it follows that o is self-looped at every state in S.

As s € L(S) by (T2.6), it thus follows that so € L(S), as required.

Case 2) 0 ¢ SarUXp
To apply (T2.5), we still need to show s € L(S) N L(G’), and so € L(G').
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We first note that by (T2.6) and Proposition [6.1.2] we can conclude: s € L(G').
(T2.7)

= s € PypL(Gar) N Py L(Gr), by (T2.1)

= Par(s) € L(Gar) and Pr(s) € L(GNrE)

As 0 ¢ Y ap, we have Pap(o) = €. As 0 ¢ Y, we have Pp(0) = €.

= Par(so) = Pap(s)Par(0) = Par(s) € L(Gar)

= Pp(so) = Pr(s)Pr(0) = Pr(s) € L(Gnr)

= s0 € PypL(Gar) N Pp'L(Gnr)

Combining with (T2.6), (T2.7), and (T2.1), we have: s € L(S)N L(G’), o € ¥,, and
so € L(G).

We can thus conclude by (T2.5) that so € L(S), as required.

We thus conclude by cases (1) and (2), that so € L(S).

We can now conclude by parts (A) and (B), that S is N-fault-tolerant controllable for
G iff S is controllable for G'. O

6.2.3 Non-repeatable N-Fault-Tolerant Controllable Theorem

Theorem states that verifying that our system is non-repeatable N-fault-
tolerant controllable is equivalent to verifying that our supervisor is controllable for
the plant G’ constructed by Algorithm Bl Essentially, plant G’ is our original plant
synchronized with newly constructed plant components designed to restrict the be-
havior of our plant to only include strings that satisfy the non-repeatable N > 0 fault

scenario.

Theorem 6.2.3. Let system with supervisor S = (X,3,€,x,, X,,) and plant G =

(Y,X%,0, Yo, Yim) be FT consistent, N > 0, and let G’ be the plant constructed in
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Algorithm [8. Then S is non-repeatable N-fault-tolerant controllable for G iff S is

controllable for G'.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have Xr = () and the proof is identical to the proof
of Theorem We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S is non-repeatable N-fault-tolerant controllable for G <= S is control-
lable for G'.

From Algorithm [§ we have: G’ = G||Gar||GnrF||Grill .- ||GFm

From Algorithm [I, we know that Gar is defined over X ap. From Algorithm 4] we

know that Gnp is defined over Xp, and from Algorithm [7] we know that Gg; is

defined over Xp, 1 =1,...,m.
Let Pap : X" — XAp, Pp: X" — X%, and P, : X* — Y5, i =1,...,m, be natural
projections.

As G is defined over X, we have that:

L(G') = L(G) N PypL(Gar) N P L(Gnr) N PR L(Gpa) N ... N Py L(Gpm)
(T3.1)
Part A) Show (=)
Assume S is non-repeatable N-fault-tolerant controllable for G. (T3.2)
Must show implies: (Vs € L(S)N L(G))(Vo € ¥,)so € L(G') = so € L(S)
Let s € L(S)N L(G'), and 0 € ¥,,. (T3.3)
Assume so € L(G). (T3.4)
Must show implies so € L(S).

To apply (T3.2), we need to show that s € L(S)NL(G), so € L(G), s ¢ LarULygr
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and s € Lyr.
We first note that (T3.1), (T3.3) and (T3.4) imply s € L(S), s € L(G), and so € L(G).
As s € L(G') by (T3.3), we conclude by Proposition GI3lthat: s ¢ Lap U Lyrr AS € Lyp

We can now conclude by (T3.2) that so € L(S), as required.

Part B) Show (<)

Assume S is controllable for G'. (T3.5)
Must show implies S and G are FT consistent (follows automatically from initial
assumptions) and that:

(Vs € LIS)NL(G)) (Vo € X)) so € L(G)As ¢ LapULyrr/ASs € Lyp = so € L(S)
Let s € L(S)N L(G), 0 € ¥,. Assume so € L(G), and s ¢ Lar U Lyrr A S € Lyr.
(T3.6)

Must show implies so € L(S).

We have two cases: (1) 0 € Eap UXpg, and (2) 0 ¢ Xarp UXp

Case 1) 0 € Yar UXp
As the system is F'T consistent, it follows that o is self-looped at every state in S.

As s € L(S) by (T3.6), it thus follows that so € L(S), as required.

Case 2) 0 ¢ YarUXp

To apply (T3.5), we still need to show s € L(S) N L(G’), and so € L(G’).

We first note that by (T3.6), and Proposition [B.1.3] we can conclude: s € L(G')
(T3.7)

= s € PypL(Gar) N Pp'L(Gnr) N PR L(Gra) N...N P L(Gpm), by (T3.1)

= Parp(s) € L(Gar), Pr(s) € L(Gnr) and Pp,(s) € L(Gpy), i =1,...,m

As 0 ¢ Yap UXp, we have Pap(0) =€, Pp(o) =€, and Pp(0) =¢,i=1,...,m.

This implies Pap($0) = Par($)Par(0) = Par(s) € L(Gar), and Pp(so) = Pp(s)Pr(0)
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= Pp(s) € L(Gnr), and Pg,(so) = Pg,(s)Pp,(0) = Pp,(s) € L(Gg;),i=1,...,m.
= s0 € PypL(Gar) N P! L(Grr) N PR L(Gp1) N ...N Pl L(GEm)

Combining with (T3.6), (T3.7), and (T3.1), we have: s € L(S)N L(G’), o € ¥,, and
so € L(G)

We can thus conclude by (T3.5) that so € L(S), as required.

We thus conclude by cases (1) and (2), that so € L(S).

We can now conclude by parts (A) and (B), that S is non repeatable N-fault-tolerant
controllable for G iff S is controllable for G’. O

6.2.4 Resettable Fault-Tolerant Controllable Theorem

Theorem states that verifying that our system is resettable fault-tolerant
controllable is equivalent to verifying that our supervisor is controllable for the plant
G’ constructed by Algorithm [[Il Essentially, plant G’ is our original plant synchro-
nized with newly constructed plant components designed to restrict the behavior of

our plant to only include strings that satisfy the resettable fault scenario.

Theorem 6.2.4. Let system with supervisor S = (X, %€, x,, X)) and plant G =
(Y, 3,9, yo, Yn) be FT consistent, and let G’ be the plant constructed in Algorithm

[Z1. Then S is resettable fault-tolerant controllable for G iff S is controllable for G'.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S is resettable fault-tolerant controllable for G <= S is controllable for

G’
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From Algorithm [T we have: G’ = G||Gar||Gtral|-- - ||GTFm
From Algorithm [, we know that Gar is defined over YA, and from Algorithm [0,
we know that Grg; is defined over ¥p UXy,, ¢ =1,...,m.
Let Pap : ¥* = X3 p and Prp, - ¥ — (X5 UXg)*, i = 1,...,m, be natural projec-
tions.
As G is defined over X, we have that:

L(G') = L(G) N PxpL(Gar) N Prp L(Grpa) N ...N Prg L(Grpm) (T4.1)
Part A) Show (=)
Assume S is resettable fault-tolerant controllable for G. (T4.2)
Must show implies: (Vs € L(S) N L(G))(Vo € £,) so € L(G') = so € L(S)
Let s € L(S)N L(G’), and 0 € ¥,,. (T4.3)
Assume so € L(G'). (T4.4)
Must show implies so € L(S).
To apply (T4.2), we need to show that s € L(S) N L(G), so € L(G) and s ¢ Lap U Lyp.
We first note that (T4.1), (T4.3) and (T4.4) imply s € L(S), s € L(G), and so € L(G).
As s € L(G') by (T4.3), we conclude by Proposition .14 that: s ¢ Lap U Lrp

We can now conclude by (T4.2) that so € L(S), as required.

Part B) Show (<)
Assume S is controllable for G'. (T4.5)
Must show implies S and G are FT consistent, (follows automatically from initial
assumptions) and that:

(Vs € LIS)N L(G)) (Vo € 3,) so € L(G) As ¢ LarpU Lyrp = so € L(S)
Let s € L(S)NL(G), 0 € ¥,,. Assume so € L(G) and s ¢ Larp U Lyp. (T4.6)

Must show implies so € L(S).
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We have two cases: (1) 0 € Yarp UXp, and (2) 0 ¢ Xar UXp

Case 1) 0 € SarUXp
As the system is FT consistent, it follows that o is self-looped at every state in S.

As s € L(S) by (T4.6), it thus follows that so € L(S), as required.

Case 2) 0 ¢ YapUXp

To apply (T4.5), we still need to show s € L(S) N L(G’), and so € L(G').

We first note that by (T4.6) and Proposition[6.1.4] we can conclude: s € L(G’) (T4.7)
= 5 € PyxpL(Gar) N Py L(Grr1) N...0 Prg L(Grrm), by (T4.1)

= Parp(s) € L(Gar) and Prg,(s) € L(Grri), i =1,...,m (T4.8)
As 0 ¢ Yap, we have Pap(0o) = €.

= Par(s0) = Pap(s)Pap(0) = Pap(s) € L(GaFr)

= so € Py L(Gar) (T4.9)

m

We now have two cases to consider: (a) o ¢ |J X7, and (b) 0 € |J X,
=1

% =1

Casea) o ¢ J X,

i=1

Aso ¢ ¥pU | Xp, we have Prp (o) =€, i=1,...,m.
i=1

= PTFZ.(SO') = PTFZ-(S)PTF,-(O-) = PTFi(S) S L(GTF,i)a 1=1,...,m

= s0 € Py L(Grra) N...N P L(Grpm)

Case b) 0 € G X1,

We note that legorithm states that all o’ € X1, are defined at every state in G,
1=1,...,m.

Let j € {1,...,m}.

If 0 € ¥, we have Prp,(0) = 0. We thus have Prp (s0) = Prp,(s)o € L(Grrj) as

PTFj (8) < L(GTFJ) by (T48)
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Otherwise, o ¢ Y7, As we also have o ¢ X, it follows that Prr, (o) = e. We thus
have Prp,(s0) = Prp,(s)Prr,(0) = Prp,(s) € L(Grryj), by (T4.8).
= 50 € PT_}],L(GTFJ) for both cases.
= s0 € Py L(Grra) N...N Prp L(Grpm)
By cases (a) and (b), we can conclude: so € Ppp L(Grp1) N... N Prp L(Grpm)
Combining with (T4.9), we have:

so € PxpL(Gar) N Prp L(Grra) N...N P L(Grpm)
Combining with (T4.6), (T4.7), and (T4.1), we have: s € L(S)N L(G’), o € ¥,, and
so € L(G').
We can thus conclude by (T4.5) that so € L(S), as required.

We thus conclude by cases (1) and (2), that so € L(S).

We can now conclude by parts (A) and (B), that S is resettable fault-tolerant con-
trollable for G iff S is controllable for G'. O

6.3 Fault-Tolerant Nonblocking Theorems

In this section we present theorems that show that the fault-tolerant nonblocking
algorithms in Chapter B will return true if and only if the fault-tolerant consistent

system satisfies the corresponding fault-tolerant nonblocking property.

6.3.1 Fault-Tolerant Nonblocking Theorem

Theorem [6.3.1] states that verifying that our system is fault-tolerant nonblocking
is equivalent to verifying that the DES G’ constructed by Algorithm [] is nonblock-

ing. Essentially, G’ is our original plant and supervisor synchronized with newly
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constructed plant components designed to restrict the behavior of our system to only

include strings that satisfy the default fault scenario.

Theorem 6.3.1. Let system with supervisor S = (X,3,€,2,, X,,) and plant G =
(Y,%,6, Yo, Yon) be FT consistent, and let G' be the system constructed in Algorithm

[ Then S and G are fault-tolerant nonblocking iff G’ is nonblocking.

Proof. Assume initial conditions for theorem.

Must show S and G are fault-tolerant nonblocking <= G’ is nonblocking.

From Algorithm Bl we have: G’ = G||Gar||S

From Algorithm [Il we know that G ap is defined over Xar.

Let Pap : X" — ¥\ be a natural projection.

As G and S are defined over ¥, we have that: L(G’) = L(S) N L(G) N PxtL(GAar)

and L,,(G') = L,,(S) N L, (G) N Pxp L (Gar). (T1.1)

Part A) Show (=)

Assume S and G are fault-tolerant nonblocking. (T1.2)

Must show implies: (Vs € L(G’))(3s" € £*)ss’ € L,,(G')

Let s € L(G’).

= s € L(S)N L(G) N PxpL(GaF) (T1.3)

= 5 € L(G) N Px\rL(GaF)

= s € L(G||Gar)

We can thus apply Proposition and conclude that s ¢ Lap.

As we have s € L(S) N L(G) from (T1.3), we can apply (T1.2) and conclude that:
(3s" € ¥*)ss" € Ly (S) N Ly (G) A ss" & Lap (T1.4)

We now need to show that ss’ € L,,,(G').

Sufficient to show: ss’ € L,,(S) N L, (G) N PxpLin(Gar)
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From (T1.4), we have ss’ € L,,(S) N L,,(G), so only need to show ss' € PxiL,(Gar).
We note from Algorithm [Il that since all states in Gar are marked, we have L(Gar)
= L,(GaF).
It is thus sufficient to show: ss’ € PxrL(GaFr)
As ss’ € L,,,(G) by (T1.4), we have ss’ € L(G), since L,,(G) C L(G).
From (T1.4), we have: ss’ ¢ Lap
Applying Proposition 6.1}, we can conclude that: ss’ € L(G||Gar) = L(G) N PxpL(GaF)
= s5' € PxpL(GaF)
We thus have that G’ is nonblocking, as required.
Part B) Show (<)
Assume G’ is nonblocking. (T1.5)
Must show implies S and G are FT consistent (follows from initial assumptions) and
that:

(Vs € LIS)NL(G)) s ¢ Larp = (35" € ¥*)ss’ € Lyy(S) N Ly (G) A ss’ & Lar
Let s € L(S) N L(G). (T1.6)
Assume s ¢ Lap. (T1.7)
To apply (T1.5), we need to show: s € L(G') = L(S) N L(G) N PxpL(GaF)
As we have s € L(S) N L(G) from (T1.6), we only still need to show s € PxrL(GaF).
By (T1.6) and (T1.7), we can apply Proposition and conclude:

s € L(G||Gar) = L(G) N Py L(Gar)
We thus have s € L(G’). As G’ is nonblocking, we can conclude: (35" € ¥*)ss’ € L,,(G')
= 858 € Lpy(S) N Ly(G) N Pyp Loy (Garw), by (T1.1)
We thus have ss’ € L,,,(S) N L,,,(G), and only need to show that ss’ ¢ Lap.

We first note that we have ss’ € L(G), as L,,(G) C L(G).
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We next note that ss’ € PxpL,(Gar) implies ss’ € PxrL(Gar) as every state is
marked in Gap, by Algorithm [

= ss' € L(G) N PxpL(Gar) = L(G||Gar)

We can now conclude by Proposition that ss’ ¢ Lap.

We thus conclude that S and G are fault-tolerant nonblocking.

We can thus conclude by parts (A) and (B), that S and G are fault-tolerant non-

blocking iff G’ is nonblocking. ]

6.3.2 N-Fault-Tolerant Nonblocking Theorem

Theorem [6.3.2 states that verifying that our system is N-fault-tolerant nonblocking
is equivalent to verifying that the DES G’ constructed by Algorithm [@] is nonblock-
ing. Essentially, G’ is our original plant and supervisor synchronized with newly
constructed plant components designed to restrict the behavior of our system to only

include strings that satisfy the N > 0 fault scenario.

Theorem 6.3.2. Let system with supervisor S = (X,3,€,x,, X,,) and plant G =
(Y,X%,0, Yo, Yim) be FT consistent, N > 0, and let G’ be the system constructed in

Algorithm[@. Then S and G are N-fault-tolerant nonblocking iff G’ is nonblocking.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have Xr = () and the proof is identical to the proof
of Theorem We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S and G are N-fault-tolerant nonblocking <= G’ is nonblocking.

From Algorithm [6, we have: G’ = G||Gar||GnF||S
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From Algorithm [Il we know that Gag is defined over X ar, and from Algorithm [,

we know that Gnr is defined over Y p.

Let Pap : X" — X3 p and Prp : X* — X% be natural projections.

As G and S are defined over X, we have L(G') = L(S)N L(G)N PxpL(Gar) N

P:'L(Gnr) and Ly, (G') = Ly (S) N Ly (G) N PxpLi(Gar)N Pa' Ly, (Grr). (T2.1)

PartA) Show (=)

Assume S and G are N-fault-tolerant nonblocking. (T2.2)

Must show implies: (Vs € L(G'))(3s’ € £*)ss’ € L,,,(G')

Let s € L(G’).

= s € L(S)N L(G) N PxpL(Gar) N Pl L(Gnr) (T2.3)

= s € L(G) N PxtL(Gar) N Po'L(Gnr)

= s € L(G||Gar||GnNF)

We can thus apply Proposition and conclude: s ¢ Lap As € Lyr.

As we have s € L(S) N L(G) from (T2.3), we can apply (T2.2) and conclude that:
(38" € ¥*)ss’ € Lin(S) N Lin(G) ANss' ¢ Lap Nss' € Lyp (T2.4)

We now need to show that ss’ € L,,(G').

Sufficient to show: 55’ € L,y (S) N Ly (G) N Pxp L (Gar) Pt Ly, (Gr).

From (T2.4), we have ss' € L,,(S)NL,,(G), so only need to show ss' € Pxp Ly (Gar)N

Py' Ly, (Gnr).

We note from Algorithm [I] that as all states in Gap are marked, we have L(Gar)

= L,(Gar). From Algorithm [ we have that all states in Gng are marked, thus

L(Gnr) = Lin(Gnr).

It is thus sufficient to show that: ss’ € PxpL(Gar) N Pp'L(Gnr)

As ss’ € L,,(G) by (T2.4), we have ss’ € L(G), since L,,(G) C L(G).
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From (T2.4), we have: ss' ¢ Larp A ss' € Lyp
Applying Proposition [6.1.2] we can conclude that:

ss' € L(G||Gar||Gnr) = L(G) N PypL(Gar)N Pp'L(Gnr)
= ss' € PyxpL(Gar) N Pp' L(Gnr)
We thus have that G’ is nonblocking, as required.
Part B) Show (<)
Assume G’ is nonblocking. (T2.5)
Must show implies S and G are F'T consistent (follows from initial assumptions) and
that:

(Vs € L(S)NL(G))s ¢ Lap Ns € Ly =

(3s" € ¥%)ss" € Ly(S)N Ly (G) Ass’ & Lap Ass’ € Lyp

Let s € L(S) N L(G). (T2.6)
Assume s ¢ Lap A s € Lyp. (T2.7)
To apply (T2.5), we need to show: s € L(G') = L(S) N L(G) N PxrL(Gar) N
Pr'L(Gnr)
As we have s € L(S) N L(G) from (T2.6), we only still need to show:

s € PxpL(Gar) N Pr'L(Gnr)
By (T2.6) and (T2.7), we can apply Proposition [6.1.2] and conclude:

s € L(G||Gar||Gxr) = L(G) N PxpL(Gap)N Pp'L(Gnr)
We thus have s € L(G’). As G’ is nonblocking, we can conclude: (3s" € ¥*)ss’ € L,,(G’)
= 858" € L;y(S) N Ly(G) N Pxp L (Gar) N P! L(Gur), by (T2.1)
We thus have ss’ € L,,(S) N L,,,(G), and only need to show that ss’ ¢ LapAss’ €

LNF-

We first note that we have ss’ € L(G), as L,,(G) C L(G).

81



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

We next note that ss’ € PxpL,(Gar) implies ss’ € PxrL(Gar) as every state is
marked in Gap, by Algorithm [

We also note that ss’ € Pgle(GNF) implies ss’ € P},?lL(GNF) as every state is
marked in Gng, by Algorithm [

= ss' € L(G) N PxpL(Gar) N Pp'L(Gnr) =L(G||Gar||GNrF)

We can now conclude by Proposition that ss’ ¢ Lar and that ss’ € Lyp.

We thus conclude that S and G are N-fault-tolerant nonblocking.

We can thus conclude by parts (A) and (B), that S and G are N-fault-tolerant

nonblocking iff G’ is nonblocking. O]

6.3.3 Non-repeatable N-Fault-Tolerant Nonblocking Theorem

Theorem states that verifying that our system is non-repeatable N-fault-
tolerant nonblocking is equivalent to verifying that the DES G’ constructed by Al-
gorithm [ is nonblocking. Essentially, G’ is our original plant and supervisor syn-
chronized with newly constructed plant components designed to restrict the behavior
of our system to only include strings that satisfy the non-repeatable N > 0 fault

scenario.

Theorem 6.3.3. Let system with supervisor S = (X,3,€,2,, X,,) and plant G =
(Y,X%,0, Yo, Yim) be FT consistent, N > 0, and let G’ be the system constructed in
Algorithm[9. Then S and G are non-repeatable N- fault-tolerant nonblocking iff G’

18 nonblocking.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
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of Theorem We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S and G are non-repeatable N-fault-tolerant nonblocking <= G’ is
nonblocking.

From Algorithm [0 we have: G’ = G||Gar||GnrF||Grall .- ||GFm||S

From Algorithm [Il we know that Gar is defined over ¥ ap. From Algorithm M| we

know that Gnp is defined over Xp, and from Algorithm [7] we know that Gg; is

defined over Xp,,i =1,...,m.
Let Pap : X" — YAp, Pp: X" — X%, and P, 0 X* — Y5, i =1,...,m, be natural
projections.

As G and S are defined over ¥, we have that L(G’) = L(S) N L(G) N Py L(Gar) N

P L(Gnr) N Pr L(Gr 1) N ... N Py L(Gp ) and Ly, (G') = L, (S) N L, (G) N Py

Lin(Gar) N Pp' Ly (Grr) N P Ly (Gea) N ... N P Ly (Gem).- (T3.1)

Part A) Show (=)

Assume S and G are non-repeatable N-fault-tolerant nonblocking. (T3.2)

Must show implies: (Vs € L(G'))(3s’ € £*)ss’ € L,,,(G')

Let s € L(G’).

= s € L(S)NL(G) N PypL(Gar) N Pr' L(Gnr) N P L(Gpa) N... N Pp' L(Gpm)

(T3.3)

= s € L(G) N PypL(Gar) N Pr'L(Gnr) N PR L(Gra) N...N Pp L(Gpm)

= s € L(G||Gar||Gnr||Grall - - [|Grm)

We can thus apply Proposition and conclude that: s ¢ Laop U Lygrp A's € Lyp.

As we have s € L(S) N L(G) from (T3.3), we can apply (T3.2) and conclude that:
(3" € ¥*)ss" € L (S)N Lyp(G) Ass' ¢ Lap U Lygr A ss' € Lyp (T3.4)
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We now need to show that ss’ € L,,,(G').
Sufficient to show:

s8' € Ly(S) N Ly(G) N PxpLin(Gar) N Pp'Ly(Grr) N P Ly (Gra) N ... N
Pl Ly (Grm)-
From (T3.4), we have ss’ € L,,(S) N L,,,(G), so only need to show:

ss8' € PxpLin(Gar) N Pr'Ly(Gar) N Py Lin(Gra) N ... 0 Py Ly (Grm)
We note from Algorithm [I] that as all states in Gap are marked, we have L(Gar)
= Ln(Gar). From Algorithm [ we have that all states in Gng are marked, thus
L(Gnr) = L (Gnr). From Algorithm [7] we have that all states in Gg; are marked,
thus L(Gpi) = Lin(Gri),i=1,...,m.
It is thus sufficient to show:

ss' € PxpL(Gar) N Pr'L(Gnr) N P L(Gpa) N -+ N Pp' L(Gpm)
As ss’ € L,,,(G) by (T3.4), we have ss’ € L(G), since L,,(G) C L(G).
From (T3.4), we have: ss' ¢ Lar U Lygrp/Ass’ € Lyr
Applying Proposition[G.1.3] we can conclude that: ss’ € L(G||Gar||Gnr||Gr1l| - ||GFm)
= 55’ € PxpL(Gar) N Pp' L(Gnr) N PR L(Gra) N ... N P L(Gpm)
We thus have that G’ is nonblocking, as required.
Part B) Show (<)
Assume G’ is nonblocking. (T3.5)
Must show implies S and G are FT consistent (follows from initial assumptions) and
that:

(Vs € LIS)NL(G))s ¢ Lap U LNgrr AS € Lyp =

(Fs' € ¥*)ss" € Lyy(S)N Ly (G) A ss’ & Lap U Lyrr A ss' € Lyg

Let s € L(S)N L(G). (T3.6)
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Assume s ¢ Lap U Lyrp/As € Lyp. (T3.7)
To apply (T3.5), we need to show:

s € L(G') = L(S) N L(G) N PxpL(Gar) N Pr'L(GNr) N PR'L(Gpa) N ... N
P L(GFm)
As we have s € L(S) N L(G) from (T3.6), we only still need to show:

s € PxpL(Gar) N Pr'L(Gnr) N P L(Gpa) N ... N Pr ' L(Gpm).
By (T3.6) and (T3.7), we can apply Proposition and conclude:

s € L(G||Gar||Gnrl|Grall - - [|GFm)
= s € L(G) N PypL(Gar) N P L(Gnr) N PR L(Gra) N ...N P L(Gpm)
We thus have s € L(G’). As G’ is nonblocking, we can conclude: (3s" € ¥*)ss’ € L,,(G’)
= 88 € Li(S)NLin(G)NPypLin(Gar)NPr' L(GNr)N Py L(Gp1)N. . NPy L(GF m),
by (T3.1)
We thus have ss’ € L,,(S) N L,,,(G) and only need to show that ss’ ¢ Lar U Lygr
and ss’ € Lyp.
We first note that we have ss’ € L(G), as L,,(G) C L(G).
We next note that ss’ € PA_}Lm(GAF) implies ss’ € PA_}L(GAF) as every state is
marked in Gap, by Algorithm [
We note that ss’ € Pp'L,,(Gnr) implies ss' € P~'L(Gyr) as every state is marked
in Gnr, by Algorithm Ml
Also, we note that ss’ € P'L,,(Gp;) implies ss’ € P'L(Gr;) as every state is
marked in Gg;, i =1,...,m, by Algorithm [7
= ss' € L(G) N PypL(Gar) N P L(Gnr) N PR L(Gpa) N ... N P L(Gpm)
= ss' € L(G||Gar||GnNF||Grall-- - ||GFm)

We can now conclude by Proposition [6.1.3] that: ss’ ¢ Lap U Lygr, and ss' € Lyg
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We thus conclude that S and G are non-repeatable N-fault-tolerant nonblocking.

We can thus conclude by parts (A) and (B), that S and G are non-repeatable N-

fault-tolerant nonblocking iff G’ is nonblocking. m

6.3.4 Resettable Fault-Tolerant Nonblocking Theorem

Theorem states that verifying that our system is resettable fault-tolerant
nonblocking is equivalent to verifying that the DES G’ constructed by Algorithm
is nonblocking. Essentially, G’ is our original plant and supervisor synchronized with
newly constructed plant components designed to restrict the behavior of our system

to only include strings that satisfy the resettable fault scenario.

Theorem 6.3.4. Let system with supervisor S = (X, %€, x,, X)) and plant G =
(Y, 3,9, Yo, Yi) be F'T consistent, and let G’ be the system constructed in Algorithm

(2. Then S and G are resettable fault-tolerant nonblocking iff G’ is nonblocking.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S and G are resettable fault-tolerant nonblocking <= G’ is nonblocking.
From Algorithm [[2] we have: G’ = G||Gar||GTral|- .. ||GTFm||S

From Algorithm [Il we know that Gaf is defined over Y opr. From Algorithm [I0, we
know that Gy ; is defined over Xp, UXy, 1 =1,...,m.

Let Pap @ X* — ¥3p and Prp, : X — (Xg U Xp)* i = 1,...,m, be natural

projections.
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As G is defined over ¥, we have that L(G') = L(S) N L(G) N PA_}L(GAF)HPE}IL(GTFJ)
N...NPrp L(Grrm) and Ly (G') = Ly (S)N L (G)NPy - Lin(Gar)Prp, Ly (Grp,1)N
N Prp Ly(Grpm). (T4.1)
Part A) Show (=)

Assume S and G are resettable fault-tolerant nonblocking. (T4.2)
Must show implies: (Vs € L(G'))(3s’ € £*)ss’ € L,,,(G')

Let s € L(G).

= s € L(S)NL(G) N PxpL(Gar) N Prp L(Grp1) N...NPrp L(Grrm)  (T4.3)

= s € L(G) N PxpL(Gar) N Prp L(Grp1) N ...

Prps, L(Grrm)
= s € L(G||Gar||Gtri]|-- - ||GTFm)

We can thus apply Proposition and conclude:

s ¢ LarpVU Lrp
As we have s € L(S) N L(G) from (T4.3), we can apply (T4.2) and conclude:

(3s" € ¥*)ss’ € Li(S) N Lin(G) ANss' ¢ Larp U Lrp (T4.4)
We now need to show that ss’ € L,,(G').

Sufficient to show:

§8' € Ly(S) N Lin(G) N PypLin(Gar) N Prp Lin(Grra) N ... N Prp Ly (Gorpm)
From (T4.4), we have ss' € L,,,(S)NL,,(G), so only need to show ss' € PxpLy(Gar)N
P Lin(Grra) V... N Prp Liy(Grpm)-

We note from Algorithm [I] that as all states in Gar are marked, we have L(Gar)
= L, (Gar). From Algorithm [[0, we have that all states in Grp; are marked,
i=1,...,m, thus L(Grri) = Ln(GrF;).

It is thus sufficient to show:
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ss' € PxpL(Gar) N Prp, L(Grr1) N ... N Prjh L(Grpm)
As ss’ € L,,,(G) by (T4.4), we have ss’ € L(G), since L,,(G) C L(G).
Also from (T4.4), we have: ss' ¢ Larp U Lyp
Applying Proposition[6.1.4], we can conclude that: ss’ € L(G||Gar||Gtr 1]l ... ||GTFm)
= ss' € PxpL(Gar) N Prp, L(Grr1) N...NPrp L(GrFm)
We thus have that G’ is nonblocking, as required.
Part B) Show (<)
Assume G’ is nonblocking. (T4.5)
Must show implies S and G are F'T consistent (follows from initial assumptions) and
that:

(Vs € L(S) N L(G))s ¢ Lap U Lyp = (38" € ¥*)ss’ € L, (S) N Lyp(G) A ss’ ¢

LarpU Lyp
Let s € L(S) N L(G). (T4.6)
Assume s ¢ Lap U Lyp. (T4.7)

To apply (T4.5), we need to show:
s € L(G') = L(S) N L(G) N Py L(GaF) N Prp L(Grpa1) N ... N Py L(Grpm)
As we have s € L(S) N L(G) from (T4.6), we only still need to show:
s € PxpL(Gar) N Prp, L(Grra) N ... N P L(Grpm)
By (T4.6) and (T4.7), we can conclude by Proposition [6.1.4
s € L(G||Gar||GTrall- - - ||GTFm)
= 5 € PALL(Gar) NPk L(Grpa) N .. NPk L(Grpm)
We thus have s € L(G’). As G’ is nonblocking, we can conclude: (3s" € ¥*)ss’ € L,,(G')
= 55 € Ly(S) N Li(G) N PypLy(Gar) N Prpy L(Gre1) N ... N Py L(Grpm), by
(T4.1)
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We thus have ss’ € L,,(S) N L,,(G) and only need to show that ss’" ¢ Lar U Lrp.
We first note that we have ss’ € L(G), as L,,(G) C L(G).

We next note that ss’ € PA_}Lm(GAF) implies ss’ € PA_}L(GAF) as every state is
marked in Gar, by Algorithm [II

Also, we note that ss’ € PE}%Lm(GTFJ) implies ss’ € P/I?I}viL(G’TF’i) as every state is
marked in Grg;, by Algorithm [I0] for i = 1,...,m.

= ss' € L(G) N PypL(Gar) N Prp L(Grr1) N ... NP L(Grpm)

= ss' € L(G||Gar||Grril|---||GTF.m)

We can now conclude by Proposition that: ss’ ¢ Larp U Lrp

We thus conclude that S and G are resettable fault-tolerant nonblocking.

We can thus conclude by parts (A) and (B), that S and G are resettable fault-tolerant

nonblocking iff G’ is nonblocking. O]
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Chapter 7

Fault-Tolerant Manufacturing

Example

In this chapter we introduce an example to illustrate our approach for fault-tolerant

system.

7.1 Setting Introduction

This example is based on the manufacturing testbed from Leduc [Led96]. The

testbed was designed to simulate a manufacturing workcell using model train equip-
ment, in particular problems of routing and collision. We will first discuss a single-loop
version of the example, and then in Section [L.3] we will report experimental results
of applying the method to the full testbed model.

This example builds upon the illustrative example that we introduced in Section
[L2.3] providing the remaining plant models for the example, as well as the details of

how we applied our fault tolerant approach to the example. We recommend that you
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reread Section [I.2.3] to refresh your memory of the details presented there, as they

will not be repeated below.

7.1.1 Single Loop Example

In this section, we introduce a single-loop version of the example from Leduc

[Led96], as shown in Figure[[L2l This example consists of eight sensors and two trains

(train 1, train 2). Train 1 starts between sensors 9 and 10, while train 2 starts between
sensors 15 and 16. Both trains can only traverse the tracks in a counter-clockwise
direction.

The plant models, for the portion of the testbed we are currently considering,
consists of the following basic elements: sensors, trains and the relationship between

sensors and trains.

Sensor Models

In Section [[L2.3] we introduced the eight DES plant models for our eight sensors.
We first presented the original sensor models (without fault events added) in Figure
L3 We then presented new models, for sensors J € {9,10, 16}, with the added fault
events. For this example, we will use the original models for sensors J € {11,...,15},
and the new models for sensors J € {9,10,16} as we are assuming that only these
sensors have faults. This restriction is done to simplify the example and make it
easier to illustrate our approach.

We now need to define our fault and reset event sets for the example. We set
Yar = Yor = 0 as our example does not require any fault events of this type. We also

set m =4, Xp = {t1F_at9, t1F_at10}, ¥p, = {t1F_at16}, Xp, = {t2F_at9, t2F_at10},
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Yp, = {t2F_at16}. We group our fault events in this manner as sensors 9 and 10
are both relevant to preventing a train from entering the track segment delineated by
sensors 11 and 13, while sensor 16 is not. Also, the faults in detecting one train, are
not relevant to the faults in detecting the other train, for our example.

Finally, we define our corresponding reset event sets as follows: Yy, = {t1_at11},

Yq, = {tl_at14}, Xy, = {t2_at11}, and Xp, = {t2_at14}.

7.1.2 Sensor Interdependencies

This series of models show the sensor’s interdependencies with respect to a given
train. With respect to the starting position of a particular train (represented by the
initial state), sensors can only be reached in a particular order, dictated by their
physical location on the track. This is shown in Figures [.T4] and Both DES

already show the added fault events.

5 4 3
It1F_at9 O. ¢ It1_at10 1t2_at9 1t2_at10
It1_at9 It1IF_at10 It2F_at9 It2F_at10
It1_at11 It1_at12 12 at11
2
6
It1_at13 It1_ati4
It1_ati6 1t2_at16
It1_at15 ’O It1F_ati6 1t2F_at16
7 11 1

Figure 7.14: Sensor Interdependencies for Figure 7.15: Sensor Interdependencies for
Train 1 Train 2

Train Models

The train models are shown in Figure [[.16] for train K (K = 1,2) are for each train.

Train K can only move when its enablement event en_trainK occurs, and then it can

92



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

move at most a single unit of distance (event umuv_trainkK), before another en_trainK
must occur. This allows a supervisor to precisely control the movement of the train

by enabling and disabling event en_trainK as needed.

IKF _at9
ItKF atl6
ItK _at10 ItKF 10
1tK_at9 ItK_atl0
ItK at11 1K at9
ItK at12 1K _atll
ItK at13 K _atl2
. en_trainK ItK at14 ItK atl3
en_trainK ItK at1s en K UK atl4
ItK at16 ~ 1K _atl5
1K _atl6
0 2 lumv_K
lumv_trainK 1 0 ! 2
0 lumv_traink lumv_K

Figure 7.16: Train K Figure 7.17: Sensors and Figure 7.18: Sensors and
Model Train K Train K with Faults

7.1.3 Relationship Between Sensors and Trains Models

Figure [[.I7 shows the relationship between train K’s (K = 1,2) movement, and
sensors detecting the train. It captures the idea that a train can reach at most one
sensor during a unit movement, and no sensors if it is disabled. Figure shows
the replacement model with fault events added. We now see that our plant model

contains 14 DES in total.

7.2 Modular Supervisors

After the plant models were developed, four supervisors were designed to prevent
collisions in the track sections defined by sensors 11-13, 15-16, 12-14, and 9-10. The
idea is to ensure that only one train uses this track section at a time. We will first

introduce the original collision protection supervisors that were designed with the

93



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

assumption of no faults, and then we will introduce new fault-tolerant versions with

added redundancy.

7.2.1 Collision Protection Supervisors

Figure shows the collision protection supervisor (CPS-11-13) for the track
section containing sensors 11 and 13. Once a train has reached sensor 11, the other
train is stopped at sensor 10 until the first train reaches sensor 15, which indicates it
has left the protected area. The stopped train is then allowed to continue. Figures
(.20 [7.2T] and show similar supervisors for the remaining track sections. Super-
visors CPS-15-16 and CPS-9-10 have nonstandard initial states in order to reflect
the starting locations of the two trains.

It’s easy to see that supervisor CPS-11-13 will not be fault-tolerant as it relies
solely on sensor 10 to detect when a second train arrives. If sensor 10 fails, the train
continues and could collide with the first train. Supervisors CPS-9-10 and CPS-
12-14 will also not be fault-tolerant because of sensor 10. A failure at sensor 10
could cause supervisor CPS-9-10 to miss a train entering the protected zone, and

could cause supervisor CPS-12-14 to miss a train leaving the protected zone. Using

the DES research software tool, DESpot [DES13], we verified that the system passes

N = 0 FT controllability and nonblocking (i.e. if all faults are ignored) and fails all

eight fault-tolerant controllability and nonblocking properties (N > 1).
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en_trainl en_trainl

Itl_atl5 Itl_atl4

en_trainl Itl_atl5

It1_at1l 1t2_at14

11 _at10 en_trainl 11 _at14 en_trainl
! — ! —
e 1t1_at15 en_train2 e 1t1_at14 en_train2
1t2_at10 1t2_atls , en_trainl 1t2_at14 ,
en_train2 en_trainl en_train2 en_trainl
en_train2 en_train2
1t2_atll 1t2_atl5
Itl_atlo Itl_atll
1t2_atl5 1t2_at14
en_train2
Figure 7.19: CPS-11-13 Supervisor Figure 7.20: CPS-15-16 Supervisor
en_trainl
en_trainl
It1_atlo
.:ti_atig 1t2_atl5 1t2_atl4
Itl_at.
1 at10 It1_at14 , 1t2_at14
en_train2 en_train2 en_trainl traint
1t1_at10 / en_trainl ‘t1_ati4 1t1_atll ontrain
: rain1 Itl1_atlo en train2 ‘tl_a en_train2
en_train —
- 1t2_at10 en_train2 il atll It2_atll _
; 1t2 atl1 en_trainl
en_trainl - en_train2
1t2_atl0
It1_at15 It] at1d
1t2_at1l N
1t2_atlo
en_train2 en_train2
Figure 7.21: CPS-12-14 Supervisor Figure 7.22: CPS-9-10 Supervisor

7.2.2 Collision Protection Fault-Tolerant Supervisors

We next modified supervisor CPS-11-13 to make it more fault-tolerant. The
result is shown in Figure [[.23] We have added at states 1 and 4 a check for either
sensor 9 or sensor 10. That way if sensor 10 fails but sensor 9 doesn’t, we can still stop
the train at sensor 9 and avoid the collision. We made similar changes to supervisors
CPS-12-14, and CPS-9-10, as shown in Figures [[.24] and [[.25 Supervisor CPS-
15-16 did not require any changes as it did not rely on any of the sensors that had

faults.
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en_trainl

Itl_atl5

1t2_atlo
'tl_at9 It1_atll -
't]l_atl5 = en_train2
1t2_at9 1t1 atls en_trainl
en_train2 -
!tl_at10 It2_atl5
1t2_atls = en_train2
't2_atl0 en_trainl
en_trainl 1t2_atll
It1_at9
'tl_atl0

1t2_atl5

en_trainl
'tl_at9

It1_atll

1t2_at14
1t1_at10 -
en_train2 1t1_at9
'tl_atl4

en_trainl

en_train2
en_trainl
It1_at9

It1_at1l

1t2_atll
1t2_atl4 !t2 atll 1t2_at9
Itl_atll en_train2
12 at10 en_trainl
1t2_at9
It1_atl4

1t2_at11

't2_at9
en_train2

Figure 7.25: CPS-9-10FT Supervisor

en_trainl

It1_at9

!tl,tatQ L It2_atl5
en_train
en_train2 t1_ati4 en_trainl
t1_at1l0 : en_train2
1t2_at10 Tt1_at9 O 1t5 at9
'tl_atl5 1tl_atlo -
't2_at9 1t2_atlo Itl_at9
1t2_atl5 !t2_at9 en_trainl
en_train2
1t2_at10 !tl_atl5
1t2”at9

en_train2

Figure 7.24: CPS-12-14FT Supervisor

Using DESpot, we can verify that the supervisor is not FT controllable or FT

nonblocking for the plant.

The reason is that if both sensors 9 and 10 fail, the

train will not be detected. However, the system can be show to be N-fault tolerant

controllable for N =1 (i.e. sensor 10 fails but not sensor 9), non-repeatable N-fault-

tolerant controllable for N = 4, and resettable fault-tolerant controllable (as long as

both sensors 9 and 10 don’t fail in a given pass, all is well). The system also passes

the corresponding F'T nonblocking properties. It can also be shown that the system

fails N-fault tolerant controllable and nonblocking for N = 2.
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7.3 Complete System Example

We next considered the full plant model for the testbed, as described in Leduc

[Led96]. This model includes all three loops shown in Figure [T}, including all of the

sensors shown, as well as six switches for routing, and three cranes, located at sensors
2, 13, and 21, for loading the trains. The full model includes collision protection
supervisors for all track sections as well as supervisors for routing trains and stopping
each train for loading when they reach a crane. The original system contains 29
supervisors, 110 plant components and has a state space of 7.33 x 10? states.

For this system, we used a similar approach to the one described earlier to add

fault events to sensors, and to add fault-tolerance to the supervisors. See Dierikx

[Dield] for complete details. For this version of the example, we have Yop = () and

Yar = Ugz12(Ujer {tKF_atj}), where In = {2,8,13,21,27}. The excluded faults
are for key portions of the track where a decision (such as stopping a train in front
of a given crane) needs to be made but there does not exist a second physical sensor
appropriately located that can be used as a backup. To deal with faults from these
sensors, we believe we would need to add additional sensors.

For fault and reset sets, we have m = 16. For train 1, we have fault sets

2F

n

= Ujerp, {t1F atj}, n = 1,...,8, where Ipy = {0,1,4}, Ipy = {3,5,6,7},
Irs = {9,10,11}, Ipy = {12,14}, Tps = {15, 16}, Irs = {19,20,22}, Iy = {23, 24},
and Ips = {25,26}. Sets X, — X, are analogous, except that they are for train 2.

For train 1, we have reset sets Xp, = Ujer,, {t1-atj}, n = 1,...,8, where I =
{6,727}, Inoy = {0,1,19,20}, Ipy = {15,16}, Ipa = {8,9,10}, Ips = {12,14},
Ire = {23,24}, Iry = {25,26}, and Igs = {12,14}. Sets Xr, — X7, are analogous,

except that they are for train 2.
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Using our software research tool, DESpot [DES13], we were able to determine that
the system is N-F'T controllable and nonblocking (N = 1), non-repeatable N-FT con-
trollable and nonblocking (N = 16), and resettable F'T controllable and nonblocking.
We ran an FT controllable check on the system but after 33 hours and 1.908 x 10°
states and counting, we stopped the computation. See Table [Z ] for verification times
and project state sizes (includes added FT plant components).

We also ran N-F'T controllability and nonblocking checks for N = 2. The system
passed for controllability and failed for nonblocking. The reason that it passed N-
FT controllability is that a switch failed to change state due to a sensor fault and a
train derailed taking it to a noncoreachable state before an illegal event could occur.
This suggests that the routing supervisors could be made more expressive by adding

the uncontrollable train derailing events to their event sets, but without matching

transitions.
Table 7.1: Verification Times for Full System
Verification Time (seconds)
Property State Size | Controllability | Nonblocking
fault-tolerant 1.908 x 10°94+ | - -
N-fault-tolerant (N = 1) 368,548 654 P | 3178 p
N-fault-tolerant (N = 2) 1.961 x 106 13,916 P | 26,249 F
nonrepeatable N-fault-tolerant | 1.275 x 101 | 4,230 P | 10,956 P
resettable fault-tolerant 594,448 2,007 P | 7,645 P
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Chapter 8

Permanent Fault-Tolerant

Controllability and Nonblocking

In this chapter we will develop some properties that will allow us to determine if a
supervisor will be controllable in the five permanent fault scenarios that we introduced
in Section B2l In essence, these definitions characterize strings that belong to the
desired fault scenario, and only require supervisors to satisfy the controllability and

nonblocking definitions for these strings.

8.1 Permanent Fault-Tolerant Consistency

We now extend the FT consistency Definition to handle permanent faults.
The permanent fault-tolerant (PFT) consistency extension is identical except it adds
Point 2 which says that the permanent fault events in ¥ p, are a subset of the standard
fault events in Xp. As a result, if a system is PFT consistent, this implies that the

system is also F'T consistent.
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Definition 8.1.1. A system, with plant G = (Y, %, 9, y,, Yin), supervisor S = (X, X, &,
To, Xm), and fault and reset sets Xp., Yp, Y (i = 1,...,m), Xar, and Yqp, is per-

manent fault tolerant (PFT) consistent if:

1. YArUYorUXrp C X,
3. Yap, Yar, g, (1 =1,...,m), are pair-wise disjoint.

b (Ve {1, . m)Er £0

O

. (VZE {1,...,m})2FiF‘IETi =0

D

. Supervisor S is deterministic.

7. (Vo € X)(Yo € (Sar USar USp))E(e,0) = o

8.2 Permanent Fault Scenarios

In this section, we introduce new scenarios designed to work with permannt faults.
As discussed in Section [[L2.3] the intermittent fault scenarios (excluding the default
fault scenario) do not work well with permanent faults. The reason is that the in-
termittent fault scenarios and modelling approach assume that if a fault event can’t
occur, the original event can occur. However, the modelling approach we use for per-
manent faults blocks the original event from occurring once the fault event occurs for
the first time, and then only the fault event can continue to occur. As we discussed in
Section [[L23] it is easy to see how scenarios such as the N-fault scenario and permant

faults would typically lead to blocking.
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As a result, we will introduce four new permanent fault scenarios designed to limit
which faults occurred, as opposed to how many times a fault occurred. For example,
the one-repeatable fault scenario allows any one fault to occur an unlimited number

of times, but once a given fault occurs, no others are allowed to occur after it.

Default Fault Scenario

The first is the default fault scenario where the supervisor must be able to handle
any non-excluded fault event that occurs. This is the same scenario used for inter-
mittent faults, and is included here for completeness, and to provide a baseline for

the other scenarios.

One-repeatable Fault Scenario

The second scenario is the one-repeatable fault scenario where the supervisor is
only required to handle at most one non-excluded fault event and all unrestricted
fault events. This is similar to the N fault scenario with N = 1, except that once a
given fault has occurred, it can continue to occur, but no other standard fault events
may occur. The N fault scenario allowed at most N fault event transitions, whereas
the one-repeatable fault scenario allows at most one unique fault event to occur, but
that fault event can occur multiple times.

For example, it would allow a fault to occur at sensor 10 (see Figure in Section
[L2.3), but once that occurs we could no longer have faults at sensors 9 and 16, but
could continue to have faults at sensor 10. Rather than focusing on how many fault
events occurred, the one-repeatable fault scenario is saying at most one component

in the system can have a fault, but doesn’t restrict how often it fails, not does it
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distinguish between intermittent or permanent faults.

m-one-repeatable Fault Scenario

The next scenario is the m-one-repeatable fault scenario where the supervisor is
required to handle all unrestricted fault events, but no more than one fault event from
any given Y, (1 = 1,...,m) fault set, but those events can occur multiple times. This
definition allows the designer to group faults together in fault sets such that a fault
occurring from one set does not affect a supervisor’s ability to handle a fault from
a different set. This scenario extends the one-repeatable fault scenario to allow at
most one component to fail per system area associated with a given fault set. If we
assume the fault sets from the example in Section 3.1l then this scenario would allow
multiple faults to occur at sensors 10 and 16 as they are from separate fault sets, but
once a fault occurs at sensor 10, we could no longer get faults at sensor 9 as it is from

the same fault set.

Non-repeatable Permanent Fault Scenario

The next scenario is the non-repeatable permanent fault scenario where the super-
visor is required to handle all unrestricted fault events, but no more than one fault
event from any given X, (i = 1,...,m) fault set. If the event that occurs is a perma-
nent fault, it can occur multiple times, otherwise only once. This property is similar
to the non-repeatable N = m fault scenario except that it recognizes permanent faults
and allows them to occur multiple times.

Continuing the above example and assuming only sensor 9 has a permanent fault,

then this scenario would allow faults to occur at sensors 9 and 16 as they are from
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separate fault sets, but would allow only one fault at sensor 16 but multiple faults at
sensor 9 as it is the only permanent fault event. Also, once a fault occurs at sensor

9, we could no longer get faults at sensor 10 as it is from the same fault set.

Resettable Permanent Fault Scenario

The last scenario we consider is the resettable permanent fault scenario. This is
designed to capture the situation where at most one non-permanent fault event from
each ¥ (i = 1,...,m) fault set can be handled by the supervisor during each pass
through a part of the system, but this ability resets for the next pass. However,
once a permanent fault in a given fault set occurs, the fault can continue to occur
unrestricted, but all other faults in the same fault set can no longer occur. For this
to work, we need to be able to detect when the current pass has completed and it is
safe for another fault event from the same fault set ¥p, (i = 1,...,m), to occur. We
use the fault set’s corresponding set of reset events 1., to achieve this. This scenario
is similar to the resettable fault scenario with the addition it recognizes that once a
permanent fault occurs for a given fault set, it is the only fault allowed to occur or
you are guaranteed to get multiple faults per pass.

If we continue the above example, we could have sensors 9 and 10 in one fault
set, and set the corresponding reset event set to only contain the detection event for
sensor 11. If we get a fault event from sensor 9 and 10 in a row, we would be unable to
stop the train. However, if we got a fault from sensor 10 only and then the detection
event for sensor 11, we would know we could now safely get a second fault event from
sensor 9 or 10 (but not both) and still be able to stop the train. Such a supervisor

could handle an infinite number of faults from sensors 9 and 10, as long as they don’t
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happen more than once per pass. However, once we get a fault from sensor 9 (our
only permanent fault), we could no longer get faults from sensor 10 in the same pass

as we would always have a fault from sensor 9 each pass.

8.3 Fault-Tolerant Controllability and Nonblock-
ing

The first two fault-tolerant properties we present are definitions L1.2land . 1.3 from
Section [4.1] and they are designed to handle the default fault scenario. We include

them here as the other properties in this section will reduce to it where m = 0.

8.4 Omne-repeatable Fault-Tolerant Controllability
and Nonblocking

The next fault-tolerant properties that we introduce are designed to handle the
one-repeatable fault scenario. First, we need to define the language of one-repeatable
fault events. This is the set of strings that contain at most one fault event from g,
but that event can occur multiple times in the string. We also note that we will be

using the language of excluded faults that was defined in Section FTl

Definition 8.4.1. We define the language of one-repeatable fault events as:

Lirr = (£ =Zp)" U [ J (E=Ep)"0.(T~ (Zp — {0}))")

O'GEF
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Definition 8.4.2. A system, with plant G = (Y, %, 9, y,, Vi), supervisor S = (X, X, €,
To, Xm), and fault sets Xp, (i = 1,...,m) and Xar, is one-repeatable fault tolerant

(1-R-FT) controllable, if it is FT' consistent and:

(Vs € L(S) N L(G))(Vo € X,)
(so € L(G))A (s ¢ Lar) A (s € Ligr) = so € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is one-repeatable fault-tolerant controllable for G.

The above definition is essentially the standard controllability definition, but ig-
nores strings that include excluded fault events, and strings that contain more than
two unique fault events from Y.

We note that if m =0, we get Xp = (), and Lgp simplifies to Ligr = X*. This
means Definition simplifies to the FT controllable definition.

In a similar manner, we introduced the following FT nonblocking property to

handle the one-repeatable fault scenario.

Definition 8.4.3. A system, with plant G = (Y, %, 8, y,, Yom), supervisor S = (X, %, &,
Toy Xm), and fault sets Xp, (i =1,...,m) and Xap, is one-repeatable fault tolerant
(1-R-FT) nonblocking, if it is F'T consistent and:
(Vs € L(S)N L(G))

(s ¢ Lap) A (s € Ligr) = (35" € ¥*)(ss' € Lip(S)NLyn(G))A(ss' & Lap) N(ss' €

Ligr)

We note that if m = 0 then Definitions R.43] B5.3, B.6.3, and B7.4 all simplify to

the FT nonblocking definition.
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8.5 m-one-repeatable Fault-Tolerant Controllabil-
ity and Nonblocking

The next fault-tolerant properties that we introduce are designed to handle the
m-one-repeatable fault scenario. First, we need to define the language of m-one-
repeatable fault events. This is the set of all strings that contain at most one fault
event from a given fault set Xp (i = 1,...,m), but that event can occur multiple
times in the string. We note that a string in Lz, could potentially contain a unique

event from each different fault set, but no two unique events from the same fault set.
Definition 8.5.1. We define the language of m-one-repeatable fault events as:

m

Lire, = (J(E=2r)'U J E-Er)"0.(E = (S5 —{o}))

i=1 TESE,
Definition 8.5.2. A system, with plant G = (Y, %, 8, Yo, Yim), supervisor S = (X, %, &,
Toy Xm), and fault sets Xp, (i =1,...,m) and X ap, is m-one-repeatable fault-tolerant

(m-1-R-FT) controllable, if it is F'T consistent and:

(Vs € L(S) N L(G)) (Vo € %)
(50 € L(G)) A (5 ¢ Lar) A (s € Ligg, ) = so € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is m-one-repeatable fault-tolerant controllable for G.

The above definition is essentially the standard controllability definition, but ig-
nores strings that include excluded fault events, and strings that contain more than
two unique fault event from the same fault set.

We note that if m = 1, then this property simplifies to the one-repeatable fault
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tolerant controllable property. We also note that if m = 0, we get Xp = (), and Ligp,
simplifies to Ligp,, = X*. This means Definition 852 simplifies to the F'T controllable
definition.

In a similar manner, we introduced the following FT nonblocking property to

handle the m-one-repeatable fault scenario.

Definition 8.5.3. A system, with plant G = (Y, %, 8, Yo, Yim), supervisor S = (X, X, &,
Toy Xm), and fault sets Xp, (i = 1,...,m) and Xar, is m-one-repeatable fault tolerant

(m-1-R-FT) nonblocking, if it is F'T consistent and:
(Vs € L(S)N L(G))
(s ¢ Lap)N(s € Ligrp,,) = (38’ € ¥*)(ss’ € Ly (S)NLy(G))A(ss" & Lap)N(ss" €

Ligr,,)

8.6 Non-repeatable Permanent Fault-Tolerant Con-
trollability and Nonblocking

The next fault-tolerant properties that we introduce are designed to handle the
non-repeatable permanent fault scenario. For Definition B.6.2] we use the language of
m-one-repeatable fault events from Section Next, we need to define the language
of repeated intermittent fault events. This is the set of all strings that include two or
more non-permanent faults from a single fault set Xp (1 =1,...,m).

Definition 8.6.1. We define the language of repeated intermittent fault events as:
Lrr, = | J(Z*.(Sk, — £p).5* (25, — Tp).57)

i=1
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Definition 8.6.2. A system, with plant G = (Y, %, 9, y,, Vi), supervisor S = (X, X, €,
To, Xm), and fault sets Xp,, Xp (i = 1,...,m) and XaF, is non-repeatable permanent

fault tolerant (NR-PFT) controllable, if it is PF'T consistent and:

(¥s € L(S) N L(G))(Vo € 3,)
(SO’ S L(G)) VAN (S ¢ LarU LRFp) VAN (S € LIRFm> = SO € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is non-repeatable permanent fault-tolerant controllable
for G.

The above definition is essentially the standard controllability definition, but ig-
nores strings that include excluded fault events, two or more non-permanent faults
from a single fault set Xp (i = 1,...,m), or strings that contain more than one
unique permanent fault event from a given fault set.

We note that since Lgp, only restricts non-permanent faults, the combination of a
string excluded from Lgpg, and included in L;gg, means that the string can contain
at most one fault event from a given fault set, but if the fault is a permanent fault,
it can occur multiple times while intermittent faults may only occur once.

We note that if m =0, we get ¥p =0, Lgp, simplifies to Lrp, =0 and Ligp,
simplifies to Lygpr,, = >*. This means Definition[8.6.2simplifies to the FT controllable
definition.

In a similar manner, we introduced the following FT nonblocking property to

handle the non-repeatable permanent fault scenario.

Definition 8.6.3. A system, with plant G = (Y, %, 9, y,, Y ), supervisor S = (X, X, &,
To, Xm), and fault sets Xp,, Xp (i = 1,...,m) and XaF, is non-repeatable permanent

fault tolerant (NR-PFT) nonblocking, if it is PFT consistent and:
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(Vs € L(S) N L(G))
(s € Lap U Lrp,) A (s € Ligp,) = (35 € X*)(s8" € Liyy(S) N Ly (G)) A (ss' ¢

LAF U LRFp) A (SS/ € LlRFm)

8.7 Resettable Permanent Fault-Tolerant Control-
lability and Nonblocking

The next fault-tolerant properties that we introduce are designed to handle the
resettable permanent fault scenario. First, we need to define the language of perma-
nent non-reset fault events. This is the set of all strings where two faults events (the
first event a non-permanent fault) from the same fault set Xr, (i € {1,...,m}), occur
in a row without an event from the corresponding set of reset events, X7, occurring

in between.

Definition 8.7.1. We define the language of permanent non-reset fault events as:

m

Lrr, = | J(&.(Sr — 2p).(Z - B1,)" . Bp, . X%)

=1

Second, we need to define the language of one-repeatable permanent fault events.
This is the set of all strings such that once a fault event from a given permanent fault
set Xp, (i = 1,...,m) has occured, no other event from the corresponding fault set

(3r,) can occur except that permanent fault event.

Definition 8.7.2. We define the language of one-repeatable permanent fault events

as:
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m

Lige, = (Y(E=2p) U |J (E-Zp) 0. (S~ (Zr — {o}))

i=1 o€p,
Definition 8.7.3. A system, with plant G = (Y, %, 8, y,, Yom), supervisor S = (X, X, &,
Toy Xm), and fault and reset sets Xp,, Xp, Y, (i =1,...,m) and Xap, is resettable

permanent fault tolerant (T-PFT) controllable if it is PFT consistent and:

(Vs € L(S) N L(G))(Vo € 3,)
(SU S L(G)) VAN (S §é Larp U LTFP) A (8 € LlRFp) = SO € L(S)

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is resettable permanent fault-tolerant controllable for
G.

The above definition is essentially the standard controllability definition, but ig-
nores strings that include excluded fault events, strings where two fault events (the
first event a non-permanent fault) from the same fault set ¥, (i € 1,...,m) occur
in a row without an event from the corresponding set of reset events Xp, in be-
tween, and strings such that once a fault event from a given permanent fault set >p,
(1 = 1,...,m) occurs, another event from the corresponding fault set (X ) occurs
other than that permanent fault event.

We note that if m =0, we get ¥p =0, Lyp, simplifies to Lyp, = 0, and Ligp,
simplifies to Lirr, = X*. This means Definition B.7.3simplifies to the F'T controllable
definition.

In a similar manner, we introduced the following FT nonblocking property to

handle the resettable permanent fault scenario.
Definition 8.7.4. A system, with plant G = (Y, %, 9, y,, Yin), supervisor S = (X, X, &,
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Toy Xm), and fault sets Xp,, Xp,, X1, (1 =1,...,m) and X aF, is resettable permanent
fault tolerant (T-PFT) nonblocking if it is PF'T consistent and:
(Vs € L(S)N L(GQ))

(s € Lap U Lrp,) A (s € Ligg,) = (35 € ¥*)(s8' € Ln(S) N Lin(G)) A (58" ¢

LAF U LTFp) A (SS, € LlRFp)
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Chapter 9

Permanent Fault-Tolerant

Algorithms

In this chapter, we will present algorithms to construct and verify the permanent
fault-tolerant controllability and nonblocking properties that we defined in Chapter

Bl We will then present complexity analysis for theses algorithms.

9.1 Fault-Tolerant Controllability and Nonblock-
ing Algorithm

The first algorithms are the same as the Algorithms in Section [B.1.1l They consist
of Algorithm 1 to construct an excluded faults plant (Gar) and Algorithms 2] and

to verify F'T controllability and nonblocking.
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9.2 One-repeatable Fault-Tolerant Controllability
and Nonblocking Algorithm

For the one-repeatable fault-tolerant controllability and nonblocking definitions,
we only allow at most one unique fault event from > to occur, but that event can
occur multiple times. We also remove all the excluded fault transitions. We then
apply the standard controllability and nonblocking algorithms.

To achieve this, we introduce three new algorithms. First, Algorithm con-
structs Girp for standard fault set ¥ . The algorithm constructs a new DES with
every state marked, and event set YXp, and k + 1 states, where k is the size of Y.
For each fault event in Xp, the algorithm creates a transition from the initial state
to a new state unique to that fault event. It also adds a selflooped transition at that
state for the event. Synchronizing with this DES will allow at most one unique fault
event from X to occur, but that event can occur multiple times. Figure shows
an example of one-repeatable fault plant, Girp, automaton.

63

G2

o3 62

1
0 1

Figure 9.26: One-Repeatable Fault Plant Girp, X = {01,...,03}

113



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

Algorithm 13 construct-Girr(Xr)
1: k<« |ZF|

22 Y1 < {yo,--- Uk}

3 Y1 <Y,

4: 5 ()

5 7«1

6: for o € X

7 01 01U {(o, 00 95), (y5,0,95)}
8 JJg+1

9: end for

10: return (Y1, 3r, 01, Yo, Y1)

Algorithm [I4] shows how to verify one-repeatable fault-tolerant controllability
for G and S. Line 1 constructs the excluded fault plant, Gar, using Algorithm [l
Line 2 constructs the one-repeatable fault plant, Giry, using Algorithm [I13] Line 3
constructs the new plant G’. Line 4 checks that supervisor S is controllable for plant
G’. As Gar removes any excluded fault transitions, and Gigry prevents strings from
containing more than one unique fault event from X, checking that S is controllable
for the resulting behavior will have the effect of verifying one-repeatable fault-tolerant

controllability.
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Algorithm 14 Verify one-repeatable fault-tolerant controllability

1: Gar  construct-Gar(Xar)
2: Girr < construct-Girr(XF)
3: G’ < G||Gar||Girr
4: pass < vCont(G/, S)

5: return pass

Algorithm shows how to verify one-repeatable fault-tolerant nonblocking for
G and S. This algorithm is essentially the same as Algorithm [14], except at line
3 we calculate the closed loop system G’, and then at line 4 we verify that it is

nonblocking.

Algorithm 15 Verify one-repeatable fault-tolerant nonblocking

1: GaF « construct-Gar(Xar)
2: Girr < construct-Girr(Xr)
3: G' + G||Gar||G1irr||S

4: pass < vNonb(G’)

5: return pass

We note that if m = 0, we have Xr = (), and that synchronizing with Girg will
have no effect. This means G’ will simplify to G’ = G||GaFr or G’ = G||GaF||S and

we can run the FT controllability Algorithm or FT nonblocking Algorithm instead.
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9.3 m-one-repeatable Faults-Tolerant Controllabil-
ity and Nonblocking Algorithm

For the m-one-repeatable fault-tolerant controllability and nonblocking definitions,
we only allow at most one unique fault event from Xz (i = 1,...,m) to occur but
that event can occur multiple times. We also remove all the excluded fault transitions.
We then apply the standard controllability and nonblocking algorithms.

To achieve this, we introduce three new algorithms. First, Algorithm con-
structs for Gygrr; for ¢ € {1,...,m}, and fault set Xp. The algorithm constructs
a new DES with each state marked, event set X, and k + 1 states, where £ is the
size of ¥p,. It then creates a transition from the initial state to a new state unique
to that fault event. It also adds a selflooped transition at that state for the event.
Synchronizing with this DES will allow at most one unique fault event from each Xp,
to occur, but that event can occur multiple times. Figure shows an example
m-one-repeatable fault plant, Girr;, automaton.

o3

o3 o2

1
@ﬁ o 4’@61
0 1

Figure 9.27: m-One-Repeatable Fault Plant Gigr i, X5, = {01,...,03}
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Algorithm 16 construct-Girri(Xr,,7)
1: k+ ‘EF,

22 Y; < {vo.- - un}

3 Y, Y

4: ;<0

5: 7+ 1

6: for o € Xp,

o 0 0 U{(%0,0.9)), (5,0, 95)}
& j+j+1

9: end for

10: return (Y;, X5, 6i, Yo, Yoni)

Algorithm [I7 shows how to verify m-one-repeatable fault-tolerant controllability
for G and S. Line 1 constructs the excluded fault plant, Gag. For ¢ =1,...,m, Line
3 constructs the m-one-repeatable fault plant, Gigrr;, using Algorithm [I6 Line
5 constructs the new plant G’. Line 6 checks that supervisor S is controllable for
plant G’. As Gar removes any excluded fault transitions, and each Gigrp; allows
at most one unique fault event from X5, to occur, checking that S is controllable for
the resulting behavior will have the effect of verifying m-one-repeatable fault-tolerant

controllability.
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Algorithm 17 Verify m-one-repeatable fault-tolerant controllability

1: Gar < construct-Gar(Xar)

2: fori=1,....m

3:  Gimrr; < construct-Girpi(Xr,, 1)
4: end for

5 G' < G||Gar||Girr 1]l - - ||GirF,m
6: pass < vCont(G',S)

7: return pass

Algorithm shows how to verify m-one-repeatable fault-tolerant nonblocking
for G and S. This algorithm is essentially the same as Algorithm [T except at
line 5 we calculate the closed loop system G’, and then at line 6 we verify that it is

nonblocking.

Algorithm 18 Verify m-one-repeatable fault-tolerant nonblocking

1: Gar < construct-Gar(Xar)

2: fori=1,...,m

3:  Gimrr; < construct-Girrpi(Xr,, 1)

4: end for

50 G' + G||Gar||GirFal| - - ||GirFm||S
6: pass < vNonb(G’)

7: return pass

We note that if m = 0, then no Gigrp; will be constructed. This means G’ will
simplify to G’ = G||Gar or G’ = G||Gar||S and we can run the FT controllability

Algorithm or FT nonblocking Algorithm instead.
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9.4 Non-repeatable Permanent Faults-Tolerant Con-

trollability and Nonblocking Algorithm

For the non-repeatable permanent fault-tolerant controllability and nonblocking
definitions, we only allow at most one unique fault event from g, (i = 1,...,m) to
occur, but only permanent fault events are allowed to occur multiple times. We then
apply the standard controllability and nonblocking algorithms.

To achieve this, we introduce three new algorithms, as appropriate. First, Algo-
rithm constructs Gnrpr, for ¢ € {1,...,m} and fault sets £y, and Xp,. The
algorithm constructs a new DES with each state marked, event set Xy and k + 2
states, where k is the size of Xp. It then creates a transition for each fault event
in Xy — Xp, from the initial state to state y;. Next, it creates a transition for each
permanent fault event in X p. from the initial state to a new state unique to that fault
event. It also adds a selflooped transition at that state for the event. Synchronizing
with this DES will allow at most one unique fault event from Xp, to occur, but only
permanent fault events are allowed to occur multiple times. All other fault ¥z, event
will then be removed. Figure[9.28 shows an example non-repeatable permanent faults

plant, GNrpr i, automaton.
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Algorlthm 19 construct—GNRpri(ZFi, zpi, Z)

1: k+ ‘sz

2: Y; < {v0,- -, Yrt1}

3 Y Y

4: 6; 0

5. for o € (X5, — Xp)

6: 0+ & U{(vo,0,51)}
7: end for

8 j <2

9: for o € ¥p,

10: 6; < 0; U{(v0,0,¥5), (yj,0,9;)}
11: j+7J7+1

12: end for

13: return (Y;, X5, 6i, Yo, Yomi)

2 Fi - 2Pi
@ —@
cl
62
o3 )
ol
4 3
o2
o3

Figure 9.28: Non-Repeatable Permanent Fault Plant GNrpr.i, Xp, = {01,...,03}
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Algorithm shows how to verify non-repeatable permanent fault-tolerant con-
trollability for G and S. Line 1 constructs the excluded fault plant, Gap. For
¢t =1,...,m, Line 3 constructs the non-repeatable permanent fault plant, Gnrpr,i,
using Algorithm [I91 Line 5 constructs the new plant G’. Line 6 checks that super-
visor S is controllable for plant G’. We first note that Gar, removes any excluded
fault transitions, and each GNrpr i, allows at most one unique event from each fault
set to occur, but only permanent fault events can occur multiple times. The result is
that checking that S is controllable for the resulting behavior will have the effect of

verifying non-repeatable permanent fault-tolerant controllability.

Algorithm 20 Verify non-repeatable permanent fault-tolerant controllability

1: Gar < construct-Gar(Xar)

2: fori=1,...,m

3:  Gnrpri < construct-Gnreri (X5, 2p,, 1)
4: end for

5 G’ + G||Gar||Gnrerill - ||GNRPEm

6: pass < vCont(G/', S)

7. return pass

Algorithm [2T] shows how to verify non-repeatable permanent fault-tolerant non-
blocking for G and S. This algorithm is essentially the same as Algorithm [20]
except at line 5 we calculate the closed loop system G’, and then at line 6 we verify

that it is nonblocking.
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Algorithm 21 Verify non-repeatable permanent fault-tolerant nonblocking

1: Gar < construct-Gar(Xar)

2: fori=1,....m

3:  Gnrpri < construct-GNreri(Zr, 2p,, 1)
4: end for

50 G' + G||Gar||GnrPF 1l - - - ||GNRPFm]|S
6: pass < vNonb(G’)

7: return pass

We note that if m = 0, then no Gnrpr,; Will be constructed. This means G" will
simplify to G’ = G||Gar or G’ = G||Gar||S and we can run the FT controllability

Algorithm or FT nonblocking Algorithm instead.

9.5 Resettable Permanent Faults-Tolerant Control-

lability and Nonblocking Algorithm

For the resettable permanent fault-tolerant controllability and nonblocking defini-
tions, we only allow strings that match the resettable permanent faults scenario. We
then apply the standard controllability and nonblocking algorithms.

To achieve this, we introduce three new algorithms. First, Algorithm con-
structs Gopr; for i € {1,...,m} and fault sets X, Xp,, and the set of reset events,
Yr,. The algorithm constructs a new DES with each state marked, event set X5, U X7,
and k + 2 states, where k is the size of Xp. It then creates a transition for each fault
event in Xy, — Yp, from the initial state to state y;. Next, it creates a transition for

each permanent fault event in Xp, from the initial state to a new state unique to that
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fault event. It also adds a selflooped transition at that state for the event. Next,
it creates a transition for reach reset event in X7, from state y; to the initial state.
Finally it adds a selflooped for each reset event at every state reached by a permanent
fault event. Synchronizing with this DES will have the effect of restricting the plant’s
fault behavior to that which the supervisor is required to handle for a resettable per-
manent fault-tolerant algorithm. Figure shows an example resettable permanent

faults plant, Grpr;, automaton.

2Ti 2Fi- XPi

6

Figure 9.29: Resettable Permanent Fault Plant Grpr s, Xp, = {01,...,03}
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Algorithm 22 construct-Grpri(Xr, Xp, 213, 1)
1: k+ ‘EPZ

2: Y; < {v0,- -, Yrt1}

3 Y Y

4: 6; 0

5. for o € (X5, — Xp)

6: 0+ & U{(vo,0,51)}
7: end for

8 j <2

9: for o € Xp,

10: 0; <= 6; U{(o,0,9;), (4,0, 95)}
11: j+7J7+1

12: end for

13: for o € X,

14: 52 <— 51 U {(yO, g, y0)7 (3117‘77 3/0)}

15: for j=2,... . k+1

16: 6i<_5iu{(yj707yj)}
17: end for
18: end for

19: return (Y;, Xg U371, 04, Yo, Yini)

Algorithm 23lshows how to verify resettable permanent fault-tolerant controllabil-
ity for G and S. Line 1 constructs the excluded fault plant, Gap. Fori € {1,...,m},
Line 3 constructs the resettable permanent fault plant Grpg;, using Algorithm 22]

Line 5 constructs the new plant G’. Line 6 checks that supervisor S is controllable
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for plant G'.

We next note that Gar removes any excluded fault transitions, and each Grpr;
removes strings where two fault events (the first event a non-permanent fault) from
the same fault set ¥p, (i € 1,...,m) occur in a row without an event from the
corresponding set of reset events X1, in between, and strings such that once a fault
event from a given permanent fault set Xp, (i = 1,...,m) occurs, another event from
the corresponding fault set (Xf,) occurs other than that permanent fault event. The
result is that checking that S is controllable for the resulting behaviour will have the

effect of verifying resettable permanent fault-tolerant controllability.

Algorithm 23 Verify resettable permanent fault-tolerant controllability

1: Gar < construct-Gar(Xar)

2: fori=1,... . m

3. Gropr,; « construct-Grpri (g, Xp, X1, 1)
4: end for

5. G+ G||Gar||Grprill- - ||GTPF.m

6: pass < vCont(G/', S)

7. return pass

Algorithm 24]shows how to verify resettable permanent fault-tolerant nonblocking
for G and S. This algorithm is essentially the same as Algorithm 23] except at line
5 we calculate the closed loop system G’, and then at line 6 we verify that it is

nonblocking.
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Algorithm 24 Verify resettable permanent fault-tolerant nonblocking

1: Gar < construct-Gar(Xar)

2: fori=1,... m

3. Grpp; « construct-Grpri (X, Xp, X7, 1)
4: end for

5. G+ G||Gar||Grpra|| - ||GTpEm|[S

6: pass < vNonb(G’)

7: return pass

We note that if m = 0, then no Grpr; will be constructed. This means G’ will
simplify to G’ = G||Gar or G’ = G||Gar||S and we can run the FT controllability

Algorithm or FT nonblocking Algorithm instead.

9.6 Algorithm Complexity Analysis

In this section, we provide a complexity analysis for the permanent fault-tolerant
controllability and nonblocking algorithms. In the following subsections, we as-
sume that our system consists of a plant G = (Y,X,6,v,, Y;,), supervisor S =
(X,%,&,2,, X,,), and fault and reset sets Xp, Yp, X, (1 = 1,...,m), Yap, and
Yar.

In this thesis, we will base our analysis on the complexity analysis from Cassandras

et al.|[CL09a] that states that both the controllability and nonblocking algorithms

have a complexity of O(|X||Y||X]), where |X| is the size of the system event set, |Y|
is the size of the plant state set, and | X| is the size of the supervisor state set. In

the analysis that follows, |Yap| is the size of the state set for Gar (constructed by
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Algorithm [I]).

We note that each PFT algorithm first constructs and adds some additional plant
components to the system, and then it runs a standard controllability or nonblock-
ing algorithm on the resulting system. Our approach will be to take the standard
algorithm’s complexity, and replace the value for the state size of the plant with the
worst case state size of G synchronized with the new plant components. As all fault
and reset events already belong to the system event set, this means the size of the
system event set does not increase.

In the following analysis, we will ignore the cost of constructing the new plant
components as they will be constructed in serial with the controllability or nonblock-
ing verification and should be negligible in comparison. We next note that as the
base controllability and nonblocking algorithms have the same complexity, the corre-
sponding permanent fault-tolerant versions will also have the same complexity (i.e.
the FT controllability algorithm will have the same complexity as the F'T nonblock-
ing algorithm). As such, we will only present analysis for the PFT controllability

algorithms.

9.6.1 One-repeatable FT Controllability Algorithm

For Algorithm [[4] we replace our plant DES by G’ = G||Gar||G1irr. This gives
us a worst case state space of |Y||Yar||Yirr| for G', where |Yigrp| is the size of the
state set for Girp which is constructed by Algorithm Substituting this into our
base algorithm’s complexity gives O(|X||Y||Yar||Yirr||X]).

We note that |Yap| = 1 by Algorithm [ and |Yigr| = |Xp| + 1 by Algorithm

Substituting in for these values gives O((|Xr| + 1)|2||Y]|X]). It thus follows that
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verifying one-repeatable 1-R-FT controllability increases the complexity of verifying
controllability by a factor of |[Xr| + 1. We note that this is comparable to the N-FT
controllability algorithm from Chapter [l which increased by a factor of (N +1), where

N is the maximum number of faults per string that the fault scenario allowed.

9.6.2 m-one-repeatable FT Controllability Algorithm

For Algorithm [I7] we replace our plant DES by G’ = G||Gar||Girr 1] - - ||GirFm-
This gives us a worst case state space of |Y||Yar||Yirril- .. |Yirrm| for G', where
|Y1rr,| is the size of the state set for Girp; (¢ = 1,...,m), which is constructed by Al-

gorithm[I6 Substituting this into our base algorithm’s complexity gives O(|X||Y||Yar||

Yireal - - [Yireml| X])-
We note that |Yap| = 1 by Algorithm[I] and |Yigr| = |2k,

4+1(i=1,...,m) by Al
gorithm[IG Substituting in for these values gives O((|Xp, | + 1) ... (|Zg, | + D)[Z||Y]|X]).

If we take Ng as an upper bound of all |Xp,

, we get O((Np + 1)™|X]|Y]|X]). It thus
follows that verifying m-one-repeatable F'T controllability increases the complexity of
verifying controllability by a factor of (Ng + 1)". We note that this is comparable
to the resettable F'T controllability algorithm from Chapter [ which increased by a

factor of 2™.

9.6.3 Non-repeatable PFT Controllability Algorithm

For Algorithm 20] we replace our plant DES by G’ = G||Gar||GNrerall - - - ||
GNRpFm- This gives us a worst case state space of |Y||Yar||Yvrpr|- - |YNreE, | for
G’, where |Yngpr,| is the size of the state set for Gnrpri (¢ = 1,...,m), which is

constructed by Algorithm [[9. Substituting this into our base algorithm’s complexity
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gives O(|X||Y[|Yar|[Ynrer |- - [YNrPE, |1 X]).

We note that |[Yap| = 1 by Algorithm[0l and |Yyrpr,

- |2Pz

+2(i=1,...,m) by
Algorithm [0 Substituting in for these values gives O((|2p,|+2) ... (|2p,, |+2)|Z]|Y]|
X|). If we take Np as an upper bound of all |Xp,|, we get O((Np + 2)"|X||Y]|X]).
It thus follows that verifying non-repeatable permanent NR-PFT controllability in-

creases the complexity of verifying controllability by a factor of (Np + 2)™.

9.6.4 Resettable PFT Controllability Algorithm

For Algorithm 23] we replace our plant DES by G’ = G||Gar||GTpr 1l .- ||GTPF.m-
This gives us a worst case state space of |Y||Yar||Yrpr|...|Yrer,| for G', where
|Yrpr| is the size of the state set for Grpr; (¢ = 1,...,m), which is constructed by Al-

gorithm[22l Substituting this into our base algorithm’s complexity gives O(|3||Y||Yar|

Yrpr |- |Yrpr, || X]).

We note that |[Yar| = 1 by Algorithm [ and |Yrpp,

=2p|+2@=1,...,m)
by Algorithm Substituting in for these values gives O((|Xp,| + 2)...(|2p,| +
2)|X[|Y[|X]). If we take Np as an upper bound of all |Xp. |, we get O((Np + 2)™ 3|V || X]).
It thus follows that verifying resettable permanent T-PFT controllability increases the

complexity of verifying controllability by a factor of (Np + 2)™.
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Chapter 10

Permanent Fault-Tolerant

Algorithm Correctness

In this chapter, we introduce several propositions and theorems that show that the
algorithms introduced in Chapter [@ correctly verify that a permanent fault-tolerant
consistent system satisfies the specified permanent fault-tolerant controllability and

nonblocking properties defined in Chaper 8.

10.1 Permanent Fault-Tolerant Propositions

The propositions in this section will be used to support the permanent fault-tolerant
controllability theorems in Section Permanent fault-tolerant controllability def-
initions are essentially controllability definitions with added restrictions that a string
s is only tested if it is satisfies the appropriate permanent fault-tolerant property.

The algorithms are intended to replace the original plant with a new plant G/,
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such that G’ is restricted to strings with the desired property. Propositions Proposi-
tions [0.T.11 - M0.T.4] essentially assert that string s belongs to the closed behaviour of
G/, if and only if s satisfies the properties of one-repeatable fault-tolerant controllable,
m-one-repeatable fault-tolerant controllable, non-repeatable permanent fault-tolerant
controllable, and resettable permanent fault-tolerant controllable, respectively. These
propositions will also be used in the permanent fault-tolerant nonblocking theorems

in Section [10.3]

10.1.1 One-repeatable Fault-tolerant Controllable Proposi-
tion

The first proposition asserts that string s belongs to the closed behaviour of G/,
if and only if s satisfies the needed pre-requisite for the one-repeatable fault-tolerant

controllable property.

Proposition 10.1.1. Let system with supervisor S = (X, %, 1, x,, X,,) and plant G
= (Y,%,0,Yo, Ym) be FT consistent, and let G’ be the plant constructed in Algorithm

[74 Then:
(VS c L(G))(S ¢ LAF) A (S € LlRF) <= S & L(G/)

Proof. We first note that if m =0, we have Xr = () and the proof is identical to
the proof of Proposition We can thus assume m > 1 for the rest of the proof
without any loss of generality.

We next note that if we copy our current system but set m = 1, and X5, to the Xp
of our original system, then for this new system, its Lirpr,, would equal Ligrp of our

original system, and its Girr, would equal to Gigry of our original system.
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It thus follow that the G’ constructed by Algorithm [I7 for the new system is equal
to the G’ created by Algorithm [I4] for the original system.

The result then follows from Proposition [0.1.21

10.1.2 m-one-repeatable Controllable Fault-tolerant Propo-
sition
Proposition asserts that string s belongs to the closed behaviour of G', if

and only if s satisfies the needed pre-requisite for the m-one-repeatable fault-tolerant

controllable property.

Proposition 10.1.2. Let system with supervisor S = (X, %, 1, x,, X,,) and plant G
= (Y,%,0,Yo, V) be FT consistent, and let G’ be the plant constructed in Algorithm

[I7 Then:
(VS < L(G))(S g LAF) A (S c LlRF ) <= S & L(G,)

m

Proof. Assume initial conditions for proposition.
We first note that if m = 0, we have X = () and the proof is identical to the proof of
Proposition 6.1 We can thus assume m > 1 for the rest of the proof without any
loss of generality.
Let Pap : X% — Y3 p, and P, : X* — Y5 i =1,...,m, be natural projections.
We next note that by Algorithm [T, we have: G’ = G||Gar||Girrall- - |[|GiRF.m
As G is defined over X, Gar over Yap by Algorithm [l and Gigrp; over Xp
(t=1,...,m) by Algorithm [I6 we have:

L(G) = L(G) N PxpL(Gar) N P L(Girpa) N ... N Pp L(G1RF m) (P3.1)
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Let G1 be the plant constructed by Algorithm 2l We thus have: G; = G||Gar

= L(G1) = L(G) N Pyt L(GAaF)

= L(G') C L(Gy) (P3.2)
Let s € L(G). (P3.3)
Must show implies: s ¢ Lap As € Ligr, <= s € L(G’)

Part A) Show s ¢ Lap A's € Ligr, = s € L(G')

Assume s ¢ Lap and s € Ligp,, - (P3.4)
Must show s € L(G’).

By (P3.3), (P3.4), and Proposition (.11 we have: s € L(Gq) (P3.5)
All the remains is to show s € PFEIL(G’]_RFJ),i =1,...,m.

Let i € {1,...,m}.

m

As s € Ligp,, = Dl((E —Yp )" U GLZJ ‘(E —Xp) 0. (X = (Xp — {0}))*), we have:
s€(B-8p)U U (2= Sr) 0.5 — (Sk — {0})"
We thus have two cases: (H)se(X=%p)or(2)se U E-2g)0(X—-(Er—{c}))

UGEF,L-

Case 1) se (X —Xp)*

= Pr(s)=¢

As Girp; contains an initial state (Algorithm [I0), we have € € L(Gqrr;) and thus
Pr,(s) € L(Girr;)

= sc PgilL(GlRF,i), as required.

Case 2) s € Lg (X —=%g)"0.(2— (g —{0}))*

= (Jo € ZFZ)UFG’FZF(S) € {o}*

From Algorithm [I€ it easy to see that for k = |Xp|, we have (35 € {1,...,k})
9i(yo,0) = y; A 6i(y;,0) = y;, where §; is the transition function for Gigp;.

Let n = |Pg(s)].
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= (do1,...,0, € Xg)Pr(s)=01...0p,and 0y =09 =01...0, =0
= 0;(yo, Pr;(s))! and 6;(yo, Pr,(s)) = y;

= Pr,(s) € L(Girr,)

= s PF_l_lL(GlRF,i), as required.

By cases (1) and (2), we have (Vj € {1,...,m})s € P@lL(GlRFJ)
Combining with (P3.5), we have:

s € L(G) N PxpL(Gar) N P L(Girpa) N ... N Py L(G1RF m)
Part B) Show s € L(G') = s ¢ Lar NS € Lirr,,

Assume s € L(G').

Must show implies s ¢ Lar and s € Ligp,, -

As s € L(G'), we have s € L(Gy), by (P3.2).

We can thus conclude by Proposition that: s ¢ Lap. (P3.6)
We now only need to show that:
s € Lirp, = N((E-3)"U U E-%g)0(XE - (Er —{0})))

7=1 O'EZFJ.

Sufficient to show:

Vie{l,....mhHse(E-2p)U U E-2p)"0(X—- g —{c})))

O'EZFZ.
Let i € {1,...,m} will now show this implies:
se((E-%p)U U E-2g)0(E-(Er—{0})))

O'GEFZ.

As s € L(G’) by assumption, we have by (P3.1) that s € P;.'L(G1rr,)
= PFZ(S) € L(GlRFJ)
Examining Algorithm[16 we see Girr; contains an initial state, and thus € € L(Gigrr;).

We also note that for k = |Xp

, Girr,; contains states yo,¥y1,...,yx, and no other
states.

We next note that for each 0 € Xp, (37 € {1,...,k}), (v, 0) = y; and 9;(y;,0) = y;
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where 9; is the next state transition function for Gigry ;.

We now note that for 0,0’ € ¥, that: o # o’ = §;(yo,0) # 0i(yo, ")
Finally, we note that Girp,; contains no other transitions.

It thus follows that either Pr,(s) =€, or (30 € Xp,)Pr(s) € {0}
=se(X—-—Xg)"U Lg (X —=3g)"0.(2 - (Zr —{0}))"

We thus have s € Llo;;ias required.

Combining with (P3.6), we have s ¢ Lap and s € Ligp,,, as required.

By parts (A) and (B), we thus conclude: s ¢ Lar A's € Ligp, <= s € L(G')

10.1.3 Non-repeatable Permanent Fault-tolerant Controllable
Proposition

Proposition [0.1.3] asserts that string s belongs to the closed behaviour of G’,
if and only if s satisfies the needed pre-requisite for the non-repeatable permanent

fault-tolerant controllable property.

Proposition 10.1.3. Let system with supervisor S = (X, %, 1, z,, X, ) and plant G
= (Y, %,08,Y,, Ym) be PFT consistent, and let G' be the plant constructed in Algorithm

2d. Then:

(VS € L(G))(S ¢ Larp U LRFp) A\ (8 € LlRFm) <—— S ¢& L(GI)

Proof. Assume initial conditions for proposition.
We first note that if m = 0, we have Xz = () and the proof is identical to the proof of

Proposition [6.1.11 We can thus assume m > 1 for the rest of the proof without any
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loss of generality.
Let Pap : X% — Yip, Pr 0 5 — Sp and Pep 0 2 = (Sp —Sp ), i = 1,....m,
be natural projections.
We next note that by Algorithm 20] we have: G’ = G||Gar||GnrpF1l| - - - ||GNRPFm
As G is defined over ¥, Gar over Yap by Algorithm [l and GNrpr; Over Xp,
(t=1,...,m) by Algorithm [[9 we have:

L(G') = L(G) N Py pL(Gar) N P L(GNrpr1) N ... N P L(GNrpem)  (P41)
Let Gy be the plant constructed by Algorithm 2l We thus have: G; = G||Gar
= L(G;) = L(G) N PxrL(GaF)
= L(G') C L(Gy) (P4.2)
Let s € L(QG). (P4.3)
Must show implies: s ¢ Lap U Lrp, NS € Ligp,, <= s¢€ L(G)
Part A) Show s ¢ Lap U Lgp, A's € Ligp, = s € L(G')
Assume s ¢ Lap U Lgp, and s € Ligp,,. (P4.4)
Must show: s € L(G).
By (P4.3), (P4.4) and Proposition [6I.1] we have: s € L(Gq) (P4.5)
All that remains is to show s € P;Z_IL(GNRPFJ), 1=1,...,m.
Let i € {1,...,m}.
As s ¢ Lpp, = U;.nzl(E*.(EFj —¥p,). X5 (XF — Xp,).X"), it follows that:
(Vi€ {l,....,m})s & (S, — Sp )55 (Sp, — Dp ). 5
We thus have: s ¢ (X5 — Xp).2" (X5 — Xp,).E*

= [Pr,p(s)] <1 (P4.6)
As s € LlRFm = ﬁl<(2 — EFJ-)* U GLg (E — EFj)*‘U‘(E — (EFJ — {0‘}))*)7 we have:
s€(B-2a)U U (8- S0 ) 0. (5 = (Sh — {o}))"
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We first note that if s € (X — X )*, we have that Pg,(s) = e.

As GnNrpr; contains an initial state (Algorithm [9]), we have € € L(GNrpr.i), thus
Pr,(s) € L(GNrpF,i)

= s € P.' L(GNRPF,)

We can thus assume s € | (X — Xp)"0.(X — (Xp — {o}))*, without loss of gener-
ality. o

= (Jo € Xp,)Pr.(s) € {0} (P4.7)
We now consider two cases: (1) 0 ¢ Xp, or (2) 0 € Xp,

Case 1) 0 ¢ Xp,

As 0 € ¥, by (P4.7), we thus have: 0 € (X — Xp))

By (P4.6) and (P4.7), we can conclude Prg(s) = o

By examining Algorithm [I9] it is clear that 6;(yo, o)!, where ¢; is the transition func-
tion for Gnrpr,i and Yy is its initial state.

= Pr.(s) € L(GNRPF.)

= s € PélL(GNRPF’i), as required

Case 2) 0 € Xp,

=o0¢ (Xp—Xp)

It thus follows by (P4.7) that s ¢ Lgrp, does not restrict string s. We thus only have
the Pp,(s) € {o}" constraint (i. e. Pr,(s) can have more than one occurrence of event
o).

From Algorithm [I9] it is easy to see that for k = |Xp,| we have (35 € {2,...,(k+1)})
3i(yo,0) = y; A (yj,0) = y;, where §; is the transition function for GNrpr ;-

Let n = |Pg,(s)].

= (doy,...,0, € Xg)Pr(s)=01...0p,and 0y =09 =01...0, =0
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= 0;(Y0, Pr,(s))! and 6;(yo, Pr,(s)) =y,

= Pp,(s) € L(GNRPF,i)

= s € P}:ilL(GNRPFJ), as required.

By cases (1) and (2), we have: (Vi € {1,...,m})s € P.' L(GNrpF,)
Combining with (P4.5), we have:

s € L(G) N PypL(Gar) N P L(GNrpra) N - .. N Pp ' L(GNRPFm)
Part B) Show s € L(G') = s ¢ Lar U Lrp, AN € Ligp,

Assume s € L(G’).

Must show implies s ¢ Larp U Lgp, A5 € Ligp,,-

As s € L(G'), we have s € L(Gy), by (P4.2).

We can thus conclude by Proposition that: s ¢ Lap (P4.8)
We now need to show s ¢ Lrr, and s € Ligp,,

This means showing s ¢ Lrg, = J;_,(X*.(Xr — Xp,). X" (X5 — ¥p;).5")

m

and s € Ligp,, = Ol((Z —¥p)" U GLZJ (X —=3p) 0 (- Xr —{0})))
Sufficient to showj:_‘v’i e{l,... ,m}a ?

A) s ¢ S.(Sp — 2p). S (Sk — Up).0, and

B)se(X-2p)U U E—-32g)"0(X—(Xr—{c}))

Leti e {1,...,m}. o

As s € L(G’) by assumption, we have by (P4.1) that s € P,' L(GNRrPF;i)

Examining Algorithm[I9, we see GNrpr i contains an initial state, and thus € € L(GNrpF.i)-

We also note that for k = |Xp,

, GnrpF,i contains states vo, Y1, - . ., Yr+1, and no other
states.
We next note that for each o € ¥p, — Xp,0;(v0,0) = y1 where 6; is the next state

transition function for Gnrpr,i-
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We next note that for each 0 € Xp:

(37 €{2,... ., k+1})di(yo, o) = y; and 6;(y;,0) = y;

We now note that for o,0" € ¥p, that o # o’ = §;(yo, o) # 0i(yo, o)
Finally, we note that Girr,; contains no other transitions.

It thus follows that either Pr. (s) =€, or (30 € X )Pr.(s) € {o} T

If Pp,(s) = €, then clearly: (P.4.9)
) sd Y (S — Sp). 55 (Sp — p )., and

i) se (X —Xg)*

We now consider Pr,(s) € {o}T for some o € Xp,.

We have two cases: (1) o ¢ Xp or (2) 0 € Xp,

Case 1) 0 ¢ Xp,

=0 € Xp — 2p,

From above discussion, it thus follow that 6;(yo, Pr,(s)) = y1 and Pg(s) = o
We immediately have:

D) sd Y (S — Dp).55(Sp — £p).2%, and

ii)se (X —Xg).0(X— (2 —{0})*

Case 2) 0 € Xp,

As Pp,(s) € {o}*, we immediately have:

) s ¢ S.(Sp — Bp )55 (Sp — Bp).5%, and

i) se (X —Xg).0(E—- (g —{o})*

Combining (P4.9) and cases (1) and (2), we conclude: Vi € {1,...,m}
A) s ¢ 9. (Sp — 2p). S (Sk — Bp )0, and

B)s¢g(X-%p) U U E-3g)0(E-Es—{0})

O'GEFZ-
= 5 ¢ Lrp, and s € Ligp,,, as required.
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Combining with (P4.8) we have s ¢ Lar U Lgp, A Ligp,,, as required.
By parts (A) and (B), we thus conclude: s ¢ Lap U Lgp, As € Ligp,, <= s € L(G)
]

10.1.4 Resettable Permanent Fault-tolerant Controllable Propo-
sition
Proposition [I0.1.4] asserts that string s belongs to the closed behaviour of G/, if and

only if s satisfies the needed pre-requisite for the resettable permanent fault-tolerant

controllable property.

Proposition 10.1.4. Let system with supervisor S = (X, %, n, z,, X, ) and plant G
= (Y,%,0,Yo, i) be PET consistent, and let G’ be the plant constructed in Algorithm
23 Then:

(\V/S € L(G))(S ¢ LAF U LTFp) A (S < LIRFP) <~ S & L(G/)

Proof. Assume initial conditions for proposition.

We first note that if m = 0, we have X5 = () and the proof is identical to the proof of
Proposition [6.I.11 We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Let Pap : X" = YAp, Pre i X" — (Xp UXg)*and Pp, - ¥* = X5, i=1,...,m, be
natural projections.

We next note that by Algorithm 23] we have: G’ = G||Gar||GrpFil---||GTPFm
As G is defined over £, Gar over Xap by Algorithm [Il and Grpr; over X U Xy,

by Algorithm 22], we have:
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L(G) = L(G) N PxpL(GaF) N Prpp L(Grpra)N. .. N Prpp L(Grpem) (P5.1)
Let Gj be the plant constructed by Algorithm 2l We thus have: Gy = G||Gar
= L(G1) = L(G) N Py L(GaF)
= L(G') C L(Gy) (P5.2)
Let s € L(G). (P5.3)
Must show implies: s ¢ Larp U Lyp, As € Ligp, <= s € L(G')
Part A) Show s ¢ Lap U Lrp, As € Ligr, = s € L(G)
Assume s ¢ Lap U Lyrp, As € Ligp,. (P5.4)
Must show
s € L(G') = L(G) N PypL(Gar)N Py L(Grpr1) N ... N P L(Grppm)-
By (P5.3), (P5.4) and Proposition [6.I.1] we have: s € L(Gq) (P5.5)
All that remains is to show s € PT_}iL(GTpF’i), 1=1,...,m.

Let i = {1,...,m}.

Ass ¢ Lon, = U(S".(Sr, — £p).(E — B1,)" g, 5%, it follows that:
(Vi € {L.m}) s & (5.(Sp — T ). (S = S, )* S 7).

Ass € Ligp, = ﬁ (E=2p)u U E-3p).0(X—(XF —{0}))"), it follows that:
(Fje{l...mp)se(®-Sp)U U (8- 5p) 0. (S — (S, — {o})):

O’GEPJ.

We thus have:

Al) s ¢ ¥*.(3p — Xp).(X — X7)* Y. X", and

Bl)se (X —Xp)* U UeLg (X —=%p)0.(X— (g —{0}))*
We will now show this inZ)lies s € Py FliL(GTPF’i).

We will use proof by contrapositive.

Sufficient to show: Prp(s) ¢ L(Grpri) =
AQ) S € E*(EFZ — EPZ)(Z — ZTZ)*EEE*; or
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B2)s¢ (X—Xp)"U | E=%p)0(X—(Zg —{c}))
Assume Prp(s) ¢ L(éi‘i};l)
Examining Algorithm P2 we see that ¢ € L(Grpr;) as Grpr; has an initial state.
= Prp(s) #¢
We thus have:
(3s' € (X UXr)")(Fo € ¥p UXT)

(s'c < Prg,(s)) A L(Grpri)) A (s'c ¢ L(Gtpri)) (P5.6)
From Algorithm 221 we see that all ¢’ € Xy U Xp, are defined at state yy, and all
o' € ¥r, are defined at every state. At state y;, all 0/ € ¥, are not defined. (P5.7)

For k = |EP2

, Grpr,; has states yo,y1,...,yx+1 only. For states yo,...,yr+1, DO
o' € ¥y, — Xp are defined, and for each state exactly one o’ € ¥p, is defined at that
state. It is also true that this ¢’ is the only one to reach the state from 1y, and that
Grpr; is deterministic. (P5.8)
From (P5.6) and the above, this implies ;(yo, s') takes us to states yi, 9o, ..., O Ypi1,
and that o is not defined at that state. We note that ¢; is transition function for
GTprF;i (P5.9)
We have two cases (1) 6;(vo, s") = y1 or (2) d;(yo, ") # n

Case 1) 0;(yo,s') = 11

It thus follows from (P5.6) and (P5.7) that o € Xp,.

As the only way to reach y; is from a Xy, — X p, transition from y, (by Algorithm 22)),
it thus follows that string s’ reach in an event from X, — Xp..

= (3" € (Bp, UXy)")(Fo' € ¥, — Xp) s"0'0c = o < Pri(s)

=se X (Ep — Xp).(X — X7)" .. 2% as required.

Case 2) 0;(yo,s') # 11
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From (P5.9), we thus have: §;(yo,s’) € {y2, Y3, -, Ypr1}

Let y' = 0i(yo, ')

By (P5.8), it follows that:

(o' € ¥p)(Fs" € (Xp, UXr,)")s"0'oc = s'0 < Pri(s) Néi(y,0')!

It also follows that: (Vo € (X, — {0'}))-6:(v/, 0")!

We can thus conclude that o € (X5 — {0'}).

=0 #0

= s € X0 Y 0.X"

Further examining Algorithm P2] it’s clear that when an event from Xp,, first occur-
ring in Grpr;, it must occur at at the initial state yo, and yo to state in {yo, ys, . . ., Y41 }-
Also once it reaches this state, it can not leave this state. It thus follows that
Po(s) € {0’}

= (V0" €Xp)s ¢ (X —Xp) " Asé¢ (X—3p).d". (2 — (g —{0"}))
=s¢(X—Xp)" ,,,U (X —=%p)0"(X— (g —{0"}))", as required.

By cases (1) and ?Q)G,E;ife have shown that Prp,(s) ¢ L(Grpr;) implies that either
point (A2) or (B2) is true.

We can thus conclude by proof by contrapositive that Prg (s) € L(Grpri)-

= s PT_I};L(GTPF,i), as required.

Part B) Show s € L(G') = s & Lar U Lyp, A's € Ligp,

Assume s € L(G'). Must show implies s ¢ Lap U Lrp, NS € Ligp,.

As s € L(G'), we have s € L(Gy), by (P5.2).

We can thus conclude by Proposition that: s ¢ Lap (P5.10)
We now need to show s ¢ Lyp, As € Ligp,.

As s € L(G'), we have by (P5.1): s € Py L(Grprs), i =1,...,m
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= (Vl € {1, R ,m})PTFi(S) S L(GTPFJ) (P511)
We proceed by proof by contradiction.
We assume: —(s € Lrp, As € Ligp,)

= S € LTFp or s ¢ LlRFp

S € LTFp = (3] S {1, L ,m})s S 2*.(2}7]. — Epj)(z — ETj)*-ZFj-Z* <P512)
S Linr, = (3 € {Loom)s ¢ (8- Zp)' 0 U (2 Zp) (S - (Sp, — (o))
(P5.13) J

We will now show that both (P5.12) and (P5.13) contradict (P5.11).
If (P5.12) is true, then for the indicated j € {1,...,m}, Grpr; would have to allow
a o € Xp, — Xp, to be followed by a o’ € Xp,.
Examining Algorithm 22] this would require a ¢’ € ¥, — Xp, transition from state
Yo to 1y, followed by a o’ € X F; transition from state y;. Clearly Grpr; would not
allow this.
We thus have (P5.12) contradicts Prp,(s) € L(Grpr;) and thus (P5.11).  (P5.14)
We now examine (P5.13). Let 5 € {1,...,m} be the indicated index.
s¢ (X —Xp) U GLZJ (X =Xp)0.(E = (Br —1{0})) = s¢ (X —¥p,)" and

o€Xp,
(Yo € Sp)s ¢ (S — Sp)*.0.(5 — (Sp, — {o}))* (P5.15)
We first note that: s ¢ (¥ — Xp,)" = (3o € Xp,)s € L*.0.5*
We next note that we can assume that o is the first event from ¥p, to occur in s,
without loss of generality.
Combining with the second part of (P5.15), we have:
SE (S Sp) 05— (Sr, — {o})"
= (o' € (X — (Xp —{0})))s € (¥ — Xp)*.0. 5" 0" ¥

=0 #o0
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Examining Algorithm 22] this would require a transition from y, to a state other than
y1 in Grpr ;. This would then require a o’ transition at this state. As o # o', it easy
to see from Algorithm 221 that Grpr; would not allow the ¢’ transition.

We thus have (P5.13) contradicts Prp;(s) € L(Grprj), and thus (P5.11).
Combining with (P5.14), we can thus conclude by proof by contradiction that s ¢
LTFP NS € LlRFP.

Combining with (P5.10), we have s ¢ Lap U Lrp, A's € Ligg,, as required.

By parts (A) and (B), we thus conclude: s ¢ Larp U Lyp, As € Ligr, <= s € L(G')

O

10.2 Permanent Fault-Tolerant Controllable The-
orems

In this section we present theorems that show that the permanent fault-tolerant
controllable algorithms in Chapter @ will return true if and only if the PFT consistent

system satisfies the corresponding permanent fault-tolerant controllability property.

10.2.1 Fault-tolerant Controllable Theorem

Theorem 10.2.1. Let system with supervisor S = (X,3,&,x,, X,,,) and plant G =
(Y, 3,9, Yo, Yim) be F'T consistent, and let G’ be the plant constructed in Algorithm [2.

Then S is fault tolerant controllable for G iff S is controllable for G'.

Proof. The proof of Theorem [0.2.1] is the same as the proof of Theorem [G.2.1] in

Section The theorem is repeated here for completeness. O
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10.2.2 Omne-repeatable Fault-tolerant Controllable Theorem

Theorem states that verifying that our system is one-repeatable fault toler-
ant controllable is equivalent to verifying that our supervisor is controllable for the
plant G’ constructed by Algorithm [I4l Essentially, plant G’ is our original plant syn-
chronized with newly constructed plant components designed to restrict the behavior

of our plant to only include strings that satisfy the one-repeatable fault scenario.

Theorem 10.2.2. Let system with supervisor S = (X,3,&,x,, X,,) and plant G =
(Y,X%,0, Yo, Yn) be FT consistent, and let G' be the plant constructed in Algorithm
[7f Then S is one-repeatable fault tolerant controllable for G iff S is controllable for
G'.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem [0.2T1 We can thus assume m > 1 for the rest of the proof without any

loss of generality.

We next note that if we copy our current system but set m = 1, and X5, to the Xp
of our original system, then for this new system, its Lirpr,, would equal Ligrp of our

original system, and its Girr, would equal to Gigry of our original system.

It thus follow that the G’ constructed by Algorithm [I7 for the new system is equal

to the G’ created by Algorithm [I4] for the original system.

The result then follows from Theorem
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10.2.3 m-one-repeatable Fault-tolerant Controllable Theorem

Theorem states that verifying that our system is m-one-repeatable fault tol-
erant controllable is equivalent to verifying that our supervisor is controllable for the
plant G’ constructed by Algorithm [I71 Essentially, plant G’ is our original plant syn-
chronized with newly constructed plant components designed to restrict the behavior

of our plant to only include strings that satisfy the m-one-repeatable fault scenario.

Theorem 10.2.3. Let system with supervisor S = (X,3,&,x,, X,,) and plant G =
(Y,X%,0, Yo, Yn) be FT consistent, and let G' be the plant constructed in Algorithm
[I7 Then S is m-one-repeatable fault tolerant controllable for G iff S is controllable
for G'.

Proof. Assume initial conditions for theorem.
We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem [[0.2.1l We can thus assume m > 1 for the rest of the proof without any
loss of generality.
Must show S is m-one-repeatable fault tolerant controllable for G <= S is control-
lable for G'.
From Algorithm [I7, we have: G’ = G||Gar||Girr1l---||GirRFm
From Algorithm [, we know that Gar is defined over YA, and from Algorithm [I6],
we know that Girp; is defined over Xp,, 71 =1,...,m.
Let Pap : X% — Y3p, and P, : X* — Y%, i =1,...,m, be natural projections.
As G is defined over Y, we have that:

L(G') = L(G) N PxpL(Gar) N Pr' L(Girpa) N ... N P L(G1RF m) (T3.1)

Part A) Show (=)
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Assume S is m-one-repeatable fault tolerant controllable for G. (T3.2)

Must show implies: (Vs € L(S) N L(G))(Vo € £,)s0 € L(G') = so € L(S)

Let s € L(S)N L(G’), and 0 € ¥,,. (T3.3)

Assume so € L(G'). (T3.4)

Must show implies so € L(S).

To apply (T3.2), we need to show that s € L(S) N L(G), so € L(G), s ¢ Lar and

s € Ligp,,-

We first note that (T3.1), (T3.3) and (T3.4) imply s € L(S), s € L(G), and so € L(G).
As s € L(G’) by (T3.3), we conclude by Proposition[0. .2 that: s ¢ Lar A s € Ligp,,

We can now conclude by (T3.2) that so € L(S), as required.

Part B) Show (<)
Assume S is controllable for G'. (T3.5)
Must show implies S and G are FT consistent (follows automatically from initial
assumptions) and that:

(Vs e L(S)NL(G))(Vo € £,) soc € L(G)ANs & Lar N's € Ligr, = so € L(S)
Let s € L(S)N L(G), 0 € ¥,. Assume so € L(G), and s ¢ Lar A's € Ligr,,. (T3.6)
Must show implies so € L(S).

We have two cases: (1) 0 € Yar UXp, and (2) 0 ¢ Xar UXp

Case 1) 0 € EaopUXp
As the system is F'T consistent, it follows that o is self-looped at every state in S.

As s € L(S) by (T3.6), it thus follows that so € L(S), as required.

Case 2) 0 ¢ Yar UXp
To apply (T3.5), we still need to show s € L(S) N L(G’), and so € L(G’).

We first note that by (T3.6), and Proposition [0.1.2l we can conclude: s € L(G’)
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(T3.7)

= s € PxpL(Gar) N Pr'L(Girpa) N ...N Py L(Girpm), by (T3.1)

= Parp(s) € L(Gar), and Pr,(s) € L(Girri), i =1,...,m

As 0 & Yap UXp, we have Pap(0) =€, and Pr(0) =¢,i=1,...,m.

This implies Pap(s0) = Pap(s)Pap(0) = Parp(s) € L(Gar), and Pr,(so) = Pp,(s)Pg,(0) =
Pr(s) € L(Gp;),i =1,...,m.

= s0 € PypL(Gar) N Pr'L(Girp,1) N .. .N Py L(G1RF m)

Combining with (T3.6), (T3.7), and (T3.1), we have: s € L(S)N L(G’), o € ¥,, and

so € L(G)

We can thus conclude by (T3.5) that so € L(S), as required.

We thus conclude by cases (1) and (2), that so € L(S).

We can now conclude by parts (A) and (B), that S is m-one-repeatable fault tolerant
controllable for G iff S is controllable for G’. O

10.2.4 Non-repeatable Permanent Fault-tolerant Controllable

Theorem

Theorem [I0.2.4] states that verifying that our system is non-repeatable permanent
fault tolerant controllable is equivalent to verifying that our supervisor is controllable
for the plant G’ constructed by Algorithm Essentially, plant G’ is our original
plant synchronized with newly constructed plant components designed to restrict the
behavior of our plant to only include strings that satisfy the non-repeatable permanent

fault scenario.

Theorem 10.2.4. Let system with supervisor S = (X,3,&,x,, X,,) and plant G =
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(Y,%,0, Yo, Yin) be PFT consistent, and let G' be the plant constructed in Algorithm
20. Then S is non-repeatable permanent fault tolerant controllable for G iff S is

controllable for G'.

Proof. Assume initial conditions for theorem.
We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem [[0.2.T1 We can thus assume m > 1 for the rest of the proof without any
loss of generality:.
Must show S is non-repeatable permanent fault tolerant controllable for G < S
is controllable for G'.
From Algorithm 20, we have: G’ = G||Gar||GnrpF || - - - ||GNRPFm
From Algorithm [, we know that Gar is defined over YA, and from Algorithm [I9]
we know that Gnrpr; is defined over Xp, i =1,...,m.
Let Pap : X* = Xip, Pr 0 X — Xp and Prp : X — (X, —Xp)" i =1,...,m,
be natural projections.
As G is defined over X, we have that:

L(G) = L(G) N PypL(Gar) N P L(GNrpra) N - .. N P L(GNrprm) (T4.1)
Part A) Show (=)
Assume S is non-repeatable permanent fault tolerant controllable for G. (T4.2)
Must show implies: (Vs € L(S) N L(G))(Vo € £,) so € L(G') = so € L(S)
Let s € L(S)N L(G’), and 0 € ¥,,. (T4.3)
Assume so € L(G'). (T4.4)
Must show implies so € L(S).
To apply (T4.2), we need to show that s € L(S) N L(G), so € L(G) and s ¢ LapU

LRFp As €E LlRFm‘
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We first note that (T4.1), (T4.3) and (T4.4) imply s € L(S), s € L(G), and so € L(G).
As s € L(G') by (T4.3), we conclude by Proposition[0LT3|that: s ¢ Lap U Lgg, A's € Ligp,

We can now conclude by (T4.2) that so € L(S), as required.

Part B) Show (<)

Assume S is controllable for G'. (T4.5)
Must show implies S and G are PFT consistent, (follows automatically from initial
assumptions) and that:

(Vs € L(S)NL(G))(Vo € X,) so € L(G)As ¢ LapU Lrp, A s € Ligr,, = so € L(S)
Let s € L(S)NL(G), 0 € ¥,,. Assume so € L(G) and s ¢ Lap U Lgg, A s € Ligp,,-
(T4.6)

Must show implies so € L(S).

We have two cases: (1) 0 € Yap UXp, and (2) 0 ¢ Yar UXp

Case 1) 0 € SppUXp

As the system is PFT consistent, it follows that o is self-looped at every state in S.
As s € L(S) by (T4.6), it thus follows that so € L(S), as required.

Case 2) 0 ¢ YapUXp

To apply (T4.5), we still need to show s € L(S) N L(G’), and so € L(G').

We first note that by (T4.6) and Proposition I0.I1.3] we can conclude: s € L(G’)
(T4.7)

= s € PypL(Gar) N Py L(GNrpra) N - .. N Pp L(GNrpEm), by (T4.1)

= Parp(s) € L(Gar), and Pg,(s) € L(GNrpFi): 1 =1,...,m

As 0 & Yap UXp, we have Pap(0) =€, and Pr(0) =¢,i=1,...,m.

This implies Pap(s0) = Pap($)Par(0) = Par(s) € L(Gar), and Pg,(so) = Pr.(s)Pg (o) =
Pr.(s) € L(GnrpF4): 0 = 1,...,m.
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= so € PypL(Gar) N Pr'L(GNrpra) N ... N Pp ' L(GNRPEm)

Combining with (T4.6), (T4.7), and (T4.1), we have: s € L(S)N L(G’), o € ¥,, and
so € L(G)

We can thus conclude by (T4.5) that so € L(S), as required.

We thus conclude by cases (1) and (2), that so € L(S).

We can now conclude by parts (A) and (B), that S is non-repeatable permanent fault

tolerant controllable for G iff S is controllable for G'. ]

10.2.5 Resettable Permanent Fault-tolerant Controllable The-

orem

Theorem states that verifying that our system is resettable permanent
fault tolerant controllable is equivalent to verifying that our supervisor is controllable
for the plant G’ constructed by Algorithm Essentially, plant G’ is our original
plant synchronized with newly constructed plant components designed to restrict the
behavior of our plant to only include strings that satisfy the resettable permanent

fault scenario.

Theorem 10.2.5. Let system with supervisor S = (X,3,&,x,, X,,) and plant G =
(Y, 3,9, Yo, i) be PET consistent, and let G’ be the plant constructed in Algorithm
[23. Then S is resettable permanent fault tolerant controllable for G iff S is controllable
for G'.

Proof. Assume initial conditions for theorem.
We first note that if m = 0, we have Xr = () and the proof is identical to the proof

of Theorem [[0.2.T1 We can thus assume m > 1 for the rest of the proof without any
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loss of generality.
Must show S is resettable permanent fault tolerant controllable for G <= S is
controllable for G’.
From Algorithm 23] we have: G’ = G||Gar||Gtprill- - ||GTPFm
From Algorithm [, we know that Gagr is defined over YA, and from Algorithm 22]
we know that Grpg; is defined over ¥p UXy,, i =1,...,m.
Let Pap : X% — ¥4 p and Prp, 0 X — (X5, U X)), i =1,...,m, be natural projec-
tions.
As G is defined over Y, we have that:

L(G) = L(G) N PypL(GaF) N P L(Grpra) N...N Prp L(Grprm)  (T5.1)
Part A) Show (=)
Assume S is resettable permanent fault tolerant controllable for G. (T5.2)
Must show implies: (Vs € L(S) N L(G))(Vo € £,) so € L(G') = so € L(S)
Let s € L(S)N L(G'), and o € 3. (T5.3)
Assume so € L(G'). (T5.4)
Must show implies so € L(S).
To apply (T5.2), we need to show that s € L(S) N L(G), so € L(G) and s ¢ LapU
Lrp, N's € Ligr,.
We first note that (T5.1), (T5.3) and (T5.4) imply s € L(S), s € L(G), and so € L(G).
As s € L(G') by (T5.3), we conclude by [0.T4l that: s ¢ Lap U Lrp, As € Ligp,

We can now conclude by (T5.2) that so € L(S), as required.

Part B) Show (<)
Assume S is controllable for G'. (T5.5)

Must show implies S and G are PFT consistent, (follows automatically from initial
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assumptions) and that:

(Vs € L(S)NL(G))(Vo € X,) so € L(G)As ¢ LapU Lpp, As € Ligp, = so € L(S)
Let s € L(S) N L(G), 0 € ¥,. Assume so € L(G) and s ¢ Lap U Lyp, As € Ligr,.
(T5.6)

Must show implies so € L(S).

We have two cases: (1) 0 € YarUXp, and (2) 0 ¢ Xar U Xp

Case 1) 0 € arUXp
As the system is PF'T consistent, it follows that o is self-looped at every state in S.

As s € L(S) by (T5.6), it thus follows that so € L(S), as required.

Case 2) 0 ¢ SarpUXp

To apply (T5.5), we still need to show s € L(S) N L(G’), and so € L(G').

We first note that by (T5.6) and Proposition [0.I.4, we can conclude: s € L(G')
(T5.7)

= s € PxpL(Gar) N Prp, L(Grpra) N ... N Prp L(Grprm), by (T5.1)

= Par(s) € L(Gar) and Prp,(s) € L(Grpri), i =1,...,m (T5.8)
As 0 ¢ Y ap, we have Pap(o) = €.

= Pap($0) = Pap(8)Par(0) = Par(s) € L(GAFr)

= s0 € PypL(Gar) (T5.9)
We now need to show: (Vi € {1,...,m}), soc € Prp, L(Grr,)

Let i € {1,...,m}.

Must show implies so € Prg, L(Gr,)

We now have two cases to consider: (a) o ¢ |J X7, and (b) 0 € |J
i=1 j

Case a) o ¢ |J X,
i=1
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Aso ¢ Xp '61 Y1, we have Prp(c) =¢,i=1,...,m.
~+ Pre(s0) = Pre(s)Pre(0) = Pris(s) € L(Gapp) i = L. o.om
= s0 € Prp L(Grpr1) N ... N Prp L(GTpFm)
Case b) 0 € G Yt
We note thatzilgorithm states that all ¢’ € X, are defined at every state in
Grpri, i =1,...,m by (T5.8).
Let j € {1,...,m}.
If o € X7, we have Prp,(0) = 0. We thus have Prg,(s0) = Prg;(s)o € L(Grpr,) as
Prp,(s) € L(Grpry) by (T5.8).
Otherwise, o ¢ ¥1,. As we also have 0 ¢ X, it follows that Prp, (o) = e. We thus
have Prr,(so) = Prg,(s)Prr;(0) = Prr,(s) € L(Grpr;), by (T5.8).
= s0 € PT’}],L(GTPF,J-) for both cases.
= s0 € Prp L(Grpr1) N ... N Prp L(GTpFm)
By cases (a) and (b), we can conclude: so € P, L(Grpp,1) N...N Prp L(GTpEm)
Combining with (T5.9), we have:

so € PxpL(Gar) N Prp, L(Grpr1) N ... N P L(Grprm)
Combining with (T5.6), (T5.7), and (T5.1), we have: s € L(S)N L(G’), o € ¥, and
so € L(G').
We can thus conclude by (T5.5) that so € L(S), as required.
We thus conclude by cases (1) and (2), that so € L(S).

We can now conclude by parts (A) and (B), that S is resettable permanent fault

tolerant controllable for G iff S is controllable for G'. ]
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10.3 Permanent Fault-Tolerant Nonblocking The-
orems

In this section we present theorems that show the permanent fault-tolerant non-
blocking algorithms in Chapter [0 will return true if and only if the PFT consistent

system satisfies the corresponding permanent fault-tolerant nonblocking property.

10.3.1 Fault-Tolerant Nonblocking Theorem

Theorem 10.3.1. Let system with supervisor S = (X,3,&,x,, X,,,) and plant G =
(Y, 3,0, Yo, Yim) be F'T consistent, and let G’ be the system constructed in Algorithm

[ Then S and G are fault tolerant nonblocking iff G’ is nonblocking.

Proof. The proof of Theorem [[0.3.1] is the same as the proof of Theorem in

Section The theorem is repeated here for completeness. O]

10.3.2 Omne-repeatable Fault-tolerant Nonblocking Theorem

Theorem [0.3 2 states that verifying that our system is one-repeatable fault tolerant
nonblocking is equivalent to verifying that the DES G’ constructed by Algorithm
is nonblocking. Essentially, G’ is our original plant and supervisor synchronized with
newly constructed plant components designed to restrict the behavior of our system

to only include strings that satisfy the one-repeatable fault scenario.

Theorem 10.3.2. Let system with supervisor S = (X,3,€,x,, X,,) and plant G =
(Y,%,6, Yo, Yon) be FT consistent, and let G' be the system constructed in Algorithm

I3 Then S and G are one-repeatable fault tolerant nonblocking iff G’ is nonblocking.
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Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem I0.3.J1 We can thus assume m > 1 for the rest of the proof without any

loss of generality.

We next note that if we copy our current system but set m = 1, and X5, to the Xp
of our original system, then for this new system, its Lirp, would equal Lirp of our

original system, and its Girr, would equal to Gigry of our original system.

It thus follow that the G’ constructed by Algorithm [I8 for the new system is equal

to the G’ created by Algorithm [T for the original system.

The result then follows from Theorem O

10.3.3 m-one-repeatable Fault-tolerant Nonblocking Theorem

Theorem [[0.3 3 states that verifying that our system is m-one-repeatable fault toler-
ant nonblocking is equivalent to verifying that the DES G’ constructed by Algorithm
is nonblocking. Essentially, G’ is our original plant and supervisor synchronized
with newly constructed plant components designed to restrict the behavior of our

system to only include strings that satisfy the m-one-repeatable fault scenario.

Theorem 10.3.3. Let system with supervisor S = (X,3,&,2,, X,) and plant G =
(Y,%,0, Yo, Yon) be FT consistent, and let G' be the system constructed in Algorithm
8. Then S and G are m-one-repeatable fault tolerant nonblocking iff G' is nonblock-

mg.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
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of Theorem [[0.3.1l We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S and G are m-one-repeatable fault tolerant nonblocking <= G’ is

nonblocking.
From Algorithm [I§ we have: G’ = G||Gar||Girr1]---||GirFm||S

From Algorithm [Il we know that Gar is defined over Y or. From Algorithm [I6], we

know that Gigrp; is defined over Xp,,i =1,...,m.

Let Par : X* — YAp, and P, 0 X — Y5 i =1,...,m, be natural projections.

As G and S are defined over ¥, we have that L(G’) = L(S) N L(G) N PxtL(Gar) N

Pp'L(Girp1)N. . .NPg L(GirFm) and Ly, (G') = Ly (S)N Ly (G)NPyp Ly (Garp)N

Pi'Lin(Gigrpa) N ... N Pyt Ly (Girem)- (T3.1)

Part A) Show (=)

Assume S and G are m-one-repeatable fault tolerant nonblocking. (T3.2)

Must show implies: (Vs € L(G'))(3s" € ¥*)ss’ € L,,,(G')

Let s € L(G).

= s € L(S)NL(G) N PxpL(Gar) N Pp'L(Girpa) N...N Pp L(Girpm)  (T3.3)

= s € L(G) N PxpL(Gar) N P L(Girpa) N ... N Py L(G1RF m)

= s € L(G||Gar||Girral|- - - ||GiRF.m)

We can thus apply Proposition and conclude that: s ¢ Lar As € Ligp,, .

As we have s € L(S) N L(G) from (T3.3), we can apply (T3.2) and conclude that:
(3" € £*)ss’ € Ly (S)N Lyp(G) A ss’ & Lap A ss' € Ligr, (T3.4)

We now need to show that ss’ € L,,(G’).

Sufficient to show:

s8' € Ly(S) N Liy(G) N PypLin(Gar) N Pr'Lin(Girr1) N ... N Py Ly (Girem)-
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From (T3.4), we have ss’ € L,,(S) N L,,(G), so only need to show:

ss' € PxpLin(Gar) N Pr' Ly (Girpa) N ... N Ppl Ly (GirFm)
We note from Algorithm [l that as all states in Gap are marked, we have L(Gar) =
L,,(Gar). From Algorithm , we have that all states in Girp; are marked, thus
L(Girri) = Lim(Girri), i =1,...,m.
It is thus sufficient to show:

ss' € PxpL(Gar) N Pr' L(Girpa) N+ N Pr' L(Girpm)
As ss’ € L,,,(G) by (T3.4), we have ss’ € L(G), since L,,(G) C L(G).
From (T3.4), we have: ss' ¢ LapAss’ € Ligr,
Applying Proposition[[0.1.2, we can conclude that: ss’ € L(G||Gar||Girr1l| - ||GirRF.m)
= ss' € PxpL(Gar) N Pr' L(Girpa) N ... N Pr ' L(GirFm)
We thus have that G’ is nonblocking, as required.
Part B) Show (<)
Assume G’ is nonblocking. (T3.5)
Must show implies S and G are F'T consistent (follows from initial assumptions) and
that:

(Vs € LIS)NL(G)) s ¢ Lar A s € Ligr, =

(3s" € ¥*)ss’ € Liy(S) N Lin(G) Nss' & Lar N\ ss' € Ligr,

Let s € L(S)N L(G). (T3.6)
Assume s ¢ LapAs € Ligp,, (T3.7)
To apply (T3.5), we need to show:

s € L(G') = L(S) N L(G) N PxpL(Gar) N Py L(Girpa) N ... N Py L(G1RF m)
As we have s € L(S) N L(G) from (T3.6), we only still need to show:

s € PxpL(Gar) N Pr'L(Girp) N ... N P L(Girem)-
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By (T3.6) and (T3.7), we can apply Proposition and conclude:

s € L(G||GaF||Girral| - - - ||GiRFm)
= s € L(G) N PxpL(Gar) N P L(Girpa) N ... N Py L(G1RF m)
We thus have s € L(G’). As G’ is nonblocking, we can conclude: (3s" € ¥*)ss’ € L,,(G')
= 85" € L;y(S) N Ly(G) N PrpLi(Gar) N PﬁlL(G1RF,1) N...NP.'L(Girpm), by
(T3.1)
We thus have ss’ € L,,,(S) N L,,,(G) and only need to show that ss’ ¢ Lap and
ss' € Ligrp, .
We first note that we have ss’ € L(G), as L,,(G) C L(G).
We next note that ss' € PypL,(Gar) implies ss’ € PxrL(Gar) as every state is
marked in Gap, by Algorithm [
Also, we note that ss’ € Pp_’ile(GlRF,i) implies ss’ € P;ilL(GlRF,i) as every state is
marked in Gigrp;, @ = 1,...,m, by Algorithm
= ss' € L(G) N PypL(Gar) N P L(Girpa) N ... N Pr' L(GirFm)
= ss' € L(G||Gar||Girral| - - ||GiRF.m)
We can now conclude by Proposition that: ss’ ¢ Lap, and ss’ € Ligp,,

We thus conclude that S and G are m-one-repeatable fault tolerant nonblocking.

We can thus conclude by parts (A) and (B), that S and G are m-one-repeatable fault

tolerant nonblocking iff G’ is nonblocking. ]

10.3.4 Non-repeatable Permanent Fault-tolerant Nonblock-

ing Theorem

Theorem [[0.3.4] states that verifying that our system is non-repeatable permanent

fault tolerant nonblocking is equivalent to verifying that the DES G’ constructed by
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Algorithm 21] is nonblocking. Essentially, G’ is our original plant and supervisor syn-
chronized with newly constructed plant components designed to restrict the behavior
of our system to only include strings that satisfy the non-repeatable permanent fault

scenario.

Theorem 10.3.4. Let system with supervisor S = (X,3,&,x,, X,,,) and plant G =
(Y, 3,9, Yo, ) be PFT consistent, and let G’ be the system constructed in Algorithm
Z1. Then S and G are non-repeatable permanent fault tolerant nonblocking iff G’ is

nonblocking.

Proof. Assume initial conditions for theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem I0.3.J1 We can thus assume m > 1 for the rest of the proof without any
loss of generality.

Must show S and G are non-repeatable permanent fault tolerant nonblocking <=
G’ is nonblocking.

From Algorithm 2T we have: G’ = G||Gar||GnrpF 1]l - - - ||GNRPFm||S

From Algorithm [Il we know that Gaf is defined over Y or. From Algorithm [I9, we
know that Gnrpr, is defined over X, 1 =1,...,m.

Let Pap : X% = X4, Pr X = Xp and Pep : X — (B, —Xp)5 i =1,...,m,
be natural projections.

As G is defined over &3, we have that L(G') = L(S) N L(G) N Py L(Gar)NPy' L(GNrPF,1)
N...NPp ' L(GNrpF,m) and Ly, (G') = Ly, (S) N Ly (G) N Py pLin(Gar)N

Pi' Ly (GNrpr1) N ... N Pr Ly (GNRPFm)- (T4.1)
Part A) Show (=)

Assume S and G are non-repeatable permanent fault tolerant nonblocking. (T4.2)
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Must show implies: (Vs € L(G'))(3s" € ¥*)ss’ € L,,,(G')
Let s € L(G).
= s € L(S) N L(G) N PypL(Gar) N Pr' L(GNrpra) N - .. NP5 L(GNrpEm) (T4.3)
= s € L(G) N PypL(Gar) N Pr' L(GNrpra) N - .. NPE L(GNRPEm)
= s € L(G||Gar||GnrpFal| - - - || GNRPF.m)
We can thus apply Proposition and conclude:
s ¢ Lap U Lgp, Ns € Ligp,
As we have s € L(S) N L(G) from (T4.3), we can apply (T4.2) and conclude:

(3" € X*)ss" € Lin(S) N Ly (G) A ss' ¢ Lap U Lrp, As € Ligp, (T4.4)
We now need to show that ss’ € L,,,(G').

Sufficient to show:

58" € Ly(S) N Lin(G) N PypLin(Gar) N Pr'Lin(Gpr1) N ... N Py Ly (GNRPEm)
From (T4.4), we have ss' € L,,(S)NL,,(G), so only need to show ss' € Pxp Ly (Gar)N
Pp' Ly (GNrpr1) N ... N Pr Ly (GNRPFm)-
We note from Algorithm [I] that as all states in Gar are marked, we have L(GaF)
= L;,,(Gar). From Algorithm 9] we have that all states in Gnrpr; are marked,
i=1,...,m, thus L(GNrpF,i) = Ln(GNRPF)-
It is thus sufficient to show:

ss' € PxpL(Gar) N Pr' L(GNrpra) N - .. N Py L(GNRPF.m)
As ss’ € L,,,(G) by (T4.4), we have ss’ € L(G), since L,,(G) C L(G).

Also from (T4.4), we have: ss' ¢ Lap U Lrp, As € Ligp,,

Applying PropositionI0.1.3] we can conclude that: ss’ € L(G||Gar||GnrPF1l| - - - ||GNRPFm)

= ss' € P&;‘L(GAF) N P};llL(GNRPF,l) n... ﬂP];TiL<GNRPF,m)

We thus have that G’ is nonblocking, as required.
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Part B) Show (<)
Assume G’ is nonblocking. (T4.5)
Must show implies S and G are PFT consistent (follows from initial assumptions)
and that:

(Vs € L(S) N L(G))s ¢ Lap U Lrp = (35’ € ¥¥)ss’ € L,,(S) N L, (G) A ss’ ¢
Lar VU Lgrr, \'s € Lirr,
Let s € L(S) N L(G). (T4.6)
Assume s ¢ Lap U Lgp, A's € Ligp,,. (T4.7)
To apply (T4.5), we need to show:

s € L(G') = L(S)NL(G) NPy L(Gar) N Py L(GNrpF,1) M- . .N Py L(GNRPF m)
As we have s € L(S) N L(G) from (T4.6), we only still need to show:

s € PxpL(Gar) N Pr' L(GNrpra) N - .. N Py L(GNRPF.m)
By (T4.6) and (T4.7), we can conclude by Proposition[0.1.3t s € L(G||Gar||GNrpr 1]l --- ||
GNRPF,m)
= s € PypL(Gar) NPElL(GNrpr1) N ... NPyl L(GNRPF.m)
We thus have s € L(G’). As G’ is nonblocking, we can conclude: (35" € ¥*)ss’ € L,,(G')
= 55 € L(S) N Lin(G) N PipLy(Gar) N Py L(GNrpra) N .. N Pp ' L(GNRPEm),
by (T4.1)
We thus have ss” € L,,(S) N L,,(G) and only need to show that ss" ¢ Lar U Lrr, A s € Lirg,,-
We first note that we have ss’ € L(G), as L,,(G) C L(G).
We next note that ss’ € PA’}Lm(GAF) implies ss’ € PA’%L(GAF) as every state is
marked in Gar, by Algorithm [II
Also, we note that ss’ € PE_ILm(GNRPF,i) implies ss’ € P}%lL(G’NRPFJ) as every

state is marked in Gnrpr,i, by Algorithm [19 for i =1,...,m.
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= ss' € L(G) N PypL(Gar) N P L(GNrpra) N - .. NPE L(GNRPF,m)

= ss' € L(G||Gar||GNrpFal| - - - || GNRPF.m)

We can now conclude by Proposition that: ss’ ¢ Lap U Lgp, A's € Ligp,

We thus conclude that S and G are non-repeatable permanent fault tolerant non-

blocking.

We can thus conclude by parts (A) and (B), that S and G are non-repeatable per-

manent fault tolerant nonblocking iff G’ is nonblocking. O]

10.3.5 Resettable Permanent Fault-tolerant Nonblocking The-

orem

Theorem states that verifying that our system is resettable permanent
fault tolerant nonblocking is equivalent to verifying that the DES G’ constructed
by Algorithm 24] is nonblocking. Essentially, G’ is our original plant and supervi-
sor synchronized with newly constructed plant components designed to restrict the
behavior of our system to only include strings that satisfy the resettable permanent

fault scenario.

Theorem 10.3.5. Let system with supervisor S = (X,3,&,x,, X,,,) and plant G =
(Y, 3,9, Yo, Yim) be PET consistent, and let G’ be the system constructed in Algo-
rithm[2f] Then S and G are resettable permanent fault tolerant nonblocking iff G’ is

nonblocking.

Proof. Assume initial conditions for theorem.
We first note that if m = 0, we have Xr = () and the proof is identical to the proof

of Theorem [[0.3T1 We can thus assume m > 1 for the rest of the proof without any
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loss of generality.
Must show S and G are resettable permanent fault tolerant nonblocking <— G’ is
nonblocking.
From Algorithm 4] we have: G’ = G||Gar||Gtpr1ll--.||GTPFm||S
From Algorithm [Il we know that Gaf is defined over Y or. From Algorithm 22l we
know that Grpr; is defined over Xp, UXq, i =1,...,m.
Let Pap : ¥* = YAp, Prr, ¥ — (Sp, UYg) and Pp, : X = X} i =1,...,m, be
natural projections.
As G is defined over ¥, we have that L(G') = L(S) N L(G) N PxpL(Gar)NPrp, L(Grer.1)
N...NPrp L(Grprm) and Ly, (G') = Ly (S)N L (G)NPapLin(Gar) N Prp, L (Grpr)N
.M Prp Ly (Grppm). (T5.1)
Part A) Show (=)
Assume S and G are resettable permanent fault tolerant nonblocking. (T5.2)
Must show implies: (Vs € L(G'))(3s" € ¥*)ss’ € L,,,(G')
Let s € L(G).
= s € L(S)NL(G) N PxpL(Gar) N Prp L(Grpp1) N ...NPrg L(Grppm) (T5.3)
= s € L(G) N PypL(Gar) N Prpy L(Grpra) N ... NP L(Grppm)
= s € L(G||GaF||GTpral|-- . ||GTPFm)
We can thus apply Proposition [[0.1.4 and conclude:

s ¢ Lap U Lpp, As € Ligp,
As we have s € L(S) N L(G) from (T5.3), we can apply (T5.2) and conclude:

(3" € ¥*)ss" € L(S) N Ly (G) A ss" € Lap U Ly, Ns € Ligp, (T5.4)
We now need to show that ss’ € L,,,(G').

Sufficient to show:
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$8' € Ly(S) N Lin(G) N PypLin(Gar) N Prp Lin(Grpra) N ... N Prp Ly(Grprm)
From (T5.4), we have ss' € L,,(S)NL,,(G), so only need to show ss' € Pyt Ly (Gar)N
Prp Lin(Grpra) N...N Prp Ly(Grppm).
We note from Algorithm [I] that as all states in Gar are marked, we have L(GaF)
= L, (Gar). From Algorithm 22, we have that all states in Gpp; are marked,
i=1,...,m, thus L(Grpr;i) = Ln(GrpF,)-
It is thus sufficient to show:

ss' € PxpL(Gar) N Prp L(Grpra) N ... N Py L(GTpFm)
As ss’ € L,,,(G) by (T5.4), we have ss’ € L(G), since L,,(G) C L(G).
Also from (T5.4), we have: ss' ¢ Lap U Lpg, A's € Ligp,
Applying Proposition I0.T.4], we can conclude that: ss’ € L(G||Gar||Grprill---||/GTPFm)
= ss' € PxpL(Gar) N Prp L(Grpr1) N ... NPrp L(Grppm)
We thus have that G’ is nonblocking, as required.
Part B) Show (<)
Assume G’ is nonblocking. (T5.5)
Must show implies S and G are PFT consistent (follows from initial assumptions)
and that:

(Vs € L(S)NL(G))s ¢ Lap U Lyp, Ns € Ligp, =

(3" € ¥*)ss" € Lyyy(S) N Ly (G) A 85" & Lap U Lrg, A's € Ligg,

Let s € L(S) N L(G). (T5.6)
Assume s ¢ Lap U Lrp, A's € Ligp,. (T5.7)
To apply (T5.5), we need to show:

s € L(G') = L(S)NL(G) N Py p L(Gar) N Py L(Grpra) N...N Prp L(GTpFm)
As we have s € L(S) N L(G) from (T5.6), we only still need to show:
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s € PxpL(Gar) N Prp, L(Grpr,1) N ... N Prj L(GTpFm)
By (T5.6) and (T5.7), we can conclude by Proposition[0. T4 s € L(G||Gar||GTprill---||
GTPFm)
= s € PxpL(Gar) N Prp L(Grpr1) N ... N Prp L(GTpEm)
We thus have s € L(G’). As G’ is nonblocking, we can conclude: (3s" € ¥*)ss’ € L,,(G’)
= 55' € Ly(S) N Ly(G) N PxpLi(Gar) N Prf L(Grpra) N ... N Prp L(Grprm),
by (T5.1)
We thus have ss” € L,,(S) N L,,(G) and only need to show that ss" ¢ Lar U Lyg, A's € Ligp,.
We first note that we have ss’ € L(G), as L,,(G) C L(G).
We next note that ss' € PypL,(Gar) implies ss’ € PxrL(Gar) as every state is
marked in Gap, by Algorithm [
Also, we note that ss’ € PT_},- L,,(Grpr,;) implies ss’ € PT_}Z_L(GTPFJ) as every state
is marked in Grpr;, by Algorithm 22 fori =1,...,m.
= ss' € L(G) N PxpL(Gar) N Prp L(Grpra) N .. .NPrp L(Grppm)
= ss' € L(G||GaFr||GtpFal---||GTPFm)
We can now conclude by Proposition I0.T.4l that: ss’ & Lar U Lrg, A's € Ligp,
We thus conclude that S and G are resettable permanent fault tolerant nonblocking.
We can thus conclude by parts (A) and (B), that S and G are resettable permanent

fault tolerant nonblocking iff G’ is nonblocking. ]
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Chapter 11

Permanent Fault-Tolerant

Manufacturing Example

In this chapter we introduce a small example to illustrate our approach for per-
manent fault-tolerant systems. This example is identical to the example presented in

Chapter [7, except we have added a permanent fault to the plant model.

11.1 Adding a Permanent Fault

To modify the example in Chapter [1, the only change we made was the intermittent
fault at sensor 9. To convert the fault at sensor 9 from an intermittent to a permanent
fault, we did not have to change a single plant or supervisor from Chapter [l To
make the conversion all we have to do is add the two new plant components shown
in Figures and [[T.311 Before, these were intermittent faults. Now once the
fault event occurs, the original non-fault sensor event is no longer possible; only the

fault event can now occur. No additional changes are required to the plant model to
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convert these events to permanent faults. We can now define our permanent fault
sets as follows: Y p = {t1F_at9}, Xp, =0, Xp, = {t2F_at9}, Xp, = 0}.

t1-at9 It1F_at9 1t2_at9 1t2F_at9

Q ItIF_at9 @ @ It2F_at9
>

0 1 0 1

Figure 11.30: Sensor 9 and Train 1 with Figure 11.31: Sensors 9 and Train 2 with
Permanent Faults Permanent Faults

11.2 Discussion of Results

Using our software research tool, DESpot [DES13], we first determined that our

system passes the N-FT controllable (N = 1), the non-repeatable N-F'T controllable
(N = 4), and the resettable F'T controllable properties from Chapter [Bl, but failed the
three corresponding FT nonblocking properties. This is not surprising as once the
permanent fault event at sensor nine occurs, the original sensor event can’t occur so
when the F'T nonblocking property blocked sensor nine’s fault event, the result was
that neither could occur and we get deadlock.

We then used DESpot to determine that the system is one-repeatable FT con-
trollable and nonblocking, m-one-repeatable FT controllable and nonblocking, non-
repeatable PFT controllable and nonblocking, and resettable PFT controllable and
nonblocking. We also note that the system failed the F'T controllaleEI and nonblock-
ing properties as expected, since they would allow the fault events to occur unre-

stricted. Table [1.2] and [[1.3] show the test results, system state sizes, and runtime

'We note that DESpot’s controllability algorithm stops at the first failed state which is why the
runtime is so small for this property.
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for these tests. The first table shows data from using our standard verification algo-

rithms, and the second data from our BDD-based algorithms |[Bry92, [IMa04, [Son06,
VLE05, Wan09, [Zha01].
Table 11.2: Non-BDD Example Results
Verification Time (seconds)

Property State Size Controllability | Nonblocking
fault-tolerant 61440 1 P11 P
one-repeatable fault-tolerant 448512 6 P |3 P
m-one repeatable fault-tolerant 2.43302e + 06 | 6 P |3 p
non-repeatable permanent fault-tolerant | 2.43302e + 06 | 38 P |19 P
resettable permanent fault-tolerant 365568 6 P|3 P

Table 11.3: BDD Example Results

Verification Time (seconds)

Property State Size Controllability | Nonblocking
fault-tolerant 61440 0 P|O P
one-repeatable fault-tolerant 448512 0 Pl1 P
m-one repeatable fault-tolerant 2.43302¢ +06 | 0 P|O p
non-repeatable permanent fault-tolerant | 2.43302¢ + 06 | 0 PO P
resettable permanent fault-tolerant 365568 0 PO P
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Chapter 12

Timed Permanent Fault-Tolerant

Controllability

In this chapter, we introduce timed permanent fault-tolerant controllability which

builds upon the work of Alsuwaidan [Als16] to extend the untimed permanent fault-

tolerant properties of Chapter [§ to the timed DES setting (TDES) [BW92, Bra93,

BW94].

12.1 Timed Permanent Fault-Tolerant Setting

In [Als16], Alsuwaidan extended the untimed fault-tolerant work that we presented

in Chapters[Bltoldl to the TDES setting. This was a useful extension as TDES adds to
untimed DES the ability to express when an event is possible, when it must occur by
(possibly infinite time limit), and the ability to force certain events (forcible events)
to occur in a specified time frame (before the next clock tick). As TDES is much more

expressive, both in modelling and enforcement, extending fault-tolerant supervisors
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to the TDES setting clearly will be useful.

In her thesis, Alsuwaidan first extended the fault-tolerant consistent definition,
from Chapter [ to the timed setting. She used the same intermittent fault-tolerant
scenarios from Chapter [3 but extended the fault-tolerant controllability definitions
of Chapter [ to the timed setting. It was not necessary to extend the fault-tolerant
nonblocking definitions as the nonblocking property is the same in both the untimed
and timed DES setting.

Alsuwaidan then extended the Chapter [l fault-tolerant controllability algorithms,
including the plant construction algorithms, to the TDES setting. She then proved
that the algorithms correctly verified the new timed fault-tolerant controllability def-
initions.

In the sections to follow, we will extend Alsuwaidan’s timed fault-tolerant consistent
definition to include permanent faults which is discussed in Section[T2.2], and then take
a similar approach to extend the permanent fault-tolerant controllability definitions

from Chapter [§ to the timed setting.

12.2 Timed Permanent Fault-Tolerant Consistency

We now extend the PFT consistency Definition from Section to the TDES
sitting. The timed permanent fault-tolerant (TPFT) consistency extension is identical
except it adds Point 8 which says that there are no common events between fault
events and forcible events (i.e. there are no forcible, fault events). This was added as
it would be unrealistic to able to make a fault event occur on command.

We further note that the TPFT consistency property is essentially a combination

of the PFT consistency property and the timed fault-tolerant (TFT) consistency
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property from Alsuwaidan |[Als16], which in turn was based upon our FT consistency
property. We note that as the tick event is by definition controllable, it can not be a

fault event.

Definition 12.2.1. A system, with a plant G = (Y, 3,0, Yo, Yim), a supervisor S =
(X,3,&, 20, Xy), and fault and reset sets Xp,, Xp, X, (i = 1,...,m), Xap, and

Yar, is timed permanent fault tolerant (TPFT) consistent if:
1. YArUXqrUXe C X,
2. (Vie{l,..m})Sp, C O,
3. Yar, Lo, 2r, (1 =1,..,m), are pair-wise disjoint.
4. Vie{l,..m})Ep #0
5 Vied{l,.,mpHEp Ny =0
6. Supervisor S is deterministic.
7. Voz e X)(Vo € (Bqr UXaAr UXR)) &(z,0) =2

8. (ZAF U EQF U ZF) N Efmn - @

12.3 Timed Permanent Fault Scenarios

For the timed permanent fault setting, we do not need to introduce any new
scenarios; we can simply re-use the permanent fault scenarios from Section The
settings are unchanged; the only difference is that we now apply them to the TDES

setting. The scenarios are the default fault scenario, one-repeatable fault Scenario,

173



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

m-one-repeatable fault scenario, non-repeatable permanent fault scenario, and the
resettable permanent fault scenario.
In the sections that follow, we will present the timed permanent fault-tolerant con-

trollability definitions.

12.4 Timed Fault-Tolerant Controllability

The first fault-tolerant controllability property is designed to handle the default

fault scenario. It is unchanged from the intermittent fault version presented in Al-

suwaidan [Als16]. We include it here as the other properties in this section will reduce

to it when m = 0. For this property, we need to use the language of excluded faults

from Section A1

Definition 12.4.1. A system, with a plant G = (Y, 3,9, Y,, Yim), a supervisor S =
(X,3,&, 20, Xyn), and fault sets Xp, (i = 1,...,m) and X ap, is timed fault tolerant
(TFT) controllable if it is TPFT consistent and:

(Vs € LIS)NL(G))(s ¢ Lar) =

EligL(G)(S)m(zuU{T}) if EligL(S)mL(G)(S)m Y for =

Eligys)(s) 2{ . -
Eligrg)(s) N2y if Eligrs)nric)(8)N Xjor #

0
0

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is timed fault tolerant controllable for G.

The above definition is essentially the standard timed controllability definition,
except that we add the condition (s ¢ Lap) to the timed controllability definition so

that we ignore all strings that include at least one fault events from ¥ar. We note
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that if X¥ar = (), then Definition T2.4.1] reduces to the standard timed controllability

definition as Lap reduces to Lap = 0.

12.5 Timed One-repeatable Fault-Tolerant Control-
lability

The next fault-tolerant property that we introduce is designed to handle the one-
repeatable fault scenario. We use the language of excluded faults, and the language

of one-repeatable fault events from Sections E.1] and

Definition 12.5.1. A system, with a plant G = (Y, 3,0, 9,, Yin), a supervisor S =
(X,3,&, 20, X3n), and fault sets Xg, (i = 1,..,m) and Xar, is timed one repeatable
fault tolerant (T-1-R-FT) controllable if it is TPFT consistent and:

(Vs € LIS)NL(G))(s & Lar) A (s € Lirr) =

Eligr ) (s)N(Z,U{})  if Eligys)nrc)(8)N Xpor =

Eligys)(s) 2{ . o
Eligrc)(s) N2y if Eligrs)nric)(8)N por 7#

0
0

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is timed one-repeatable fault tolerant controllable for
G.

The above definition is essentially the standard timed controllability definition,
but ignores strings that include excluded fault events, and strings that contain more
than two unique fault events from X p.

We note that if m =0, we get Xp = () and Ligpr simplifies to Ligr = X*. This

means Definition [2.5.1] simplifies to the TFT controllable definition.

175



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

12.6 Timed m-one-repeatable Fault-Tolerant Con-

trollability

The next fault-tolerant property that we introduce is designed to handle the m-
one-repeatable fault scenario.We use the language of excluded faults, and the language

of m-one-repeatable fault events from Sections 1] and [R5

Definition 12.6.1. A system, with plant G = (Y, %,8,9,, Yim), supervisor S =
(X,3,€, xo, X)), and fault sets X, (i = 1,...,m) and Xap, is timed m-one-repeatable
fault tolerant (T-m-1-R-F'T) controllable, if it is TPFT consistent and: (Vs € L(S)N

L(G))(S ¢ LAF) A\ (S c LlRFm) =

EligL(G)(S)ﬂ(ZuU{T}) if EligL(S)ﬂL(G)(S)m X for =

EligL(s)(S) 2{ ’ , ,
Eligr)(s) N Z if Eligrs)nric)(8)N Zyor #

0
0

For brevity, when it is clear to which fault sets we are referring, we can state this
property more concisely as S is timed m-one-repeatable fault tolerant controllable for
G.

The above definition is essentially the standard timed controllability definition,
but ignores strings that include excluded fault events, and strings that contain more
than two unique fault event from the same fault set.

We note that if m = 1, then this property simplifies to the timed m-one-repeatable
fault tolerant controllable property. We also note that if m = 0, we get Xp = (), and
Lirp, simplifies to Lygr, = X*. This means Definition [2.6.1] simplifies to the TFT

controllable definition.
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12.7 Timed Non-repeatable Permanent Fault-Tolerant

Controllability

The next fault-tolerant property that we introduce is designed to handle the non-
repeatable permanent fault scenario. We use the language of excluded faults, the
language of repeated intermittent fault events, and the language of m-one-repeatable

fault events from Sections AT and

Definition 12.7.1. A system, with plant G = (Y,%,0,Y,, Yin), Supervisor S =
(X, 2., 20, X,n), and fault sets Xp,, Yp (i = 1,...,m) and Xap, is timed non-
repeatable permanent fault tolerant (T-NR-PFT) controllable, if it is TPFT consis-

tent and:

(VS € L(S) N L(G))(S ¢ Larp U LRFP) A (8 € LIRFm) =

Eligr ) (s)N(EU{T})  if Eligys)nrc)(8)N Xgor =

Eligrs)(s) 2{ ‘ -
Eligr g (s) N2y if Eligrsynric)(8)N Sjor #

0
0

For brevity, when it is clear to which fault sets we are referring, we can state
this property more concisely as S is timed non-repeatable permanent fault tolerant
controllable for G.

The above definition is essentially the standard timed controllability definition,
but ignores strings that include excluded fault events, two or more non-permanent
faults from a single fault set Xp, (¢ = 1,...,m), or strings that contain more than
one unique permanent fault event from a given fault set.

We note that since Lgp, only restricts non-permanent faults, the combination of a

string excluded from Lgpg, and included in L;gg, means that the string can contain
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at most one fault event from a given fault set, but if the fault is a permanent fault,
it can occur multiple times while intermittent faults may only occur once.

We note that if m = 0, we get ¥p = 0, Ly, simplifies to Lrp, = 0 and L;zp,, sim-
plifies to Lygpr,, = X*. This means Definition [2.7.]simplifies to the TFT controllable

definition.

12.8 Timed Resettable Permanent Fault-Tolerant

Controllability

The next permanent fault-tolerant property that we introduce is designed to handle
the resettable permanent fault scenario. We use the language of excluded faults,
the language of permanent non-reset fault events, and the language of one-repeatable

permanent fault events from Sections FI] and

Definition 12.8.1. A system, with plant G = (Y, %,8,9,, Yim), supervisor S =
(X, 3., 2, X)), and fault and reset sets X, Xp, X, (i = 1,...,m) and 3arp,
is timed resettable permanent fault tolerant (T-T-PFT) controllable if it is TPFT

consistent and:

(VS S L(S) N L(G))(S §é LapU LTFP) N (S S LlRFp) =

Eligr ey (s)N(EU{T}) if Eligys)nnic) ()N Xjor =

Eligrs)(s) 2{ ‘ -
Eligrc)(s) N2y if Eligrs)nr(c)(8)N por 7#

0
0
For brevity, when it is clear to which fault sets we are referring, we can state this

property more concisely as S is timed resettable permanent fault tolerant controllable

for G.
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The above definition is essentially the standard timed controllability definition,
but ignores strings that include excluded fault events, strings where two fault events
(the first event a non-permanent fault) from the same fault set X, (i € 1,...,m)
occur in a row without an event from the corresponding set of reset events Xr, in
between, and strings such that once a fault event from a given permanent fault set
Yp (1 =1,...,m) occurs, another event from the corresponding fault set (Xr,) occurs
other than that permanent fault event.

We note that if m = 0, we get ¥p = 0, Ly, simplifies to Lyp, = 0 and Lypp, sim-
plifies to L gp, = X*. This means Definition [2.8.T] simplifies to the TF'T controllable

definition.
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Chapter 13

Timed Permanent Fault-Tolerant

Algorithms

In this chapter, we will present algorithms to construct and verify the timed

permanent fault-tolerant controllability properties that we defined in Chapter

13.1 Algorithms

In this section, we present timed permanent fault-tolerant controllability algorithms
for TDES. We will not present an algorithm for the TPFT consistency property as
its individual points can easily be checked by adapting various standard algorithms.
Our goal is to verify the timed permanent fault-tolerant controllability definitions
presented in Chapter

We assume that the our TDES system consists of a plant G = (Y, %, 6, y,, Yin), @

supervisor S = (X, X, &, x,, X;,,), and fault and reset sets Xp, Xp, X (i =1,...,m),
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Yar, and Yop. We also assume that the timed controllability and synchronous prod-
uct algorithms are given. We use v7Cont (Plant, Sup) to indicate timed control-
lability verification, and || to indicate the synchronous product operation. Function
vT'Cont returns true or false to indicate whether the verification passed or failed, and
the result will be stored in the Boolean variable pass.

Similar to the untimed fault tolerant algorithms in Chapter Bl our approach in
this thesis will be to construct plant components to synchronize with our plant G
such that the new DES will restrict the occurrence of faults to match the given fault-
tolerant controllability definitions. We can then synchronize the plant components
together and then use a standard controllability algorithm to check the property.

Since every TDES must contain the tick event, we add a tick event selflooped at
every state in the plants we construct. Moreover, all the constructed plants have all of
their states marked so that we do not directly change the system’s marked behavior.

Our constructed plants will be identical to the ones in Chapter [ except we add
tick self-loops at each states. The property evaluations will be identical as well except
we will instead evaluate the timed controllability property. As such, we will provide

minimal description and instead refer the reader to Chapter [

13.1.1 Timed Fault-Tolerant Controllability Algorithm

In the timed fault-tolerant controllability definition, we need to remove all the
excluded fault transitions from the system behavior, and then apply the standard
timed controllability algorithm, as appropriate. To achieve this, two algorithms have
been introduced. First, Algorithm constructs a new plant Giar, with event set

YarU{7}, one selflooped transition for tick , and a marked initial state. Figure [[3.32
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shows an example of the constructed plant, Giar automata. We note that Giar was

introduced in Alsuwaidan

here for completeness.

|Als16

], as was Algorithms [25]and [26] They are repeated

Algorithm 25 construct-Giar(Xar)

—_

Y1+ {wo}

2: Ym,l ~Y

w

: 51 — 61 U {(3/077'7 y())}

4: return (Y1, Xap U {7}, 01, Yo, Ym,l)

In the TDES diagrams, circles represent unmarked states, while filled circles rep-

resent marked states. Two concentric, unfilled circles represent the initial state. If

the initial state is also marked, the inner circle is filled.

tick

0

Figure 13.32: Timed Excluded Faults Plant G¢ar

Algorithm [26] shows how to verify timed fault-tolerant controllability for G and

S.

Algorithm 26 Verify timed fault-tolerant controllability

[t

[N)

: G« G||GtAF

w

e

return pass

. pass < vTCont(G’,S)

: Gear < construct-Gear(Xar)

We note that if Xap = 0. Algorithm will still produce the correct result.
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However, it would be more efficient to just check that S is controllable for G directly.

13.1.2 Timed One-repeatable Fault-Tolerant Controllability

Algorithm

To verify the timed one-repeatable fault tolerant definition, we need to construct
TDES Giirr, which is identical to DES Giryr (see Section [0.2) except we add tick
event selfloops at every state. Algorithm [27 shows how to construct Giirr and Figure

13.33] shows an example G¢;rr automata.

Algorithm 27 construct-G1rr(2r)
1: k<« ‘EF’

2: Y1 < {vo,- -, Yk}

3 YY)

4: 01 0

5 7«1

6: 01 < 01 U{(yo,7,40)}

7. for o € X

8 01 <= 01U {(yo, 0. 5), (5, 0,95), (Y5, 7 05) }
9: g4 g+1

10: end for

11: return (Y1, Xr U {7}, 01, Yo, Yin1)

Algorithm shows how to verify timed one-repeatable fault-tolerant controlla-
bility for G and S. This Algorithm is identical to Algorithm [[4]in Section [0.2] except

we verify timed controllability instead.
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Figure 13.33: Timed One-Repeatable Fault Plant Gyirr, Xr = {01,...,03}

Algorithm 28 Verify timed one-repeatable fault-tolerant controllability

1: Giar < construct-Giar(Xar)
2: Gyirr ¢ construct-Gerr(Xr)
3: G’ + G||Giar||Garr
4: pass < vTCont(G’,S)

5: return pass

We note that if m = 0, we have X = () and that synchronizing with G¢irp will
have no effect. This means G’ will simplify to G’ = G||G¢ar and we can run the

TFT controllability Algorithm instead.

13.1.3 Timed m-one-repeatable Faults-Tolerant Controllabil-
ity Algorithm

To verify the timed m-one-repeatable fault tolerant definition, we need to construct
TDES Gyirr,, which is identical to DES Gigrr; (see Section [0.3) except we add tick

event selfloops at every state. Algorithm shows how to construct G¢irp; and
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Figure [[3.34] shows an example Gyirr; automata.

Algorithm 29 construct-Giirri(Xr;, 7)
1. k+ ‘EF’L

2: Y1 < {vo,---,yx}

3 Y1 <Y,

4: 6p 0

5: 5+ 1

6: 01 < 01 U{(v0, 7, %0)}

7: for o € Xp,

8 01 0 U{(yo,0,5), (5,0, 95), (45, 7, 95)
9: Jj+j+1

10: end for

11: return (Y1, 2x U {7}, 01, Yo, Yin1)

tick
63
3 tick
o2
2
o3 52
tick
tick% ol 470 |
ol
0 1

Figure 13.34: Timed m-One-Repeatable Fault Plant Gyirri, 2k, = {01,...,03}

Algorithm shows how to verify timed m-one-repeatable fault-tolerant con-
trollability for G and S. This Algorithm is identical to Algorithm [I7] in Section 0.3

except we verify timed controllability instead.
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Algorithm 30 Verify timed m-one-repeatable fault-tolerant controllability

1: Giar < construct-Giar(Xar)

2: fori=1,....m

3:  Giirri < construct-Gerri(Xr,, 1)
4: end for

5. G+ G||GtAF||Gt1RF,1|| cee ||Gt1RF,m
6: pass < vI'Cont(G’,S)

7: return pass

We note that if m = 0, then no Ggi1rr,; Will be constructed. This means G’ will

simplify to G’ = G||G¢ar and we can run the TFT controllability Algorithm instead.

13.1.4 Timed Non-repeatable Permanent Fault-Tolerant Con-

trollability Algorithm

To verify the timed non-repeatable permanent fault tolerant definition, we need
to construct TDES Ginrpri, which is identical to DES Gnrpri (see Section 0.4))
except we add tick event selfloops at every state. Algorithm [BIlshows how to construct

Ginrpr,i and Figure [[3.35] shows an example G¢nrpr,i automata.
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Algorithm 31 construct-Ginreri(Xr, 2p,, 1)

1: k+ ‘EPZ

2: Y; < {v0,- -, Yrt1}

3 Y.< Y

4: 0; 0

5. 0 < 0; U{(Yo, T, %0)}
6: for o € (Xp, — Xp,)

T 0 0 U{(yo, 0o 01)}
8: end for

9: j < 2

10: for o € Xp,

1 0 < 6 U{(vo,0,95), (v, 0, 95), (5, 7, 5) }
122 j<«7J+1

13: end for

14: return (Y;, X5 U {7}, 0i, Yo, Yini)

Algorithm [32] shows how to verify timed non-repeatable permanent fault-tolerant
controllability for G and S. This Algorithm is identical to Algorithm 20| in Section

0.4 except we verify timed controllability instead.
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tick
Figure 13.35: Timed Non-Repeatable  Permanent Fault Plant
GtNRPF,ia EPZ- = {01, S 703}

Algorithm 32 Verify timed non-repeatable permanent fault-tolerant controllability

1: Ggar < construct-Giar(Xar)

2: fori=1,...,m

3:  Ginmrpri < construct-Ginrpri(Xr, Xp,, 0)
4: end for

5. G’ < G[|Giar||GinrPF 1l - - - || GiNRPEm

6: pass < vI'Cont(G',S)

7. return pass

We note that if m = 0, then no G¢nrer,; Will be constructed. This means G will

simplify to G’ = G||G¢ar and we can run the TFT controllability Algorithm instead.
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13.1.5 Timed Resettable Permanent Fault-Tolerant Control-
lability Algorithm

To verify the timed resettable permanent fault tolerant definition, we need to
construct TDES Ggrpr i, which is identical to DES Grpr; (see Section [0.75]) except
we add tick event selfloops at every state. Algorithm shows how to construct
Girpr,i and Figure shows an example G¢rpr; automata.

Algorithm [B4] shows how to verify timed resettable permanent fault-tolerant
controllability for G and S. This Algorithm is identical to Algorithm 23] in Section

9.5 except we verify timed controllability instead.

ZTi SFi- ZPi

tick

Figure 13.36: Timed Resettable Permanent Fault Plant Girpri, Xp, = {01,...,03}
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Algorithm 33 construct-Gyrer (X5, Xp,, X1, 1)
1: k+ ‘EPZ

2: Y; < {v0,- -, Yrt1}

3 Y Y

4: 0; 0

5 0 0 U{(v0, 7 0), (Y1, 7 01)}
6: for o € (Xp, — Xp,)

7. 6 0 U{(yo,0,1)}

8: end for

9: j 2

10: for o € Xp,

1 0 <= 6 U{(yo, 0,5), (455 0, 3), (w3, 7 5) }
122 j<«7j+1

13: end for

14: for o € Xy,

15 6; 4 0; U{(y0,0,%0), (y1. 0, 90)}

16: for j=2,....k+1

17: 6; + 6; U{(y;.0,u;)}
18: end for
19: end for

20: return (Y;,Xr UX7 U{7}, 0i, Yo, Yini)
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Algorithm 34 Verify timed resettable permanent fault-tolerant controllability

1: Ggar < construct-Giar(Xar)

2: fori=1,... m

3:  Gyrpr; < construct-Gerpri(Xr, 2o, 213, 1)
4: end for

5 G G||Gtar||Gererall - - - ||GtTPFm

6: pass < vI'Cont(G',S)

7: return pass

We note that if m = 0, then no Gyrpr; will be constructed . This means G" will

simplify to G’ = G||G¢ar and we can run the TFT controllability Algorithm instead.

13.2 Algorithm Complexity Analysis

In this section, we provide a complexity analysis for the timed permanent fault-
tolerant controllability algorithms. In the following subsections, we assume that our
system consists of a plant G = (Y, 3,0, y,, Yy, supervisor S = (X, 3, &, z,, X,,), and
fault and reset sets Xp, Xp, X1, (i=1,...,m), Xar, and Xqp.

In this thesis, we will base our analysis on the complexity analysis from Cassandras

et al.|[CL09a] that states that the untimed controllability algorithm has a complexity

of O(|X]|Y||X]), where |X| is the size of the system event set, |Y]| is the size of the

plant state set, and |X]| is the size of the supervisor state set. In the analysis that

follows, |Yar| is the size of the state set for Ggar (constructed by Algorithm [25)).
In the untimed controllability algorithm, we visit every state of the synchronous

product of the plant and supervisor, and perform maximum a constant number of
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operations per defined transition leaving the state. For timed controllability, we
perform these same steps, plus an additional (max a constant) number of operations
per departing transition to check that if the supervisor disables a tick transition, there
is also a forced event transition departing that state. As such, timed controllability
also has complexity O(|X]|Y|| X]).

We note that each TPFT algorithm first constructs and adds some additional plant
components to the system, and then it runs a standard timed controllability algorithm
on the resulting system. Our approach will be to take the standard algorithm’s
complexity, and replace the value for the state size of the plant with the worst case
state size of G synchronized with the new plant components. As all fault and reset
events already belong to the system event set, this means the size of the system event
set does not increase.

In the following analysis, we will ignore the cost of constructing the new plant
components as they will be constructed in serial with the controllability verification

and should be negligible in comparison.

13.2.1 Timed FT Controllability Algorithm

For Algorithm 26 we replace our plant TDES by G’ = G||G¢ar. This gives us a
worst case state space of |Y||Yar| for G’. Substituting this into our base algorithm’s
complexity for the size of our plant’s state set gives O(|X||Y||Yar||X]). As |[Yar| =1
by Algorithm 28] it follows that our complexity is O(]|X]|Y'||X|) which is the same as

our base algorithm.
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13.2.2 Timed one-repeatable FT Controllability Algorithm

For Algorithm 28] we replace our plant TDES by G’ = G||G¢ar||Gtirr. This
gives us a worst case state space of |Y||Yar||Yirr| for G', where |Yigp| is the size of
the state set for G¢irp which is constructed by Algorithm 27 Substituting this into
our base algorithm’s complexity gives O(|X||Y||Yar||Yirr||X])-

We note that |Yar| = 1 by Algorithm 28] and |Yigr| = |XF| + 1 by Algorithm
Substituting in for these values gives O((|Xp| 4+ 1)|X||Y||X]|). It thus follows that
verifying timed one-repeatable T-1-R-F'T controllability increases the complexity of

verifying controllability by a factor of |Xg| + 1.

13.2.3 Timed m-one-repeatable F'T Controllability Algorithm

For Algorithm [0, we replace our plant TDES by G’ = G||[tGaF||Guirr 1l - - ||
Giirrm- This gives us a worst case state space of |Y||Yarp||Yire1|. .. |Yigrm| for
G’, where |Yigrp;| is the size of the state set for Giirrs (¢ = 1,...,m), which is
constructed by Algorithm 29 Substituting this into our base algorithm’s complexity
gives O(|Z|[Y[[Yar[[Yirral - - [Yirpm|[X]).

We note that |Yap| = 1 by Algorithm 5] and |Yigp| = [Ep|+1 (i =1,...,m) by

Algorithm P9l Substituting in for these values gives O((|Xg, | + 1) ... (|2g,| + D|Z||Y]|

X|). If we take Np as an upper bound of all |[Xf|, we get O((Np + 1)™ 3|V ]| X]).
It thus follows that verifying timed m-one-repeatable T-m-1-R FT controllability in-

creases the complexity of verifying controllability by a factor of (Ng + 1)™.
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13.2.4 Timed Non-repeatable PFT Controllability Algorithm

For Algorithm B2] we replace our plant TDES by G’ = G||G¢ar||Ginrprall - - - ||

GiNrPFm- This gives us a worst case state space of |Y||Yar||Yvrrr|. .. |YvePE, |

for G/, where |Yyrpr,| is the size of the state set for Genmrpr, (4 =1, ..., m), which is
constructed by Algorithm BIl Substituting this into our base algorithm’s complexity
gives O(|S||Y||Yar||YNnrer | - [YNrPE, || X])-

We note that |Yar| = 1 by Algorithm B5, and |Yygrpr| = |Xp|+2 (i=1,...,m)
by Algorithm BIl Substituting in for these values gives O((|Xp,| + 2)...(|Xp,| +

2)|X]|Y|| X]). If we take Np as an upper bound of all [¥p,

, we get O((Np+2)™|3]|Y|
X|). It thus follows that verifying timed non-repeatable permanent T-NR-PFT
controllability increases the complexity of verifying controllability by a factor of

(Np +2)™.

13.2.5 Timed Resettable PFT Controllability Algorithm

For Algorithm [34] we replace our plant TDES by G’ = G||G¢ar||Girerall - - - ||
GiTprm. This gives us a worst case state space of |Y||Yar||Yrpr|... |Yres,| for
G’, where |Yrpr| is the size of the state set for Ge¢rpri (i = 0,...,m), which is
constructed by Algorithm B3l Substituting this into our base algorithm’s complexity
gives O(|Z|[Y[[Yar[[Yrrr | .- [Yrre, || X]).

We note that |Yar| = 1 by Algorithm 25 and |Yrpg,

=|Xp|+2(=1,...,m)
by Algorithm Substituting in for these values gives O((|Xp,| + 2)... (|25, | +
2)|X||Y]|X]). If we take Np as an upper bound of all |Xp |, we get O((Np+2)™|X|]Y]|
X|). It thus follows that verifying timed resettable permanent T-T-PFT controllabil-

ity increases the complexity of verifying controllability by a factor of (Np + 2)™.
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Chapter 14

Timed Permanent Fault-Tolerant

Algorithm Correctness

In this chapter, we introduce several propositions and theorems that show that
the algorithms introduced in Chapter correctly verify that a timed permanent
fault-tolerant consistent system satisfies the specified timed permanent fault-tolerant

controllability properties defined in Chapter 121

14.1 Timed Permanent Fault-Tolerant Propositions

The propositions in this section will be used to support the timed permanent fault-
tolerant controllability theorems in Section Timed permanent fault-tolerant
controllability definitions are essentially timed controllability definitions with added
restriction that a string s is only tested if it is satisfies the appropriate timed per-

manent fault-tolerant property. The algorithms are intended to replace the original
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plant with a new plant G’, such that G’ is restricted to strings with the desired prop-
erty. Propositions [4.1.1] - T4.T.4 essentially assert that string s belongs to the closed
behaviour of G/, if and only if s satisfies the properties of timed fault-tolerant control-
lable, timed one-repeatable fault-tolerant controllable, timed m-one-repeatable fault-
tolerant controllable, timed non-repeatable permanent fault-tolerant controllable, and

timed resettable permanent fault-tolerant controllable, respectively.

14.1.1 Timed One-repeatable Fault-Tolerant Controllable Propo-
sition
The next proposition asserts that string s belongs to the closed behaviour of G/,

if and only if s satisfies the needed pre-requisite for the timed one-repeatable fault-

tolerant controllable property.

Proposition 14.1.1. Let system with supervisor S = (X, %, 1, z,, X, ) and plant G
= (Y,%,0,Yo, Yim) be TFT consistent, and let G’ be the plant constructed in Algorithm
28. Then:

(Vs € L(G))(s ¢ Lar) A (s € Ligr) < s € L(G)

Proof. Let Giar and Girr be the TDES constructed in Algorithm 25 and 271
Let Gar and Gigry be the DES constructed from Algorithms [I] and

We note that each pair is identical except that Giar and Giirr add tick to their

event sets, and tick is selflooped at every state.
Let G’ = G||Giar||Giirr as per Algorithm 28

Let G” = G||Gar||G1irF as per Algorithm [I4]
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As the event set of G already contains tick , and tick is selflooped at every state of

Giar and Gyigrr, it follows that L(G') = L(G").

The result then follows from Proposition I0.1.1] which states:
(Vs € L(G))(s ¢ Lap) A (s € Ligr) <= s € L(G") O

14.1.2 Timed m-one-repeatable Fault-Tolerant Controllable
Proposition

The next proposition asserts that string s belongs to the closed behaviour of G/, if
and only if s satisfies the needed pre-requisite for the timed m-one-repeatable fault-

tolerant controllable property.

Proposition 14.1.2. Let system with supervisor S = (X, %, 1, 2., X,;,) and plant G
=Y, %,6,Yo, Ymm) be TFT consistent, and let G' be the plant constructed in Algorithm
[20. Then:

(Vs € L(G))(s & Lar) A (s € Ligr,) < s € L(G)

m

Proof. Let Giar and Giirr,, - - -, Geirr,, be the TDES constructed in Algorithm 25]
and 29

Let Gar and GigrF,, - - -, Girr,, be the DES constructed from Algorithms [ and [I6l

We note that each pair is identical except that Giar and Geirr,, - - -, Gtirr,, add

tick to their event sets, and tick is selflooped at every state.
Let G’ = G||Gtar||Giirr, || - - - ||GtirF,, as per Algorithm
Let G" = G||Gar||Girr, || - - - ||G1irF,, as per Algorithm I

As the event set of G already contains tick , and tick is selflooped at every state of

197



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

GtAF and thRF17 ey thRFm7 it follows that L(G/) = L(G//)

The result then follows from Proposition [[0.1.2] which states:

(Vs € L(G)(s ¢ Lap) A (s € Lipp,) <= s € L(G")) O

14.1.3 Timed Non-repeatable Permanent Fault-Tolerant Con

trollable Proposition

The next proposition asserts that string s belongs to the closed behaviour of G/, if
and only if s satisfies the needed pre-requisite for the timed non-repeatable permanent

fault-tolerant controllable property.

Proposition 14.1.3. Let system with supervisor S = (X, 3,0, 2y, X ) and plant G =
(Y, 3,0, Yo, i) be TPFT consistent, and let G’ be the plant constructed in Algorithm
(2. Then:

(Vs € L(G))(s ¢ Lar U Lgp,) A (s € Ligp,) <= s ¢ L(G)

Proof. Let Giar, and G¢NrPF.1; - - -, Genrpr.m be the TDES constructed in Algo-

rithm 25, and B11

Let Gar, and GNRPF 1, - - - s GNRPF.m be the DES constructed from Algorithms [I]

and [19]

We note that each pair is identical except that G¢ar, and G¢NnrPF.1; - - -, GeNRPF,m

add tick to their event set, and tick is selflooped at every state.

Let G’ = GHGtAFHGtNRPF,lH Ce HGtNRPF,m as per Algorithm
Let G” = G||Gar||GNrPR Al - - - || GNRPF,m as per Algorithm
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As the event set of G already contains tick , and tick is selflooped at every state of

GtAF; and GtNRPF,l; cey GtNRPF,m; it follows that L(G/) = L(G”)

The result then follows from Proposition [0.1.3] which states:

(VS € L(G)(S ¢ LAF U LRFP) A (8 < LlRFm) <= S & L(GH)) O]

14.1.4 Timed Resettable Permanent Fault-Tolerant Control-

lable Proposition

The next proposition asserts that string s belongs to the closed behaviour of G/,
if and only if s satisfies the needed pre-requisite for the timed resettable permanent

fault-tolerant controllable property.

Proposition 14.1.4. Let system with supervisor S = (X, ¥, n, x,, X, ) and plant G =

(Y, %,6,Y,, Yim) be TPET consistent, and let G' be the plant constructed in Algorithm

(34 Then:

(VS € L(G))(S ¢ Lap U LTFP) A\ (8 S LlRFp) << s c& L(GI)

Proof. Let G¢ar, and Gerpra, - - -, Gerpr.m be the TDES constructed in Algorithm
and

Let Gar, and Grr 1, ..., Grrm be the DES constructed from Algorithms [I] and 22

We note that each pair is identical except that G¢ar, and Gyrpr 1, - - ., Gerprm add

tick to their event sets, and tick is selflooped at every state.

Let G’ = G||Giar||GtTprill - - - ||GiTpF.m as per Algorithm 34
Let G” = G||Gar||GTpral| - - - ||GTPFm as per Algorithm 23]
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As the event set of G already contains tick , and tick is selflooped at every state of

GtAF; and GtTPF,l; ce GTPF,m; it follows that L(G/) = L(GH)

The result then follows from Proposition I0.1.4] which states:

(VS € L(G)(S ¢ LAF U LTFp) A\ (S € LlRFp) <= S & L(G”)) O]

14.2 Timed Permanent Fault-Tolerant Controllable
Theorems

In this section we present theorems that show the timed permanent fault-tolerant
controllable algorithms in Chapter [[3 will return true if and only if the TPFT consis-

tent system satisfies the corresponding timed permanent fault-tolerant controllability

property.

14.2.1 Timed Fault-tolerant Controllable Theorem

This theorem is the same as Theorem 5.2.1 from |Als16]. The theorem is repeated

here for completeness.

Theorem 14.2.1 (|Als16]). Let system with supervisor S = (X, %,&, x,, X,n) and

plant G = (Y, 2,0, Yo, Yin) be TET consistent, and let G' be the plant constructed in
Algorithm [28. Then S is timed fault-tolerant controllable for G iff S is controllable

for G.
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14.2.2 Timed One-repeatable Fault-tolerant Controllable The-

orem

Theorem [[4.2.2] states that verifying that our system is timed one-repeatable fault-
tolerant controllable is equivalent to verifying that our supervisor is controllable for
the plant G’ constructed by Algorithm 28 Essentially, plant G’ is our original plant
synchronized with newly constructed plant components designed to restrict the behav-

ior of our plant to only include strings that satisfy the one-repeatable fault scenario.

Theorem 14.2.2. Let system with supervisor S = (X, %,€, x,, X)) and plant G =
(Y, 3,9, Yo, i) be TET consistent, and let G' be the plant constructed in Algorithm
[28. Then S is timed one-repeatable fault-tolerant controllable for G iff S is control-
lable for G'.

Proof. Assume initial conditions for the theorem:.

We first note that if m = 0, we have Xy = () and the proof is identical to the proof
of Theorem I4.2.T1 We can thus assume m > 1 for the rest of the proof without any

loss of generality.

Must show S is timed one-repeatable fault-tolerant controllable for G <= S is con-

trollable for G'.
From Algorithm 28 we have G’ = G||G¢ar||GiirF-

From Algorithm 2] we know that G¢ar is defined over X5 pU{7}, and from Algorithm

27, we know that G¢irr is defined over Xp U {7}.
Let Piap : X = (Zap U{7})" and Py : ¥* — (Xr U{7})* be natural projections.

As G is defined over event set ¥, it follows that:
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L(G') = L(G) N P L(Gear) N P L(Girr)- (T2.1)
Part A) Show (=).

Assume S is timed one-repeatable fault-tolerant controllable for G. (T2.2)

Must show implies: (Vs € L(S) N L(G’))

Eligy g (s)N(X,U{T}) if Eligyg)nr(q)(s)N Eor =0

Elig; ) (s) 2{ . o
Eth(G)(S) N Zu if Eth(S)ﬂL(G) (S)ﬂ Zfor#w

Let s € L(S)N L(G'). (T2.3)
We have two cases: (A.1) Eligrs)nrc)(s) N Xser = 0, and (A.2) Eligrs)nran(s) N
Yor # 0.

Case A.1) Eligrs)nrie)(s) N Efor =0

Let 0 € ¥, U{7}. Assume so € L(G’). (T2.4)
Must show implies so € L(S).

To apply (T2.2), we need to show that s € L(S) N L(G), so € L(G), s ¢ Lar N\s €
Ligp, and Eligrs)nnc)(s) N Efor = 0.

We first note that (T2.1), (T2.3) and (T2.4) imply:
se€ L(S), s € L(G), and so € L(G)

As s € L(G') by (T2.3), we conclude by Proposition IZ T Tl that: s ¢ Lar As € Ligr
We will now show that Eligr,s)nric)(s) N Efer = 0.

It is sufficient to show:
(Vo' € Xsor)s0’ ¢ L(S) N L(G)

Let 0’ € X,. Must show implies so’ ¢ L(S) N L(G).
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We note that, by assumption, Eligys)nrc)(s) N X = 0.

This implies: (Yo" € Xy,.)s0” ¢ L(S) N L(G')

It thus follows that so’ ¢ L(S) N L(G').

= s0’ ¢ L(S) N L(G) N PAwL(Gar) N P L(Guarr), by (T2.1)

To show so’ ¢ L(S)NL(G), it is sufficient to show so’ € P\ L(Giar) NP L(Girr)-

As S and G are timed fault-tolerant consistent and X, C Y.y, it follows that

Yior N (Bap UBpU{r}) =0.

= Pap(so’) = Piap(s)Par(0") = Piap(s) and Pip(so’) = Pip(s)Pir(0’) = Pip(s)
As s € L(G') by (T2.3), we have s € P\ L(Giar) N P L(Gegrr) by (T2.1).

= Par(s) € L(Giar) and Pip(s) € L(Geirr)

= Par(so’) € L(Giar) and Pyp(so’) € L(Geirr)

= s0’ € P L(Gear) N P L(Geirr)

We thus conclude that Eligrs)nric)(s) N Zsor = 0.

We can now conclude by (T2.2) that so € L(S), as required.

Case A.2) Eligrs)nrc)(s) N Egor # 0

Let 0 € ¥,. Assume so € L(G’).

Must show implies so € L(S).

Proof is identical to proof of Case (A.1) except without the need to show Eligs)nra)(s)N
Sior =10.

Part B) Show (<).

Assume S is controllable for G'. (T2.5)
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Must show implies S and G are timed fault-tolerant consistent (follows automatically

from initial assumptions) and that:

(VS € L(S) N L(G)) S §é Larp Ns € Ligr =

Elig,g)(s)N(Z,U{7}) if Elig)g)nrc)(8)N Zpor =

Eth(s)(S) 2{ _ o
Eth(G)(S) N Zu if Eth(S)ﬂL(G) (8)ﬂ me«#

0

0

Let s € L(S)N L(G). (T2.6)
We have two cases: (B.1) Eligrs)nrc)(s) N Xsor = 0, and (B.2) Eligrs)nn)(s) N
2far 7£ Q)

Case B.l) EligL(S)mL(G)<3) N Zfor =10

Let 0 € ¥, U{7}. Assume so € L(G) and s ¢ Lap NS € Ligp. (T2.7)
Must show implies so € L(S).

We have two cases: (B 1.1) 0 € ¥ap UXp, and (B 1.2) 0 ¢ Xap U Xp.

Case B1l.1) 0 € SArUXp

As the system is timed fault-tolerant consistent, it follows that o is self-looped at

every state in S.

As s € L(S) by (T2.6), it thus follows that so € L(S), as required.

Case B 1.2) 0 ¢ SArUXp

To apply (T2.5) , we need to show s € L(S)NL(G’), so € L(G’), and Eligrs)nrc(s)N
Ypor = 0.

By (T2.6), (T2.7) and Proposition [4.1.1], we conclude: s € L(G’) (T2.8)

We will next show that so € L(G').
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As s € L(G'), we have by (T2.1) that s € P\, L(Gar) N P L(Ggrr).-
= Piar(s) € L(Gear) and Pip(s) € L(Gurr) (T2.9)

We have two cases: (B 1.2.1) 0 # 7, and (B 1.2.2) 0 = 7.

Case B 1.2.1) o # 7

As o ¢ Yap U{T}, we have Pap(0) = €.

= Piar(so) = Piar(s)Piar(0) = Piar(s)

= Piar(so) € L(Giar), by (T2.9)

= s0 € PvL(Gar)

As o ¢ XpU{r}, we have Pp(0) = €.

= Pip(so) = Pip(s)Pir(0) = Pir(s)

= Pr(so) € L(Ggirr), by (T2.9)

= s0 € Pt}lL(thRF)

Case B 1.2.2) o =71

By Algorithm 23] we know that 7 is selflooped at every state in Giar.
= Par(s)o € L(G¢ar), by (T2.9)

= Par(so) € L(G¢ar), by definition of Pap

= s0 € Pt_AIFL(GtAF)

By Algorithm 27 we know that 7 is selflooped at every state in GiRrp.
= Pr(s)o € L(Gegrr), by (T2.9)

= P,r(so) € L(Ggirr), by definition of Pp

= SO € Pt}lL(thRF)
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By Cases (B 1.2.1) and (B 1.2.2), we can conclude that so € P\%L(Giar) N
P L(Gew).

Combining with (T2.1) and (T2.7), we have so € L(G'). (T2.10)
We will now show Eligrs)nrc)(s) N Xser = 0.

It is sufficient to show: (Vo' € Xy,,)s0” ¢ L(S) N L(G’)

Let o’ € ¥¢,.. We will now show this implies so’ ¢ L(S) N L(G’).

We note that by assumption, we have Eligrs)nr(a)(s) N X = 0.

= (VYo" € Xyor)s0” ¢ L(S) N L(G)

= so’ ¢ L(S) N L(G)

This implies so’ ¢ L(S) N L(G) N PARL(Giar) N PR L(Gurr) as L(S) N L(G) N
P L(Gear) N P L(Gerr) € L(S) N L(G).

= so’ ¢ L(S)N L(G'), by (T2.1)

We thus conclude Eligrs)nnc)(s) N Epor = 0.

Combining with (T2.6), (T2.8), and (T2.10), we have:
s € L(S)N L(G), so € L(G'), and Eligrs)nrc)(s) N Xgor = 0.

We can now conclude by (T2.5) that so € L(S), as required.
We thus conclude by Cases (B 1.1) and (B 1.2) that so € L(S).
Case B.2) Eligys)nrc)(s) N Ejor # 0

Let 0 € ¥,,. Assume so € L(G) and s ¢ Lap A's € Ligp.

Must show implies so € L(S).

Proof is identical to proof of Case (B.1) except without the need to show Eligrs)nr(c)(s)
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A% 0 = 0,

We now conclude by Parts (A) and (B) that S is timed one-repeatable fault-tolerant

controllable for G iff S is controllable for G'.

14.2.3 Timed m-one-repeatable Fault-tolerant Controllable

Theorem

Theorem states that verifying that our system is timed m-one-repeatable
fault-tolerant controllable is equivalent to verifying that our supervisor is controllable
for the plant G’ constructed by Algorithm Essentially, plant G’ is our original
plant synchronized with newly constructed plant components designed to restrict the
behavior of our plant to only include strings that satisfy the m-one-repeatable fault

scenario.

Theorem 14.2.3. Let system with supervisor S = (X,3,&,x,, X,,) and plant G =
(Y,%,6, Yo, Yon) be TFT consistent, and let G’ be the plant constructed in Algorithm
(0. Then S is timed m-one repeatable fault-tolerant controllable for G iff S is

controllable for G'.

Proof. Assume initial conditions for the theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem 421l We can thus assume m > 1 for the rest of the proof without any

loss of generality.

Must show S is timed m-one-repeatable fault-tolerant controllable for G <= S is

controllable for G'.
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From Algorithm B0l we have G’ = G||Giar||Gtirr1l| - - - ||Gt1rFm-

From Algorithm 2] we know that G¢ar is defined over XA pU{7}, and from Algorithm

29, we know that Giigrr; is defined over Xp U {7}, i =1,...,m.

Let Pap : X% — (SarU{7r})*, and P, : ¥* — (Xp,U{7})*, i = 1,...,m, be natural

projections.

As G is defined over X, we have that L(G') = L(G)ﬂPt_AlFL(GtAF)ﬂPtEL(thRF,l)ﬂ
..N P L(Gyrrm) - (T3.1)
Part A) Show (=).

Assume S is timed m-one repeatable fault-tolerant controllable for G. (T3.2)

Must show implies: (Vs € L(S) N L(G'))

Eligr g (s)N(Z,U{T)) if Eligyg)nr(c)(5)N Xfor =0

Eligys)(s) 2{ ' o
Eligy(q)(s) N2y if Bligrs)nza) ($)N Zpor #0

Let s € L(S) N L(G). (T3.3)
We have two cases: (A.1) Eligrs)nriay(s) N Esor = 0, and (A.2) Eligrs)nnay(s) N
Yfor 7# 0.

Case A.1) Eligrs)nrc)(s) N Egor =0

Let 0 € ¥, U{7}. Assume so € L(G’). (T3.4)
Must show implies so € L(S).

To apply (T3.2), we need to show that s € L(S) N L(G), so € L(G), s ¢ Lar, and
S € LlRFW” and EligL(s)mL(G)(s) N Efor = 0.

We first note that (T3.1), (T3.3) and (T3.4) imply:
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s € L(S), s € L(G), and so € L(G)

As s € L(G') by (T3.3), we conclude by Proposition that: s ¢ Lap, and

s € Ligp,,-
We will now show that Eligrs)nric)(s) N Efer = 0.
It is sufficient to show:
(Vo' € Egor)so’ ¢ L(S) N L(G)
Let 0’ € X,. Must show implies so’ ¢ L(S) N L(G).
We note that, by assumption, Eligrs)nrc)(s) N X0 = 0.
This implies: (Vo' € Xy,.)s0” ¢ L(S) N L(G')
It thus follows that so’ ¢ L(S) N L(G').

= 50’ ¢ L(S) N L(G) N PAwL(Gear) N P L(Ggrra) N -+ N Pyl L(Gyrem), by
(T3.1)

To show so’ ¢ L(S)NL(G), it is sufficient to show so” € P\ L(Gar) VP L(Geirr,1)N

N Pyt L(Guarem).

As S and G are timed permanent fault-tolerant consistent and Xy, C ¥, it follows

that Zfor N (EAF U EF U {T}) = @
= Piar(s0') = Piar(s)Piar(0') = Piar(s)
Similarly, we have Pyp, (so’) = Pig(s),i=1,...,m.

As s € L(G') by (T3.3), we have s € PAL(Giar) N Pt}iL(thRF,l) N
Pt}}nL(thRF,m> by (T3.1).

= PtAF(S) c L(GtAF>, and PtFi<3) € L<Gt1RF,i)7 = 1, o.M

= RAF(SO'/) & L(GtAF), and f)tFi(SO'/) < L(thRF,i)7 7= 1, ce,m
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= SO'/ € Pt_AlFL(GtAF) N Pt}iL(thRFyl) n...N Pt_FinL(thRva)
We thus conclude that Eligrs)nric)(s) N Esor = 0.

We can now conclude by (T3.2) that so € L(S), as required.

Case A.2) Eligrs)nrie)(s) N Efor # 0

Let 0 € ¥,,. Assume so € L(G').

Must show implies so € L(S).

Proof is identical to proof of Case (A.1) except without the need to show Eligys)nr(a)(s)
NEfor = 0.

Part B) Show ().

Assume S is controllable for G'. (T3.5)

Must show implies S and G are timed fault-tolerant consistent (follows automatically

from initial assumptions) and that:

(Vs S L(S) N L(G)) S §é Larp Ns € LIRFm =

Eth(G)(s)ﬂ (B uf{r)) if Eth(S)mL(c‘,)(S)m for=

' 0
Elig; ) (s) 2{ _ o
Eth(G)<S) N Eu if Eth(S)ﬂL(G) (S)ﬂ Eforp?éw

Let s € L(S) N L(G). (T3.6)

We have two cases: (B.1) Eligrs)nrc)(s) N Xsor = 0, and (B.2) Eligrs)nnc)(s) N
Zfor 7£ @

Case B.1) Eligrs)nrc)(s) N X =0

Let o0 € ¥, U{7}. Assume so € L(G) and s ¢ Laop As € Ligp,,. (T3.7)
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Must show implies so € L(S).

We have two cases: (B 1.1) 0 € ¥ar UXp, and (B 1.2) 0 ¢ Yap U Xp.

Case B1l.1) o € SpArUXp

As the system is timed fault-tolerant consistent, it follows that o is self-looped at

every state in S.

As s € L(S) by (T3.6), it thus follows that so € L(S), as required.

Case B 1.2) 0 ¢ SArUXp

To apply (T3.5), we need to show s € L(S)NL(G’), so € L(G’), and Eligrs)nrc(s)N
Sior = 0.

By (T3.6), (T3.7) and Proposition [Z1.2] we conclude: s € L(G’) (T3.8)
We will next show that so € L(G’).

As s € L(G’), we have by (T3.1) that s € Pt_AlFL(GAF) N Pt}iL(thRF,l) N---N
Pt}}nL<Gt1RF,m>-

It thus follows that Pap(s) € L(Giar), and Pir(s) € L(Gyrri), @ = 1,...,m.
(T3.9)

We have two cases: (B 1.2.1) 0 # 7, and (B 1.2.2) 0 = 7.

Case B1.21) o #71

As o ¢ YapUXpU{7}, we have Pap(o) = €.

= Piar(so) = Piar(s)Piar(0) = Piar(s)

Similarly, we have Py, (so) = Pip,(s), i =1,...,m.

= Piar(so) € L(Giar), and Py, (so) € L(Gurri), ¢ = 1,...,m, by (T3.9)
= 50 € PApL(Gear) N Pl L(Gure) N+ N Pyl L(Geirem)
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Case B1.2.2)o =17

By Algorithms 23] and 29 we know that 7 is selflooped at every state in Giar, and

thRF,ia = 1, oo, .
= Piar(s)o € L(Giar), and Py (s)o € L(Gurr,i), ¢ = 1,...,m, by (T3.9)

= Piar(so) € L(Giar), and Pip,(so) € L(Geirri), by definitions of Piap, and P,

1=1,....m

= 50 € PApL(Giar) N P L(Garra) N -+ N Py L(GyrE.m)

By Cases (B 1.2.1) and (B 1.2.2), we can conclude that so € Pi.L(Gar) N
Pt}}L(thRFJ) NN Pt;‘}nL(thRF,m)-

Combining with (T3.1) and (T3.7), we have so € L(G'). (T3.10)
We will now show Eligrs)nra)(s) N Ejor = 0.

It is sufficient to show: (Vo' € Xy,,)s0” ¢ L(S) N L(G’)

Let 0’ € X,. We will now show this implies so” ¢ L(S) N L(G').

We note that by assumption, we have Eligrs)nric)(s) N X = 0.

= (Vo"" € Egor)s0” ¢ L(S) N L(G)

= so’ ¢ L(S)N L(G)

This implies so’ ¢ L(S)NL(G)NPA»L(Gear) VP L(Gerra)N: - NP7 L(Geirpm)
as L(S) N L(G) N Py L(Gear) N Pt L(Gearr1) N -+ N Py L(Gerpm)) € L(S) N
L(G).

= so’ ¢ L(S) N L(G'), by (T3.1)

We thus conclude Eligps)nnc)(s) N Epor = 0.

Combining with (T3.6), (T3.8), and (T3.10), we have:
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s € L(S)NL(G"), so € L(G'), and Eligrs)nrc)(s) N Efor = 0.
We can now conclude by (T3.5) that so € L(S), as required.
We thus conclude by Cases (B 1.1) and (B 1.2) that so € L(S).
Case B.2) EligL(S)ﬂL(G)<S) N Efor + 0
Let 0 € ¥,,. Assume so € L(G) and s ¢ Lap A's € Lirr,, -
Must show implies so € L(S).
Proof is identical to proof of Case (B.1) except without the need to show Eligr,s)nra(s)
NEfor = 0.

We now conclude by Parts (A) and (B) that S is timed m-one-repeatable fault-tolerant

controllable for G iff S is controllable for G'.

14.2.4 Timed Non-repeatable Permanent Fault-tolerant Con-

trollable Theorem

Theorem [4.2.4] states that verifying that our system is timed non-repeatable
permanent fault-tolerant controllable is equivalent to verifying that our supervisor is
controllable for the plant G’ constructed by Algorithm Essentially, plant G’ is
our original plant synchronized with newly constructed plant components designed
to restrict the behavior of our plant to only include strings that satisfy the non-

repeatable permanent fault scenario.

Theorem 14.2.4. Let system with supervisor S = (X,3,&,x,, X,,) and plant G =

(Y,%,6, Yo, Yin) be TPFT consistent, and let G’ be the plant constructed in Algorithm
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[22. Then S is timed non-repeatable permanent fault-tolerant controllable for G iff

S is controllable for G'.

Proof. Assume initial conditions for the theorem.

We first note that if m = 0, we have Xr = () and the proof is identical to the proof
of Theorem [[4.2.1l We can thus assume m > 1 for the rest of the proof without any

loss of generality.

Must show S is timed non-repeatable permanent fault-tolerant controllable for G <—=-

S is controllable for G'.
From Algorithm B2 we have G’ = G||Giar||GinrpPF || - - - ||GtNRPF m-

From Algorithm 23] we know that Gar is defined over XA pU{7}, and from Algorithm

BIl we know that Ginrpr, is defined over Xp U {7}, i=1,...,m.

Let Piap : X° — (XarpU{7})", and P, : ¥* — (X, U{7})*, i =1,...,m, be natural

projections.

As G is defined over X, we have that L(G') = L(G)ﬂPt’AlFL(GtAF)ﬂPt}}L(GtNRpFJ)ﬂ
...N P L(G¢{NRPFm) - (T4.1)

Part A) Show (=).
Assume S is timed non-repeatable permanent fault-tolerant controllable for G. (T4.2)

Must show implies: (Vs € L(S) N L(G’))

‘ Elig; o (s)N(Z,U{7}) if Elig; g)nric)($)N Zsor =0
Eth(S)(S)Q{ (G) (S)NL(G) (Z)

Elig)(s) N2y if Bligys)nr(q) ($)N Egor #
Let s € L(S) N L(G). (T4.3)
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We have two cases: (A.1) Eligrs)nriay(s) N Xgor = 0, and (A.2) Eligrs)nnay(s) N
Yfor # 0.

Case A.1) Eligrs)nrie)(s) N Efor =0

Let 0 € ¥, U{7}. Assume so € L(G’). (T4.4)
Must show implies so € L(S).

To apply (T4.2), we need to show that s € L(S)NL(G), so € L(G), s ¢ LaorpU Lgp,,

and s € Ligp,,, and Eligrs)nrc)(s) N Efor = 0.

We first note that (T4.1), (T4.3) and (T4.4) imply:
se€ L(S), s € L(G), and so € L(G)

As s € L(G') by (T4.3), we conclude by Proposition that: s ¢ Lap U Lgp,,

and s € Lipp,,.
We will now show that Eligrs)nrc)(s) N Xsor = 0.
It is sufficient to show:
(Vo' € Egor)so’ ¢ L(S) N L(G)
Let 0’ € X,. Must show implies so’ ¢ L(S) N L(G).
We note that, by assumption, Eligrs)nrc)(s) N X o = 0.
This implies: (Yo" € Xy,.)s0” ¢ L(S) N L(G')
It thus follows that so’ ¢ L(S) N L(G').
= so’ ¢ L(S) N L(G) N P L(Gear) N Pt}iL(GtNRPF,I) M---N Pt}}nL(GtNRPF,m)a
by (T4.1)
To show so’ ¢ L(S)NL(G), it is sufficient to show so’ € P,A'» L(Gear)Pp L(Genrpr,1)N

cee N Pt},lnL(GtNRPF,m)-
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As S and G are timed permanent fault-tolerant consistent and X, C X, it follows

that X, N (BarUXpU{7}) =0.

= Piar(s0’) = Piar(s)Piar(0') = Piar(s)

Similarly, we have Py, (so’') = P, (s), i =1,...,m.

As s € L(G') by (T4.3), we have s € PA»L(G¢ar) N _F)t;-viL(GtNRPF71) N...N
Pl L(G¢nrpF.m) by (T4.1).

= Piar(s) € L(Giar), and Py, (s) € L(GinrpFi), i = 1,...,m

= Piar(so’) € L(Giar), and Pip,(so’) € L(GiNrpFi), ¢ = 1,...,m

= s0’ € P L(Gyar) N Py L(Genrpra) N ... N Pyl L(G¢NRPF.m)

We thus conclude that Eligrs)nric)(s) N Esor = 0.

We can now conclude by (T4.2) that so € L(S), as required.

Case A.2) Eligrs)nrc)(s) N Egor # 0

Let 0 € ¥,. Assume so € L(G’).

Must show implies so € L(S).

Proof is identical to proof of Case (A.1) except without the need to show Eligys)nr(a)(s)
NEfor = 0.

Part B) Show ().

Assume S is controllable for G'. (T4.5)

Must show implies S and G are timed fault-tolerant consistent (follows automatically

from initial assumptions) and that:

216



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

(VS S L(S) N L(G)) S ¢ LarU LRFP NS € LlRFm =

Eligr g (s)N(Z,U{T)) if Eligyg)nr()(5)N Xfor =0

Eligys)(s) 2{ ' o
Eligy(q)(s) N2y if Bligrs)nza) ($)N Zpor #0

Let s € L(S) N L(G). (T4.6)
We have two cases: (B.1) Eligrs)ynrc)(s) N Esor = 0, and (B.2) Eligrs)nnc)(s) N
Y for # 0.

Case B.1) Eligrs)nnic)(s) N X =0

Let 0 € ¥, U{7}. Assume so € L(G) and s ¢ Lap U Lrp, A s € Ligp,,. (T4.7)
Must show implies so € L(S).

We have two cases: (B 1.1) 0 € ¥arp UXp, and (B 1.2) 0 ¢ Yap U Xp.

Case B1l.1l) o € SArUXp

As the system is timed fault-tolerant consistent, it follows that o is self-looped at

every state in S.

As s € L(S) by (T4.6), it thus follows that so € L(S), as required.

Case B 1.2) 0 ¢ SArUXp

To apply (T4.5), we need to show s € L(S)NL(G'), so € L(G’), and Eligrs)nrc(s)N
Sior = 0.

By (T4.6), (T4.7) and Proposition [ZT3], we conclude: s € L(G’) (T4.8)
We will next show that so € L(G’).

As s € L(G’), we have by (T4.1) that s € Pt_AlFL(GAF) N Pt}}L(GtNRPFJ_) N---N

Pt}}nL<GtNRPF,m)-
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It thus follows that Piap(s) € L(Giar), and Pip(s) € L(Ginrpri), ¢ = 1,...,m.

(T4.9)

We have two cases: (B 1.2.1) 0 # 7, and (B 1.2.2) 0 = 7.

Case B 1.2.1) o # 7

As o ¢ YarpUXp U{7}, we have Pap(o) = €.

= Piar(so) = Piar(s)Piar(0) = Piar(s)

Similarly, we have P (so) = Pip,(s), i =1,...,m.

= Piar(so) € L(Giar), and Py, (so) € L(G¢nrpF.i), ¢ = 1,...,m, by (T4.9)
= S0 € Pt_AlpL(GtAF) N B}}L(GtNRPF,l) n---N Pt};L(GtNRPF,m)

Case B1.2.2)o =1

By Algorithms 23] and B1], we know that 7 is selflooped at every state in Giar, and
GinrPFi; 2= 1,...,m.
= Piar(s)o € L(Gear), and P, (s)o € L(Ginrpr,i), @ = 1,...,m, by (T4.9)

= Parp(so) € L(Giar), and Pip(so) € L(Ginrpr,i), by definitions of Pap, and

Rgpi,izl,...,m
= s0 € PAvL(Gyar) N Py L(Genrpra) N+ N Pyt L(GeNRPF.m)

By Cases (B 1.2.1) and (B 1.2.2), we can conclude that so € P\»L(Giar) N

Rg}iL(GtNRPF,l) AERRNA Pt}}nL(GtNRPF,m)-
Combining with (T4.1) and (T4.7), we have so € L(G'). (T4.10)

We will now show Eligrs)nrc)(s) N Eser = 0.

It is sufficient to show: (Vo' € Xy,)s0” ¢ L(S) N L(G’)
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Let o’ € X¢,,. We will now show this implies so’ ¢ L(S) N L(G’).

We note that by assumption, we have Eligrs)nr(a)(s) N X = 0.

= (Yo" € Ejor)s0” ¢ L(S) N L(G)

= so’ ¢ L(S) N L(G)

This implies so’ ¢ L(S)NL(G)NPA» L(Gear) NP L(Genrpra): - NP L(GiNrPF,m)
as L(S) N L(G) N PR L(Gear) N Py L(Genrpra) N - N Pl L(Genrprm)) C
L(S)NL(G).

= so’ ¢ L(S) N L(G'), by (T4.1)

We thus conclude Eligs)nnc)(s) N X = 0.

Combining with (T4.6), (T4.8), and (T4.10), we have:
ENS L(S) N L(G,), SO € L(G,), and EligL(S)ﬂL(G’) (S) N Zfor - @

We can now conclude by (T4.5) that so € L(S), as required.
We thus conclude by Cases (B 1.1) and (B 1.2) that so € L(S).

Case B.2) Eligrs)nrc)(s) N Xsor # 0

Let 0 € ¥,. Assume so € L(G) and s ¢ Lap U Lgp, A € Ligp,, .

Must show implies so € L(S).

Proof is identical to proof of Case (B.1) except without the need to show Eligr,s)nr(ar)(s)

NEfor = 0.

We now conclude by Parts (A) and (B) that S is timed non-repeatable permanent

fault-tolerant controllable for G iff S is controllable for G'.
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14.2.5 Timed Resettable Permanent Fault-tolerant Control-

lable Theorem

Theorem states that verifying that our system is timed resettable permanent
fault-tolerant controllable is equivalent to verifying that our supervisor is controllable
for the plant G’ constructed by Algorithm [B4l Essentially, plant G’ is our original
plant synchronized with newly constructed plant components designed to restrict the
behavior of our plant to only include strings that satisfy the resettable permanent

fault scenario.

Theorem 14.2.5. Let system with supervisor S = (X,3,&,x,, X,,) and plant G =
(Y,X%,0, Yo, Yin) be TPET consistent, and let G’ be the plant constructed in Algorithm
[7J Then S is timed resettable permanent fault-tolerant controllable for G iff S is

controllable for G'.

Proof. Assume initial conditions for the theorem.

We first note that if m = 0, we have X = () and the proof is identical to the proof
of Theorem I4.2.T1 We can thus assume m > 1 for the rest of the proof without any

loss of generality.

Must show S is timed resettable permanent fault-tolerant controllable for G <= S

is controllable for G'.

From AlgOl"lthITl M we have G’ = G”GtAFHGtTPF,lH e ||GtTPF,m-

From Algorithm 2] we know that G¢ar is defined over X5 pU{7}, and from Algorithm
B3 we know that Gyrpr; is defined over Xp, UXr, U {7}, i=1,...,m.
Let Piap : X* — (Barp U{T}H)*, and Pirp, : ¥* = (Ep U U{T})* i=1,...,m, be

natural projections.
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As G is defined over ¥, we have that L(G') = L(G)NP, % L(Gear) NPy, L(Gerpr)N
..M Py L(Ge¢rprm)- (T5.1)
Part A) Show (=).

Assume S is timed resettable permanent fault-tolerant controllable for G. (T5.2)

Must show implies: (Vs € L(S) N L(G"))

Elig,q)(s)N(Z,U{7}) if Eligyg)nrc)(8)N Xpor =

' 0
Eligys)(s) 2{ ' o
Eth(G)<S) N Eu if Eth(S)ﬂL(G) (S)ﬂ Efo»,‘?éw

Let s € L(S) N L(G). (T5.3)
We have two cases: (A.1) Eligrs)nriay(s) N Esor = 0, and (A.2) Eligrs)nna(s) N
Yfor 7# 0.

Case A.1) Eligrs)nrc)(s) N Egor =0

Let 0 € ¥, U{7}. Assume so € L(G’). (T5.4)
Must show implies so € L(S).

To apply (T5.2), we need to show that s € L(S)NL(G), so € L(G), s ¢ LarVU Lyp,,

and s € LlRFP7 and EligL(s)mL(G)(S) N Efor = 0.

We first note that (T5.1), (T5.3) and (T5.4) imply:
s € L(S), s € L(G), and so € L(G)

As s € L(G') by (T5.3), we conclude by Proposition [4T4that: s ¢ LapULgp, As €
LirFy
We will now show that Eligrs)nric)(s) N Eser = 0.

It is sufficient to show:
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(Vo' € Xsor)s0’ ¢ L(S) N L(G)
Let ¢’ € X,. Must show implies so’ ¢ L(S) N L(G).
We note that, by assumption, Eligrs)nrc)(s) N X o = 0.
This implies: (Yo" € Xy,.)s0” ¢ L(S) N L(G')
It thus follows that so’ ¢ L(S) N L(G).
= so’ ¢ L(S) N L(G) N P L(Gear) N P L(Gerpra) N ... N Prp L(Gerprm),
by (T5.1)
To show so’ ¢ L(S)NL(G), it is sufficient to show so” € P,A'w L(G¢ar)VPyp, L(Gerpr,1)N
..M Py L(Gerprm)-
As s € L(G') by (T5.3), we have s € P wL(Gear) N Py L(Gerpra) N -+ N
Py L(Gerprm) by (T5.1).
= Piar(s) € L(Giar) and Pirp,(s) € L(Gerpri), i = 1,...,m (T5.5)
As S and G are timed permanent fault-tolerant consistent and Xy, C ¥4, it follows

that X, N (Bar UXpU X U{7}) = 0.

= Piar(s0’) = Piap(s)Piar(0’) = Piar(s)

= Piar(so’) € L(Giar), by (T5.5)

= so’ € P L(Giar) (T5.6)

We now have two cases to consider: (A 1.1) o' ¢ |J X7, and (A 1.1) o’ € J X,
i=1 =1

1=

Case A 1.1) o' ¢ U 2,

i=1

Aso' ¢ XpU | X, U{T}, we have Pyrp (o) =€, i=1,...,m.
=1

1

= PtTFi(SU/) = PtTF,L-(S)PtTFi(U/) = PtTF,L-(S)a t=1,....,m
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= PtTF,L-(SOJ) c L(GtTF,i)7 1=1,...,m, by (T55)
= so’ € Rg}lFlL<GtTPF,1) N...N Pt}IFmL<GtTPF,m)

Case A 1.2) o’ € J X,
=1

)

We note that Algorithm [33 states that all ¢ € Yr, are defined at every state in

Gereri, 1 =1,...,m.

Let j € {1,...,m}.

If o' € ¥r;, we have Pipp,(0') = 0’ and Pyrp,(s)o’ € L(Gerpryj) (by (T5.5)).

= Pirr;(s0’) € L(Gerpry), by definition of Prp,

Otherwise, o’ ¢ Yr;. As we also have o' ¢ X U {7}, it follows that Py, (o) = €.
= RﬁTFj(SOJ> = RfTFj(5>F)tTFj<OJ) = PtTFj<S)

= Pirr;(s0’) € L(Gerpry), by (T5.5).

We thus have so’ € Rg}ll;jL(GtTPF,j) for both situations.

= 50" € Pyl L(Gerpr1) N ... N Pl L(GyrpFm)

By Cases (A 1.1) and (A 1.2), we can conclude: so’ € Py L(Gerpra) N ... N
Py, L(Gerprm)

Combining with (T5.6), we have:

80'/ € Pt_AIFL(GtAF) N Pt}}'lL<GtTPF,1) Nn...N Pt}lFmL(GtTPF,m)
We thus conclude that Eligrs)nr(c)(s) N Esor = 0.

We can now conclude by (T5.2) that so € L(S), as required.

Case A.2) Eligrs)nrc)(s) N Egor # 0

Let 0 € ¥,. Assume so € L(G’).
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Must show implies so € L(S).

Proof is identical to proof of Case (A.1) except without the need to show Eligys)nr(a)(s)
NEfor = 0.

Part B) Show ().

Assume S is controllable for G'. (T5.7)

Must show implies S and G are timed permanent fault-tolerant consistent (follows

automatically from initial assumptions) and that:

(Vs S L(S) N L(G)) S ¢ LapU LTFp RS LlRFp =

Eligy ) (s)N(X,U{T}) if Eligyg)nr(q)(s)N Eor =0

Eth(S)(S) 2{ . ) )

Let s € L(S)N L(G). (T5.8)
We have two cases: (B.1) Eligrsynr(c)(s) N Xser = 0, and (B.2) Eligrsynria)(s) N
Yior # 0.

Case B.1) Eligys)nrc)(s) N Efer =0

Let 0 € ¥, U{r}. Assume so € L(G) and s ¢ Lar U Lrp, As € Ligp,. (T5.9)
Must show implies so € L(S).

We have two cases: (B 1.1) 0 € ¥arp UXp, and (B 1.2) 0 ¢ Yap U Xp.

Case B1l.1l) o € SArUXp

As the system is timed permanent fault-tolerant consistent, it follows that o is self-

looped at every state in S.

As s € L(S) by (T5.8), it thus follows that so € L(S), as required.
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Case B 1.2) 0 ¢ SArUXp

To apply (T5.7), we need to show s € L(S)NL(G'), so € L(G’), and Eligrs)nr(a)(s)N
Sior = 0.

By (T5.8), (T5.9) and Proposition I£T.4] we conclude: s € L(G’) (T5.10)
We will next show that so € L(G').

As s € L(G’), we have by (T5.1) that s € P,i%L(Gear) N Pryp, L(Gerpra) N ... N
Pirp, L(Gerprm))-

= Piar(s) € L(Giar) and Pirpi(s) € L(Gyrpri), i = 1,...,m (T5.11)
We have three possible cases: (B 1.2.1) (6 #7) A (0 ¢ '61 Y1), (B1.22) o =7, and

m

(B123) (c#T1)AN(c € U 2n).

i=1
Case B 1.2.1) o #7and o ¢ '61 X

Aso ¢ XpU .qui U {7}, we have Prr(0) =€,i=1,...,m.

= Pirp,(s0) = Pirp,(8)Pirp,(0) = Pirp(s),i=1,...,m

= Pirp,(so) € L(Ggrryi), i = 1,...,m, by (T5.11)

= s0 € P L(Gerpr1) N ... N Pl L(GyTpF.m) (T5.12)
As 0 ¢ Yarp U {7}, we have Piar(o) =e.

= Piar(s0) = Piar(s)Piar(o) = Piar(s)

= Par(so) € L(Giar), by (T5.11)

= s0 € PuL(Giar)

Combining with (T5.12), we have so € P,i}%L(Gear) N P, L(Gerpra) 0. . .N P

L(G¢rpF,m))-
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Case B 1.2.2) o =71
By Algorithm 25 we know that 7 is selflooped at every state in Gyar.
= Par(s)o € L(Giar), by (T5.11)
= Piar(so) € L(Giar), by definition of Pap
= so € P L(Giar) (T5.13)
By Algorithm [33] we know that 7 is selflooped at every state in Gyrpri, @ = 1,...,m.
= Pyrp,(s)o € L(Gyrpri), 1 = 1,...,m, by (T5.11)
= Pyrp,(so) € L(Gyrpr.i), by definition of Pirp, i =1,...,m
= s0 € Pt}lFiL(GtTPFJ), 1=1,....m
Combining with (T5.13), we have so € P, % L(Gear) N Py L(Gerpra) 0. .M Pl
L(GyTpFm))-
Case B1.23)oc#7and o € Gl Y,
As o ¢ Yap U{T}, we have PtAan) =e.
= Piar(s0) = Par(8)Piar(0) = Piar(s)
= Piar(so) € L(Giar), by (T5.11)
= 50 € P L(Giar) (T5.14)
We now note that Algorithm B3] states that all o’ € ¥r, are defined at every state in
Gireri, 1 =1,...,m.
Let j € {1,...,m}.
If 0 € Xg,, we have Pyrp,(0) = 0 and Pirp,(s)o € L(Gerpry) (by (T5.11)).
= Pirr;(s0) € L(Gyrpr,), by definition of Pirp,

Otherwise, o ¢ Xr,. As we also have o ¢ ¥p U {7}, it follows that Pirp,(0) = e.
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= Pirr;(s0) = Prr,(s)Prr;(0) = Porr, ()

= Pirr;(s0) € L(Gyrpry), by (T5.11).

We thus have so € Pt}]FjL(GtTPFJ) for both situations.

= 50 € Py L(Gerpr1) N ... N Pl L(GyTpF.m)

Combining with (T5.14), we have so € P,AL(Gear) N Py L(Gerpra) 0. .M Pl
L(Ge¢rprm))-

By Cases (B 1.2.1), (B 1.2.2), and (B 1.2.3), we can conclude that so € P,i-L(Giar)N
P L(Gerpra) N ... N Py L(Gyrprm)-

Combining with (T5.1) and (T5.9), we have so € L(G'). (T5.15)
We will now show Eligrs)nrc)(s) N Xsor = 0.

It is sufficient to show: (Vo' € Xy,.)s0’ ¢ L(S) N L(G')

Let 0’ € X4,. We will now show this implies so’ ¢ L(S) N L(G').

We note that by assumption, we have Eligrs)nr(c)(s) N X = 0.

= (Vo' € Lyor)s0” ¢ L(S) N L(G)

= so’ ¢ L(S)N L(G)

This implies so’ ¢ L(S)NL(G)NPArL(Gear) NPy, L(Gerpr1)N. . NPy L(Gyrprm)
as L(S)NL(G) NPy L(Gear) N Py, L(Gerpra) M. . .N P L(Gerprm) € L(S)N
L(G).

= so’ ¢ L(S) N L(G’), by (T 5.1)

We thus conclude Eligrsynria(s) N Esor = 0.

Combining with (T5.8), (T5.10), and (T5.15), we have:

S € L(S) N L(G/), SO € L(G/), and EligL(S)ﬁL(G’) (S) N Zfor = @
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We can now conclude by (T5.7) that so € L(S), as required.
We thus conclude by Cases (B 1.1) and (B 1.2) that so € L(S).

Case B.2) Eligrs)nrc)(s) N Ejor # 0

Let 0 € ¥,. Assume so € L(G) and s ¢ Lap U Lrp, A's € Ligp,.

Must show implies so € L(S).

Proof is identical to proof of Case (B.1) except without the need to show Eligr,s)nr(cr(s)

NEfor = 0.

We now conclude by Parts (A) and (B) that S is timed resettable permanent fault-

tolerant controllable for G iff S is controllable for G'. ]
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Chapter 15

Timed Permanent Fault-Tolerant

Manufacturing Example

In this chapter we introduce a small example to illustrate our approach for timed

permanent fault-tolerant systems.

15.1 Setting Introduction

In the sections to follow, we present an extended version of the timed fault tolerant

manufacturing example from Alsuwaidan [Als16]. Alsuwaidan’s version is identical
to the example presented in Chapter [ except they added tick selfloops to the plant
model and supervisors. In this section, we will add forcing of the en_trainK events

(K =1,2), as well as extend fault events t1F_at9 and t2F_at9 to permanent faults.
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15.2 Single Loop Example

15.2.1 Sensor Models

In Section[[L2Z3] we introduced the eight DES plant models for our eight sensors. We
first present the new sensor models with added tick transitions, shown in Figure [[5.37
We then present new models, for sensors J € {9, 10,16}, with added fault events and
tick transitions, shown in Figure For this example, we will use the original
models for sensors J € {11,...,15}, and the new models for sensors J € {9, 10, 16}
as we are assuming that only these sensors have faults. This restriction is done to
simplify the example and make it easier to illustrate our approach.

We now need to define our fault and reset event sets for the example. We set
Yar = Yar = 0 as our example does not require any fault events of this type. We also
set m =4, Xp = {t1F_at9, t1F_at10}, ¥p, = {t1F_at16}, X5, = {t2F _at9, t2F_at10},
Yp, = {t2F_at16}. We group our fault events in this manner as sensors 9 and 10
are both relevant to preventing a train from entering the track segment delineated by
sensors 11 and 13, while sensor 16 is not. Also, the faults in detecting one train, are
not relevant to the faults in detecting the other train, for our example.

Finally, we define our corresponding reset event sets as follows: Yy, = {t1_at11},
Y, = {tl_at14}, Xp, = {t2_at11}, and Xp, = {t2_at14}.

For the single track loop considered here, there are no excluded fault events. If
we considered the full example shown in Figure [T, we would also have a number
of switches used for routing the trains. If one of them failed to change position, we
would be unable to detect this with the current sensors. Such a fault would have to

be an excluded fault as it would take adding additional sensors to the physical system
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in order to be able to handle such faults

tick

tick

3
Figure 15.37: Sensor J = 11,...,15 with tick Events

tick
It1_at]
1t2_at]
It1F_at]
tick It2F_at]

tick
Int_at10

tick

3
Figure 15.38: Sensors J = 9,10, 16 with Faults and tick Events

15.2.2 Adding Permanent Fault

To modify Alsuwaidan’s example, the only change we made was to the intermittent
fault at sensor 9. To convert the fault at sensor 9 from an intermittent to a permanent
fault, we did not have to change a single plant or supervisor from the original example.
To make the conversion, all we had to do is add the two new plant components shown
in Figures and [[5.400 Before, these were intermittent faults. Now once the

fault event occurs, the original non-fault sensor event is no longer possible; only the

231



Ph.D. Thesis - Aos Mulahuwaish McMaster - Computer Science

fault event can now occur. No additional changes are required to the plant model to
convert these events to permanent faults. We can now define our permanent fault
sets as follows: X p = {t1F_at9}, Xp, =0, Xp, = {t2F_at9}, and Xp, = 0.

1t1_at9 It1F_at9 1t2_at9 1t2F_at9
tick tick tick tick

Q It1F_at9 Q Q It2F_at9 @
»
1 0

0 1

Figure 15.39: Sensor 9 and Train 1 with Figure 15.40: Sensors 9 and Train 2 with
Permanent Faults Permanent Faults

15.2.3 Sensor Interdependencies

This series of models show the sensor’s interdependencies with respect to a given
train. With respect to the starting position of a particular train (represented by the
initial state), sensors can only be reached in a particular order, dictated by their

physical location on the track. This is shown in Figures [5.41 and Both TDES

already show the added fault events.

tick tick tick tick tick tick

t2_at9
1t2F_at9

It2_at10
It2F_at10

1t1_at9 It1_at10
It1F at9 It1F_at10

It1_at11 It1_at12

It1_at16
It1F_ati6

1t2_at16
1t2F_at16

Figure 15.41: Sensor Interdepen- Figure 15.42: Sensor Interdepen-
dencies for Train 1 dencies for Train 2
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15.2.4 Train Models

The train models are shown in Figure for train K (K = 1,2). Train K can
only move when its enablement event en_trainK occurs, and then it can move at most
a single unit of distance (event umuv_trainK), before another en_trainK must occur.
This allows a supervisor to precisely control the movement of the train by enabling

and disabling event en_trainK as needed.

tick

1t1_at9
It1_at16
2 1t1_at10

en_trainl

tick
It at11
It1at13
It at15 "
i ) It1_at12 ic
fick tick tick 1t1_at14
0 < ILIF_at9
1 IE1F_at10
0 ILIF at16 f
i - »
lumv_traink en_trainK tumy_traing 3
tick
ek 3 tick 2 Tumv_trainl

Figure 15.43: Train K (K = 1,2) Figure 15.44: Sensors and Train
with Tick Events K (K =1,2) with Fault and Tick
Events

15.2.5 Relationship Between Sensors and Trains Models

Figure [[5.44] shows the relationship between train K’s (K = 1,2) movement, and
a sensor detecting the train. It captures the idea that a train can reach at most one
sensor during a unit movement, and no sensors if it is disabled. We note that Figure
[5.44] shows the new model, one for each train, with fault events added. We now seen

that our plant model contains 16 DES in total.
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15.2.6 Adding Forcing

To extend Alsuwaidan’s example, we have added forcing for events en_traink
(K = 1,2). However, this is not straightforward to do in a modular way as these
events are not always possible in the plant. Also, multiple supervisors will need to
enable and force these events. If a supervisor tries to force the event when either
it isn’t possible in the plant or disabled by another supervisor, the result could be
uncontrollable.

To handle this problem, we have introduced two new controllable events forceT'1 and
forceT2, shown in Figures and Now, the collision protection supervisors
in Section will disable these events instead of en_trainK events, to signal when
the train is allowed to move or not. We note that as these events are added as part
of the supervisors implementation, they are assumed to occur very quickly after they

are enabled.

forceT1
tick

forceT2
tick

sl sl

Figure 15.45: Add forceT1 Event Figure 15.46: Add forceT2 Event

We now need to add supervisors to force the en_trainK events to occur right away;,
as long as they are eligible and not disabled. This is accomplished by the doForce TK
supervisors, shown in Figures [[5.47] and These supervisors handle the forcing
by first waiting until the en_trainK event is possible in the plant, and then waiting
for the forceTK to occur. Once the forceTK occurs, the tick event is disabled until

the en_trainK event has occured, forcing the event. The force TK event is required to
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coordinate with the collision protection supervisors so that doForce Tk doesn’t try to
force the en_trainK event when it has been disabled, which would have caused the
supervisor to be uncontrollable.

tick tick

tick forceT1 tick forceT2

s2 s3 sl s2 s3

lumv_trainl en_trainl Tumv,_train2 en_train2

tick s4 tick s4
tick

s5

Figure 15.47: Force en_traini for Train 1  Figure 15.48: Force en_train2 for Train 2

15.3 Modular Supervisors

After the plant models were developed, four supervisors were designed to prevent
collisions in the track sections with sensors 11-13, 15-16, 12-14, and 9-10. The idea
is to ensure that only one train uses this track section at a time.

Below we present two versions of the collision protection supervisors. The first

version is based upon the original collision protection supervisors from Leduc |Led96]
which were designed with the assumption that the system did not contain faults. The

second version is a new fault tolerant version with added redundancy.
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15.3.1 Collision Protection Supervisors

Figure shows the collision protection supervisor CPS-11-13 for the track
section containing sensors 11 and 13. Once a train has reached sensor 11, the other
train is stopped at sensor 10 until the first train reaches sensor 15. Reaching sensor
15 indicates that the first has left the protected area. The stopped train is then
allowed to continue. Figures [15.49] [[5.51] and show similar supervisors for the
remaining track sections. Please note the nonstandard initial states of supervisors
CPS-9-10 and CPS-15-16. This is to take account the starting locations of each

train.

It is obvious that the supervisor CPS-11-13 is not timed fault tolerant. This is
because it relies on sensor 10 to prevent collisions. Using the software tool DESpot
that we implemented our algorithms in, we verified that the system failed all eight

timed fault tolerant controllability properties (N > 1).

15.3.2 Collision Protection Fault-Tolerant Supervisors

The supervisors were modified to make them fault tolerant. For supervisor CPS-
11-13, a transition was added at states 1 and 4, to check if a train was at either
sensor 9 or sensor 10. If sensor 10 fails but sensor 9 does not, we can still stop the
train at sensor 9 and avoid a collision. Figure [[5.54] shows the modified CPS-11-13.
Similar changes were made to supervisors CPS-12-14, and CPS-9-10, as shown in
Figures [5.55, and [5.53] Supervisor CPS-15-16 did not require any changes as it
did not rely on any of the sensors that had faults. Using the software tool DESpot

that we implemented our algorithms in, we verified that the system passes all four
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timed fault tolerant controllability properties.

tick
forceT1

It1_at11

tick
12 at14 tL_at10
It2_at11 tick
t1_at11 forceT2
1t1_at14 ft_atil forceT1
forceT2
forceT1 12 at11
_ tick
forceT2
forceT1
It2_at11
tick
forceT2
Figure 15.49: CPS9-10 Supervisor
forceT1
tick
It1_at10

1t2_at10 p
1t1_at10 . atid
It1_atls forceT2
1t2_at15 forceT1
forceT2 It1_at10 tick
forceT1
tick

forceT2
forceT1

1t2_at10

1t2_at10

forceT2
tick

Figure 15.51: CPS12-14 Supervisor

forceT1
tick

It1_at15

forceT1
tick It1_at11
1t2_at15 forceT1
It1_at15 tick
1t1_at10 t_at1s forceT2
1t2_at10
forcet2 12 at15
forceT1
tick
forceT2
It2_at15
tick
forceT2
Figure 15.50: CPS-11-13 Supervisor
forceT1
tick

It1_at14

forceT1
forceT2
It2_at11
It1_at11
It1_at14
1t2_at14
tick

It1_at15
forceT1
forceT2

It1_at14

1t2_at14

1t2_at14

forceT2
tick

CPS15-16 Supervisor

Figure 15.52:
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forceT1
It1_at9
tick

It1_at11

It1_at10
It1_at9

forceT1
forceT2
t2_at14
It1_at14
It1_at11
It2_at11
tick

It1_at11

/t2_at1l forceT1

forceT2
1t2_at9
tick

It2_at10
1t2_at9

t2_at11

forceT2
It2_at9
tick

Figure 15.53: CPS-9-10FT Supervisor

forceT1
tick

It1_at10
It1_at9
forceT1
forceT2
1t2_at15
It1_at15
It1_at10
1t2_at10
1t2_at9
It1_at9
tick

1t1_at14
forceT1
forceT2
1t2_at9
tick

It1_at10
1t1_at9

forceT1
forceT2
It1_at9
tick

1t2_at10
t2_at9

1t2_at10
1t2_at9

forceT2
tick

Figure 15.55: CPS-12-14FT Supervi-
sor
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Chapter 16

Conclusions and Future Work

In this chapter, we present our conclusions and suggestions for future work.

16.1 Conclusions

In this thesis we investigate the problem of fault tolerance (FT) in the framework
of discrete-event systems.

We introduce a set of fault-tolerant, permanent fault-tolerant, and timed permanent
fault-tolerant controllability and nonblocking definitions designed to capture different
types of fault scenarios and to ensure that our system remains controllable and non-
blocking in each scenario, we then extended the existing fault tolerant supervisory
control result to include timing information.

This approach is different from the typical fault tolerant methodology as the
approach does not rely on detecting faults and switching to a new supervisor; it
requires a supervisor to work correctly under normal and fault conditions. This is a

passive approach that relies upon inherent redundancy in the system being controlled.
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Our approach provides an easy method for users to add fault events to a system
model and is based on user designed supervisors and verification. As synthesis al-
gorithms have higher complexity than verification algorithms, our approach should
be applicable to larger systems than existing active fault-recovery methods that are
synthesis based. Also, modular supervisors are typically easier to understand and
implement than the results of synthesis.

Finally, our approach does not require expensive (in terms of algorithm complexity)
fault diagnosers to work. Diagnosers are, however, required by existing methods to
know when to switch to a recovery supervisor. As a result, the response time of
diagnosers is not an issue for us. Our supervisors are designed to handle the original
and the faulted system. However, the tradeoff is that our approach may result in an
overly cautious supervisor.

We next presented a set of algorithms to verify the fault tolerant, permanent fault
tolerant, and timed permanent fault tolerant properties. As these algorithms involve
adding new plant components and then checking standard controllability and non-
blocking properties, they can instantly take advantage of existing controllability and
nonblocking software, as well as scalability approaches such as incremental verification
and binary decision diagrams (BDD).

For each algorithm, we provide a complexity analysis and then prove that the
algorithm correctly verifies the correseponding property. These algorithms increase
the complexity of the base controllability and nonblocking algorithms by a factor
of (N 4 1) for the N-FT property, to 2™ for the resettable FT property. For the
permanent fault algorithms, we see an increase of a factor of (|Xp| + 1) for the one-

repeatable FT property, to (Np 4 1)™ for the m-one-repeatable FT property, where
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Nr is an upper bound for the size of all Xp,.

As the one-repeatable F'T property represents the system being able to handle at
most one unique fault event occuring (although an unrestricted number of times), we
feel an increase by a factor of (|Xg|+ 1) is a quite reasonable cost in order to handle
such a standard fault scenario.

We provide a small manufacturing example to illustrate how the theory can be
applied, and then we report on applying our approach to a much larger example. We

then present this example to the permanent fault setting and the timed setting.

16.2 Future Work

For future work, we would like to extend our approach to the sampled-data setting

ILWA14] in order to address concurrency and implementation issues.

We would also like to extend the approach to the hierarchical interface-based su-

pervisory control (HISC) [LBLWO05, ILLWO05, [ILLDO0G, ILed09]. The information hiding

and encapsulation properties of HISC should allow us to scale our approach up to

handle much larger systems.
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