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Lay Abstract

Automation is the key to increase efficiency and profitability of the processes.
However, as the level of automation increases, major control equipment are more
prone to faults. Thus, fault detection and isolation (FDI) and fault tolerant control
(FTC) frameworks are required for fault handling. Fault handling, however, can
only be efficiently achieved if the designed FDI and FTC frameworks are able to
deal with complexities arising in process systems such as nonlinearity, uncertainty,
high dimensionality and the resulting effects of the existence of complexity in system
structure such as faults that cannot be isolated.

This motivates design of FDI and FTC frameworks for complex process systems.
First, FDI frameworks are presented that can diagnose faults in the presence of com-
plexities mentioned above. Then, an integrated framework is designed for diagnosing
and handling faults of heating, ventilation and air conditioning (HVAC) systems as

an industrial case study of complex process systems.

v



Abstract

Automatic control techniques have been widely employed in industry to increase
efficiency and profitability of the processes. However, reliability on automation in-
creases the susceptibility of the system to faults in major control equipment such as
actuators and sensors. This realization has motivated design of frameworks for fault
detection and isolation (FDI) and fault tolerant control (FTC). The success of these
FDI and FTC mechanisms is contingent on their ability to handle complexities associ-
ated with process systems such as nonlinearity, uncertainty, high dimensionality and
the resulting effects of the existence of complexity in system structure such as faults
that cannot be isolated. Motivated by the above considerations, this thesis considers
the problem of fault diagnosis and fault tolerant control for complex process systems.

First, an FDI framework is designed that can detect and confine possible locations
for faults that cannot be isolated. Next, the problem of simultaneous actuator and
sensor fault diagnosis for nonlinear uncertain systems. The key idea is to design
FDI filters in a way they account for the impact of uncertainty explicitly. This work
then considers the problem of simultaneous fault diagnosis in nonlinear uncertain
networked systems. FDI is achieved using a distributed architecture, comprised of a
bank of local FDI (LFDI) schemes that communicate with each other. The efficacy

of the proposed FDI methodologies is shown via application to a number of chemical



process examples.

Finally, an integrated framework is proposed for fault diagnosis and fault tolerant
control of variable air volume (VAV) boxes, a common component of heating, venti-
lation and air conditioning (HVAC) systems as an industrial case study of complex
systems. The advantages of the proposed framework are diagnosing multiple faults
and handling faults in stuck dampers using a safe parking strategy with energy saving

capability.
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Notation and abbreviations

Notation

n  vector size
VvV  for all
€  belongs to

|z|| the Euclidean norm of vector x

L¢h  the Lie derivative of h with respect to the vector field f
x  vector of state variables

R™  the n-dimensional Euclidean space
u  vector of inputs
y  vector of outputs
y;  vector of outputs shared with the ith subsystem
Z;  vector of state variables shared with the ith subsystem
T vector of state estimates
ty  time of fault occurrence
ty time of fault detection

us  actuator faults
ys  sensor faults
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r  residual

0  threshold

V' Lyapunov function

) Stability region

IT  Feasibility region

Abbreviations
AF air flow

AHU  air handling unit

CLF  control Lyapunov function
CSTR continuous-stirred tank reactor
DAT  discharge air temperature

DFO  damper fractional opening

EVO  effective valve opening

FDI  fault detection and isolation
HV AC heating, ventilation and air conditioning
LEFDI local fault detection and isolation
MMA methyl methacrylate

MPC  model predictive control

PCA  principal component analysis
PLS  partial least square
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SAT
SFP
SPE
VAc
VAV

supply air temperature
supply fan pressure
squared prediction error
vinyl acetate

variable air volume
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Chapter 1

Introduction

1.1 Motivation

The last decades have witnessed significant improvements in technology, pushing
the design and operation envelope to create more complex dynamical systems. The
complexity can be due to nonlinearities, uncertainties, high dimensionality with strong
interconnections between subsystems of a network. Aided by the advances in sensing,
communicating and computing technologies, operation of complex systems is relying
extensively on automated control systems to satisfy simultaneously the (sometimes
conflicting) requirements of safety, reliability and profitability. Increased automation,
however, also makes the plant susceptible to faults (with incorrect measurements/loss
of measurements by sensors and errors or total failures in implementation of the
prescribed control action by the actuators being the source of a large number of faults)
that can result in substantial financial losses and/or safety hazards if not detected
and addressed within a time appropriate to the context of the system dynamics.

For instance, the U.S. petrochemical industry loses an estimated 20 $ billion per year
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because of abnormalities at oil refineries and chemical plants (see e.g., Nimmo| (1995))).
The above considerations provide a strong motivation for the development of methods
and strategies for the design of novel control and fault-detection and isolation and
fault-tolerant control (FTC) algorithms that account for system complexities such as
nonlinearity, uncertainty, high dimensionality and the resulting effects of the existence
of complexity in system structure such as faults that cannot be isolated. Motivated
by the above, the objective of this thesis is to develop a comprehensive and dedicated
framework for fault diagnosis and fault handling of complex process systems with an

emphasis on industrial applicability of the developed results.

1.2 Background

Fault is an unpermitted deviation of inputs, outputs or process parameters from
usual conditions (see e.g., Du (2012)). Base on the fault location, faults are classified
in three categories: actuator faults, sensor faults and process faults. Actuator faults
can be due to mechanical failures and power losses and result in malfunction of control
equipment such as pumps and valves due to mismatch between the prescribed and
the implemented control actions (see e.g., Du (2012)). In the presence of faulty
actuators, control performance can be jeopardized. Sensor faults are usually caused
by discalibration of sensors, degradation of sensing component and short circuits (Du
(2012)). If a faulty sensor is utilized for feedback in a control loop, the controller will
calculate incorrect control actions. As a result of this, the setpoint cannot be met
and the produced material will not have the desired quality. The third type of fault
is process fault which includes significant changes in process parameters and large

disturbance in the process. Process faults can be due to changes in mode of operation
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caused by the other parts of the plant or degradation of the process equipments (see
e.g., Du (2012)).

The first step in handling of a fault is fault diagnosis that is defined as determi-
nation of kind, size, location and time of occurrence of a fault (see e.g., Blanke et al.
(2006))). Fault diagnosis includes fault detection, isolation and estimation. Fault de-
tection is determination of the faults present in a system and the time of detection
(see e.g., Blanke et al.| (2006))). Fault isolation is determination of the kind, location
and time of detection of a fault and follows fault detection (see e.g., Blanke et al.
(2006))). Fault detection and isolation is termed FDI. The second step in handling a
fault is fault tolerant control (FTC). FTC is controlling the process to achieve desired
performance in the presence of faults (see e.g., Blanke et al.| (2006))) and is usually
carried out using a robust control law or modified control law followed by controller
reconfiguration.

FDI normally requires a reference model to estimate or predict the state or out-
puts of a system. A fault is detected when there is discrepancy between the expected
values and measurements of a variable. The existing results in the literature on
FDI can be classified to causal and non-causal methods based on the type of the
model that is being utilized for FDI. The causal models are obtained using the de-
tailed knowledge of the process and its underlying physical principles (see e.g., Afram
and Janabi-Sharifi (2014)) or identification techniques (see e.g., Van Overschee and
De Moor| (2012))). The non-causal models are the models that do not describe the
existing causal mechanisms in a system and usually are obtained using statistical

methods, artificial intelligence methods, etc. The non-causal FDI approaches have
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been successfully applied to industrial system (see e.g., House et al.| (2001]), Mahade-
van and Shah| (2009) and Tayarani-Bathaie et al.| (2014)). However, they are mainly
able to diagnose simple faults i.e., faults that only affect one variable ( see e.g., Yoon
and MacGregor| (2000)). Causal FDI approaches take advantage of existing analyti-
cal redundancies in the process model that provide unique relations between a fault
and its symptoms. As a result of this, causal FDI approaches are able to detect and
isolate both simple and complex faults (faults that their effect propagates through
the system and it affects more than one variable or their effect gets hidden by the
controller). Prior to the development of modern system identification techniques, the
main shortcoming of causal FDI approaches was their high reliability on first principle
models. However, this limitation has been fading due to recent advancements in the
area of linear and nonlinear system identification using analytical methods (see e.g.,
Ljung| (1998)), [Sanchez-Pena et al.| (2007)), Van Overschee and De Moor| (2012), Schon
et al| (2011), Alanqar et al| (2015) and [Schoukens and Tiels (2017)). Thus, in the
rest of this text, the focus is on using causal model based FDI E] approaches to design
FDI frameworks that account for complexities arising in process systems.

The model based methods are based on employing information from the system
model to diagnose faults. This approach is based on generating residuals, which are
in some sense the difference between the expected and observed process behavior,
by utilizing the analytical redundancy provided by the process model to determine
expected process behavior. Additionally, thresholds are put in place to account for
plant model mismatch and measurement noise with an intent to avoid false alarms.

There exists a plethora of results on FDI assuming linear process models dynamics

!'Note that in the literature, causal and model based FDI are often used interchangeably, as long
as it does not cause any ambiguity. The same pattern has been followed in this work.
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(see, e.g., Frank| (1990), [Edwards et al. (2000)), [Venkatasubramanian et al.| (2003) and

Tong et al| (2014)). However, these results may not remain effective for nonlinear

systems due to strong nonlinear characteristics of the system that behavior of the
some of the complex systems exhibit as well.

The FDI problem for nonlinear dynamic models has been considered widely in

the literature during the past decade (see, e.g.,|De Persis and Isidori (2001), Mhaskar|

let al| (2008), Mattei et al| (2005), Findeisen et al| (2003) and Du and Mhaskar|

(2014))). Most of the existing results, however, focused on isolation of single actuator

or single sensor faults by defining residuals simply as estimation error or its other

equivalents (see e.g., [Mhaskar et al| (2008), |Du and Mhaskar| (2014)). Recently,

results have enabled distinguishing between simultaneous sensor and actuator faults,

where a system structure was assumed that enabled detection and isolation of all

actuator and sensor faults (see e.g., [Du et al| (2013)). However, the results in

(2013)) are derived while assuming no uncertainty.

Existence of uncertainties is another source of complexity in process systems. The

problem of FDI has also been studied for nonlinear systems subject to uncertainty.

In |Du and Mhaskar| (2013), the problem of isolation of complex actuator faults (oc-

currence of several actuator faults in same order of differentiation) in the presence of
uncertainty is handled by explicitly characterizing the way the faults affect the non-

linear process system, and driving the system to a point that enables fault isolation.

In|Floquet et al|(2004), a geometric approach is employed for a class of nonlinear sys-

tems to decouple effect of uncertainty and fault (only actuator faults are considered)

using sliding mode observers. In [Yan and Edwards| (2007), under certain matching

conditions sliding mode observers are designed to reconstruct the fault signal, while
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only considering actuator faults. The problem of FDI in the presence of unstructured
uncertainty has also been studied (see e.g., Vemuri and Polycarpou (1997)), Zhang
et al.| (2002), Zhang et al. (2005), [Zhang et al.| (2010b), [Zhang et al.| (2010a) , Zhang
(2011) and Zhang et al.|(2011)) using adaptive estimation techniques. First, a fault
detection scheme is designed which simply uses output estimation error as residual.
Then, a bank of fault isolation estimators is designed using adaptive estimation tech-
niques.

Another common property of complex systems is being composed of subsystems
that results in the high dimensionality of the system. If the interconnections are
weak, a decentralized FDI scheme composed of independent LFDI schemes for each
subsystem can be a solution to this problem. In Yan and Edwards| (2008), a robust
decentralized FDI scheme is designed for actuator fault detection and estimation
in large scale systems using sliding mode observers. In Du et al. (2011)), a robust
decentralized FDI scheme is designed for actuator faults diagnosis in network systems.
However, there are cases that interconnections between subsystems are not negligible,
and would result in poor performance of a decentralized FDI scheme (resulting in false
alarms or missed faults). In this case, an alternative solution can be designing an FDI
scheme with distributed architecture. In the distributed architecture, a LEDI scheme
is designed for each subsystem while the LFDI schemes can communicate to exchange
information. The information exchanged can be about recently diagnosed faults in the
other subsystems or any other information required by the other LEDI schemes. These
realizations have motivated the design of FDI schemes with distributed architecture
for networked systems.

In Zhang and Zhang (2012), a distributed actuators FDI scheme is proposed for
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a class of interconnected uncertain nonlinear systems using adaptive estimation tech-
niques. In [Ferrari et al| (2012), a distributed framework is presented for diagnosing
single actuator and process faults in nonlinear uncertain large-scale discrete-time sys-
tems. In Peng et al| (2015)), a distributed data based actuator fault identification
scheme is presented for linear networked process systems. In Keliris et al.| (2015),
an integrated distributed FD scheme is proposed for detection of sensor and process
faults in nonlinear uncertain discrete systems. In |[Reppa et al| (2015), a distributed
sensor fault diagnosis for a network of interconnected cyber-physical system (CPS)s
presented. In|Yin and Liul (2017)), a distributed FDI scheme is proposed for cascade
networked systems in the absence of uncertainty:.

In addition to FDI, there exist a plethora of results in the literature on FTC
design. The existing methodologies for FTC are divided in two categories: passive
and active methods. Passive fault tolerant control systems refer to the condition
where the controller is designed in a way that it is insensitive to a certain restricted
set of faults (see e.g., Blanke et al.| (2006))). Active fault tolerant control systems refer
to the case where control reconfiguration is used as fall back plan to recover plant in
the faulty situation. In system reconfiguration the faulty components are no longer
employed and control law is changed accordingly (see e.g., Blanke et al.| (2006))).

In |Mhaskar et al| (2008) and Benosman and Lum| (2010) active and passive FTC
methodologies are presented for handling actuator faults in nonlinear systems using
Lyapunov based controllers, respectively. In Mhaskar| (2006) and |Zhang et al.| (2010a),
active FTC frameworks are presented for handling actuator faults in nonlinear uncer-
tain systems. For large scale and networked systems, a local FTC scheme is designed

for each subsystem to handle actuator faults (see e.g., |[Peng et al.| (2015)) and Khalili
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(2017)). However, these methods are based on the assumption that the process can
be continued to operated at the nominal operating point.

In 2008, Gandhi and Mhaskar proposed a safe parking framework for nonlinear
systems to handle actuator faults that preclude the possibility of continued operating
at the nominal operating point (see e.g., Gandhi and Mhaskar| (2008))). The proposed
safe-parking framework provides solution for safe operation of the plant under faulty
condition until the fault is being repaired and enables effective resumption of the
nominal operation upon fault-recovery. In [Mahmood et al| (2008a), safe-parking
problem of nonlinear systems in the presence of uncertainty and lack of measurement
has been addressed. In Gandhi and Mhaskar| (2009), a safe-parking framework for
plant-wide fault tolerant control is presented. In Du and Mhaskar| (2011), a safe
parking framework has been proposed for switched nonlinear systems with fixed and
flexible modes. In Du et al| (2012), the existing results for safe parking of nonlinear
uncertain systems has been extended to the case where an actuator seizes in an
arbitrary value. In |Du et al| (2011), an integrated framework is presented for fault
diagnosis and safe parking of networked systems subject to actuator faults.

In comparison to actuator faults, there exits fewer results on FTC for sensor faults
(see e.g., Mhaskar et al| (2007) and Du and Mhaskar| (2014)). In |Du and Mhaskar
(2014), a framework for handling sensor faults has been proposed that utilizes the
healthy estimates of faulty sensors in the closed loop to maintain nominal operation.
For handling sensor faults in nonlinear uncertain systems and networked systems, the
proposed methodology in Du and Mhaskar| (2014) can be adapted by using the robust
estimation filters available in the literatures (see e.g., Tan and Edwards| (2003)), Yang

and Zhu (2015), [Yang et al.|(2015)) and Shahnazari and Mhaskar|(2016)) and designing
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a local FTC scheme for each subsystem, respectively. To handle actuator and sensor
faults simultaneously, both sensor and actuator handling approaches would have to
be implemented simultaneously (see e.g., Shahnazari et al.| (2016)). However, the
successful handling of simultaneous actuators and sensor faults relies on the ability

of FDI schemes to diagnose simultaneous actuator and sensor faults.

1.3 Objectives and outline

A close examination of the literature shows a lack of results for simultaneous
actuator and sensor fault diagnosis for a generalized class of nonlinear systems subject
to uncertainty in the absence of full state measurements. Also, there is a lack of results
in the literature for simultaneous actuator and sensor fault diagnosis in networked
systems. In addition, the literature does not provide any insights regarding analysis
and classification of faults that cannot be isolated due to lack of existence of enough
analytical redundancy in the system structure when it comes to nonlinear systems.
Furthermore, while there are some results for isolation of multiple faults and safe
parking design applied to simulation case studies (Du and Mhaskar| (2014) and (Gandhi
and Mhaskar| (2008)), the literature still lacks from an integrated fault diagnosis and
fault handling design with such capabilities that can be applied to industrial case

studies. Motivated by the above, the objectives of this thesis are as follows:

1. To explore what are the necessary and sufficient conditions for isolation of faults

in nonlinear systems.

2. To develop a framework for simultaneous actuator and sensor fault diagnosis



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

that explicitly accounts for process nonlinearities, uncertainties and the unavail-

ability of full state measurements.

3. To develop a framework for simultaneous actuator and sensor fault diagnosis in
networked system while explicitly accounting for high dimensionality, process
nonlinearities, uncertainties, the unavailability of full state measurements and

fault in the shared interconnections of the network.

4. To develop an integrated framework for fault diagnosis and fault handling of
variable air volume (VAV) of heating, ventilation and air conditioning (HVAC)

systems as an industrial case study of complex systems.

The rest of the thesis is organized as follows:

In Chapter [, the problem of detecting and isolating distinguishable actuator
and sensor faults in the solution copolymerization of methyl methacrylate and vinyl
acetate monomers is addressed. To this end, first state estimates are generated us-
ing a bank of high-gain observers, and nonlinear fault detection and isolation (FDI)
residuals are defined. The process dynamics are further analyzed to categorize fault
scenarios as distinguishable and indistinguishable, and the necessary and sufficient
conditions for the classification are presented. Subsequently, filters are designed that
enable FDI for the distinguishable fault scenarios, with the advantage of detecting
and confining possible locations for indistinguishable faults. The FDI filters are im-
plemented on the copolymerization process, and the results compared with a linear
model based filter design.

In Chapter 3 the problem of simultaneous actuator and sensor fault detection

and isolation (FDI) is addressed for control affine nonlinear uncertain systems in the
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absence of measurement noise. FDI is achieved by using a bank of filters which utilize
a subset of the measurements along with prescribed values of the control actuators to
estimate states and compute expected process behavior. Residuals are next defined as
the difference between the observed and expected behavior. Detectability conditions
are developed which, upon satisfaction, ensure that each residual remains sensitive
to a subset of fault scenarios in the presence of uncertainty. To this end, first the
ability of observers in providing bounded estimation error for a generalized class of
nonlinear uncertain systems is rigorously established. These bounds allow determin-
ing thresholds that account for the impact of uncertainty on each residual. Finally,
the ability of the proposed framework to achieve fault detection and isolation (FDI)
by ensuring a unique residual breaching pattern for each fault scenario is established.
The efficacy of the fault detection and isolation framework subject to uncertainty and
measurement noise is illustrated using a chemical reactor example.

In Chapter [4] the problem of simultaneous fault diagnosis for nonlinear uncertain
networked systems is addressed utilizing a distributed fault detection and isolation
(FDI) strategy. The idea is to design a bank of local FDI (LFDI) schemes that
communicate with each other. The proposed distributed FDI scheme is shown to be
able to handle local faults as well as those that affect more than one subsystem. This is
achieved via appropriate adaptation of the LFDI filter based on information exchange
with other subsystems and introducing a new concept called detectability index. The
detectability and isoability conditions are rigorously derived for the distributed FDI
scheme. Effectiveness of the proposed methodology is shown via application to a
reactor-separator process subject to uncertainty and measurement noise.

In Chapter 5, an integrated framework for fault detection and isolation (FDI)

11
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and fault tolerant control (FTC) of variable air volume (VAV) boxes, a common
component of heating, ventilation and air conditioning (HVAC) systems is presented.
To this end, first a statistical model based FDI framework is designed using existing
techniques such as principal component analysis (PCA) and joint angle analysis as
a benchmark for comparison. Then a novel linear causal model based framework for
FDI of multiple actuator and multiple sensor faults is designed and implemented and
shown to possess superior FDI capabilities compared to the statistical model based
framework. Finally, a safe parking strategy is designed and the ensuing energy savings

for the case of stuck dampers demonstrated.

12



Chapter 2

Fault detection and isolation
analysis and design for solution
copolymerization of MMA and

VAc process

The contributions of this chapter have been published in:
Journal Papers:

Shahnazari, H., Mhaskar, P., et al. (2016). Fault detection and isolation analysis
and design for solution copolymerization of MMA and VAc process. AIChE Journal,
62(4), 1054-1064.

Refereed Conference Proceedings:
Hadi Shahnazari and Prashant Mhaskar. Detecting and isolating sensor and actuator

faults in solution copolymerization of MMA and VAc process. In American Control
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Conference (ACC), 2015, pages 1617-1622. IEEE, 2015.
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2.1 Introduction

Polymerization processes play an important role in chemical industries. The in-
creasing demand for high quality polymers has motivated significant automation to
provide the desired quality in the polymer products. However, as the level of au-
tomation increases, the process needs to be safeguarded against actuator and sensor
faults. If not properly handled, they may cause issues such as off-spec product, plant
shutdowns, economic losses, or even safety hazards. Fault-handling, however, can
only be efficiently achieved subsequent to fault detection and isolation (FDI). This
realization has driven significant effort in the area of fault detection and isolation.

There exists a plethora of results on FDI assuming linear process dynamics (see,
e.g., [Frank| (1990), [Edwards et al|(2000), Venkatasubramanian et al. (2003) and Tong
et al.| (2014)). However, these results may not remain effective for the copolymeriza-
tion processes owing to the strong nonlinear characteristics of the process.

The FDI problem has also been considered for nonlinear systems subject to ac-
tuator and sensor faults, including approaches that utilize data-driven methods and
those that generalize the problem to handle hybrid systems (see, e.g., |De Persis and
Isidori (2001), [Doymaz et al. (2001a)), Doymaz et al.| (2001b), [Mhaskar et al.| (2008),
Zhang et al. (2010b), |Chilin et al.| (2010), Hu and El-Farra/ (2011)), Du and Mhaskar
(2013) and Du et al. (2013)). However, in some cases, as with the copolymerization
process under consideration, the system structure does not allow the isolation of all
possible fault scenarios.

Motivated by the above considerations, this chapter considers the copolymeriza-
tion process and presents an FDI mechanism cognizant of the fact that the system

structure permits detection and isolation of only a subset of the faults. Then it is
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established that the designed scheme is able to detect all possible fault scenarios and
confine possible locations for the fault scenarios that cannot be isolated (indistin-
guishable) to a subset of the possible fault scenarios.

The rest of this chapter is organized as follows: In Section the polymerization
process is described and a mathematical model for the process is presented. The
control objectives for the polymerization reactor are described in Then, for
the copolymerization process, a nonlinear actuator and sensor fault detection and
isolation framework for the fault scenarios that can be isolated (distinguishable faults)
is designed with the advantage of recognizing the distinction between distinguishable
fault scenarios and indistinguishable fault scenarios in Section 2.4, As a basis of
comparison with existing approaches, linear FDI filters are designed by utilizing a
linearized model for the process in Section [2.5] The designed linear and nonlinear
FDI frameworks are applied to the copolymerization process in Section [2.6] Finally,

the results are summarized in Section 2.7

2.2 Process Description and Model

In this section, the MMA and VAc solution copolymerization process is described,
where monomers A (MMA) and B (VAc) are continuously fed to a continuous-stirred
tank reactor (CSTR) with initiator (azobisisobutyronitrile, AIBN), solvent (benzene),
and chain transfer agent (acetaldehyde). A cooling jacket is equipped to remove the
heat of the copolymerization reaction. The mathematical model for this reactor (in

the absence of recycle streams and inhibitors) is of the following form (see Du and

16



|Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

Mhaskar| (2013) and |Congalidis et al.| (1989) ):

- Q; G @\ 1 . .
OJ (7\[] p R]? J a, 0,1, s,

Zj Qj
pV

Tr = (Ty — Tr)

+ [<_AHpaa)kpaaCaCa- + <_AHpba)kpbaCaCb- (21)

1 UA(Tr —T.
(=AHpan) FparCoCl + (_AHpbb)kpbbeOb']p_cp - %

where Cj is the concentration of species j, with subscript a, b, ¢, s, and ¢ denoting
monomer A, monomer B, initiator, solvent, and chain transfer agent, respectively,
Ty is the temperature in the reactor, ); is the mass flow rate of species j, T is the
temperature in the cooling jacket, M, is the molar mass of species j, V' is the volume
of the reactor, AH is the enthalpy of the reaction, p and ¢, are the density and the

heat capacity of the fluid in the reactor, respectively, U is the overall heat transfer
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coefficient, A is the heat transfer area of the reactor, and

Ro = [(kpaa + Kzaa)Ca. + (Kpba + Kapa) Cr.]Ca
Ry = [(kpeo + Katr)Ch. + (Kpab + Ezap)Ca.]Ch
R; = k;C;

Ry = (kzasCa. + kapsCh.)Cs

Rt = (kxatca- + kxbtcb-)ct

o _ bt /B Al

l
2l

(2.2)
Cy. = BC.,

ll = kcaa + kdaa + 2B(k‘lcab + kdab) + BQ(kcbb + kdbb)

lo=0
6 _ (k:pab + kxab)cb
(kpba + kxba)ca

where C, and Cj, denote the total reactor concentrations of free radicals terminating
in A and B, respectively. Each of the rate constants follows Arrhenius dependence

on temperature. Thus, for instance:

kipaa = Apage” Free/ TR (2.3)

where A,,, and E,,, are the preexponential constant and activation energy, respec-
tively, and R is the ideal gas constant. The values of the other preexponential con-
stants and activation energies as well as the rest of the process parameters can be

found in Table (see also Du and Mhaskar| (2013) and Congalidis et al.| (1989)).
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2.3 Control Objective

The control objective under normal conditions is to operate the process at the
nominal steady state operating point, C,,, = 2.5 x 107" kmol/m?, C}, = 5.84
kmol/m?, C;, = 2.0 x 107% kmol/m?, C,,, = 2.75 kmol/m?, C;, = 3.7 x 107!
kmol/m?, and Tk, = 350.5 K, where the subscript n refers to the nominal value of
states. It is assumed that all the state measurements are available, and the flow rates
Qj, j =a, b, i, s, t, and T; are chosen as manipulated input variables. The inputs
are bounded as 0 < @, < 50 kg/hr, 0 < @, < 120 kg/hr, 0 < @Q; < 0.5 kg/hr,
0 < Qs <100 kg/hr, 0 < Q; < 10 kg/hr, and 320 < T, < 350 K. The steady state
values of the inputs corresponding to the nominal operating point are @, = 18 kg/h,
Qp =90 kg/h, Q; = 0.18 kg/h, Qs = 36 kg/h, Q; = 2.7 kg/h, and T, = 336.15 K.

The Lyapunov based nonlinear model predictive control design of Mahmood and
Mhaskar| (2008]) is implemented on the process. The key feature of the MPC design is
the implementation of a Lyapunov function decay constraint to achieve stabilization
(the formulation is reproduced in the Appendix). The hold-time for the control
action is chosen as A = 6 min, control horizon 7, = 2A, and the prediction horizon
T, = 10A. In the objective function, the states are normalized against ranges [0,
1], [0, 8], [0, 5x1073], [0, 10], [0, 1], and [340, 355], respectively, and the inputs are
normalized using the magnitude of constraints. The matrices used to penalize the
deviations of the normalized states from the steady state values and the increments
of the inputs are chosen as ), and R,,, respectively. @, is a diagonal matrix with
all diagonal arrays equal to 1 and R, is a diagonal matrix with diagonal arrays equal
to 1, 1, 50, 0.5, 1, 1. The Lyapunov function is chosen to be a quadratic function of

the form V' (z) = 2’ Px, with
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22.9 3.60 3.99x10% 0.01 5x1073 2.08
3.60 341 5.3x10% 5x1073 5x10~3 0.28
pP= 3.99%x103 5.3x10% 7.98x10°> 1.24 0.28 4.49x102
- 0.01 5x10=3 1.24 2.98 2x1073 3x10~*
5%x1073 5x1072  0.28 2x1073 2.97 10—
2.08 0.28 4.49x102 3x10~% 10~¢ 0.52

where the matrix P is obtained by solving the Riccati equation for the linearized
system. Note that with the Lyapunov constraint implemented, the other parame-
ters in the MPC can be chosen to reflect relative importance of variables, scale, or
other considerations without facing instability. In the present example, the values of

parameters @, Iy, T, and T}, were chosen to achieve reasonable control performance.

Table 2.1: Process parameters for the solution copoly-

merization example.

Parameter Value Unit Parameter Value Unit

Vv 1 m?> A 5.257 x 10*  m?/kmol-s
R 8.314 kJ /kmol-K Ay 1577 m? /kmol-s
) 8.79 x 102 kg/m? Asps 1514 m? /kmol-s
Cp 2.01 kJ/kg-K Ay 4.163 x 105 m3/kmol-s
U 6.0x 1072  kJ/m*sK E; 1.25 x 10°  kJ/kmol
A 4.6 m? E.u. 2.69 x 10*  kJ/kmol
T, 353.15 K B 4.00 x 10> kJ/kmol
€ 1 Eiua 0.0 kJ /kmol
M, 100.12 kg /kmol Ea 0.0 kJ /kmol
M, 86.09 kg /kmol Epoa 242 x 10*  kJ/kmol
M, 164.21 kg /kmol Epab 2.42 x 10*  kJ/kmol
M, 78.11 kg /kmol Eppa 1.80 x 10*  kJ/kmol
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M, 44.05 kg /kmol B 2.42 x 10*  kJ/kmol
A; 4.5 x 10™ s1 E... 2.42 x 104 kJ /kmol
Acaa 4.209 x 10" m3/kmol-s E.a 242 x 10*  kJ/kmol

A 1.61 x 10  m?/kmol-s Eous 2.42 x 10*  kJ/kmol
Adaa 0 m? /kmol-s E.u 2.42 x 10*  kJ/kmol
A 0 m? /kmol-s Ep 1.80 x 10*  kJ/kmol

Apaa 3.207 x 105 m?/kmol-s E.w 1.80 x 10*  kJ/kmol
Apap 1.233 x 10°  m?/kmol-s E s 1.80 x 10*  kJ/kmol
Appa 2.103 x 108 m3/kmol-s Eop 2.42 x 10*  kJ/kmol
Appp 6.308 x 10° m?3/kmol's —AH,, 54.0x10®>  kJ/kmol

Asaa 32.08 m®/kmol's  —AH,, 54.0 x 10>  kJ/kmol
Azab 1.234 m®/kmol's  —AH,,;  86.0 x10°  kJ/kmol
Aas 86.6 m?/kmol's  —AH,y 86.0 x 103 kJ /kmol
Aot 2085.0 m? /kmol-s

2.4 Fault detection and isolation framework for
distinguishable faults in the copolymerization
process

In this section, we design a nonlinear actuator and sensor fault detection and
isolation framework for the distinguishable faults in copolymerization process. Also,
we show the designed framework is able to detect and confine possible locations for

indistinguishable faults. For comparison, we also design linear model based FDI filters
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by considering a linearized model of the process dynamics.

2.4.1 Nonlinear actuator and sensor fault detection and iso-
lation framework for distinguishable faults in the copoly-

merization process

The key idea is to exploit the analytical redundancy in the copolymerization pro-
cess to compute the expected process behavior (see e.g., Du et al.| (2013)). To achieve
this, first state estimates are generated using a bank of high-gain observers Du and
Mhaskar| (2014). To this end, consider the description of the copolymerization process

in the following form:

&= f(z) + G(z)(u+uy)
(2.4)

y = h(z) +ys
where z € X C R" denotes the vector of state variables, with X being a compact set of
the admissible state values, u = [uy, ..., u,|T € R™ denotes the vector of prescribed

control inputs, taking values in a nonempty compact convex set Y C R™, uy = [uy,,

. up, |7 € R™ denotes the unknown fault vector for the actuators, y = [y, ...,
yp]T € RP denotes the vector of output variables, y; = [y, ..., yfp]T € R? denotes
the unknown fault vector for the sensors, and G(x) = [g1(2), ..., gm(z)]. Due to the

presence of physical constraints, the actual input u + u; implemented to the system
takes values from the set U as well.

The design of the high gain observer requires the satisfaction of Assumption
below (and exploits the fact that the control action is computed using MPC and held

constant over a sampling time):
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Assumption 2.1. Findeisen et al.| (2003) There exist integers w;, i = 1, ..., p, with
> P w; =n, and a coordinate transformation ¢ = T'(z,w) such that if u = @, where
u € U is a constant vector, then the representation of the system of Eq. in the ¢

coordinate takes the following form:

y=C¢

(2.5)

where ¢ = [(1,...,(]" € R", A = blockdiag[A;, ..., A)], B = blockdiag[By, ..., B,),
0 ]wi—l

C = blockdiag[C’l, cey Op], ¢ = [¢1, . ,¢p]T, C’L = [Ci,la . 7Ci,wi]T7 AZ = ,
0 0

with I, being a (w; —1) x (w; —1) identity matrix, B; = [0} _;, 1]T, with 0,,_1 being
a vector of zeros of dimension w; — 1, C; = [1, 05 4], and ¢;(x,4) = ¢;, (2, @), with
Giw; (x,u) defined through the successive differentiation of h;(x): ¢;1(z,u) = hi(z)
and ¢; ;(z,u) = %[f(x) +g(x)ul,7 = 2,...,w;. Furthermore, T : R" x Y4 — R"

and T71: R® x U — R™ are C! functions on their domains of definition.

Assumption describes the condition that the nonlinear system of Eq. is
observable from a given set of measured outputs. The bank of high gain observers is
designed by leaving out subsets of the measured variables, subject to the satisfaction
of Assumption for the remaining measured variables (i.e., verifying whether the
states can be estimated using the remaining measured variables). Assumption
does not hold when either Cs or C; (or both) are not measured. Note that since
Cs and C} do not appear on the right hand side of any state derivative except C,
and C,, respectively, they are not observable unless directly measured. Thus the

transformation required in Assumption [2.1] only holds for subsets of sensors that
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includes both C, and C;.
For a particular acceptable choice of a subset of sensors, y, for t € [ty, tg11), where

tr = kA, k=0,...,00, the observer is formulated as follows:

¢ = AC + Boo(C,u(ty)) + H(y — CC)

C(te) = T(@ (1), ulty))

(2.6)

where  and Qt denote the estimates of x and (, respectively, H = blockdiag[Hj, ...,

H,| is the observer gain, H; = [agl, e a;;f;i]T, with s% 4+ ;187 4+ -+ + a;, =0
being a Hurwitz polynomial and ¢ being a positive constant to be specified, &(tx) =
T‘l(é(t,;),u(tk,l)) for k =1,...,00, and ¢y is the nominal model of ¢. The state

observer requires the global boundedness of ¢, as it is presented in Assumption [2.2]

Assumption 2.2. Du et al.| (2013) ¢o(¢, ) is a CY function on its domain of definition

and globally bounded in .

In this work, we consider each fault scenario comprising at most two simultaneous
faults. Thus with m actuators and p sensors, the total number of possible fault
scenarios ny is

m(m —1 —1
ny = CPCE + GO+ CP O+ Y+ Gy = m4 pt mp + 2 1) PR ]

(2.7)

where C}' presents the binomial coefficients which is equal to (Z) = For

_n__
kl(n—k)!"
the copolymerization process, given that there are six actuators and six sensors, and
considering at most two simultaneous faults, there exist a total 2 x CEC? + C¥C? +

2 x C8CS = 78 possible scenarios.

For each fault scenario, the objective is to define a residual as the norm of the

24



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

difference between the state prediction and the state estimate for the subsystem
(appropriately defined) corresponding to the fault scenario. For a particular fault
scenario, the expected process trajectory is computed using the subsystem of the
process model that is independent of the specific actuator fault and the state estimates
generated by the observer that does not require measurements from that particular
faulty sensor, or knowledge of the implemented value of that actuator. This expected
trajectory when compared with the observed trajectory to generate residuals results

in each residual being sensitive to a unique subset of faults.

Remark 2.1. Note that the proposed FDI scheme in Du et al. (2013)) does not need
any priory knowledge about fault occurrence or location and is based on designing a
residual for each fault scenario, i.e., based on a bank of residuals, with unique breach-
ing patterns. Thus, when a particular breaching pattern is observed that matches
with a known breaching pattern, that particular fault scenario is deemed to have

occurred.

The system structure prerequisite for generating such state estimates is presented
in Assumption for fault scenarios that are distinguishable. To this end, let 6;;
denote the fault vector (sensor and/or actuator) for the ith fault scenario with di-
mension of 1 X 1 in the case of single fault and 1 x 2 in the case of a scenario that
includes multiple faults, and éf,i the remaining fault variable vector (the remaining
uy and yy variables). For example, for a two-input-one-output system (where at most
six fault scenarios are possible when under the assumption of no more than two si-
multaneous faults), 0¢;, i = 1,...,6, can be defined as follows: 071 = uy,, 0o = uy,,
T

ef,?) = Y5> ef,4 = [ufuufz]T: ef,5 - [ufﬂyfl , and 9f76 - [ufwyfl]T‘ The vectors

éf,i, i = 1,...,6, can be defined accordingly. For example, 9}71 = [uyp,,yp]" and
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02 = [ug,,yp]T. Specifically, let uy; and y;; denote the vectors of input and output
variables subject to faults 6, in the ¢th fault scenario. Let uy; and yr; denote the

vectors of the rest of the input and output variables in that fault scenario.

Assumption 2.3. Du et al.|(2013) Consider a particular fault scenario, say the ith.
Then assumptions and hold for the system of Eq. (2.4)), with @s,; and 7y,

being the vectors of the rest of the input and output variables, respectively.

Under Assumption [2.3] the jth state observer for the ith fault scenario is designed
as follow: .
¢ = A+ H (gpi — CF)
(2.8)

~

¢ (te) = T7 (2 (t), tpi(1))

by + w where p,, is the total number single system outputs

where j = 1,...,p,
that are observable (i.e., the single system outputs that can be estimated from the

rest of measured outputs) and py,+ % is the total number of designed observers.

Remark 2.2. Note that in the present manuscript, the high gain observers are only
used for the purpose of illustration. Any other estimation scheme such as moving
horizon estimation (MHE) could also be used as long as they guaranty fast enough
convergence rate. Note that the critical requirement for a successful FDI design is the
ability of the state estimates to converge at a sufficiently fast rate, since otherwise

the FDI filters will lead to either missed faults or false alarms.
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2.4.2 Defining residuals for the copolymerization process
Residual definition for single actuator fault in 7,

We now describe how residuals are generated for the copolymerization process
for the fault scenarios for which Assumption is satisfied. For example, consider a
single actuator fault defined by 017 = uy, (corresponding to faults in the actuator for
T.), the corresponding state prediction is computed by first considering the subsystem
for which ug = T, does not appear on the right-hand side of the corresponding ordinary

differential equations (ODE’s):

C _<Qa CaZij) 1

Q
I
O Z0 S

H
/\/\/\/\
Eo =
S
== s L
L
~—
<l
|
v
o
2
2
=

- —) 15 Rt(Ca, Cb7 C’La TR)

The above subsystem is the one that (with appropriate modification) needs to be
used in defining the residual. Note that when plant is subject to an actuator fault,
the implemented input is the summation of the prescribed input and the faulty input.
Thus when an actuator fault takes places, the prescribed input differs from the im-
plemented input. The idea behind the actuator fault isolation is to have a subsystem
for which the states continues to match the plant trajectories even when the fault
occurs. If this subsystem contained T as one of the states, it would have to use T

(the prescribed value), in the computation which would make the predictions deviate
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from the plant behavior. Therefore the subsystem model does not include Tx as one
of its states. The prediction model is based on this subsystem, however, wherever Tx
appears on the right hand side of corresponding ODE’s (which affects the dynamics
of the other prediction states), its estimated value, T is used. Therefore, the model

used to generate predictions for this filter takes the following form:

é - ]Cé _ @) % — Ry(C, Gy, Co, Th)
G- (- O) ey
G — % - CZ%) o~ R(Ci Tr) (2.10)
C, = ]?/Z — @) % — Ry(C., Cy, Ci, Tr)
G- (% CZTQ> L R(C G )

where (+) denotes the predicted value for a particular variable and (-) denotes the
corresponding estimate.

In Eq. [2.10, the predicted values (C’j, where j = a,b,i,s,t) are the expected
trajectories of states computed using the prediction model presented as Eq. [2.10]
The estimate Ty for use in the above prediction is generated by designing a high gain
observer that uses measurements of y; = C,, yo = Cy, y3 = C}, ys = Cs and y5 = (4,
and computes the state estimates, without requiring knowledge of the true value of
T.. The coordinate transformation for this observer is as follows: ({, = Cy, (5, = Cb,
(3o = Ch, (5, = Ci, ¢4y = Cs, and (¢, = C; where the superscript refers to the

observer number, and uses the fact that the input action is computed in a discrete
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fashion (see Du and Mhaskar (2014) for further details). The observer design is as

follows:

A al,l ~
Cfl = ?(yl - Cil)

b ~ a1 A
C§,1 = <§72 + ?(92 - C;L,l)
A a272 ~

C§,2 = ?(92 - Cg,l)

2 as A

(31 = T(?JS )

~ a4 1 N
Cil = (?J4 - il)

(2.11)

=
5?,1 = @(% - é?@)
€
with € = 0.04, a;; = 5, and a,» = 100, 7 =1, 2, 3, 4. The values of a;;, a;2 are
selected in a way that they form a Hurwitz polynomial for each subsystem and ¢ is
selected small enough to guaranty fast convergence. The other observers required for
the implementation of the rest of the filters are also designed in a similar fashion with
the same values of the observer parameters. Among these observers, four are designed
using five outputs corresponding to single or multiple fault scenarios (single sensor,
single actuators faults, or simultaneous sensor and actuator faults), and six using
four outputs, corresponding to multiple fault scenarios (two sensors, or simultaneous
sensor and actuator faults).

The dedicated residual for a fault in ug = 7. (with 6¢; = uy,) is then defined as

ry = \/(c; —Ca)2+ (G, — G2+ (Cr — C)2 + (Cs — Co)2 + (Cy — Cy)2

For each dedicated residual, the breaching pattern can be inferred uniquely. Thus
When a fault takes place in T, only, the estimates of the states (utilized in the present

filter) stay accurate, because the prescribed value of T, is not utilized to generate the

29



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

estimates. Furthermore, the subsystem used for prediction has been chosen to be
independent of T,, therefore the predicted values stay the same as the true values,
which are in turn being correctly estimated. Thus, this residual stays close to zero.
On the other hand, for faults in other actuators and sensors, this residual becomes
non-zero. To understand the unique breaching pattern better, consider the residual

definition for fault in C|, sensor described next.

Residual definition for single sensor fault in C,

Consider 07, = yy,, i.e., a scenario where a single fault in y; = C, occurs, for
which a residual r; needs to be designed. The subsystem appropriate for this filter

takes the form:

z Ca (/5 1 ~ o~~~
Oa - <]Qwa - %) V - Ra(Caa Cb, CzaTR)
: Gy Q5 1 .
b — <% - Tjj> V - Rb(caa Cba CZ? R)
3 , C; 1 ~ o~
C’i = <% — %) V - Rz(CZaTR)
L C, () 1 ~ o~~~
é, - (ﬁ - %) 7 = Ru(Ca, Gy, G, ) (2:12)
B é Z Q 1 ~ o~~~
t = <% - % V - Rt(Caa va CzaTR)
t
; ) : :
r = (To — Tg) o + [(—AHpaa) kpaaCoCa + (—AHppa ) kppa Co Ch.

5 = 1 UA(Ty —T.
(=) koo + (=AM Hyn ki CoC] - = %
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However, for the purpose of prediction (as before), we need estimates of C, (so
we are not forced to use possibly incorrect values of C,), a high gain observer is
designed that uses measurements of yo = Cy, y3 = C}, ys = Cs, y5 = Cy, y¢ = Tg.
The coordinate transformation for this observer is as follows: (f, = C, (], = Ch,
C2171 = (j, C§,1 = Ci, C41’1 = (%, and C§,1 = Tr where the superscript refers to the

observer number. The observer design is as follows:

A1 2, M1 21
C1,1 = C1,2 + ?(92 - C1,1)

X ai 2 ~
C11,2 = ?(?/2 - C111)

A as 1 ~
C21,1 = —(ys — 211)

_ < (2.13)
X as; ~

C?},l = ?(?/4 - C§1)

X aq1 .
dg = T(% - d@)
X a571 ~

(o1 = ?(% —(54)

The residual for r; is defined as follows:

= (G G2+ (o= Co)2 4+ (G — 2 + (Co — G2+ (Cr — C)2 + (T — Ti)?

Following the same lines of arguments as earlier, this residual stays close to zero when
the fault scenario involving only a fault in the sensor for C, takes place.

To recognize that this residual will become non-zero when a fault in say the
actuator T, takes place, first note that the evolution of Ty is directly affected by T.
(and any faults in this actuator). Thus the estimated value of Tk being accurate, it

will therefore also be affected by the fault in T,.. However, in the filter, the prediction
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model uses the expected or computed value of T, therefore the evolution of the states
in the prediction model ends up being different from the true evolution. Thus,
becomes non zero and breaches its threshold. The rest of the residuals are designed
in a similar fashion, and every filter that uses the computed values of T, ends up
breaching the threshold. In particular, all the residuals breach their thresholds except
for 11 (the dedicated filter for T.), ria, 713, 714 and 75 (filters dedicated for T, and
a sensor fault). By looking at these residuals, one can deduce that either a fault in
T., or a fault in 7T, and one of the sensors must have taken place. However, since
breaching all the dedicated residuals for the sensor faults indicate no fault in any of
the sensors, by the process of elimination it can be concluded that a single actuator
fault in 7. must have taken place. The rest of the fault detection and isolation logic

and uniqueness of the breaching pattern is established in a similar fashion.

Remark 2.3. The system structure does not satisfy the standard assumptions for
high gain observer design (e.g., [Khalil (1999), Mahmood et al.| (2008b)). However,
the recognition that the control action is implemented in a discrete fashion allows
invoking the relaxation on the system structure, as presented in |Du and Mhaskar
(2014). This in turn enables the design of the high-gain observers required for the

purpose of building the bank of observers that constitute the FDI filters.

2.4.3 Indistinguishable faults

Now consider 0¢; = yy,, i.e., a fault scenario where a fault in y, = C; occurs.
Since 0¢; = yy, does not include any input fault, the corresponding prediction model
takes the same form as it is described in Eq. [2.12] To estimate Cy, a high gain

observer needs to be designed that uses measurements of y, = Cy,, y3 = Ci, ys = Cs,
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ys = Cy, ys = Tr. To design the corresponding observer, the required transformation
in Assumption [2.1) must exist. However, since C is fundamentally unobservable, the
required transformation in Assumption does not exist and the corresponding high
gain observer which is insensitive to fault in y, = Cs can not be designed. Note that
we are considering the scenario where the sensor for C; continues to report values.
The objective is to design a mechanism to determine whether or not these values are
correct. To this end, we need to be able to design residuals in a way mentioned in
the manuscript and achieve FDI for sensor faults in y, = C,. However, the residual
for 0, = yy, is undefined. When fault in ys = Cs takes place, all of the existing
residuals (designed for other fault scenarios) breach their thresholds. Similarly, all
the residuals breach thresholds when say a fault in y5 = C; (another variable that
is unobservable) takes place. Thus, just by looking at the residuals, and noting that
all of them have breached the threshold, it is not possible to distinguish whether a
fault (scenario) has taken place that includes y, = Cs or y5 = C}, or both. Lets
consider another fault scenario, denoted by 0; = uy, with a fault in u; = Q4. To
define the corresponding prediction model, the subsystem which is not subject to fault
input must be used. However, since u; = (), appears in all of the state equations
(see Eq. , the corresponding prediction model does not exist and as a result the
corresponding residual for 6;; = uy, is undefined. Thus also when a fault in u; = @
takes places, all of the existing residuals breach their thresholds leading to a similar
predicament.

In designing the FDI scheme, therefore, it is also important to analyze the pos-

sibility of achieving FDI for all possible fault scenarios. To do this rigorously (and
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to enable generalization to other systems), we first define distinguishable fault sce-
narios as those for which if that particular fault scenario occurs, there exists an FDI
mechanism that can be used to determine uniquely (based on the evolution of the
measurements), the occurrence of that (and only that) fault scenario. Corollary
presents the necessary and sufficient conditions for a fault scenario to be distinguish-
able. The proof is omitted here since it follows the same line of arguments as the
proof of Proposition 1 and Theorem 1 in|Du et al.| (2013)). To this end, let 7; ;,s denote
the vector of corresponding insensitive residuals to the ith fault scenario, as defined

in Du et al|(2013).

Corollary 2.1. Consider the system of Eq. for which Assumptions|2.1{2.3 hold.
A fault scenario 0y;, where 0p; = yy or 05; = uy is distinguishable if and only
if there exists a one-to-one mapping between every fault scenario and 7;;,s, where
i € {1,...,n¢}. Furthermore, any 0, that comprises combinations of distinguish-
able fault scenarios is distinguishable and combination of an indistinguishable fault

scenario with any fault scenario is indistinguishable.

Corollary classifies faults in two categories; distinguishable (6 4;5) and indistin-
guishable (0 ;,4:s) faults. Each fault scenario belongs only to one of these categories.
If mg;s of the inputs and pg;s of the outputs (when considered in isolation) satisfy the

conditions in Corollary the cardinality of set 0y 4 is

C{”dis O(Z)Udis + Ogndm Cfdis + Oindz.s C{’dis + C;ndis ngis + C«(T)ndu Ogdis —

mismis_l i is_l
Mdis + Pdis + MdisPdis + dis 2d ) + Pd (de )

(2.14)

Furthermore, since 0y q;s and 0f;nqis are complement of each other, therefore the

cardinality of set 0 inais 1 nf — 07 4is)-
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For the copolymerization process y, = C and y5 = C; are fundamentally unob-
servable, and u; = @), or us = @ or uz = Q; or uy = Qs or us = (J; appears in all of
the state equations resulting in prediction model to be undefined for them. Thus for
single fault in any of these actuators or sensors, the corresponding insensitive residu-
als are undefined. For the copolymerization process, mg;s = 1, and pgs = 4, therefore
only CiC{ + C1Cf + C1C} + Cy = 15 scenarios are distinguishable. The rest of the
63 fault scenarios belong to 0f inqis.

With the recognition that some of fault scenarios are indistinguishable, the FDI
scheme is still able to detect the indistinguishable faults and confine the possible
scenarios for fault location to all possible combinations of indistinguishable actuators
and sensors. Theorem presents the mechanism for detecting and limiting the
possible locations for indistinguishable actuators and sensors. To this end, consider
the system of Eq. where at most two simultaneous faults can occur and let ¢;

denote the threshold for the ith fault scenario.

Theorem 2.1. Consider the system of Eq. for which Assumption hold
and ty be the time (if exists) by which all of the residuals have breached their threshold
ie., Tig > 0; Vi € {1,...,105.4is|}. Consider a time t, > tg then O inais(t) # 0 for

some t € [ty ty).

Proof. First, note that r;, > d; Vi € {1,...,|0sas|}, we know that some 65 > 0.
We then show that some fault scenario 0¢ ;.45 take place by contradiction argument.

To this end, lets assume that 0y 4 take place. Therefore r;; < 9; for at least one

ie{l,...,|0fas|} (Theorem 1 in Du et al|(2013))). However, this is in contradiction
with Tik > 52 for all 7 € {1, ey \Gf,dis|}. Thus ef’mdis(ﬂ 7& 0 for some t € [tk/,tk).
This concludes the proof of Theorem [2.1] O
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As a result of Theorem [2.1] the design acts as a fault detection mechanism for
indistinguishable faults with the ability of confining possible locations for them to
a subset of all the fault scenarios. In particular, all of the residuals breaching their
thresholds results in detection of an indistinguishable fault. Note that even though
precise isolation of the fault is not achieved, the design guarantees determining that
one of the indistinguishable sensors and/or actuators i.e., faults in y4, = Cs, y5 = Cy,
U = Qu, us = Qp, ug = Q;, ug = Qy, us = Q4 or any combination of them (including
possibly the other sensor and actuators), must have experienced a fault. Note this is
a fundamental limitation of the process, and not of the FDI framework.

For instances where it is necessary to isolate all the faults, hardware redundancy
i.e., smart sensors can be utilized. Note that the smart sensors and actuators are in-
herently based on the principle of physical redundancy. For instance, a smart actuator
for a valve would have an additional means of ‘measuring’ the valve opening which
can then be compared to the prescribed value to detect and isolate the fault. The
proposed FDI approach is not intended to replace the smart sensors and actuators,
but instead to complement these, and also point to where such devices are required
for the purpose of FDI. In particular, the proposed FDI approach can be utilized,
where possible, to achieve FDI for number of sensors and actuators to mitigate the
high installation and maintenance cost of smart sensors. Note that a rigorous FDI
design points, as with the copolymerization process, to the requirement of smart de-
vices for certain subsets of sensors and actuators where fault isolation is not possible
otherwise. Thus, we only use smart sensors for those fault scenarios that can not

be isolated using analytical redundancy. This enables us to achieve fault isolation
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for each fault scenario, while not requiring smart devices for every sensor and actua-
tor. For more safety critical sensors and actuators, the model based approach can be

utilized to provide an additional layer of redundancy to the smart devices.

2.5 Linear FDI filters for the copolymerization pro-
cess

In this section, we design linear FDI filters for the copolymerization process to
compare results obtained from the proposed nonlinear FDI filters. Note that while
there exist filters that achieve fault detection (see e.g., Frank (1990)), Clark (1978al),
Clark (1978b)) and [Frank| (1987))), there is a lack of result in the literature on simulta-
neous actuator and sensor fault detection and isolation designs. Thus the linear FDI
filters are also designed based on Du et al. (2013) by considering a linearized model
for the copolymerization process. The residuals are defined as norm of difference
between prediction model and state estimates in the same fashion as the nonlinear
FDI filters. A fault is detected and isolated when the corresponding residuals do not
breach their thresholds. As with the nonlinear FDI filters, because of existence of
unobservable outputs (Cy and C;) and appearance of five of the six inputs (Q,, Qs,

Qi, Qs and @Q;) in all of the model equations, we can only design 15 residuals.
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2.6 Application of fault detection and isolation frame-
work

In this section, we apply the proposed FDI filters to the process. Practical issues
such as parametric uncertainty, time-varying disturbances, and measurement noise are
considered in the simulations. Specifically, the values of A, Azas, Agbsy Agar, and
Ay are 10% smaller than their nominal values and Ay, is 10% larger. The bounds
on these uncertainty are +10% of their nominal values. The inlet streams of monomer
B and solvent contain small amounts of the other. The mass fraction of monomer
B in the flow of solvent varies according to 0.02 + 0.02sin(¢), and the mass fraction
of solvent in the flow of monomer B varies as 0.01 + 0.01 sin(2t). The concentration
and temperature measurements have combinations of 5 Hz sinusoidal noises. The
measurement noise has a normal distribution of variance 0.02, 0.2, 0.0005, 0.2, 0.02,
and 0.5 in C,, Cy, C;, Cy, Cy, and Ty, respectively. It is assumed that measurements
are sampled 10 times evenly between two successive times when control action is
implemented. The noisy measurement are processed through a first order low pass
filter with time constant equal to 3 min.

To account for the presence of disturbances and measurement noise, thresholds for
each filter were determined based on normal operation, and are reported in Tables
and 2.3} In particular, the maximum observed value of each residual when operating
at steady state, under healthy condition, is selected as the corresponding threshold.
It should be noted that threshold values for the linear filters are relatively higher
than the nonlinear filters. This is because the estimation error when using the linear

model based state observer converges to larger values even in the absence of faults.
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Table 2.2: Faults to which the residuals are designed to be insensitive and thresholds
for the linear FDI filters.

Residual Faults Threshold Residual Faults Threshold

1 Yh 0.3 9 Yo 0.16
T3 Yty 0.16 T4 Yo 0.17
Ts Yt Yfo 0.16 T6 Yt Yfs 0.16
T Ybs Yfs 0.002 rg Ybor Yty 0.16
T9 Ytas Yfs 0.002 710 Yts, Yte 0.012
11 Ufﬁ 0.012 12 UfG,yf6 0.012
713 Ufs, Y 0.012 714 Ufs, Yfo 0.02

r15 Ufs, Yfs 0.002

Table 2.3: Faults to which the residuals are designed to be insensitive and thresholds
for the nonlinear FDI filters.
Residual Faults Threshold Residual Faults Threshold

T Yh 0.27 T9 (s 0.2

Ts Yy 0.07 T4 Yse 0.07
Ts Y, Yfs 0.07 Te Yrir Yfs 0.068
7 Ybs Yts 0.06 rg Ysbor Yty 0.06
Ty Yo Yo 0.06 T10 Ytz Yo 0.06
11 Ufg 0.01 719 Ufe, Yo 0.01
T13 Ufs, Y 0.06 T14 Ufss Yfo 0.01

15 Ufs, Yfs 0.01

We first consider two case where a small and a large abrupt, constant bias fault of
magnitudes of 0.5 kmol/m? and 0.05 kmol/m? in y; = C, (single sensor fault) takes
place, respectively, at time t; = 1.5 hr. The evolution of residual profiles is shown
in Figure 2.1} It can be seen that some of the filters breach their thresholds for the
linear FDI design. In essence, the fault is successfully detected but is not isolated
since the residual breaching profiles do not follow any of the expected patterns. For
the large abrupt fault, after the fault occurrence, for the first one hour the breaching

pattern matches with fault occurrence in y; = C, and after that for one hour and half,
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none of the residuals breach their thresholds, (incorrectly) indicating that no fault has
occurred. For the small abrupt fault, the breaching pattern does not match with any
faulty scenario at any time period. Thus, the linear FDI filters are only able to achieve
fault detection regardless of fault magnitude. In contrast, the nonlinear FDI design
successfully detects and isolates the fault (see Remark for more discussion on
this). The evolution of the measurements of the output variables, the state estimates
provided by the observer that uses measurements of Cy,, C}, Cs, C; and Tg, and the
true values of the state variables are depicted by solid, dashed, and dashed-dotted

lines in Figure 2.2} respectively.

Remark 2.4. Note that the isolation mechanism is based on some of the residuals
being insensitive to each specific fault scenario and some of them not, i.e., based on
the existence of a unique breaching pattern for each fault scenario (discussed in |Du
et al.| (2013)) in more detail). If a residual breaches its threshold, it means a fault has
occurred. Fault isolation is achieved by comparing the residuals breaching pattern
with patterns of residuals breaching for the different types of faulty scenarios (single
sensor, single actuator, two sensor, two actuator, and simultaneous actuator and
sensor). For example, in Figure 1 for nonlinear FDI filters, since all of the residuals
corresponding to a single sensor except r; have breached their thresholds, it can be
concluded that a fault in the corresponding sensor to 71, y; = C, has occurred. Note
that rs5, r¢, 77 and ri3 also do not breach their thresholds, while the others residuals
do. This set of breaching patterns uniquely matches with the breaching pattern for a
single fault in the C, sensor. To understand this better, note that, for instance, r5 is
designed to not breach the threshold when a fault in either the C, or Cj, sensor has

taken place. But by also noticing that the dedicated residual for Cy (r2) has breached
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Figure 2.1: Evolution of the residuals for large (solid lines) and small (dashed lines)
magnitude constant sensor fault. The thresholds are depicted by the dashed-dotted
lines. Top: Using linear FDI filters enables only fault detection for the large and small
sensor faults. Bottom: Using nonlinear FDI filters enables FDI for both cases.
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the threshold, it is concluded that fault in C} sensor has not taken place, and thus
only a fault in the C, sensor has occurred (see Du et al.|(2013]) for further discussed

along these lines).

We next consider a case where incipient faults in y; = C, and ug = T (one
actuator fault and one sensor fault) take place, starting at time ¢ty = 1.5 hr. The
faults are simulated as follows:

(

0, 0§t<tf
Yn =
(0.05 4 0.05sin 5¢)(2 — €5 75) ) ¢ > t;
) (2.15)
0, 0<t< tf
o = : 5ty —5t
\ (5+5sinbt)(2 — e 7%, t >t

The evolution of residual profiles is shown in Figure[2.3] Like the previous case, using
the linear FDI method, some of the residuals breach their thresholds and therefore
the fault is successfully detected. However, the fault is not isolated since residual
profiles do not follow any of expected patterns. In contrast, by using the proposed
method, the fault in y; and wug is successfully isolated.

The FDI results for other distinguishable faults scenarios were also considered
and are not presented here for sake of brevity. Finally, we demonstrate the ability

to detect the indistinguishable faults. In particular, we consider a case where faults
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take place in y, = C5 and u; = ), at time ¢y = 1.5hr, simulated as follows:

.
0, 0<t <ty
Yra =
(0.55 + 0.558in 5t)(2 — ™5 ¢ > 1
) (2.16)
07 0<t< tf
Up =
(3.5 +3.5s8in5¢t)(2 — r72) ¢ > ¢

\

The evolution of residual profiles is shown in Figure [2.4 Following Theorem
[2.1] since all the residuals breach their thresholds, the fault is successfully detected.
However, the fault can not be in any of considered fault scenarios in FDI filters design,
since all of the residual have breached their thresholds. Therefore according to the

Theorem any of the other (indistinguishable) fault scenario must have occurred.

Remark 2.5. In essence, the linear FDI method is only able to detect, but not
isolate faults in the copolymerization process. This is primarily due to the estimation
and prediction errors associated with using a linear model in the observer, prediction
model and filter design. The observer can readily be replaced by other observers
(such as the Kalman filter, extended Kalman filter, or the moving horizon observer),
to possibly improve the estimation accuracy of the observer; however, the errors
associated with prediction using a linear model will still limit the effectiveness of

linear model based FDI designs.

Remark 2.6. Note that the presence of the FDI mechanism enables FDI in the
closed-loop system thereby allowing the operator to determine the appropriate course

of action following a fault. For instance, in the case of a single actuator fault, if the
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fault is simply a constant bias fault, then a robust/offset free controller would still
keep the process operating at the desired operating point. Knowing through the FDI
mechanism that a sensor fault has not taken place can help the operator schedule
the correction of such an actuator at a later stage. On the other hand, with the
FDI determining a single actuator fault, if the functioning sensors reveal that the
process is moving off-spec, or the control action starts chattering (perhaps because
the existing robust/offset free controller is not able to handle the particular kind of
actuator fault), the operator can then trigger reconfiguration (e.g., Mhaskar et al.
(2008)) and actuator repair on a more urgent basis. For sensor faults, on the other
hand, even if its a constant bias fault, there exists no control law that can drive the
process to the desired set-point for the variable in question. The FDI information then
becomes critical in taking that sensor out of the loop (where possible), or triggering

immediate rectification of the sensor to preserve on-spec production.

Remark 2.7. From fault handling perspective, sensor faults can be handled by using
estimation of states that are verified to be accurate, instead of using a faulty sensor
reading (as it is done in the simulation results corresponding to Figure or see
e.g., Du and Mhaskar| (2014))). The actuator faults on the other hand directly impact
the control action implemented on the plant, and if not handled, could result in the
states deviating from nominal operating point. In this case, once such a fault has been
detected, robust control methods, or control reconfiguration methods can be used to
achieve fault-tolerant control (see, e.g., Mhaskar et al.| (2008)). To handle actuator
and sensor faults simultaneously, both sensor and actuator handling approaches would

have to be implemented simultaneously.
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2.7 Conclusions

This work considered the problem of isolating distinguishable actuator and sensor
faults in the solution copolymerization of MMA and VAc. To achieve fault detection
and isolation for the distinguishable faults in copolymerization reactor, an actuator
and sensor fault detection and isolation framework was designed. To this end, first
state estimates were generated using a bank of high-gain observers and then nonlinear
fault detection and isolation (FDI) residuals were defined. The ability of the proposed
framework in detecting and narrowing the possible locations for indistinguishable fault
scenarios to a subset of possible scenarios was proved and verified through simulations.
[lustrative linear FDI filters were also designed for the purpose of comparison. While
linear model based FDI only achieved fault detection, the application of the proposed
FDI mechanism was found to also successfully isolate distinguishable faults even in

the presence of plant-model mismatch and measurement noise.
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Figure 2.2: Evolution of the closed-loop measurements (solid lines), the state esti-
mates (dashed lines), and the true values of the process states (dashed-dotted lines).
A fault takes place in C, sensor at time ¢, = 1.5 hr and is handled. Since the observer
does not use measurements of C,, the state estimates stay close to their true values

even after the fault takes place.
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Figure 2.3: Evolution of the residuals (solid lines) and thresholds (dashed lines). Top:
Using linear FDI filters: Since all of the residuals breach their thresholds, the fault
is detected but is not isolated. Bottom: Using nonlinear FDI filters: Since all the
residuals breach their thresholds except for ri3, which is insensitive to yy, and uy,

(see Table , faults in y; and ug are isolated.
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Figure 2.4: Evolution of the residuals (solid lines) and thresholds (dashed lines). Top:
Using linear FDI filters, Bottom:Using nonlinear FDI filters. In both cases, since all
the residuals breach their thresholds, the fault is detected but is not isolated.
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Chapter 3

Actuator and sensor fault detection
and isolation for nonlinear systems

subject to uncertainty
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Shahnazari, H. and Mhaskar, P. (2016). Simultaneous actuator and sensor fault

isolation of nonlinear systems subject to uncertainty. In American Control Conference

(ACC), 2016, pages 6857-6862. IEEE.
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3.1 Introduction

Fault detection and isolation (FDI) are critical components of a fault tolerant
control system, and are becoming increasingly important given the ubiquitousness of
automation- from process industries to self-driven vehicles. The FDI problem explic-
itly accounting for system nonlinearity has been considered widely in the literature

during the past decade, with results often focusing only on actuator or sensor faults

(see, e.g.,|Kaboré et al.|(2000), De Persis and Isidori (2001, [Kabore and Wang (2001)),

Mhaskar et al.| (2008), Mattei et al| (2005), Ma and Yang| (2012), Du et al| (2013)),

Du and Mhaskar| (2014)), [Peng et al| (2015)) and [Shahnazari et al.| (2016))). In more

recent results Du et al|(2013)) the problem of distinguishing between sensor and actu-

ator faults (albeit in the absence of uncertainty), is addressed. However, the success
of FDI mechanisms is contingent on their ability to handle system nonlinearity and
uncertainty in a unified framework.

There is a plethora of results in the literature for fault diagnosis of nonlinear

uncertain systems (see e.g., Du and Mhaskar| (2013)), Yan and Edwards (2007)), Ma/

and Yang (2013), Zhu and Yang (2013), Fekih| (2014), |Zhang et al| (2010b), Zhang

(2011))). However, the results mentioned in the above only consider single actuator
and sensor faults for specific classes of nonlinear uncertain systems. There also exist

results in the literature for simultaneous actuator and sensor fault identification for

nonlinear uncertain systems (see e.g., Yang and Zhu| (2015) and Yang et al.| (2015))),

however they only consider nonlinearities that can be bounded everywhere using the
same Lipschitz constant, and the results also only hold for bounded actuator faults. In
summary, there is a lack of results for nonlinear systems subject to uncertainty where

the problem of fault detection and isolation for simultaneous actuator and sensor
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faults is addressed for a general class of fault functionality and system nonlinearity.

Motivated by the above considerations, this chapter considers the problem of
actuator and sensor fault detection and isolation for control affine nonlinear systems
in the presence of uncertainty. This is achieved by building a bank of residuals,
each using an appropriate subset of the available measurements (and associated state
observers), to determine the expected behavior of the system and compare with the
observed evolution. The residuals are designed to be sensitive to a subset of faults and
insensitive to the rest in the absence of uncertainty. To achieve FDI in the presence
of uncertainty, thresholds are defined in a way that they account for the impact of
the uncertainty on the estimation error and the prediction of the expected system
behavior. In this way, each residual is still insensitive to a subset of faults in the
presence of uncertainty and sensitive to the rest if the fault functionality satisfies a
rigorously derived detectability condition.

The rest of this chapter is organized as follows: the system description is presented
in Section In Section [3.3] the boundedness of estimation error in the presence
of uncertainty using high gain observers is rigorously established. In Section [3.4]
the FDI mechanism is presented. In particular, thresholds are defined in a way
they utilize the bound determined in Section to ensure that there is no false
alarms and the residuals retain their property of being insensitive to a subset of
faults in the presence of uncertainty. Then the detectability and isolability conditions
for single and simultaneous faults are presented, where the detectability analysis
establishes that the sensitive property of residuals is also retained in the presence of
uncertainty. The efficacy of proposed FDI framework in the presence of uncertainty

and measurement noise is illustrated using a chemical reactor example in Section |3.5|
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Finally, Section [3.6] presents some concluding remarks.

3.2 Preliminaries

Consider a multi-input multi-output nonlinear system described by

= f(z)+ G(x)(u+ur) +0(x,u,t)
(3.1)

y = h(zx)+ys

where x € X C R" denotes the vector of state variables, with X being a compact
set of the admissible state values, u = [uj,...,u,]T € R™ denotes the vector of
prescribed control inputs, taking values in a nonempty compact convex set U C R™,
up = [ugp,...,uyp |7 € R™ denotes the unknown fault vector for the actuators, 6
denotes the uncertainty with ||0(z,u,t)|| < 6, where 6 is a known positive constant,
Y =1[y1,...,yp]" € R? denotes the vector of output variables, y; = [ys,,...,yy,]" € RP
denotes the unknown fault vector for the sensors and G(z) = [¢g1(x), ..., gm(x)]. The
inputs are implemented in a discrete fashion, with sampling time A. Due to the
presence of physical constraints, the actual input u + uy implemented to the system
takes values from the set U as well. t, and ¢, denote the time of fault occurrence
for actuator and sensor faults, respectively. Note that since the main objective of
this work is the diagnosis of simultaneous actuator and sensor faults, in the rest of
the manuscript, only one time of fault occurrence, tf, is used. However, the FDI
methodology presented in this work is applicable to the cases where actuator and

sensor faults do not take place simultaneously. Throughout the manuscript, L;h(x)

denotes the standard Lie derivative of a scalar function h(x) with respect to a vector
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function f(x) defined as Lyh(z) = g—f: -h(x), and || - || denotes the Euclidean norm for

the vectors.

Remark 3.1. Note that the above system consideration and uncertainty description
accounts for unstructured uncertainty which results from, for instance, fewer num-
ber of states, parameters varying with time, state, modeling errors and plant model
mismatch. Thus, the developed framework enables fault diagnosis for a generalized
class of uncertain systems. Note that while considering parametric (structured) un-
certainty addresses a limited class of uncertain systems, there is no guarantee that
the resulting bounds on the uncertainty will be tighter with respect to the systems

with unstructured uncertainty and this can be different on a case by case basis.

3.3 Boundedness of estimation error under high
gain observers in the presence of uncertainty

We next present certain assumptions that enable state estimation and would be
required for a stabilizing output feedback control design. The subsequent FDI design
invokes these same assumptions to establish the ability of the proposed approach the
achieve FDI. To this end, in this section we first utilize a high gain observer and es-
tablish boundedness of the estimation error in the presence of uncertainty. Consider
the system of Eq. under fault free conditions, satisfying Assumptions 3.3}
Assumption simply requires the dynamics system to be well behaved, and is sat-
isfied by almost all systems of practical interest. Assumption [3.2] on the other hand,

relies on an effective control system being in place for the system under consideration,

93



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

again a property naturally satisfied by all systems of practical interest (it is mean-
ingful to design FDI mechanisms only for a system that is otherwise operating under
a well designed control system i.e., in the absence of faults, the controller can meet

the desired control objective including guaranteeing system stability).

Assumption 3.1. The functions f : R - R™, g; : R* - R" i =1,...,m, 0(x,u,t) :
R” — R™ and h : R* — RP are C' functions on their domains of definition i.e. their

derivatives exist and are continuous, and f(0) = 0.

Assumption 3.2. For the system of Eq. there exists a positive definite C?
function V' : R® — R such that for any x € Q. := {x € R" : V(z) < ¢}, where c is a

positive real number, the following inequality holds:

LiV(z)+ L,V (x)u(x) + LoV (z) < —a(V (2)) (3.2)

where L,V (z) = [L,V(2),...,L,, V(x)], u: Q. — U is a state feedback control law

t T gm

and « is a class K function.

Remark 3.2. It is recognized that there exists no general procedure for construction
of robust control Lyapunov functions (RCLFs) for nonlinear uncertain systems of the
form of Eq. [3.1] However, for several classes of nonlinear uncertain systems, such a
procedure exists (see e.g., Freeman and Kokotovic (2008) for further details). Also, if
CLF's are used within an appropriately designed robust control law Mahmood et al.
(2008a)) can be verified to be RCLFs. Beside these results, it is more important to
note that Assumption [3.2] simply states that a control design is in place to handle
the uncertainly in the system, and does not require the knowledge of the specific

Lyapunov function for the FDI design.
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Assumption below invokes the property that the system must be observable

to enable output feedback stabilization.

Assumption 3.3. There exist integers w;, i = 1, ..., p, with >°7_ w; = n, and a
coordinate transformation ( = T'(x,u,t) = T"(x,u) + Ty(x,u,t) such that if u = a,
where u € U is a constant vector, then the representation of the system of Eq. in

the ¢ coordinate takes the following form:

{ = AC+ Bo(¢,u) +n(¢,u,t)

(3.3)
y=0C¢
where ¢ = [(1,...,¢|" € R", A = blockdiag[A,, ..., A)], B = blockdiag[By, ...,
B,], C = blockdiag[Cy, ..., C)), T' = ¢ = [¢1,..., 0", To =10 = [n1,...,mp]",
0 Iwifl
Ci = [Ci,la c. 7Ci,wi]T7 Az = s with Iwi—l being a ((A}Z’ — 1) X (wi — ].) 1dent1ty
0 0
matrix, B; = [0} _;, 1]T, with 0,,_; being a vector of zeros of dimension w; — 1,

C; =1, 05 _1], (¢, ) = ¢4,(¢,0), with ¢;,, (¢, @) defined through the successive
differentiation of h;(x): ¢;1(¢,u) = hi(x) and ¢; ;(¢,u) = %[f(m) + g(z)u] and
B 1) = i (G, ,), with 1 (C,,) defined: 73(C,3,1) = 0 and 75(C, 0, 1) =
90119z, u,t)] . Furthermore, T' : X x U — R", Ty : X x U — R, T'"1 1 X x U —
R"™, and Te_l : X xU — R™ are C! functions on their domains of definition, 7 denotes

the uncertainty in the new coordinate system and ||n(¢, u,t)|| < 7, where 7 is a known

positive constant.

We next describe the utilized high-gain observer formulation subject to sample-
and-hold control. In particular, in the closed-loop system, the input is prescribed

at discrete times t, = kA, k = 0,...,00, with A being the hold-time of the control
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action. The observer dynamics for ¢t € [ty,tx41), are designed as follows (Du and

Mhaskar| (2014)):

~

(t) = AC(t) + Bo(C (1), u(ti)) + H(y(t) — CC(1))
C(tr) = T'(2(t), ultr))

o

(3.4)

where  and (A denote the estimates of x and (, respectively, H = blockdiag[Hj, ...,

H,) is the observer gain, H; = [*4, ..., a;’;f]T, with s + a; 18+ - 4 a;,, =0
being a Hurwitz polynomial where where ¢+ = 1,...,p and € being a positive constant

to be specified, Z(t;) = T (C(t; ), u(tp_1))) for k =1,..., 00, and ¢ is the nominal
model of ¢. The initial state of the observer is denoted by é’ = é (0). f is re-initialized
at the discrete times to account for the possible discrete changes in the input and

ensuring that the resulting state estimates remain continuous.

Remark 3.3. In contrast to previous assumptions, the present assumption is specific
to systems under control and hold implementation. This turns the control action into
a fixed parameter. Thus the Assumption provides a modified version of input-
output normal form in the presence of uncertainty, and does not require the dynamics
to be affine in the unmeasured states. This, along with existing techniques to handle
measurement noise (see e.g., Du and Mhaskar| (2014)) and [Ahrens and Khalil (2009))
significantly enhances the applicability of the designed observer, and in turn, the FDI
mechanism. Benefiting from these relaxed assumptions on the dynamic system of
Eq. the proposed FDI design allow inclusion of a more general class of nonlinear
systems compared to the previous designs (see e.g., Yan and Edwards (2007) and
Zhang et al|(2010b) ). In particular, no specific form for f(x) and g(z) (as in Zhang

et al.[ (2010b))), nor any additional assumptions on 6(z,u,t) (as in Yan and Edwards
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(2007))) are imposed.

Another requirement is the global boundedness of ¢y formalized in Assumption

below (with a choice of zero readily satisfying the assumption).

Assumption 3.4. Findeisen et al.| (2003)) ¢o(¢,u) is a C° function on its domain of

definition and globally bounded in (.

Preparatory to the presentation of results on the convergence of the observer, we
first state an important property of the scaled estimation error. To this end, let
D = blockdiag[Dy, ..., D,], where D; = diag[e*:~!, ..., 1], and define the scaled
estimation error e = D™1(¢ — ) € R™. For t € [ty, ty1), the scaled estimation error

evolves as follows:

ge = Aoe + €B[¢(C, U’(tk‘)) - qu(gtu u(tk‘))] + 577(C7 u<tk)7 t)

e(tr) = DT (x(tr), ulte), t) — T'(2(tr), u(ts), t)]

where Ay = blockdiag[Ag 1, ..., Aoy, Aoi = [ai,bi], a; = [—ai1,...,—a;i,]", and
by = [1,,-1,0,,1]T.
Applying the change of time variable 7 = é and setting € = 0, the boundary-layer
system is given by
de

E == Aoe (36>

Note that Eq. corresponds to the boundary layer system, not the actual system.
Thus € = 0 simply defines the boundary layer system. However, for the observer that
is utilized to estimate the system states, ¢ must be positive to have a finite gain and
a feasible estimation scheme.

For the boundary-layer system, we define a Lyapunov function W(e) = e Pye,
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where Py is the symmetric positive definite solution of the Lyapunov function Ad P+
PyAg = —1I. Let A\, and A.c denote the minimum and maximum eigenvalues of
Py, respectively. Proposition below is similar to Proposition 1 in|Du and Mhaskar
(2014) and result obtained in |Atassi and Khalil (1999) and hence stated without

proof.

Proposition 3.1. Consider the system of Eq. [3.1] for which Assumptions[3.1] [3.3]and
hold. If 2o := x(0) € Q, where 0 < b < ¢, then given b’ € (b, ¢), there exists a finite
time ¢., independent of €, such that x(t) € Qy for all ¢ € [0,t.]. Furthermore, there
exists o > 0, independent of ¢, such that for any e(t) € W, := {e € R" : W(e) > o&?}

and x(t) € Qo, W < —L]le[%

Theorem formalizes the convergence property of observer design and stability

of closed loop system in the presence of uncertainty.

Theorem 3.1. Consider the system of Eq. for which Assumptions hold,
under a stabilizing control law uw. Given any 0 < b < ¢, d > 0, d > 0 and 0, there
exist A*(0) > 0 and £*(0) > 0 such that if A € (0,A%(0)], e € (0,*(0)], and x¢ € ,
then 1) there exists an integer k' > 0 such that ||z(ty) — x(tg)|| < d' V tx, > tp, and

2) x(t) € Q. ¥Vt >0 and limsup,_, . ||z(t)|| < d.

Proof. The proof is divided into two parts. In the first part, we establish that the
scaled estimation error converges to a bounded region in a finite time. To this end,
we show that given e,() > 0, which is to be determined in the second part, there
exists € > 0 such that if £ € (0,£*(0)] and A € (0,t.], then the scaled estimation
error e(t; ) enters € := {e € R" : |le]| < e3(6)} no later than the time ¢, defined

in Proposition 3.1} and stays in £ thereafter as long as z(¢) remains in .. In the
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Figure 3.1: Schematic of the stability region, the evolution of the closed-loop state
trajectories under fault-free (solid line) and faulty (dashed line) conditions, and the
state estimate converging to its true value (dash-dotted line). The notation €2. denotes
the stability region obtained under state feedback control (Du and Mhaskar| (2014))).

second part of the proof, we show that boundedness of the scaled estimation error, e,
guaranties boundedness of the estimation error, & — x. To this end, we establish that

for any d > 0 and d’ > 0, there exists e; > 0 and A*(¢) > 0 such that if e(¢;,) € &,

ey € (0, min{e;(9), d/zfA } where Lo is a positive constant to be determined in the
proof, and A € (0, A*(0)], then ||2(ty) — x(tp)|| < d' V t) > ty, x(t) € Q. V t > ty,
and limsup,_, [|z(t)|| < d (see the solid line in Figure [3.1])..

Consider A € (0,A,(f)] and € € (0,£,(F)], where A;() = t. and £,(d) = /7,
with 0 < 7 < minje=., W(e). In order to show that e(t,) converges to £, we only
need to show that it converges to W; := {e € R" : W (e) < &2}

Part 1: We first show that e(t; ) reaches W; no later than the time ¢.. Let N
be the largest integer such that NA < t.. It follows from Proposition that if
tpo1 <te, k=0,...,N — 1, then for any e € W, and t € [ty, tr41), we have

W< —
T 2Amax€
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It follows that

We(ty,,)) < e mmme W (e(ty) (3.8)

Let Wmax = max;—1__,{w;}. Since T(z,u), T"(z,u), T~*((,u) and T" (¢, u) are

-----

locally Lipschitz in x and (, respectively, and

e(tr) = D7MC(t) — ((tn)] = DT (w(ty), u(ty)) — T'(&(tr), ulty))]

= DT (w(th), u(tr)) + To(a(t), u(te)) — T'(&(te), u(te))]

(3.9)

There exists L1, Ly > 0 such that the following equation holds:

lle(tr)]| < LiLo max{l,el_“’m"} x max{1, 5“max_1}||e(t,;)|\ + Ly max{1, al_wm“"}Tg

+ L1 max{l, 51_wmax}¢§A = L1L261(5)||6(t1;)“ + Llﬂl(é)Tg + Llﬁl(g)G_A
(3.10)
where z(ty) = T (C(te—1), w(te-1)) + Tioo (C(te-1)s Ty (C(te—1), ulte-1)) =
f;:il O(x,u,t)dr denotes the effect of the uncertainty on x, | Ty(z(tx), u(tr))| < Ty,

and f3,(g) = emax—Dsen(e=1) Lot [y = LyLy. It follows from Egs. and that

if e(t) € W, for all t € [ty,tg41), then the following equation holds:

W (e(then)) < 322 K06 T W (e(t)) + Amae A0 T2

+ Anax L3 [B1 (€)][OA]? + 2Amax LTL1 57 () et ) | T (3.11)

+ 2 ma LIB1 ()t )| 0A + 2Ximax L1 57 (€) THOA

It follows form Eq. that once e(t) reaches W, it stays there at least until the end

of the same time interval. Since T'(x,u) is continuous, for any xy €  and zy € Q,
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there exists K > 0 such that

[e(0)[] < K1Ba(e) (3.12)
where (35(g) = max{1,e!™m=x} and as a result, using Eq. we get

le(t) | < (L1 ()N (K1Ba())™ + (Li ()N (LaBi(e) Ty + L1 i (£)0A)
+ (LB ()N 2 (LaBu(e)Tp + LiBi(e)0A) + ... (3.13)

+ (L1B1(e)Tp + L1 S1(2)8A)

To guarantee that e(t, ) reaches W; by the time ¢y, it is required that the following
equation hold:
>\max
)\min
+ 20 2L B2 () et T + 2mae L353(2) (17 )| O (3:-14)

L3[B1(e)]Pe e W (e(th)) + Amax L2181 () 2T + Aman L3 [B1 (2)P[0A)?

+ 20 max L3 B2 (e) TyHA < oc?

By using Eq. [3.13] the following inequality holds for the left hand side of Eq.
B.14

)\max

)\min
+ 2max L L1 B3 ()l e () | Ty + 2Amax L 61 () le(t) ] 6A

L3[B1(e)Pe” e W (e(th)) + Amax L2181 (6)2T5 + Aman L3 (B (£) P[0

(3.15)

Y >\max T A
+ 2)‘maXL%B%(5)T99A < [/\ L%[ﬁl (5)]26 2u“‘a"s]N/\maﬂc[(f [52(5)]2

min

+T([BuE)]" [Ba(e))™, [Bi()'TH, [Bu(e)]"[0AT)?)
where I" is continuous in € and s > ¢ and n > z. Therefore if the following inequality
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holds, then Eq. holds too:

1 )\max T T 2Amaxe
Sy LB 5 | N B F ()]
g min (316)

+ gérqm(e)wm?(ew, BT B IAF) < o

Since the left-hand side of the above inequality is continuous in € and tends to zero
as ¢ tends to 0, there exists e5(6) > 0 such that if € € (0, £2(0)], then Eq. holds.
We then show that after the scaled estimate error e(t, ) reaches W, it stays there
as long as z(t) stays in €2.. Note that given e(t,) € W, it is possible that e(ty)
goes outside W, due to the re-initialization to the system state and its estimate in
the ¢ coordinate. It follows from Eq. that if e(t,) € W, then |[le(ty)] <
LiBy(e)ey + L1 By (e)Ty + L1 By (e)0A.
To guarantee that e(t, ) stays in W, it is required that the following equation
hold:
€ T Anax L2 |81 (€))%€2 + Ln () Ty + Ly B (€)0A < o6 (3.17)

It can be shown that there exists e3(6) > 0 such that if ¢ € (0,e3(0)], then Eq.
holds.

Part 2: We first show that if the system state resides within a subset of (). and
the scaled estimation error is sufficiently small, then the state estimate also resides
within €2.. It follows from the first part of the proof that we have

lz = 21 = 177 (¢w) = TG )| = 1T (¢ w) + T (G w) = TH(C w)|
(3.18)

< LoBs(e)lel| + 0A < LoBs(e1)lell + 0A

where f33(¢) = max{1,e“=>~1} Tt can be shown that given 0 < §; < 4y, there exists
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¢ > 0 such that if e, € (0,€], then V(z) < 6, implies V(Z) < do. It follows from
Proposition that given O’ € (b,c), we have that z(ty) € . Therefore, there

exists ep; > 0 such that if e, € (0,ep1(6)], then Z(ty) € €.

We then show the existence of €;(6) > 0 and A*(#) > 0 such that if e, € (0, e;(6)]
and A € (0, A*(0)], then any state trajectory originating in () at time t, converges
to a closed ball of radius d around the origin. Since V' (x) is a continuous function
of the state, one can find a positive real number ¢ < b such that V(z) < § implies
|| < d. Let & be a positive real number such that 0 < § < 8. If e, € (0, e,1(6)], the
state estimate at time s can either be such that § < V(2(ty)) < ¢ or V(&(tw)) < 4.

Case 1: Consider @(t;) € Q\Qs. Let V(z,u) = LV (x) + L,V (x)u + LV ().
For this case, we have V(2(ty,), u(ty)) < —a(V(2(t))) < —a(d). It follows from the
continuity properties of f(-), g(-), 6(-) and V(-) that L;V(-), L,V (-) and LgV (-) are

locally Lipschitz on the domain of interest. Therefore, there exists Ls > 0 such that

V(@ (te), ulte)) = V(@ (te), ulte))] < Lalla(te) — 2(tn)| < LaLaBa(er)lle(t,)]

+ Li0A
(3.19)

Since the functions f(-), g(+) and 6(+) are continuous, u is bounded, and 2 is bounded,
one can find Ky > 0 such that ||z(t) — x(tx)]| < KA for any A € (0, Ay], z(tx) € Qu

and t € [ty,tx + A). It follows that ¥V t € [ty, tx + A), the following equation holds:

V(x(t)) < —ald) + LyKyA + LyLyfs(e1(0))||e(ty)]| + LsOA (3.20)

Consider A € (0, A5(0)], where Ay = o) and ep € (0,ep2(0)], where e,(0) =

3L3K3?
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a(8)—L30A

TTaLsBs(E1@)" Then, we have

V(z(t) < —=a(d) <0 (3.21)

Since V(z(t)) remains negative over [ty,t, + A), z(t) remains in Q. over the same
time interval, and V' (z(tx, + A)) < V(x(tx)).
If Z(ty) € Q\Q;, we have V(2(t)) < 0 over [ty, t +A). Tt follows that (ty ) €

Q. for e, € (0,ep1(0)]. Similarly, it can be shown that for t; > ty, V(z(t)) remains
negative until Z(¢;) reaches Q.

Case 2: Consider Z(t;) € Q;. For this case, it is established in the proof of the

second part of Theorem 1 in Du and Mhaskar| (2014), that there exist e, 3(6) > 0 and

A3(0) > 0 such that if e, € (0,e,3(6)] and A € (0, A3(8)], we have x(tx11) € Qs and

as a result (tgy1) € Q. for e, € (0, e,1(0)]).
For e, € (0,e;(f)] and A € (0,A*(9)], where e; = min{e, (), ep2(0), ep3(0)}

and A*(0) = min{A(0), Aa(0), A3(0)}, it can be shown by iteration that any state

trajectory originating in € at time ¢y converges to the set 25, and hence converges

d'—6A
Lo

to the closed ball of radius d around the origin. Furthermore, if e, < , it follows

from Eq. 3.18 that [|2(ty) — x(ty)|| < d' Yt > ty.

In summary, it is established that given any 0 < b < ¢, d > 0 and d' > 0,
there exist A*(#) > 0 and £*(f) > 0 such that if A € (0,A%(0)], ¢ € (0,*(0)], and
xog € Qp, then 1) [|Z(tx) — z(ty)| < d' V ty > tp, and 2) x(t) € Q. V¢t > 0 and

limsup,_, ||z(¢)|| < d. This concludes the proof of Theorem [3.1] O
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3.4 Fault detection and isolation mechanism

This section presents the proposed fault detection and isolation mechanism that
utilizes the error convergence properties of the observers established in the previous
section. We restrict our attention to scenarios where at most two, actuators and/or
sensors, experiences a fault. By a direct application of the principles of combinatorics,
this leads to ny = m+ M +p+ @ +mp unique scenarios. Residuals (with the
associated high gain observers) are next designed for each fault scenario in the same
fashion as Du et al.| (2013)).

Before proceeding to present the FDI mechanism, we need to employ the following

assumption:

Assumption 3.5. The systems state vector  remains bounded before and after fault

occurrence 1.e., there exist a positive constant d, such that ||z| < d,, Vt > 0.

Remark 3.4. Note that Assumption states that the proposed FDI methodology
remains applicable under any stabilizing output feedback controller implemented in a
discrete fashion as long as the system state evolves within the compact set X before

and after fault occurrence.

Specifically, the residual for a fault scenario is defined as the norm of the difference
between the state prediction and the state estimate for the subsystem model that does
not require the value of the corresponding actuator/sensor in the calculations (see |Du
et al.| (2013)) for more details). A residual dedicated to a particular fault scenario is
designed so it is only insensitive to that particular fault scenario but sensitive to the
other fault scenarios (we thus design so-called generalized residuals). To this end,

let ©; denote the fault vector (sensor/and or actuator) for the ith fault scenario,
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and O;; the remaining fault variable vector (the remaining u; and y; variables).
Specifically, let us; and y;,; denote the vectors of input and output variables subject
to faults ©;, respectively. Let uy; and ¢; denote the vectors of the rest of the input
and output variables, respectively. We next state an assumption that is required
for the ability to detect and isolate sensor and actuator faults. In particular, the
assumption requires that it be possible to ‘observe’ a particular variable (sensor or
actuator) in more ways than one, to in turn be able to detect and isolate faults. This

assumption is therefore necessary to achieve FDI.

Assumption 3.6. Du et al. (2013) Assumptions and hold for the system of
Eq. with s, and ¢, being the vectors of input and output variables, respectively,

t=1,...,ny where ny is the number of possible fault scenarios.

Under Assumption [3.6]and by choosing ¢y = 0, the state observer for the ith fault
scenario is designed as follow :
¢ = A+ H (g — C°F)

o 322
¢ (tr) = T (27 (tr), g i(te))

where j represents the jth observer with j =1,...,p+ @. To define residuals, we
need to compute expected trajectories. To this end, we consider a subsystem of Eq.
for which the state variables are all of those such that no inputs in uy, appear on
the right-hand side of the corresponding ODE’s. Let x,,, denote the vector of state

variables for the subsystem, and Z, the vector of the rest of the state variables.
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Without loss of generality, the model of the subsystem can be described as follows:

j';sub,i = fsub,i([xrsrub,i? jg‘ub,i]T) + Gsub,i([stub,i? i‘rsrub,i]T)ﬂfyi (3 23)

+ esub,i([xzub,zﬁ jsTub,i]T’ Ufiy t)

where foupi(+), Gsupi(-) and O, ,(-) are appropriately defined. For each faulty sce-
nario, the expected system trajectory is computed using the known part of the system
model and the state estimates generated by the jth observer that does not require
values of the variables included in the fault vector ©,. Specifically, for t € [t;_1, tx),
a prediction model is designed as follows:

x;sub,i,j = fsub,i([fsTub,i,p ‘%Eub,i,j]T) + Gsubﬂ([fsTub,i,jv g%sTub,i,ﬂT)ﬂf,z‘ (3'24>
where g, is the state of the prediction model, fsub,i,j is the estimate of Ty,
provided by the jth observer, and 7" is the prediction horizon: T =1 if 0 < t; < ty/;
T=Fk—-FKifty <tp <tpyr; and T =T, if t, > 1, with a positive integer T,
being the prediction horizon after the initialization period. The initial condition for
the prediction model is the state estimate at time tx_7: Toupi ;i (tk—7) = Tsupi; (t—1)-
Let sy ;(tr) denote the prediction for the state vector gy, at time ¢;. By solving
Eq. [B:24] the state prediction at time ¢ is obtained. The residual for a particular
actuator are defined as the norm of the difference between the state prediction and the
state estimate for the subsystem that is not subject to that particular actuator. For

the ith faulty scenario, the residual (at the time instance tx, 1) is defined as follows:

Tik1 = || Tsubij (k1) — Tsubij(titr) || (3.25)
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Remark 3.5. Note that for defining the corresponding residuals insensitive to actua-
tor faults, the prediction model utilizes the state measurements, if they are available.
If not, they must be replaced by state estimates computed by the observer that does
not require knowledge of the prescribed input. For defining the corresponding resid-
uals insensitive to simultaneous actuator and a particular sensor faults, the specific
sensor measurements can no longer be used in the prediction model and they are
replaced by state estimates generated by an observer that does not use the prescribed
input nor the specific sensor measurement. This is the key feature that enables us to

distinguish between actuator faults and simultaneous actuator and sensor faults.

Now we specify how the thresholds for the residuals need to be selected to enable
FDI. Before proceeding to define thresholds corresponding to each residual, we need
the following result, that determines the bounds on the residuals in the presence of

uncertainty:

Lemma 3.1. Consider the system of Eq. 3.1 for which Assumptions hold
and residuals for each sample time are defined as in Eq. Then under fault free
condition, for ¢, > t; (see Theorem for definition of &'):

Fikr1 < Losubi j35(25) Es subij + Osun i + E; (3.26)

1,670‘sub,i,jA

1,67asub,i,jA _
+ nsub,i,j7 sub

Asub,i,j Asub,i,j

— VAN X ) i ;
where E gup; = €% %" + K i i KG supi g

and j refer to the corresponding subsystem and observer used for defining r;, respec-

tively, where 4 refers to ith residual, e;” is the upper bound on €l ()|, Kb, is

spectrum bound of the matrix || B7||, a; is the spectrum bound of the matrix 22 and

)

E;’ - MiA_’_Ké’ || (fsub,i - fsub,i([mgub,h j:rsrub,i]T)) + (GSUb,i - GSUb,i([xrsrub,i’ £f;rub,i]rr))faﬁi || +
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esub,i < Mia

where foupi = fsub,i([jsTub,i,ja jsTub,z',j]T)a Goubi = Gsub,i([jsTub,i,ja igub,i,j]T)7 K is the up-
per bound on ||é; x(tx)|| which is constant, where € = Tsupij — Toub; and Tgyp;; is

state of prediction model defined in |Du et al.| (2013).

Proof. By using triangular inequality, Eq. turns to the following form:

i1 = ||Tsubij (1) — Tsubyij (trr) ||
< | Zsubij (trr1) = Touvi (o)l + || Tsubi (Ths1) — Tsubij(trsr) ]| (3.27)

< Sup |Zsubyi,j (tkr1) — Tsub,i(trg1)|| + 5UP | Tsup i (Ert1) — Tsubyij (tot1) ||

Consider the prediction model corresponding to fault ©y,:

stub,i,j = fSUb,i([jrsrub,i,j’ :%Eub,i,j]T) + GSUb:’i([‘%sTub,i,jv %stub,i,j}T>ﬂf,i (3'28)

where g, is the state of the prediction model, i‘sub,i,j is the estimate of Ty,
provided by the corresponding observer.

Defining €; = Zsup,i,j — Tsubi, We obtain:

éi,k = fsub,i([xsub,i,ja '%sTub,i,j]T) - fsub,i([x;rub,i? j;sTub,i]T)_’_

(Gsub,z‘([fsTub,i,ja jsTub,i,j]T) - Gsubﬂ‘([xsTub,ia fsTub,i]T)Wﬁi (3'29>

- qub,i([wsTub,iv jsTub,z‘]T’ Uf.is t)

~

: £ ~T T Ty A
For sake of brevity, we define fou; = fsub’i([xsubm, xsub7i7j] )y Gsupi =
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~T A T . . .
Gsub,i([ﬂfsub,i,jvifsub,i,j] ). By integration, we get:

tet1
éi,k(tk-i-l) = / (fsub i fsub 1([ L suib,is fgub,i]T))dT
ty

t (3.30)
M~ T _T TV\ - ~
+ / (Gsubi — Goubi([Tgup i Taups) ) Ufi — Osubi)dT + €1 (tr)

tg

Under assumptions [3.3 and [3.4] and by applying the triangular inequality, we obtain:

tea1 _
||éi7k(tk+1)” S/ ||(f8ubz fSUbl([ subz7zsubz] ))HdT

tg

tet1
+/ ((Gaubi = Gouni (€0 T ) tigill + [ Osun il A + 1184 (1)

173
< M'A+K;
(3.31)

where H (.fsub 7 fsub z([ Lsub ) _sub z] )) || + ”( sub,i T GSUb,i([x;rub,ﬂ jsTub,i]T))af7i‘| +§SUb,i S
Mi and Hélk(tk)H < Ké.
Now we need to determine the supremum for ||sui(t5+1) — Zsupi;j(tks1)]|. For

t € [tg,try1), the scaled estimation error corresponding to ith residual evolves as

follows:
1 —_— o
e = gAf)eZ + BZ(¢Z<Ufi) - ¢0(ufz)) + i (332)

The solution to the above equation gives

) trt1 AY N
el<tk+1) = / €= = (k=) [Bl<¢l<c ufﬂ ) - (%(C?afw t)) + 771(<> U, t)]dT
4 e‘%@k—tlwrl)ei(tk)
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Under Assumptions [3.3] and [3.4) and by applying the triangular inequality, we obtain:

e (tern) || < || / U RO B (C g ) — 5(C g t)) + (G )]

Al .
+ He*%(twtkﬂ)e@(tk)n
tg

<) [ R B g, 1) — 63(C, 1) ]dr |

Al

tg
te41 Al )
+1 e = e (G )]dr | + flem = R tel (1)
ty
tet1

Al . . N
< [ RN B 6 a. ) - 4G g D)l

ti

)
Ag

tet1 Al .
+/ e P Oen=7 || (¢ u, )| dr + et ) |6l (1)
tg

; l—e @B 1 —e i
< e_aAeZﬂ + KBinh' + i
Q; Q;

(3.34)
where «;, Kp,, K, are the spectrum bound of the matrices A?é, Bl (¢'(C, uyp,, t) —
¢i(C, 1y, t)) respectively, and e is the upper bound on ||€/(t;)|| . From [3.18, we

have

lz = &l = 1757 (Cuw) = T (Gl < LogbBales) B + 0, (3.35)

where ﬁg(&j) = max{l, Ewmax_l}, Lg,j > O, Es = €_OCA€Z’i + KBZK¢Z l—e"i2 + 176_&2‘A77@'

J g i

and as a result,

||xsub,i - i‘sub,i,j“ S L2,sub,i,jﬁ3(5j)Es,sub,i,j + e_sub,iA (336)
. — LA — A
Where ES’Sub’i’j - 6_asu’3’i‘jA H 67:qub,7,’] <tk) H +KB’Sub’i7j Kd”’SUb’i’j 1_604:7{;):1],;,] + 1_605801(;‘9?)1:‘1'1)17]'2,] ﬁsub7i7j ’
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Using Eq. and [3.39| 7; ;41 is bounded as below:

Tigr1 = ||Zsubij(tet1) — Tsubyij (trr) ||

<N Zsubsij (o) — Tsubi (Chr1) || + [T subi (Thr1) — Tsupyij (Ertr) ||

(3.37)
< Sup | Taub,ij (ter1) — Tsubi (1) || + 5Up |7supi(Pey1) — Toupig (trrr) ||
= L2,sub,i,j6§(€j)Es,sub,i,j + e_sub,lA + E;;
where E, = M'A + K;. This concludes proof of lemma . O

Having determined the bound, the threshold corresponding to each residual are

picked as below:

52’ = L2,sub,i,j5§(€j)Es,sub,i,j + ésub,lA + E;; (338)
It follows from Lemma 1 then that under fault free condition 7; y4+1 < 0;.

Remark 3.6. Note that the threshold defined by Eq. depends on the observer
gain, H, since «; represents the spectrum bound of A?é which is defined based on the
observer gain. Therefore by changing the observer gain, the threshold value changes.
The threshold values obtained by using Eq. are constant since they are defined
based on bound of the estimation error after convergence to stability region and
a constant bound for the uncertainty. In contrast, the time-varying thresholds in
Armaou and Demetriou| (2008) and Zhang et al.| (2010b) are due to considering the
estimation error present before convergence. Note that the thresholds defined in this
work can be readily made time-varying by considering the estimation error before
convergence. Also in the scenario that time-varying bounds for the uncertainty are

known, the level of conservatism in thresholds can be further reduced.
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Remark 3.7. Note that in the case of systems with relatively low degree of nonlin-
earity like single link robot arm of |Zhang et al.| (2010b), the parameters in Eq.
can be specified and as a result, the Eq. can be used directly for defining thresh-
olds. However, when it comes to highly nonlinear systems like the CSTR example
used here, it is not possible to find all of the constants in the Eq. [3.38] Instead
we used simulations to determine the suprema of ||Zupi;(tkt+1) — Tsubij(tit1)|| and
% subsij (tht1) — Tsubij(trt1)]], to in turn utilize as the threshold values suggested by
Eq. [3:27] Note that the main purpose of deriving a mathematical formula for thresh-
olds (Eq. in this work is to rigorously establish the ability of the proposed

scheme to achieve fault detection and isolation in the presence of uncertainty.

A fault is declared when at least one of the residuals breach their threshold i.e.
ria > 0; for some ¢, and we denote this time as ¢4. It follows from Lemmathat there
will be no false alarms in the proposed FDI scheme. Corollary establishes that
a residual designed to be insensitive to a specific fault scenario (using the approach
in Du et al. (2013))) will remain insensitive even in the presence of uncertainty when
thresholds are picked using the proposed approach (preserving the unique breaching
pattern necessary for FDI). To this end, let 7, denote the vector of residuals designed

wms

to be insensitive to the ith fault scenario ©y,. Corollary establishes this property.

Corollary 3.1. Consider the system of Eq. for which Assumptions hold

and the fault detection and isolation framework characterized by residuals and thresh-

olds described by Eq. and Eq. respectively and with O ;(t) # 0, r, € 4.,
r, < 5o‘v’t > tf >ty holds.

ms*

Proof. Consider the system of Eq. under fault free conditions and let r, € 7!
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From lemma 1 for ¢ < t;, we have:

To = |Zsubo — Tsuboil| < 00 = sz + rgp (3.39)
where
| Zsubiog — Tsuboll <79y = M°A + K, (3.40)
and
1% subo; — Esuvoill < 78 = Lo subo,iB3(8) Essubo,j + OsuboA (3.41)

Now we show that for t > t¢ || Zsuboj — Tsubosll < Tpp(Osubs t) and [|Tsub o — Tsubosll <

rgp(ﬁ_sub, t). Since the governing equation of scaled estimation error corresponding to

ro after fault occurrence is same as fault free condition:
y 1 o0 _o o o(~ O(~
€’ = ;Aoe + B2(¢°(uy) — golug)) + 1o (3.42)

Thus, for any arbitrarily sampling time after fault occurrence, Eq. still holds.

After fault occurrence, Ty, ; €volves as follows:

%sub,o,j = fSUb,O(['%’sTub,o,j? QijZub,o,j]T) + GSUb,O([jzub,i,j7 ;%Eub,o,j]T>,af,i (343)

It follows from Eq. that the governing equation of €, = ZTsupoj — Tsubo is the

same as fault free condition:

A

~T 2

éO,k = fSUbyo([xsub,o,j’ xsub,o,j]T) - fsub,o([xsTub,o’ "Z‘rsI‘ub,i]T)—'—

(GSUb,O([jgub,o,ﬁ ‘%sTub,o,j]T> - GSUbvo([xEub,m jg‘ub,i]T))aﬁi - HSUbvi([xEub,m jg‘ub,o]T7 ﬂfﬂ’ t)
(3.44)
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And as a result, for t > tr, ||Tsupij — Tsubijl| < rgp(ésub, t). This concludes the proof

of Corollary [3.1] O

3.4.1 Detectability Analysis for Simultaneous Actuator and

Sensor Faults

The success of the FDI scheme relies on some of the residuals not breaching thresh-
olds, while other, dedicated residuals breaching thresholds. Having shown the first
part, in this section we establish the conditions necessary for the residuals designed
to be sensitive to a particular fault to breach their thresholds in the presence of un-
certainty via a detectability analysis (see e.g, Zhang et al| (2010b)), Frank (1990),
Polycarpou and Trunov| (2000), Chen and Patton (2012)), Isermann| (2006), Blanke
et al. (2006) and Ding (2008) for similar analysis for their FDI designs). Theorem
presents the sufficient conditions for simultaneous single actuator and single sensor
faults to be detectable by the proposed FDI framework. To this end, let r; 105, denote

a sensitive residual to simultaneous faults uy, and vy, defined as:

Tﬁfi,gfi,kﬂ = ||fsub,afi,gfi (tk+1) - isub,ﬁfi,gfi (tk+1)H (3-45)

Theorem 3.2. Consider the system of Eq. for which Assumptions hold
and the fault detection and isolation framework characterized by residual and threshold
described by Eq. and Eq. respectively, and that a single actuator uy, and

single sensor fault yy, occur simultaneously at time ty: If there exists an interval of
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time [ty tq] where ty > ty, such that the fault functions uy, and yy, satisfy

]. AO,sub,ﬁf.,’gf.
I / Uf;Uf; 19 = Z’Hsub’afi’gfi’yfi)H
Q,Efi 3 (83) J
+ ”Devtf td( L sub U, Uf,0 fz’ fdﬁ sub,uy, .y, fz)” + HfdufZH ’LLf Gf 5ﬂfiyﬂfi|| > 5'U«fi,gfi
(3.46)
~ _ t ~ _
where Devtf...td(x;[‘ub,ﬂfi,gfiauf,iafdjaxgub,ﬂfi,gf.>ufi) = [, (dev(@ i u; g, Uras fa,) =

GSUb,ﬁfi@fi([x;rub,ﬂfi,gjfi7 ;Fub U, } )Uf)dT +-oet ft dev sub afJr) fﬂ’ fd )

T =T 7T =
- GSUbvﬁfi Y ([xsub,ﬂfi g0 xsub,ﬂfi,gf ] )Ufl)dT de’u( L sub g Yf? L sub Ut Y S, y Usub,i) fdj) -

-fSUbﬂfi,ﬂfi ([ Eub U, 8,0 A;Fub,ﬂfi,gfi] ) + GSUb,ﬂfi@fi ([jgub,ﬁfi,gfi7 Ag‘ub gy TS, ]T)USUb,i

~ A

r T T a ~T
- fsub;ﬂfi,gfi ([xsub,ujci,yfi ’ ‘rsub,ufi ’yfi] ) - GSUb,ﬁfw’gfi ([xsub,u.fwyfi » &

T
subug, Yy, ] )uSUb,i ’ where

Usupi 15 the subset of inputs corresponding to Gy £ where j refers to the corre-
sponding observer used for defining vy, 5, and fq; is the deviation of state estimates

value from system states after fault occurrence:

fdj - i‘ﬂfi,gfi - :i‘ufi’yfi = T]{il(gﬂfi,yfi ) ul) - ,I’]{il(gfaulthee,ﬁfi,gfi?ufi + uz)
= f]‘;fl(éﬂfi,gfi 9 uz) — j—;il(éﬂfpgfi 5 'U/fl + 'Uzl) + ,I’]{il(&ﬁfi?gfi , Ufz + Ul) (347)

- jgil(Cfaultfree,ﬂfi,gfi y Uf; + uz)

- tirr (Ai—Hay gp Ci)(tpi1—7)
where Cﬁfi,zjf Cfaultfree g Uf; + Hujcz,yfl € TV yfsz + ...

tq (Ai_Hﬂ C)(td T AO sub,i,j .
+ Hay, g, tar © fur¥s ypdr, I( < Hsub,ﬂfiaﬂfi’yfi) =

A0, sub,a g
ssuby, gy,
tppr — () —1
f € g [DSUbyﬂfivgfi] HSUbyafivgfi yfidT +..
AO,sub,ﬂf.,gfi

tq - (td_T) —1
© [Dsub,ﬂ ] ] Hsub,ft g .yfide
+ € Fio05; 008

-1 —1 1
fd7ufi = T; (Cﬁfi,ﬂfi yurg, +u’b)_7_1] (Cﬂfi,ﬁfi ) ul) and 5;Lf Tf E;,ﬁfi ¥, = ( P Ufo fl( ) -
2 ,ui 73 €j

uf. \Yf, . .
Lo ayBs" z(gj))Es’ﬁfi,gfi, then the fault is detected, i.e. Tiig, gp,d > 51—%,@7&.
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Proof. After fault occurrence (i.e., t > ty), the prediction model corresponding to

Tay g, takes the following form:

A

fsub,ﬁfi,ﬂfi = fsub,ﬂfi,gfi (24w g Y axsub,u‘fi,yfi]T)
+ ésubﬂf,i Uy, ([x sTub RIPaTS >§7sTub,ufi,yfi]T)usub,i + dev(j‘zub,ﬂfi,gfi s Uy fdj)
(3.48)
where g, is properly defined and dev(ﬁub@fﬂh,usub,i, fa;) =
fsub,ﬂfi,ﬂfi ([ ;Fub RTAN A;Fub,ﬂf.,gfi]T) + éSUb,ﬂfi7gfi ([izub,afi,gf ) A;Fub g T, ]T)usub,i
- fsub,ﬂfi,gfi([ sTub RS Msrub ufz,yfz]T) _éSUbﬂfi,gfi([ sTub g g AsTub,ufi,yfi]T)usub,i and fdj

is the deviation of state estimates from system states, after fault occurrence. To
calculate fy,, we consider the corresponding observer to 1y P and focus on the
residual that breaches the threshold due to the occurrence of both the sensor and
actuator fault (note that the analysis for residuals that are breached due to say, only
the actuator or only the sensor faults are special cases of the below analysis). We

then have:

<’l7«fi,gfi = AiCﬂfi,gfi + BZ¢0 + Hﬂfi,gfi (CiCﬂfi,gfi + yfl - Cigafi,gfi)

(3.49)
Gag, iy, (te) = T'(2:(te), uwi(tn))
By integration from ¢ to ¢4, we get:
tf+1
~ ~ A; a C; T)
Cﬂfi’gfi = Cfaultf’/‘ee,ﬁfi,yf +HUf yfl/ ( 1 FioVf )(tf+1 y d7'+
i (3.50)

tq
(Ai—Ha, 5, Ci)(ta—T)
_'_Hufi’yfi/ € e yfidT
ti—1

x t A;—Hgy Ci)(t T)
Where Cfaulth‘GE,’afi,ﬂf Cuf 7yfl tf +f . ( 1% )( A (Bi¢0+Hﬂfi,gfiCiCﬂfi,gfi)dT
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oAi—Hag, g7 Ci)(ta—T .
4 ft . 1,95, Ci)(ta )(Bi¢0 + H; 5,05, CZ-Cafigfi)dT. Therefore, f4, is formu-

lated as below:

fdj = ﬂéafi,gfi - -i'ufi,yfi = T’J{_l(CEfi,in)uD - T’]{_l<<faultf7“ee,ﬂfi,§fi7ufi + uz)
= ﬂil(gﬁfi’gfi ) uz) — jgil(gafi’gfi 5 Ufl + UZ) + jyil(Cﬂfi:gfi , Ufz + ’U/Z) (351)

- Tj]{il(gfaultfree,ﬁfi,gfi y Uf, + uz)

Substituting fg; into Eq. gives:

= 3 T =T T ~
eﬁfi Y k= fsub,ﬂfi Y fSUb,ﬂfi Y f; ([msub,ﬁfi 0 xsub,ﬂfi ,ﬂfi] ) + (Gsub,ﬂ,fi Y
T =T T ~T =
- GSUbaﬂfi :?fi ([msub,ﬂfi ,gfi ) xsub,ﬂfi ,gfi] )uSUb»i + dev($8ub,ﬂfi ,gfl. ) ufyi’ fd) (352)

T =T T
- Gsubaﬁfi :gfi ( [xsub,ﬂfi ’gfi ) xsub,ﬂfi ,gfi ] )ufz

By integration from ¢; to ¢4, we obtain:

Cug,ggita = Cup,,up, Jaultfree + D€ty 1y (T o g, g, Wiisubs Sy T gy dig, g, Uf:) (3.53)
where éafi,gfi,faultfree = €uf Ufiotf +fttf+l fsub,afi,gfi_fsub,afi,gfi([l'gub,afi,gfiafsTub,afi,gfi]T>+
(ésub,ﬂf-,ﬂfi - GSUbvafwﬂfi ([$;rub,ﬂfi,gfi ) f?ub,ﬂfi,gfi]T))ui)dT +...

+ ft fsub g gr, — Jeubayg, gy, ([xsTub,afi,gfi 5 jgub,afi,gfi]T)

+ (GSUb,Ufi:gfi - Gsubvﬂfi:gfi([xsTub,ﬂfi,ﬂfi’ T v iy, ,yf] ), wi)dr,

Devy,. 4, (j;[‘Ub,ﬁfivgfi’ﬂf’i7SUb7 Ja;; x;[‘Ub’ﬁfi?gfi’ufi> — Ltf+l(dev(jzub,ﬂfi,ﬂfi’afvivsu”’ fa;)
—Gaubag,r, ([Tounay, g7, Toubsag, gy, ) 0)AT + 0+ ft (dev(Tgunay, g, > Utisubs fa;)

_GSUby'afi 7'!7fl- ( [xrsrub,ﬂfi ’gfi ’ j:sTub,ﬁfi ,gfi]T)ufi )dT
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Now by applying the triangular inequality, we get:

||i'sub,ﬂfi,gjfi (td) - xsub,ﬂfi,zjfi (td)H = ||éﬂfi,@fi7k(td)”

~T — T
Z ||D6Utf~-~td (xsub,ﬂfi i uf77;75Ub7 fdj ) xsub,ﬂfi Yf;? ufz)

o Eﬁfivgfi
p
(3.54)
After fault occurrence the Eq. takes the following form:
. 1 A B
6sub,ﬂfi,gjfi,j - 8_ O,sub,ﬂfi,gfi 6sub,ﬂfi,gfi + sub,ﬂfi,gfi <¢sub,ﬂfi,§fi - ¢0,sub,ﬂfi,§fi)
j (3.55)
-1
+ ni,sub,ﬁfi ¥, + [Dsub,ﬂfi ,gjfl.] Hsub,ﬁfi,ﬂfi Yt
By integration from ¢ to ¢4, we obtain:
AO sub,uf, g
,sub,uy, Yy,
Csubsay,p,d(ta) = €ay, gy, g fauttpree +I(————— Houvas, g, Y1) (3.56)
J
tf+1 Osub ufz,y S (t )
(T
Where e/'j‘f,b ’gfz 7j’fGUIthee = eSszﬂfi’gfi 7j (tf)+ f e K& (BS’U'ba/afl 9gfl <¢Sub,ﬂfz 7@}‘1 -

Ly
td AO’Sub’ﬂfi’gfi

: (ta—T)
¢0,sub,i,j)+77i,sub,ﬂfi Y, )dT+ iy f € E ! (Bsub,ﬁfi s, (¢sub,ﬁfi G, _¢0,sub,ﬁfi Gy )+

ti—1
/’7275Ub7ﬂf1 7gfl )d7—7
AO sub,a ., g
Ao, sub,@i s 5 #(t —T)
) UG tria f+1—T —1
ﬁ(# Hsubﬂf ,??fi’yfz j;g [DSUbvﬁfi»gfi] Hsubﬂfi,@fiyfidT—i_
AO sub, “f ,yf
+f “(ta T)[D ar g0 ) " Heuba, 5. Yp.dr. By applying the triangular
ta 1 sub,uy,,yf, S'LLb,'I.Lfi,'yfiyfi . Yy applying g

inequality, we get:

AO,sub,ﬁf‘,gjf,
lea, g7, Crr) | = Esay, g, — [9(———

) HSUb’afi’gfi ) yfz) ’ (357)

J
For the residual that breaches the threshold due to both sensor and actuator fault,
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we have:

Lsubiig, iy, (td) o iSUb’ﬂfi’gfi <td> - Tjil(cﬁfwﬂfi s up, + ul) - T‘jEl(Cﬂfi,ﬂfi ) Uz)
— T]fl(g“afi,afi,ufi + ;) — Tfl(gﬂfi,ﬁfﬁui) (3.58)
—1 —1 ~
+7} (Cﬂfi»ﬁfﬂui) - CTY]/ (gﬂfi,ﬁfi7ui)
By using Lipschitz property of T;‘l and Eq. , after applying the triangular

inequality, we get:

”xsub,ﬂfi,gjfi (td) - jsub,ﬂfi,gjfi (td) H Z L2,uiﬁ3<€j)Es,ﬂfi,gfi + e_sub,ﬁfi,gjfiA + E;’ﬂfi’gfi

1 AO,sub,ﬂf.,gf.
+ [ fauy, | = Ty e |1 S Haubag, gy, Us) |
Uf; L,27u1 ;ifiayfi<€j) 5]’ y thsubug, gy, fi ( )
3.59
where B 5. = (W = Lo, ;wayfi(Ej))Esvﬂfi’gfi and
2,u; 03 (£5)

fau, = E_I(Cﬁfﬂfi,ufi + u;) — Tj_l(Cﬂfﬂfi,ui). Therefore by using Eqs.

and triangular inequality, we obtain:

~ N 1 AO,sub,ﬁf,,gjf,
rid = | Tsubay, g5, (ta) = Tsuv,ag, g5, (La) || = || o ( =,
Lh 55" () €
- _ 3.60
Huunai iy 95l + o, |+ 1 D€vty i@y, o1 g Fiys 8y oy gl 00
o 6ﬂfi’gfi a 52_‘& Yt ||
where 6y . = E_; 5 . Therefore it follows that if Eq. [3.46 holds, ¢y > 4,
Tﬂf«; Gf;0d > 6i’ﬁf¢’gfi' O
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3.4.2 Isolability Condition

Having presented the detectability condition corresponding to different faulty sce-
narios, Theorem presents the fault isolation logic for the identification of faulty
component that also serves as the FDI mechanism. The proof of Theorem [3.3] follows

along similar lines as Theorem 1 in |Du et al| (2013), and is omitted here.

Theorem 3.3. Consider the system of Eq. for which Assumptions 5.6 hold.

Ift >ty andriy, > 0; foralli € {1,...,np}\j, then O ;(t) # 0 for somet € [tg, tar1).

Remark 3.8. Theorem states that the proposed FDI framework will result in a
unique breaching pattern for every single fault scenario, leading to FDI (see e.g., Du
et al.| (2013) for further details regarding expected breaching patterns corresponding
to single or multiple fault scenarios). The key when dealing with uncertainty, how-
ever, is to ensure that such unique fault signatures continue to exist in the presence
of uncertainty, which is achieved by appropriate choice of the thresholds that are

cognizant of the presence of uncertainty, as done in the present work.

Remark 3.9. Note that while the proposed framework explicitly considers control
actuator faults, it can readily deal with other actuator faults (that are not being
utilized in feedback control). In these instance, if these variables are being prescribed
certain values (constant or otherwise), the proposed method can be directly utilized
to detect and isolate faults in these variables. If the variable values are not measured,

then these are naturally incorporated in the uncertainty term.

Remark 3.10. The proposed approach provides the specific observer and FDI design,
and backs it up with a rigorous analysis that establishes error bounds and thresholds

based on the system characteristics. In practice, the rigorous analysis can be utilized
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Table 3.1: Faults to which the residuals are insensitive and thresholds for the fault
isolation design of the example in Section based on the proposed framework in

B4

Residual Faults Threshold Residual Faults Threshold

8] Yr 0.1 79 Yt 0.1
T3 yf3 0.1 T4 yf4 0.1
5 Yfs 0.5 g Yt Yfs 0.1
7 Yt Yfs 0.1 g Yt Yt 0.1
T9 Yt Yts 0.48 T10 Ysbor Yfs 0.1
11 Yfor Yfu 0.1 T12 Yfas Yfs 0.33
T13 Yfs> Y 0.1 T14 Yfs Yfs 2.8
T15 Yfu> Yfs 1.7 T16 uf, 0.002
17 Ufyy Ys 0.002 718 U fy 0.1
T19 Up, Yp 0.3 20 Up,, Uf, 0.002
T21 Up, Yfs 0.12 T2 Uty s Yty 0.13
T93 Upy, Yty 0.14 T94 Upy, Yfs 0.5
T95 Uy, Yf, 0.002 96 Ufyy Yfs 0.002
To7 Uty Yy 0.003 T8 Ufy, Yfa 0.004

to provide confidence in the FDI capabilities of the proposed filters and to guide the

selection of the parameters (as is done in the simulation results).

3.5 Simulation Example

In this section, we consider a continuous-stirred tank reactor (CSTR) example (see
Du et al. (2013)) for details regarding process model, process parameters and control
design).

The process is subject to modeling uncertainty and measurement noise. In par-
ticular, the actual values of the reaction rate constants kiao and kopo are 10% less
than the values in the model used for FDI. Furthermore, the flow rate fluctuates with

time, with the actual flow rate being 1 + 0.05sin(¢) times of its nominal value. The
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known bounds on each uncertainty is 15%, 15% and 5% of the absolute nominal val-
ues. The concentration and temperature measurements have combinations of 5 Hz
sinusoidal noises. The magnitudes of the measurement noise over each 0.5 min follow
a normal distribution with the standard deviations being 0.02 kmol/m?* and 0.5 K for
concentrations and temperatures, respectively. The noisy measurements are passed
through a first-order low-pass filter with the filter time constant being 3 seconds.

Note that Assumption holds for the simulation case study, since of all of the
terms in f, g and @ are differentiable and their differentiation is continuous and
f(0) = 0. Also, since the desired set point is met in the presence of uncertainty
and in the absence of fault (see Figure 1 in Du et al.| (2013)), by using the converse
Lyapunov theorem (see e.g., Khalil (2002))), it is guaranteed that a robust Lyapunov
function exists that satisfies Assumption [3.2]

Fifteen observers are designed using subsets of the available measurements to be
utilized in the residual generation. Twenty-eight residuals are generated using the
methodology described in Section [3.4, Among these observers, five are defined using
four of the available measurements that are utilized for generation of residuals insen-
sitive to the single sensor faults in one of the outputs or simultaneous single sensor
and single actuator faults. This includes residuals r; to r5 (corresponding residuals to
single sensor faults) and residuals 717, 719 and r9; to rog (residuals corresponding to
simultaneous single sensor and single actuator faults). The rest of the observers are
defined using three of the available measurements that are utilized for generation of
residuals insensitive to multiple sensor faults, residuals rg to r15. Note the residuals

corresponding to single and multiple actuator faults (r6, 715 and ry) are generated
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using the state estimates provided by the observer that are not affected by the cor-
responding input(s). Note that Assumptions and hold for all of the designed
observers. As an example, consider the case where only measurements of y; = C}y,
yo = Cp and y3 = C¢ are used for observer design. For this case, one of the possible

transformations is presented below:

C 0

Ca M(OAO = Ca) = 0171, forward = 0-1724, forward
T'=T+1T5T=|  |.,Ip= ;

c. M(CBO — Cg) — 0.171A, forward

Ce 0

OC _%‘M(UCC) + 0-17"1A7 forward — O'1T2Av forward

For the rest of designed observers the Assumption 5 can be verified in the same
manner. Also, here we consider ¢y = 0 that is always bounded, thus Assumption 4
holds as well.

The thresholds are selected based on Eq. via simulations. To this end,
a value slightly larger than the summation of the maximum observed values for
1 Z subsij (Ert1) — Tsubyij (tht1)|| @0d [T sub i (tkt1) — Toupsij (te+1)|| when the system states
enters the stability region, by considering all possible combinations of the bounds on

uncertainties is selected as the corresponding threshold for each residual, as shown in

Table B.11

Remark 3.11. The proposed approach does not make any assumptions on the nature
of the controller. In particular, even if the controller is able to reject the effect of

the fault, the FDI mechanism enables fault detection and isolation subject to the
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corresponding detectability conditions being satisfied. To check the detectability
condition presented in Theorem 2, we simply calculate the infimum of ||| sy ;(tq) —
Tsubyij (Ea)ll = | Zsubsi,j (ta) — Tsup,i(ta)]|| for each residual and we call it the detectability
constant, 0. If the detectability constant is more than the value of its corresponding
threshold, then the residual is expected to breach the threshold. As an example, for
the case of small abrupt fault in uy, presented in the Section 5, since the detectability
constants (see Table are less than the threshold values for all of the residuals,
therefore we expect that none of the residual breaches its threshold and the fault can

not be detected. This is verified by the simulations.

Table 3.2: Detectability constants (§) for each residual for a case where abrupt fault
of uy, = 0.1 in uy takes place at time t; = 7.5 min

Residual 1) Threshold Residual ) Threshold

T 0.047 0.1 T 0.056 0.1
r3 0.052 0.1 T4 0.048 0.1
Ts5 0.22 0.5 T6 0.051 0.1
r7 0.051 0.1 rs 0.051 0.1
Ty 0.18 0.48 10 0.05 0.1
r11 0.05 0.1 12 0.33 0.33
r13 0.05 0.1 14 0.824 1.7
15 0.555 2.8 16 0 0.002
ri7 0 0.002 r18 0.059 0.1
T19 0.059 0.3 720 0 0.002
r91 0.0745 0.12 99 0.066 0.13
23 0.06 0.14 T'24 0.22 0.5
25 0 0.002 T'26 0 0.002
To7 0 0.003 T'28 0 0.004

We next consider a case where abrupt faults uy, = 0.1 in u; = Cag and yy, = 0.1
in y; = Ca (one actuator fault and one sensor fault) take place at time ¢ = 7.5 min.

The evolution of residual profile is shown in Figure[3.2] In this case the expected fault
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signature is breaching of all the residuals except r19. Using the threshold designed
in Du et al.| (2013), some of the residuals breach their thresholds, wherein the fault
is successfully detected but is not isolated since the residual breaching profiles do
not match any of the expected breaching patterns presented in Du et al| (2013).
In particular, while we expect only 719 be insensitive to the fault in u; and y, the
residuals ry, 76, 77, 78, T9, T10 and ry; are alway below the thresholds suggested in
Du et al.| (2013). However, using the proposed threshold selection, only 719 does not
breach its threshold, matching the expected unique breaching pattern, resulting in

successful fault isolation (magnified version of evolution of residual profiles for r; and

r19 are shown in Figure [3.3]).

Remark 3.12. Note that while residuals are defined using the same methodology
as proposed in |Du et al| (2013), definition of thresholds is the key difference be-
tween the proposed scheme in this work and Du et al| (2013)). In Du et al| (2013)),
thresholds are selected by using normal operating data for residuals plus some addi-
tional positive value to avoid possible false alarms due to plant model mismatch and
uncertainty. This results in conservatively large values for thresholds and increased
number of missed faults, along with the inability to achieve FDI (as demonstrated by
the simulation example). However, by selecting thresholds as suggested by Eq. [3.27]
the number of missed faults is reduced by explicitly accounting for the presence of
uncertainty in the design. This is achieved by selecting the smallest possible values
for thresholds while still guaranteeing that no false alarm before fault occurrence are
triggered (see Figure for an illustration). Thus, using thresholds values suggested
in Du et al.| (2013), the FDI scheme is not able to isolate the fault since the thresh-

olds are selected conservatively large to avoid any false alarm, resulting in missing
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the location of the fault. In contrast, using the threshold values suggested in Table

[3.1] the fault is successfully isolated.

We next consider a case where incipient faults of ug, = (5 + 0.1sint)(1 — ')
in up = Ty and yp, = (0.2 +0.2sint)(1 — ") in y, = Cp (one actuator fault and
one sensor fault) take place at time ¢ty = 7.5 min. The evolution of residual profile
is shown in Figure The expected unique fault signature in this case is breaching
of all of the residuals except ro6. Since all of the residuals breach their thresholds
except 96, which is designed to be insensitive to use and yyso (see Table , faults

in us and y, are isolated.

3.6 Conclusions

In this work, we addressed the problem of actuator and sensor fault detection and
isolation of control affine nonlinear systems subject to uncertainty. An FDI frame-
work was proposed and fault detectability and isolability conditions were rigorously
derived. Finally, the efficacy of the fault isolation framework subject to uncertainty

and measurement noise was illustrated using a chemical reactor example.
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Figure 3.2: Evolution of the residuals (solid lines), thresholds (dashed-dotted lines)
and thresholds designed in |Du et al.| (2013) (dotted lines). Using the thresholds
proposed in Du et al.| (2013)), the residuals do not follow any of expected breaching
patterns which results only in fault detection. By utilizing the thresholds designed in
this work, all of the residuals breach their thresholds except for r19. This corresponds
to fault signature of fault only in u; and y; and as a result, faults in u; and y; are

isolated.
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Figure 3.3: Evolution of the residuals for 7 and 79 (solid lines), thresholds (dashed-
dotted lines) and thresholds designed in [Du et al| (2013)) (dotted lines). Using the
thresholds proposed in Du et al.| (2013)), both of the residual r; and ri9 do not breach
their thresholds which results only in fault detection. By utilizing the thresholds
designed in this work, only 19 does not breach its threshold, matching a unique fault
signature (see Table [3.1)), and as a result, the fault scenario is isolated.
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Figure 3.4: Evolution of the residuals (solid lines), thresholds (dashed-dotted lines).
All the residuals breach their thresholds except for 7o matching the unique fault
signature for a fault in u, and y, leading to fault isolation.
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Chapter 4

Distributed fault diagnosis for
networked nonlinear uncertain

systems

The contributions of this chapter have been submitted for publication in:

Journal Papers:
Shahnazari, H. and Mhaskar, P. Distributed fault diagnosis for networked nonlin-

ear uncertain systems, Computers & Chemical Engineering, submitted.
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4.1 Introduction

In the previous chapter, the problem of simultaneous actuator and sensor fault
diagnosis was addressed while explicitly accounting for process nonlinearities and un-
certainties as some of the complexities existing in modern dynamical systems. The
complexity also can be due to high dimensionality with strong interconnections be-
tween subsystems leading to their recognition as networked systems, and the imple-
mentation of extensive automation strategies (see e.g., Yan and Edwards (2008)).
Extensive use of automation, however, coupled with the networked nature of the sys-
tems, also makes the major control equipments such as actuators and sensors more
susceptible to faults. In particular, the faults can propagate in the network and cause
major failures, necessitating fault-detection and isolation (FDI) strategies. This chap-
ter is dedicated to fault diagnosis design for networked systems.

Where possible, designing a centralized FDI scheme is the most intuitive solution
for this problem. There exist a plethora of research in designing centralized fault
detection and isolation frameworks for monitoring of engineering systems (see e.g.,
Frank (1990); De Persis and Isidori (2001)); [Yan and Edwards| (2007); Mhaskar et al.
(2008); Zhang et al.| (2010b); Du and Mhaskar| (2014); Du et al.| (2013); Shahnazari
and Mhaskar| (2016)). However, a centralized FDI scheme may fail or be unimple-
mentable due to lack of existence of enough centralized computational capabilities or
communication infrastructure. More importantly, there are reliability issues associ-
ated with utilizing a centralized FDI scheme for a networked system, since a failure in
the FDI scheme with centralized architecture can lead to interruption in monitoring of
all of the subsystems. When the interconnections are weak, using a decentralized FDI

scheme composed of independent LFDI schemes for each subsystem can be a solution
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to this problem (see e.g., |Yan and Edwards (2008); Du et al. (2011)). However, when
the interconnections are not negligible, utilizing a decentralized architecture for FDI
design can result in false alarms or missed faults in LFDI schemes. In this case, an
alternative approach can be designing an FDI scheme with a distributed architecture.
In the distributed architecture, a LFDI scheme is designed for each subsystem while
the LFDI schemes can communicate to exchange information.

There are some results that only consider problem of fault detection in networked
and large scale systems using a distributed architecture (see e.g.,[Boem et al.|(2017)).
In Keliris et al|(2015), an integrated distributed fault detection scheme is proposed
for detection of sensor and process faults in nonlinear uncertain discrete systems.
However, fault isolation is not achieved. In |Zhang and Zhang (2012)), a distributed
actuators FDI scheme is proposed for a class of interconnected uncertain nonlinear
systems using adaptive estimation techniques. In [Ferrari et al. (2012), a distributed
framework is presented for diagnosing single actuator and single process faults in
nonlinear uncertain large-scale discrete-time systems using an adaptive approxima-
tion based technique. In Peng et al|(2015), a distributed data based actuator fault
identification scheme is presented for linear networked process systems. In |Reppa
et al. (2015)), a distributed sensor fault diagnosis for a network of interconnected
cyber-physical system (CPS)s presented. In Yin and Liu| (2017)), a distributed FDI
scheme is proposed for cascade networked systems in the absence of uncertainty. How-
ever, none of the existing results have addressed the problem of isolation of multiple
actuator faults or simultaneous actuator and sensor faults in uncertain nonlinear net-
worked systems. Also, the results addressing isolation of actuator faults are based

on the assumption that full state measurements are available (see e.g., Ferrari et al.
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(2012)) or only valid for cascade process networks in the absence of uncertainty ( see
e.g., Yin and Liul (2017)). More importantly, the conditions under which the network
structure allows fault isolation in the presence of uncertainty is not discussed in the
existing results available in the literature (see e.g., Zhang and Zhang (2012), Ferrari
et al.| (2012), Keliris et al|(2015)) and Reppa et al.| (2015)).

Motivated by the above considerations, this chapter addresses the problem of si-
multaneous fault diagnosis in nonlinear uncertain networked systems. The rest of this
chapter is organized as follows: In Section [£.2] the system description is presented.
Then, in preparation of subsequent FDI filters that utilize state estimators, bound-
edness of estimation error in the presence of uncertainty and exchange of information
is established in Section .3 Next, a distributed fault diagnosis framework is pre-
sented in Section [£.4] The idea is to design a bank of local robust FDI schemes in
a distributed manner with each LFDI scheme corresponding to a subsystem. Time-
varying thresholds are selected by explicitly accounting for the effect of uncertainties
and faults in shared interconnections that cannot be isolated in the corresponding
subsystem. In this way, robustness of the LFDI schemes to false alarms is achieved.
Also, in the case of faults in the shared interconnections, the distributed architecture
of the FDI framework allows the other FDI schemes to function as intended. This is
achieved via utilizing healthy estimation of faulty shared interconnection and intro-
ducing a new concept called detectability index that measures the probability of a
residuals breaching its threshold when it is expected. The detectability and isoability
conditions are rigorously derived for the distributed FDI scheme. Next, effective-
ness of the proposed methodology is shown via application to a reactor-separator

process subject to uncertainty and measurement noise in Section [4.50 Finally, some
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concluding remarks are presented in Section [4.6]

4.2 Preliminaries

Consider a networked uncertain nonlinear system composed of M subsystems with

the 7th subsystem described by

2 = filzi) + Giw:) (wi + uyp) + 0i(i, ui, 1)

vi = hi(x;) + ypi

where x; € X; C R™ denotes the vector of state variables corresponding to the
1th subsystem, with &; being a compact set of the admissible state values, u; =
(U1, ..., uy,|T € R™ denotes the vector of prescribed control inputs corresponding
to the ith subsystem, taking values in a nonempty compact convex set U; C R™,
Up; = [Uug,...,u fmi]T € R™ denotes the unknown fault vector for the actuators cor-
responding to the ith subsystem, ; denotes the unstructured uncertainty (unmod-
eled dynamics) corresponding to the ith subsystem with [|6;(z;,us,t)| < 0;, where
0; is a known positive constant, y; = [y, ... ,Yp;]T € RPi denotes the vector of out-
put variables corresponding to the ith subsystem, ys; = [yy,,. .. ,yfpi]T € RP de-
notes the unknown fault vector for the sensors corresponding to the ¢th subsystem,
Gi(z;) = [gi1(xi), ..., gim, (x;)]. Furthermore, the vector field I;(x;, u;, 9;) represents
the known part of direct interconnection between the ith subsystem and the other

subsystems, d;(x;, u;, Z;, Ui, t) represents the unknown part of direct interconnection

between the ith subsystem and the other subsystems, with ||d;(x;, u;, T5, §i, t)|| < ds,
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where d; is a known positive constant. Note that 7; € R" and §; = [f1, .. ., ;] € RP:
denote the state variables and the output variables of the the neighboring subsystems
that affect the ¢th subsystem, respectively and g7; = [9y,, - - -, Qfﬁi]T € R? denotes the
unknown fault vector for the sensors corresponding to the output variables from the
subsystems that affects the ith subsystem (these subsystems are henceforth denoted
as ‘neighboring’ subsystems). In the rest of this manuscript, we refer to §; and 7y,
as shared interconnections and faulty shared interconnection with the ith subsystem,
respectively.

Due to the presence of physical constraints, the actual input u; +uy, implemented
to the subsystem takes values from the set U; as well. The inputs are implemented
in a discrete fashion, with sampling time A;. In this work, it is assumed that the
sampling time for all of the subsystems is the same and as a result, the notation A is

used as sampling time of all the subsystems.

Remark 4.1. Note that in this work (as with other existing results in the literature
see e.g., Ferrari et al.| (2012); Keliris et al.|(2015)) the direct interconnection terms are
not allowed to be a function of neighboring subsystems inputs u;. This follows from
the assumption that each subsystem can be operated with a local controller (possibly

utilizing measurements from the other subsystems).
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4.3 Boundedness of estimation error in the pres-
ence of uncertainty and exchange of informa-
tion for networked systems

State estimates are required for the design of the proposed FDI scheme and as a
result, boundedness of estimation error must first be established. In this section we
use a high gain observer, and establish boundedness of the estimation error in the
presence of uncertainty and exchange of information. To this end, we consider the ith
subsystem described by Eq. under fault free conditions, satisfying Assumptions
4T3

Assumption 4.1. The functions f; : R™ — R, g : R" — R™ k= 1,...,m;,
91($Z,ul,t) R — ]Rni, ]z(muuugz) R — Rni, di(xi,ui,:ﬁgji,t) : R™ — R™ and

h; : R™ — RPi are smooth on their domains of definition, and f;(0) = 0.

Assumption 4.2. For the ith subsystem of the network presented by Eq. .1}, there
exists a positive definite C? function V; : R — R such that for any z; € Q., := {z; €

R™ : Vi(z;) < ¢;}, where ¢; is a positive real number, the following inequality holds:
Ly Vi(x;) + Ly, Vi(zi)ui(xi) + Lo, Vi(z:) + L, Vi(z:) + La, Vi(xi) < —ai(Vi(zi)) (4.2)

where Ly, Vi(x) = [L,, Vi(:), ..., Ly, Vi(z:)], u; : Q. — U; is a state feedback control

law and «; is a class K function.

Remark 4.2. Note that there is no general procedure for construction of robust

control Lyapunov functions (RCLFs) for nonlinear uncertain systems of the form of
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Eq. £ However, there are several class of systems for which such procedure exists
(see e.g., Freeman and Kokotovic| (2008))). Also, recent results demonstrate the ability
to verify CLFs as RCLFs (see e.g., Mahmood et al.| (2008a)). More importantly,
note that Assumption simply states that a control design is in place to handle
the uncertainly in the system, and does not require the knowledge of the specific

Lyapunov function for the FDI design.

Assumption 4.3. There exist integers wi, k = 1, ..., p;, with Y 2wy = n;, and
a coordinate transformation (; = T;(x;, u;,t) = T} (x;, u;) + Th, (v, ui, t) such that if
u; = u;, where u; € U; is a constant vector, then the representation of the system of

Eq. in the ¢; coordinate takes the following form:

G = AiGi + Bidi(Giy W) + 03 (G, Ui,y 1)
yi = CiG;

where ¢; = [Gi1, .-+, Gp,] T € R™, A; = blockdiag[A;1, .. ., Aip,],
Bi = blockdiag[Bﬂ, ceey Bipi]a CZ = blockdiag[C’ﬂ, RN ini]? T;/ = ¢z = [qbila ey ¢ipi]Ta

0 Iwi -1 .
To, = m; = [771'17-"777ipi]T7 Gk = [Cik,la e >Cik,wik]Ta Ay, = * , with Iwik—l
0 0
being a (wix — 1) X (wix — 1) identity matrix, By = [0, 1]*, with 0,,,_1 being a
vector of zeros of dimension wy, — 1, Cy. = [1, Ozik_l], Gik(C, W) = ik, (¢, 1), with

Gikwy (CiyU;) defined through the successive differentiation of h;(x;): ¢u1(¢s, ;) =
hi(w;) and @k (G, ;) = %lak—f[fz(ifz) + gir(z) Ui + L2, 0, ;)] and 0i (G, @i, 1) =
Nikwie (Gir Wiy t), With 1., (Gy 14, 1) defined: 1;51(Gy @iy t) = 0 and mig (G, wis t) =
%[Hi(a:i,ui,t) + di(xi, u;, T, Uiy t)] . Furthermore, 7! : R™ x U; — R, Ty, :

R™ x U; — R}, TZ-'_1 :R™ x U; — R™, and TH_il : R™ x U; — R™ are C! functions on
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their domains of definition, 7; ; denotes the uncertainty in the new coordinate system

and ||7; (G, wi, t)|| < 7;;, where 7; ; is a known positive constant.

Remark 4.3. Note the above assumptions simply state that the assumptions typi-
cally utilized for centralized robust FDI design in Chapter 3 continue to hold in the
networked system. Furthermore, these assumptions can be verified off-line either in

a centralized or a decentralized fashion.

We next describe the utilized high-gain observer formulation, which is coupled
with sample-and-hold control. In the closed-loop system, the input is prescribed at
discrete times t, = kA, k = 0,...,00, with A being the hold-time of the control
action. For t € [ty,try1), the observer is formulated as follows (see Chapter 3] for

more on this):

G = AiG + Hiy — CiG)

Gi(te) = T (Zi(tw), wite))

(4.4)

where z; and Q:Z denote the estimates of x; and (;, respectively, H; = blockdiag[H;,

Qik,1 Aik,w;p
e )ttty gwik

.., Hip,] is the observer gain, Hy, = [ }T, with s¥k + az, 5%k 1 +
-+ Qikw,, = 0 being a Hurwitz polynomial and €; being a positive constant to be
specified, Z;(tx) = ﬂ'_l(éi(t,;), w;(tx—1))) for k =1,...,00. Note that Eq. results
from choosing ¢y, (-, ), the nominal model of ¢;, as zero. This choice satisfies the
global boundedness requirement (see Du and Mhaskar| (2014) and Shahnazari and
Mhaskar| (2016)). The initial state of the observer is denoted by &y, := #;(0), which
takes values from any compact set ©Q; C R™. In the transformed coordinate, the
state estimate é, is re-initialized at the discrete times to account for the possible

discrete changes in the input and ensuring that the resulting state estimates remain

continuous.
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Preparatory to the presentation of results on the convergence of the observer, we
first state an important property of the scaled estimation error. To this end, let
D; = blockdiag[D;1, ..., D], where Dy, = diag[e“*~!, ..., 1], and define the scaled
estimation error e; = D;*((; — é’z) € R™. For t € [ty, tx11), the scaled estimation error

evolves as follows:

eié; = Ao,e; + €iBidi (G, uite)) + emi( G, wilte), t)

ei(te) = D; ' [Ti(wi(t), wilt), ) — T (&:(tk), wi(ta), 1))

(4.5)

where Ay, = blockdiag[Ag 1, ..., Aoip,), Aok = [Gir, bir)s @ = [, - -, _a/ik:,wik.]Ta
and bZk = [Iwik—h Owik—l]T'
Applying the change of time variable 7; = Ei and setting €; = 0, the boundary-layer

system is given by

de;

— = Ag.e; 4.6

dr, 0;€ (4.6)
For the boundary-layer system, we define a Lyapunov function W(e;) = ef Py.e;,

where P, is the symmetric positive definite solution of the Lyapunov function Aj, Py, +
Py, Ao, = —1;. Let Apin, and A\pax, denote the minimum and maximum eigenvalues of
Fy,, respectively. Proposition below is similar to a result obtained in the literature
(see e.g.,|Atassi and Khalil (1999); Du and Mhaskar (2014))), and hence stated without

proof.

Proposition 4.1. Consider the ith subsystem of the network presented by Eq. (.1
for which Assumptions {4.1{and 4.3 hold. If xo, := x;(0) € €, where 0 < b; < ¢;, then
given b; € (b;, ¢;), there exists a finite time ¢.,, independent of &;, such that x;(t) € Qy
for all ¢ € [0,t.,]. Furthermore, there exists o; > 0, independent of &;, such that for

any e;(t) € W,, .= {e; € R% : Wi(e;) > 0562} and z4(t) € Qe,, Wi < —Q%Z_HeiH?
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Theorem formalizes the convergence property of observer design and stability
of the ith closed loop subsystem in the presence of uncertainty. The results below
is similar to the result for a centralized design presented in Chapter 3, and hence is

stated without proof.

Theorem 4.1. Consider the ith subsystem of the network presented by FEq. for
which Assumptions hold, under a stabilizing local control law ;. Given any
0<b <c,d >0,d >0 and0; there exist A (0;) > 0 and 5 (0;) > 0 such
that if A € (0, A%(6;)], e € (0,€5(0;)], and o, € Q,, then 1) there exists an integer
ki > 0 such that ||Zi(ty,) — zi(ty,)|| < di ¥V ty, > i, and 2) xi(t) € Q, V t; > 0 and

limsup,_,. [l2:(0)]] < di.

4.4 Distributed fault detection and isolation de-
sign

The distributed FDI architecture is composed of M communicating LFDI schemes
with each monitoring one of the network subsystems. The communications are lim-
ited to the LFDI schemes corresponding to the neighboring subsystems. The ith
LFDI scheme requires the prescribed value of inputs, outputs measurements of the
1th subsystem and measurements of only the outputs from the neighbor subsystems
that affect the ith subsystem. Note that the measurements of the outputs from the
neighbor subsystems that affect the ith subsystem are communicated by local infor-
mation transmitter in each subsystem that can be a part of the LFDI schemes if a

model based controller is not in place. The LFDI schemes also communicate to share

101



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

the available information regarding the diagnosed faults in the shared interconnec-
tions with the ¢th subsystem. Faults are classified into two categories based on the

fault location:

1. Local faults: This type of faults does not take place in the shared sensors with

other subsystems.

2. Distributed faults: This type of faults takes place in the shared sensors with

other subsystems.

The local faults are diagnosed using the corresponding LFDI scheme, if they can
be isolated by the corresponding LFDI scheme, i.e. they are distinguishable and
isolable in their corresponding LFDI scheme (for definition of distinguishable fault
scenarios and isolable faults see e.g., Shahnazari et al.| (2016); Zhang et al. (2010b))).
In this work, it is assumed that all of the possible fault scenarios are distinguishable.
The distributed faults are diagnosed using the LFDI schemes corresponding to their
subsystem of origin. The communication between LFDI schemes allows the LFDI

schemes to function as intended, in the presence of distributed faults.

4.4.1 Residual generation

We consider the case where at most two faults take place in the ¢th subsystem.

By using the principles of combinatorics, the number of possible distinguishable fault

m;(m;—1)

2 +pi+pi(p;71) +m1pzu

scenarios corresponding to the ith subsystem is ny, = m;+
where, for the ith subsystem, m; and p; denote the number of actuator and sensor

faults originated in the ith subsystem, respectively. Residuals are designed using the
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methodology presented in [Du et al.| (2013)) for centralized design, albeit for the local
subsystem.
Before proceeding to present the FDI mechanism, we need to employ the following

assumption:

Assumption 4.4. The ith subsystem state vector x; remains bounded before and
after fault occurrence i.e., there exist a positive constant d,, such that ||z;]| < d,,,

vt >0

Remark 4.4. Note that Assumption states that the proposed FDI methodology
remains applicable under any stabilizing output feedback controller implemented in a
discrete fashion as long as each subsystem state evolves within a compact set before

and after fault occurrence.

In particular, the residual for a fault scenario is defined as the norm of the dif-
ference between the state prediction and the state estimate for the component of the
ith subsystem that does not require the value of the corresponding actuator/sensor
in the calculations (see e.g., Du et al| (2013))). A residual dedicated to a particular
fault scenario is designed so it is only insensitive to that particular fault scenario but
sensitive to the other fault scenarios (we thus design so-called generalized residuals).
To this end, let Oy ;. denote the fault vector (sensor/and or actuator) for the jth
fault scenario where j =1,...,ny,, and e) f.j, the remaining fault variable vector (the
remaining uy and yy variables). Specifically, let uy;. and yy; denote the vectors of
input and output variables subject to faults Oy ;. , respectively. Let uy ;. and gy ;. de-
note the vectors of the rest of the input and output variables, respectively. To design

the insensitive residual to Oy ;., there must exist at least one observer that can be
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designed without using the inputs subject to fault or the faulty measurements that

belong to Oy ;.. Assumption [£.5] establishes this.

Assumption 4.5. Du et al| (2013) Assumption holds for the ith subsystem of
networked system described Eq. with uy;, and 7y ; being the vectors of input
and output variables, respectively, 7 = 1,...,ny, where ny, is the number of possible

fault scenarios corresponding to the ith subsystem.

Under Assumption [£.5] the state observer for the jth fault scenario is designed as

follow : .

Cl,i _ Azéﬁz,z’ + Hl’i(ﬂf,ji . Cl,iéj)

. o (4.7)
¢ (tk) = T (@ (), 1y g, (1))

where [ represents the [th observer designed for the ith FDI scheme withl = 1,... p;+
pi(pi=1)

O

To define residuals, we need to calculate the expected plant trajectories. To
this end, we consider a component of ith subsystem of Eq. for which the state
variables are all of those such that no inputs in uy, appear on the right-hand side
of the corresponding ODE’s. Let x4, ;; denote the vector of state variables for the

component, and Zs;; the vector of the rest of the state variables. Without loss of

generality, the model of the component can be described as follows:

Tubji = fSUb,j,i([‘TsTub,j,iv jgub,j,i]T> + Gsub,j,z‘([ﬁ;rub,j,m :fsTub,j]T)afvjai

+ Isub,j,i([x;rub,j,ia j:sTub,j,i]T’ Uf jis Ysubji) + Hsub,j,i([msTub,j,m fsTub,j,i]Ta Ufjist)

T T T - ~ ~
+ dubji ([Tsup ji> Tsub jil > Ufjiis Tsubjiis Ysub,jir t)

(4.8)
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where foupi(+)s Goubji()s Lsubji(+)s Gsupji(-) and dgup ji(-) are appropriately defined.
For each faulty scenario, the expected component trajectory is computed using the
known part of the system model and the state estimates generated by the [th ob-
server that does not require values of the variables included in the fault vector Oy ; ;.

Specifically, for t € [tx_r, 1), a prediction model is designed as follows:

jsub,j,l,i = fsub,j,i([f;rub,j,l,ia i’;rub,j,l,i]T) + GSUb,jJ([iEub,jJ,i? %EubJJ,i]T)ﬂfm (4 9)

+ ISUb:j:i([['%gub,j,l,h ‘%;Fub,j,l,i]T7 ﬂf,j,ia qub,j,i)

where Zgp ;. is the state of the prediction model, i’subyjyl’i is the estimate of Zsy ;.
provided by the [th observer, and T is the prediction horizon: T'=1if 0 < t; < tp;
T=Fk—-FKifty <tp <tpyr,; and T =T, if tp > g, with a positive integer T,
being a chosen prediction horizon. The initial condition for the prediction model is
the state estimate at time t,_7: Zoup jii(ti—1) = Toupjii(to—1). Let Tsupj1:(tx) denote
the prediction for the state vector x4, ;; at time t;. By solving Eq. the state
prediction at time tj is obtained.

For the jth faulty scenario in the ith subsystem, the residual (at the time instance

tr+1) is defined as follows:

Tikt1i = || Tsubjii(ter1) — Toubjii(tet)]| (4.10)

Note that in this work we assume all of the fault scenarios are distinguishable.
Assumption presents this. To this end, let ©,; and 7;;,s denote the jth fault
scenario corresponding to the ith subsystem and the set of insensitive residuals cor-

responding to the ©,;, respectively.
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Assumption 4.6. The conditions presented for centralized FDI Shahnazari et al.
(2016) hold for all of the fault scenarios corresponding to the ith subsystem i.e., ©;;
is distinguishable if and only if there exists a one-to-one mapping between every fault

scenario and 7, s, Where j, € {1,...,ns,}.

Remark 4.5. Note that Assumption states there exist enough analytical redun-
dancy in the system model that enables isolation of all possible fault scenarios in
the absence of uncertainty regardless of the type of estimation scheme being used
for generating residuals. However, in the presence of uncertainty, satisfying Assump-
tion is only a necessary condition for fault isolation and a fault can be diagnosed
only if its effect does not get compensated by uncertainty and as a result, all of the
corresponding sensitive residuals breach their thresholds. This is due to the inherent
trade-off between robustness and uncertainty that is discussed later in the manuscript

(see the existing results in the literature for more discussion on this issue ( see e.g.,

Chapter 3, |Zhang et al| (2010b); Zhang (2011)))).

4.4.2 Threshold design

In this section, we present the threshold design. For each LFDI scheme, thresholds
are selected by explicitly accounting for the effect of uncertainty and updated upon
isolation of a distributed fault affecting the corresponding LFDI scheme. In this
way, robustness of the LFDI scheme is guaranteed with respect to uncertainty and
distributed faults affecting the corresponding subsystem. To this end, consider the
scenario where a fault in one of the sensors corresponding to the y; is isolated by
its corresponding LFDI scheme and let us assume that the origin of the fault in

y; is the gth subsystem. In this case, the ¢gth LFDI scheme notifies the ith LFDI
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scheme and sends the healthy estimates of g; to the ith LFDI scheme to replace the
faulty measurements. Then thresholds of the ith LEFDI scheme are updated using the
provided healthy estimates to make sure the ¢th LFDI scheme functions as intended.
Thus the detectability and isolability properties of the ith LFDI scheme are retained
in the presence of distributed faults.

Before defining thresholds corresponding to each residual, we need the following
result presented as Lemma [£.1} To this end, let ¢y, 45 denote the time of isolation
of distributed fault ©y4is; in ¥ie;,,, by the corresponding LFDI scheme, where
U0 ;.4is.:i denotes the vector of shared outputs affecting the ith subsystem subject to
fault O gis,i; Jo 4.4 denotes the shared outputs affecting the ith subsystem that are
not subject to to fault ©; 4., and ye t.aisii denotes the healthy estimate of ge, ., ..

provided by the corresponding LFDI scheme.

Lemma 4.1. Consider the ith subsystem of network presented by Eq. [4.1], for which
Assumptions hold and residuals for each sample time are defined as in Eq.
4.10f Then under fault free condition, for tj <t < ty, aisi (see Theorem for

definition of £’):

j7l7i n "l7i
Tidikil < Losub i3 (€) B subjti + Osubjiild + B (4.11)

and for ty, 4is <tk

Jibi 0 F,0 4
Tidikil < Losub i3 (8) B subjti + Osubjiild + B (4.12)

1—e ™ ¥sub,j,l,id 1—e ™ “sub,j,l,id

L b,‘,l,'A *,J,0 J J
Where ES,SUb,jJ,Z =€ B eb + KB,S’ll,b,jyl,’L'K(;b;Sub,jyl,l' Qsub,j,l,i Qsub,j,l,i
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Nsub,j i, Sub and [ refer to the corresponding subsystem and observer used for defin-
ing r;;, respectively, where j refers to jth residual, eZ’j is the upper bound on

J
sub,7,l,1

bound of the matrix @ and E7* = (M7 + M7*)A + K?', where
1(Fousia = Fousa(@aun g0 Tauv gl DI+ 1 Gouvgi = Goubgi([Tup i Toun jil ) psall +

Osungi < M, || Lo gi — [sub,j,i([[-f;rub,j,z,mfsTub,j,z,i]Taﬂf,j,ugsub,j,i)H + doup ji < M"H,

e w)l, Kp, . is spectrum bound of the matrix ||B%¢||, o;; is the spectrum
I ()l Kp,, i bound of th ix [[B”|, ajs is th

~ ~

where fsub,j,i = fsub,j,i([fsTub,j,z,m fsTub,j,z,i]T)’ ésub,i = Gsub7i([jzub,i,j’ xsTub,i,j]T)7

A

_ ~T AT T - ~ . ~
Touvi = Louv,i([[Zsub gt Touv gl > Upgias Ysubjii), Kz, is the upper bound on |[&(tx)||
which is constant, where €;;r = Tsubjii — Tsub; and Teup i is state of predic-
tion model defined in Du et al| (2013), E}* = (M7 + M)A + K2', || L i —

Loabji ([0 500 T i) ™ Wi Fsungi) | + dsus g < M where

~ ~

Toun g = Toub gt i ([T o jio Taupjii) > Uhgis U g aserssio YO .areni AN (€55 (tr)]| < K, -

Proof. By using triangular inequality, Eq. turns to the following form:

i1 = ||Tsubyij(tet1) — Tsubyij (trr) ||
< | Zsubij (trr1) = Toubi (o)l + || Tsubi (Tht1) — Tsubij(trsr) || (4.13)

S sup ||3~jsub,i,j (tk—H) - xsub,i(tk—i-l) || + sup ||$sub,i<tk+1) - jsub,i,j (tk:—i—l)H
Consider the prediction model corresponding to fault ©y,:

A

~T a

i‘sub,j,z,z’ = fsub,j,iqxsub,j,l,i’ xsub,j,l,i]T) + Gsub,j,i([i’sTub,j,l,ia fzub,j,l,i]T)af,j,i

=T T (4.14)

~T IS _ ~ ~
+ Loub i ([T sub j1.ir Tsubjnil » Ufgiis Usub.jdis,dis,i> Ysub jdis indis,i)

T T T - - .
+ dSUb?j»i<|:xS’U,b,j,’L'7 msub,j,i] ? ufmjﬂ" xSUb’j’i’ ysub:j7i7 t)

where T, is the state of the prediction model, Zs;; is the estimate of Zgyu;
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provided by the corresponding observer.

By deﬁning éz‘,k = jsub,i,j — Tsub,iy for tk/ S tk S tfk,dis; we obtain:

€ik = fsub,i([jgub,i,j’ :%sTub,i,j]T) — founi (T3 i Taup i) ) + (Gsub,iqfsTub,i,ja '%sTub,i,j]T)

- GSUb,i([xsTub,ﬂ fsTub,i]T))ﬂfﬂ - QSUbJ(['IsTub,i? ‘,i'sTub,i]T7 aﬁi? t)

A

+ ]sub,j,i([[j;rub,j,z,m jgub,j,l,i]T7 Us,jis Ysubjii)

- ISUb,j,i(HxEub,j,l,m fsTub,j,z,i]T> Uf,jis Ysubjii)

- dsub,j,i([xgub7j,ia :Z"gI‘ub,j,i}T7 ﬂf,j,i; isub,j,ia gsub,j,ia t)
(4.15)
For sake of brevity, we define fsub,j,l,i = fsub,j,l,i([fgub,j’l’i, fvsTub,j’l’i]T),
Goubjti = Goubgti (s i Tap il ") and Lo
= sub,j,z'([[fsTub,j,l,ia i%sTub,j,l,i]Ta Upf i gsub,j,z')- By integration, we get:
- et T T T
Ejik(terr) = / (fsubgi = Fsubgi([Tsupir Tsup il ))dT
2%
K T T T =
+ / (Gsubji — Gsubji([Tsupjis Tsuvjil )i — Osubgi + Lsub,ji
b (4.16)

- [sub,j,i([[w;rub,j,z,m f;rub,j,z,i]Ta Us j.is Usubjii)

— o i ([T sir Toup il > Ui Tsub,gis Jsubjsis 1)AT + €15 ()

Under Assumptions and [4.3] and by applying the triangular inequality, we obtain:
1856 (trsn) | < (MP* 4+ M)A + K, (4.17)

where ||(Foubji— Foubi ([T 5.0 T g ld DN (Gt ji=Gsun g ([ 5 o Ty ) gl +
Osuvgi < M7, || Loun g — Toubi (1[5 060 T i) Ui subgii) || + dsup i < M and

€ik(tr)|| < Kg,,. For tx > ty ais, by replacing part of g, ;; that is subject to
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distributed fault Oy 45, in fsubd’i of Eq. {4.15| integration from t 45 to tj 4is + 1 and

using triangular inequality, we get:

18750 (trsn) || < (M + M)A + K, (4.18)
where jsub,j,l,i = Isub,j,l,i([-i‘STubJ’l’ia‘%sTub,j,l,i]T7af,j,h:é@f,disyi,i)ﬁ@ﬁdis,i,i) and ||éj,z‘,k(tk)|| <
Now we need to determine the supremum for ||zsup ;i (tk+1) — Tsup jii(te+1)]]. For

t € [tg,try1), the scaled estimation error corresponding to jth residual of the ith

LFDI scheme evolves as follows:
i = LAY+ B (ag) — o (5) + (4.19)

Using the same line of argument as the proof of Lemma in Chapter [3, we get:

N Zsubjii — Tsubjpill < Losub, jiiBa(€1:) Bssubjii + Osubjid (4.20)
. ~®sub,j, ,iA
where s gupiij = 670‘5“””’"’#||6§ub7j7l,i(tk)|| + KB,sub,j,l,iKqﬁ,,sub,j,l,i%

1,670‘sub,j,l,iA _

. Al?
Nsub,jlir i, KB, ;s Ky, are the spectrum bound of the matrices ﬁ,

Asub,j,l,i Vi

_l’_
B (¢ (g, t) — (Z%’i(éj,i,ﬁiji,t)) respectively, er’ is the upper bound on
le?(tx)]] , Bs(ers) = max{l, ™"} and Ly;; > 0 is Lipschitz constant that sat-

isfies the following inequality:

| =T (G u) — 7—11/72'_1(61,1’7%,1-) | < Loy iBs(g14) Es i + 054 (4.21)

25 — T4
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Using Eqgs. |4.13|, |4.18| and |4.20|, for t < tp < tf..diss TjLik+1 15 bounded as below:

[AEAE]

i q i
Tidikil < LosubjiriBs(€1i) Bssubjti + Osubjiid + B2 (4.22)

where Egl = (M7 + M)A + Kg’ and for ¢, > tg, dis.

Tidike1 < LosubiriB3s(200) Essubjti + Osubjiid + EAIJ,z (4.23)
where EZZZ — (M7 4+ M)A + K?'. This concludes proof of Lemma . O

We select the threshold corresponding to each residual as below:

Lo sub 1.5 (€5) Es.subjii + OsupjilN + Ef;i, b <t <ty dis,i
5,0 = (4.24)

Lo sub j1.i35(200) Es subjii + Osub jiil + B2 e >t dis,i
Thus, it follows from Lemma 1 that under fault free condition 7;; 11 < d;; i.e., there

is no false alarm before occurrence of local faults in the ith subsystem.

Remark 4.6. Note that in the case of network systems with relatively low degree
of nonlinearity like interconnected inverted pendulums mounted on carts of Zhang
and Zhang| (2012) or series of tanks of Ferrari et al.| (2012) and Boem et al.| (2017),
the parameters in Eq. can be specified and as a result, the Eq. can be
used directly for defining thresholds. However, when it comes to highly nonlinear
networked systems like the reactor-separator example used here, it is not possible to
find all of the constants in the Eq. [£.24] Instead we used simulations to determine
the suprema of ||Zgup ;i (ter1) — Tsubjti (ter1) || and || Tgup i (tkr1) — Toupjpi (Lo ||, to

in turn utilize as the threshold values suggested by Eq. Note that the main
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LFDII >< LFDI2

LFDI3

Figure 4.1: Schematic of the proposed distributed FDI framework for a network with
three subsystems. LFDI schemes communicate to exchange information. This results
in retaining detectability and isolability properties of LFDI schemes in the presence
of fault in the shared interconnections between subsystems of the network.

purpose of deriving a mathematical formula for thresholds (Eq. [4.24)) in this work is
to rigorously establish the ability of the proposed distributed framework to achieve

fault detection and isolation in the presence of uncertainty and fault in the shared

interconnections of the network.

Note that the ith FDI filter receives the following information from the neighboring

LFDI schemes:

Ui, T < tp < tp disi
Z; = . (4.25)

Ui, Ly, disi < tk
where §; = [flj@f,dis,m Zje)f,dis,i,i]T-

Figure shows a schematic of the proposed distributed FDI framework. A
fault in the 7th subsystem is detected when at least one of the residuals in the ith
LFDI scheme breaches its thresholds i.e. r;; > d;; for some j in the LFDI scheme.
We denote time of fault detection as t4;. Corollary establishes that a residual

designed to be insensitive to a specific fault scenario (using the existing approach in
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Du et al.| (2013)) retains its insensitive property even in the presence of uncertainty

7% denote

when thresholds are chosen using the proposed approach. To this end, let ;).

the vector of residuals in the ith LFDI scheme designed to be insensitive to the jth
fault scenario Oy, . in the ith scheme. Note that the proof is omitted here since it
follows the same line of arguments as the results for FDI in the presence of uncertainty

in Chapter 3.

Corollary 4.1. Consider the ith subsystem of networked system described by Fq.
for which Assumptions[{.1- /.6 hold and the fault detection and isolation frame-
work characterized by residuals and thresholds described by Eq. and Eq.

respectively and with ©;;,(t) # 0, then r, € 17’

ms’

r, < (5]-,,-Vt > tfﬂ' >t

Detectability Analysis for Simultaneous Actuator and Sensor Faults

Fault detection only happens when at least one of the sensitive residuals to a fault
scenario breaches its thresholds. However, in the presence of uncertainty, depending
on fault functionality, the fault effect can be compensated by uncertainty and as
a result, the corresponding sensitive residual does not breach its threshold (see e.g.,
Frank| (1990); |Chen and Patton| (2012)); Isermann| (2006)); Zhang et al.|(2010b)); Blanke
et al|(2006); Dingl (2008)). Thus it is required to establish the conditions necessary
and sufficient for the residuals designed to be sensitive to a particular fault to breach
their thresholds in the presence of uncertainty via a detectability analysis. Theorem
presents the sufficient conditions for simultaneous single actuator and single sensor
faults to be detectable by the proposed FDI framework. The proof of Theorem is
similar to the proof for the centralized FDI methodology presented in Chapter 3 and

hence is omitted here. Let r3 b oot denote a sensitive residual to simultaneous faults
75 1

5,
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uy, . and yy, . defined as:

(4.26)

Tﬁfj,i ,’giji,k-i-l - ||jsu{)’ﬂfj,i ’gfj,i (tk+1) - j:sub,ﬂiji ,:ljiji (tk+1) H

Theorem 4.2. Consider the ith subsystem of the networked system described by Eq.
for which Assumptions [{.1H4.0 hold and the fault detection and isolation frame-
work characterized by residual and threshold described by Eq. and Eq.
respectively, and that a single actuator uy, , and single sensor fault y, . occur simul-
taneously at time ty;: If there exists an interval of time [tg,tq] where t; > ty, such
that the fault functions uy, . and yy, . satisfy

1 AO,sub,ﬁf. SUf
|| ﬂfj,i’gfj,i ' ||19( Sl ;’l J, , HS’U’b’ﬂfj,i’gfj,i 5 yfj,i) ||

) ) (4.27)
+ HDevtf..~td (:C;I‘ub,ﬂfj’i,ﬂf].’i ) U’fj,i? fdl,ﬂ x;F“b»ﬂfj,iv?fj,i ) ufj,i) H

!
+ ||fd7ufj,z || - 5ﬁfj‘i7gfj’z‘ o 5ﬂfj’iagfj77; > 5ﬂfj‘izgfj7i

~T = T
where De'Utf...td (xSUbvﬂfj,i ’gfj,z' 3 Ufj’,w fdl’i; "L‘sub,ﬂiji ’gfj,z' ) ufj,i)

_ [t ~T -~ T =T T
= tff+1 (dev(xsub,ﬁfj’i,yfi y Ut fdj>_GSUb,ﬁfi7@fi ([xsub,ﬂiji,gfj’i ) xSUbvafj,wgfj,i] )ufj,z)dT+ -t

t ~ _ _
ftdd—l (de’U (’IsTub,ﬁfj’i 7gfj,i y Uiy fdl,i) - Gsub,ﬂfjJ ﬁljfj’i ([xzub,ﬁiji ,gjiji s xg‘ub,ﬁiji ’gfj,i ]T)ufj,z‘ )dT7

~T ~T ) _ £ ~T 2T T
derU(a‘,sub,ﬂfi,?jfj’i ’ ISUb’ufj,i’gfj,i » Usub,i fdl,i) - fsub,Uiji,yfj’i ([xSU‘b’ﬂfj,i’gfj,i ’ xsub,ﬂfj’i,gjfj’i] ) +

~ - ~

=T T .
GS“b’Eiji ’gfj,i ( [msub,ﬁfi ’gfi ) xsub,ﬂfj,i ,ny. ] )usubdﬂ
T B ~T =T = B ~ B B
+ ISUbvufjJayf]-,“t([[xsub,ﬂfj’i,gfj’i ) xsub,ﬁiji,gfj’i] ) uf7ufj7i,yf]-,i ) ySUbvuf]-,ivyfj’i)
r =T AT T a ~T AT T
- i g (1T z — Gouva, g, (|T z
fsub,Uiji,yfj,i ([ sub,ufjﬂ. Yijid sub,ujcjyi ’yfj,i] ) SUb»UfM Vi ([ sub,uiji Yijd sub,ufj’i,yfm] )

T ~T AT T = ~
uSUbyjyi_ISUbyufj,i7yfj71-,t([[xsub,umi,yiji ’ zsub,ufj’i,yiji] ) ufyufj,iyyfjﬂi ’ ysub,ufj’i,yiji )7 where uSUb,j:i
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is the subset of inputs corresponding to Gupa, .y, ., where l,i refers to the corre-
¥ 2V

sponding observer used for defining Tas, s . where
¥ 2,7

( -~

~T =T ]T

Lowa, Top - = Loy Uta, 5
SUb7ufj7iay,f]-,i([ sub,uiji,yquﬁ sub,ujzj,i,yiji ) fyufjﬂiyyfj’ﬁ

j B B . ysub’ﬁfj,i ,giji )7 tf S tfk,dis
sub,u]cjyi Tt it

~T =T ]T

e L N 7 T
SUILUfj’iayf]-,i ([ sub,uiji,yfj,i ) sub,ulzj,i,yiji ) uﬁufj’iyyfjﬂ- ) yef,dzs,uufj’ivyiji )

?j@f,dis,iv'aiji Yt )7 tf > tfk»dis
(4.28)

and fq,, 1s the deviation of state estimates value from system states after fault occur-

rence:

o A . 2 -1/
fdl,i - mﬂfj,i@fj,i - x“fjﬂ-vyfj’i - Tl,z‘ (Cﬁfj’i@fj’i ) uj,i) - Tl,z‘ (Cfaultf’ree,ﬁfj’i,gfj’i s Up T uj}i)
=1/ F 1—1/ 7 -1/

1—1
— 15 (Crauttfreey, , gz, Uhys T i)

(4.29)
= . N tf+1 ji_Hﬂf..,Qf.,C)(tf+1_T)
where Cufjwyiji = Cfaultfree’uiji,yfj’i +H, ay, 05, f PRREPR AT+
tq (Aj,i_Hﬂf, ,,@f. .Cj,i)(td_T) AO,sub,j,i o
+ Hﬂfj,i’gfj,i ty1 e PR yfj,id7-7 7\9(_5“ 7Hsub’ﬁfj,i’gfj,i y nyz) =
AQ,sub,a 7]
R IR I N
tr s (= T) 1
ftf € "’ [Dsub,ﬂijiagfj’i] Hsubyﬂijiaﬂfj,iyfj,idT +...
AO,sub,ﬂfj Z,gf] i (t )
7.’ = (tg—T 1
e, o
+ 'j;d N ¢ [Dsub,u}cjwyiji] HsubUf Z,yf yfj zd
_ -1/, B A A YO B . ! _ ! —
fd’ufj,i B TJ (C“fj,i’yfj,i’ufi + i) TJ (C“fj,i’yfj,z"uz) and 6“fy,uyfj, o Es’ﬁfj,wgfj,i -
Uf. SYf . .
( 1 — Low, B3 7" (14))Esu, 4, » then the fault is detected i.e.
/ yfjl 5 ’ Ui Y557 ’
L2 u 1,8 (E ) s 5 s
Tﬂiji:yfj,ivd > (Sﬂfj’ivgiji'

Remark 4.7. Note that to check the detectability condition presented in Theorem
2, we simply calculate the infimum of ||||@supjii(ta;) — Tsubjni(ta) || — | Tsubjii(ta,) —

Tsubjii(ta,)|||| for each residual that is called the detectability constant, 6,; (see the
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results presented in Chapter 3). If the detectability constant is more than the value
of its corresponding threshold then the residual is expected to breach the threshold

(see Chapter 3 for more on this).

Isolability Condition

Having presented the detectability condition corresponding to different faulty sce-
narios in the LF'DI scheme corresponding to the ith subsystem, Theorem presents
the fault isolation logic for the identification of faulty component in the 7th subsystem
that also serves as the FDI mechanism. The proof of Theorem follows a similar
line of as results presented in the literature (see e.g., Du et al. (2013); |Shahnazari

et al.|(2016)) and hence is omitted here.

Theorem 4.3. Consider the ith subsystem of the network presented by Egq. for

which Assumptions hold. If rjiq, > d;4, for all j € {1,... ,nyus, }\w then

Orwi(t) #0 or Oraisi(t) #0, tq <t <tfrdsi

Ofwi(t) #0 and Ofgisi(t) #0, lrrdisi <ta <t

(4.30)

for some t € [ta,tas1)-

Remark 4.8. Note that Theorem {.3| presents the conditions under which a fault
can be isolated in networked systems. These conditions are affected by the network
structure and the existing uncertainties in the system model. To understand this bet-
ter, consider the case where the breaching pattern in the ith LFDI schemes matches
the signature of a multiple fault scenario. This means that only one residual does
not breach its threshold. If the corresponding local subsystem is not affected by

any shared interconnection from other subsystems, the fault is successfully isolated.
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However, in the cases where the corresponding subsystem is affected by shared in-
terconnections from other subsystems, there is always the possibility that the shared
interconnections are faulty. If the shared interconnections are local variables in some
other subsystem, and the local FDI scheme for that subsystem (or a smart sensor)
is able to unequivocally provide fault information for the shared variable, then this
issue can be resolved. On the other hand, if clear information about the shared inter-
connection is not available, then no definitive conclusions can be drawn. Theorem 3
imposes a necessary condition on network structure under which each chain of subsys-
tems affecting the ¢th subsystem must be a cascade to enable the corresponding LFDI
scheme to isolate faults in the ith subsystem. Note that this is a fundamental limi-
tation of the network caused by the inherent trade-off between robustness and fault
sensitivity, not the proposed FDI methodology and this assumption is also utilized
by other FDI frameworks (see e.g., Ferrari et al.| (2012); Zhang and Zhang| (2012));

Reppa et al| (2015)).

Note that the thresholds are defined using the suprema (lowest upper bound).
Thus, the probability of a sensitive residual breaching its threshold when expected is
maximized. As a result of this, when a breaching pattern matches the signature of a
fault scenario, if thresholds values are relatively small with respect to the acceptable
range for residual values when assuming a uniform distribution for each fault scenario,
the most likely source of fault is the corresponding fault scenario to the observed
beaching pattern. Thus to handle situations where the conditions necessary for FDI
are not satisfied, we present the fault detectability index that measures the probability

of detecting a fault scenario by its corresponding sensitive residuals, defined as below:
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sup(r;;) — 0j;

Py =
I sup(r;;)

(4.31)

where P;; can be understood as the probability of the jth residual of the ith LFDI
scheme breaching its threshold when a fault scenario that belongs to ©;; occurs,
sup(r;;) denotes the lowest upper bound possible for the jth residual corresponding
of the ith LFDI scheme when a fault scenario that belongs to ©,; occurs. Note
that the supremum of r;; is calculated by finding the maximum possible values for
the r;; in the presence of each one of the fault scenarios that belongs to ©;; using
an acceptable range for each fault scenario and selecting the lowest value of these
maximums as supermimum of r;,. If a residual has detectability index higher than
50 %, we consider the corresponding residual not breaching its threshold trustworthy

for being utilized in decision making.

Remark 4.9. Note that in this work it is assumed that the occurrence of different
fault scenarios and the possible fault functionalities corresponding to each of these
fault scenarios have uniform distributions. Note that this is a fair assumption, since
the proposed framework is designed based on the idea that no prior knowledge is
available regarding plant fault history. However, if such information is available,
the distributions corresponding to the occurrence of fault scenarios and the fault
functionalities can be obtained from the plant fault history data. In this case, the
detectability index can be calculated using the probability density function (PDF)

obtained from the plant data.

Having presented the FDI design for ith LFDI scheme rigorously, Algorithm
summarizes the calculations and the decision making procedure of the ith LFDI

scheme at kth sampling time.
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Algorithm 4.1. 1. Initialize the state estimators and state predictors using state

estimates at k — 1th sampling time, Z;,;(k) where I = 1,...,p;.

2. If ©f4is; # 0 ie., a fault in one of the shared interconnections with the ith
subsystem is diagnosed, then the ith LFDI scheme replaces faulty measure-
ments by the healthy estimations provided by the corresponding LF'DI scheme

to Ui0; 4. and updates the thresholds corresponding to the ith scheme using

Eq. accordingly.

3. Compute values of state estimates 2;,;(k) where | = 1,...,p;, state prediction

Z;;(k) where j =1,...,ns,; and residuals 7;; where j =1,... ,ny,.
4. If r;; > 0,,, a fault in the ¢th FDI scheme is detected.

5. Ifrj; > d;; forall j € {1,...,np}\w and P, ; > 0.5, then the ith LFDI scheme
claims the corresponding fault scenario to ©,,;(t) has occurred.
Otherwise, for ¢t < 7 4isi, the tth LEDI scheme notifies that at least one of
the fault scenarios corresponding to ©,,;(t) and Oy 4s:(t) has occurred, and
for t4.4is; < tq < t, the ith LFDI scheme declares both of the fault scenarios

corresponding to Oy, ;(t) and Oy 4 ,(t) have occurred.

Remark 4.10. Note that the main advantage of this work with respect to the existing
results in the literature for networked systems (see e.g., [Zhang and Zhang (2012));
Ferrari et al.| (2012); Keliris et al.| (2015)); |[Peng et al.| (2015); Reppa et al. (2015);
Yin and Liu (2017)) is to diagnose simultaneous faults in nonlinear uncertain systems
when the shared interconnections are faulty. Also, the proposed distributed FDI

methodology, unlike some of the existing results in the literature (see e.g.|Ferrari
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et al.| (2012); Reppa et al. (2015)) does not require a global fault diagnoser to make
decision in the presence of fault in the shared interconnections of the network. Each
LFDI scheme can make a decision using the available measurements and information
provided by the neighboring LFDI schemes. This results in increased reliability of

the proposed distributed FDI scheme.

4.5 Simulation example

This section illustrates application the proposed FDI methodology to a network
of three vessels, reactor - separator process as shown in Figure 3 (see e.g., [Peng et al.
(2015)). The process variables are defined in Table ( for information regarding
reactions taking place in the plant, the process model and process parameters see
e.g., [Peng et al| (2015)).

The control objective is to stabilize the plant at unstable steady state point y; =
Ca1 = 3.31 kmol/m?, y, = Cp; = 0.17 kmol/m3, y3 = Cc; = 0.04 kmol/m3, y; =
Ty = 369.5 K3, y5 = Cao = 2.75 kmol/m?, yg = Cpgy = 0.45 kmol/m?, y; = Cco = 0.11
kmol/m3, yg = Ty = 435.2 K, yg = Caz = 2.88 kmol/m3, y;0 = Cpz = 0.5 kmol/m?,
y11 = Coz = 0.12 kmol/m3, y;5 = T3 = 435.2 K. The manipulated input variables
are u = [Q1,Qo,Q3]T, where [Jui]| < 5 x 10* kJ/hr, |lus|] < 1.5 x 10° kJ/hr and
|us|| < 2 x 10° kJ/hr. Tt is assumed that all of the states are measurable. A local
robust Lyapunov based model predictive controller is designed for each subsystem
using the Lyapunov-based MPC design of Mahmood et al.| (2008a)).

The hold time for control action is selected A = 0.01 hr for all three con-
trollers. The weighting matrices used to penalize the deviations of the state and

input from their nominal values for the ith local controller are chosen as Q,, =
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Table 4.1: Definition of the process variables used for the network of chemical reactor
example used in this work.

Parameter Definition
Cajo Concentration of A in the feed stream to tank j, j = 1,2
Ci; Concentration of species i, i = A, B,C in tank j, j = 1,2,3
T; Temperature of the feed stream to tank j, j = 1,2
F; Flow rate of the feed stream to tank j, j = 1,2
F; Flow rate of the effluent stream from tank
Hyqp Heat of vaporization
Q; Heat input to tank j, j =1,2,3

diag[103,10%,10%,20] and R, = 107'2, respectively, where i = 1,..3. The Lyapunov
function for the ith subsystem is chosen as V(x;) = z,P&; where &; = z;, — z;
is the vector of deviation variables, z;, denotes the vector desired nominal val-
ues of the states of the ith subsystem and P, = diag[10,10%,10%,2 x 10?], P, =
diag[103,103,10%,2 x 10*] and P3 = diag[103,103,103,2 x 10?].

Each subsystem of the network is subject to modeling uncertainty and measure-
ment noise. In particular, the values of C490 and H,q, are 5% less than their nominal
values. Furthermore, inlet temperature to the tank 1, Tjo fluctuates with time, with
the actual flow rate being 1 + 0.05sin(¢) times of its nominal value. The known
bounds on this uncertainties are 10%, 10%, and 5 % of their nominal values. The
concentration and temperature measurements have combinations of 5 Hz sinusoidal
noises. The magnitudes of the measurement noise over each sampling time follow a
normal distribution with the standard deviations being 0.01 kmol/m? and 0.1 K for
concentrations and temperatures, respectively. The noisy measurements are passed
through a first-order low-pass filter with the filter time constant being 3.6 seconds.

Note that the proposed framework in this work only accounts for fault scenarios
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that are distinguishable locally. Thus it is assumed local indistinguishable fault sce-
narios do not take place. For this sake, it is assumed none of yo = Cpy, y3 = Ce1,
ye = Cpa, y7 = Coe and y1o = T3 are faulty, since these outputs are not observable
and as a result of this, fault in none of the corresponding sensors to this outputs can
be isolated (see the results in Chapter [2| and Shahnazari et al.| (2016) for more on
this).

A bank of observers is required for designing LFDI scheme corresponding to each
subsystem. To this end, based on the above explanation, three observers are de-
signed to estimate states of the each subsystem, that results in a total number of
nine observers. For the LFDI schemes corresponding to the first and second subsys-
tems, two observers are designed by using three of the outputs while the third one
is designed using only two of the outputs. For the LFDI scheme corresponding to
the third subsystem, all of the three observers are designed using only three of the
available measurements. Based on the methodology presented in this work, 6, 6 and
7 residuals are generated for the first, second and third LFDI schemes, respectively.
The thresholds are selected based on Eq. via simulations. To this end, the
summation of the maximum observed values for ||Zgup jii(te+r1) — Tsubjni(te+1)|| and
1% subjti(trt1) — Zsup,j,i(ti+1)|| by considering all possible combinations of the bounds
on uncertainties. A value slightly larger is selected as the corresponding threshold
for each residual, and reported in Tables [4.2] and [£.4 Also, the thresholds cor-
responding to the second and third LFDI schemes in the case of distributed faults in
y1 = Car,ys = T1, y5 = Ca and yg = Ty are reported in second column of threshold
tab in Tables [£.3] and [4.4]

We next consider a case where simultaneous faults take place in y; = C'4; and
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Table 4.2: Faults to which the residuals of the FDI scheme corresponding to the first
subsystem are insensitive and thresholds for the fault isolation design for the case
study based on the proposed framework.

Residual Faults Threshold Residual Faults Threshold

T11 Yn 0.2 1,2 (A 1.2
r1,3 Y£1:Yfa 0.07 71,4 Uy, 0.04
r1,5 yf4,uf1 004 7"176 yf17uf1 02

Table 4.3: Faults to which the residuals of the FDI scheme corresponding to the
second subsystem are insensitive and thresholds for the fault isolation design of the
case study based on the proposed framework.

Residual Faults Threshold Residual Faults Threshold

2,1 Yrs 1.03  1.16 9.2 Yfs 1.33  1.46
72,3 Yfs: Ygs  2.62 271 2,4 up,  0.13  0.13
2,5 Yy up, 013 0.14 2,6 Ys,up 013 0.14

ys = Ty with functionalities of (—1.44 — 0.1sin#)(1 — e'°¢1=t) and —15, respectively,
at time ¢7; = 0.5 hr. This is followed by simultaneous faults in uy = Q)2 and ys = 15
with functionalities of 27500 and 50, respectively, at time 5, = 1 hr. In the first
LFDI scheme, all of the residuals breach their thresholds except r; 3 that matches
the signature of simultaneous faults in y; = C4; and y, = T} . But, since the first
subsystem is affected by the shared interconnections from the other subsystems, there
is always the possibility that the shared interconnection is faulty and the insensitive
residual is not breaching its threshold due to trade-off between robustness and un-
certainty. Thus fault isolation can not be achieved. To address this, we compute the
detectability index.

Note that the calculated detectability index values for all of the residuals are
more than 70%, by considering +50 % of the acceptable range for each variable as

the maximum possible size for faults taking place in the corresponding actuators and
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Table 4.4: Faults to which the residuals of the FDI scheme corresponding to the third
subsystem are insensitive and thresholds for the fault isolation design of the case
study based on the proposed framework.

Residual Faults  Threshold Residual Faults  Threshold

3,1 Yo 025 0.25 73,2 Yfio 0.04 0.06
3,3 Yr,  0.020.05 T34 Uy, 0.25 0.25
35 Yggr Ufs 0.25 0.25 3.6 Yfios Ufs 0.05 0.05
rs7 Yfi1, Ufs 0.02 0.01

sensors. Thus we assume when a residual does not breach its threshold, it means the
residual is most likely insensitive to that fault scenario. Note that the detectability
index value for each threshold depends on the upper bounds utilized for uncertainties
and the range considered for each fault scenario. Thus, using different values for
the upper bounds of uncertainties or different range for each fault scenario result in
different values for detectability index corresponding to each residual. By using the
detectability index proposed in this work, since all of the residuals have detectability
index higher than 70%, when a residual does not breach its threshold, it can be
considered that not breaching is not due to trade-off with respect to uncertainty.
As a result of this, the residual being insensitive is trustworthy for being utilized in
decision making. Thus simultaneous faults in y; = C'4; and y, = T} are successfully
isolated.

In the second LFDI scheme, by using a decentralized FDI architecture, all of the
residuals breach their thresholds at most in 10 minutes after fault occurrence in the
first subsystem (the residuals profile is not presented here for the sake of brevity).
Thus, the second LFDI issues a fault alarm at ¢ = 0.6 hr. However, since of all the
residuals have breached their thresholds, the second LFDI scheme can only act as

detection scheme and fault isolation is not possible. Figure shows the evolution of
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residuals profile corresponding to the second LFDI scheme when using the proposed
distributed FDI framework in this work. In this case, upon isolation of faults in the
first LFDI scheme at t = 0.6 hr, the first LFDI scheme notifies the second LFDI
scheme and transmits the healthy estimation of the y; = C4; and y, = T} to the
second LFDI scheme. The second LFDI scheme replaces the faulty measurements
of y1 = Cy1 and yy = T7 with the healthy estimation provided and updates the
thresholds accordingly. As a result of this, all of the residuals breach their thresholds
except 1y 5 that matches the signature of fault in uy = @2 and ys = T5. Again without
using the concept of detectability index proposed in this work, fault isolation can
not be achieved and there is always the possibility that the shared interconnections
affecting the second subsystems are faulty. However, as described before, since all
of the residuals have detectability index higher than 70 %, when a residual does not
breach its threshold, it can be considered that not breaching is not due to trade-off
with respect to uncertainty. Thus simultaneous faults in uy = ()2 and yg = T are
successfully isolated.

In the third LFDI scheme, using a decentralized architecture, some of the residu-
als breach their threshold (the results are not presented here for the sake of brevity).
This results in fault detection. However, none of the actuators and sensors of the
third subsystem are subject to fault. Using the distributed architecture proposed in
this work, the second LFDI scheme notifies the third LFDI scheme and transmits
the healthy estimation of the yg = T3 to the third LFDI scheme, upon isolation of
faults in the second LFDI scheme at ¢ = 1.09 hr. The third LFDI scheme replaces the
faulty measurements of yg = 75 with the healthy estimation provided and updates

the thresholds accordingly. This results in fast recovery of the third LFDI scheme
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filters and removing the fault alarm by third LFDI scheme in 10 minutes (the results
are not presented here for sake of brevity). Again without utilizing the concept of
detectability index, there is always possibility that a fault has occurred in the third
subsystem, but it cannot be isolated due to the trade-off between robustness and
uncertainty. Figure shows evolution of r3 3 using a decentralized FDI framework
and using the proposed distributed FDI methodology in this work. As can be seen,
using the decentralized FDI scheme, r33 breaches its thresholds, leading to a false
decision making by the corresponding LFDI. However, utilizing the distributed FDI
scheme, 33 only breaches its threshold for a short period of time (less than 10 min-
utes), then recovers quickly as a result of using healthy estimation of the faulty shared
interconnection and the updated value for thresholds. Note that in this case, using

the updated value for threshold corresponding to 733 results in quicker recovery of

the FDI filter.

4.6 Conclusions

In this work, we addressed the problem of simultaneous fault diagnosis in non-
linear uncertain networked systems utilizing a distributed fault detection and fault
isolation strategy. The idea is to design a bank of local robust FDI schemes in a dis-
tributed manner with each FDI scheme corresponding to a subsystem. Time-varying
thresholds were selected by explicitly accounting for the effect of uncertainties and
faults in shared interconnections. In this way, robustness of the LF'DI schemes to false
alarms is guaranteed. Also, in the case of faults in the shared interconnections that
can be isolated locally, the distributed architecture of the proposed FDI framework

allows the other FDI schemes to function as intended. The detectability and isoability
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conditions were rigorously derived for the distributed FDI scheme. Effectiveness of
the proposed methodology was shown via application to a reactor-separator process

subject to uncertainty and measurement noise.
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Figure 4.2: a) Evolution of the residual corresponding to the second LFDI scheme.
As can be seen, by using the healthy estimates of iy, = C'4; and y, = T} upon isolation
of fault in the first LEFDI scheme at t = 0.6 hr, all of the residuals remain insensitive
until occurrence of fault in u; = @)1 and ys = T,. Then all of the residuals breach their
thresholds except r95 that matches the signature of simultaneous faults in u; = @
and ys = T and as a result the fault is successfully isolated.
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Figure 4.3: a) Evolution of the residual 733 (solid lines) and thresholds (dashed-
dotted lines) using a decentralized FDI framework. In this case, the residual breaches
its threshold that results in a false decision by the LEDI scheme. b) Evolution of the
residual 733 (solid lines) and thresholds (dashed-dotted lines) using the distributed
framework proposed in this work. In this case, the healthy estimations of yg = T5
provided by the second LEFDI scheme upon isolation of the fault at time ¢t = 1.09 are
utilized by the third LFDI scheme and thresholds are updated accordingly. As can
be seen the residual recovers quickly and it does not breach its threshold as expected.
This results in correct decision making by the corresponding LFDI scheme. Note
that in this case, using the updated value for threshold corresponding to 3 3 results
in quicker recovery of the FDI filter.
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Chapter 5

Heating, Ventilation and Air
Conditioning Systems: Fault
Detection and Isolation and Safe

Parking

The contributions of this chapter have been submitted to/ published in:
Journal Papers:

Shahnazari, H., Mhaskar, P., House, J. M., and Salsbury, T. I. (2018). Heating,
ventilation and air conditioning systems: Fault detection and isolation and safe park-
ing. Computers €& Chemical Engineering, 108, 139 — 151.

Refereed Conference Proceedings:
Hadi Shahnazari, Prashant Mhaskar, John M House, and Timothy I Salsbury. Fault

diagnosis design for heating, ventilation and air conditioning systems. In American
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Control Conference (ACC), 2018, submitted.

131



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

5.1 Introduction

In the previous chapters, some theoretical results were presented addressing fault
diagnosis in the presence of nonlinearities, uncertainties, high dimensionality and in
the absence of enough analytical redundancy in the system structure. The efficiency of
the proposed methodologies was shown via simulation case studies. In this chapter,
an integrated fault diagnosis and safe parking framework is presented for HVAC
systems as an industrial complex system composed of at least 10 highly interactive
components.

Government regulations and initiatives have placed a large emphasis on the reduc-
tion of energy consumption and increase in energy efficiency. Heating, ventilation,
and air-conditioning (HVAC) systems are responsible for 40-50% of total building
energy consumption, motivating research on energy efficient building control (see,
e.g., Ma et al.| (2012), Mendoza-Serrano and Chmielewski (2012), Mendoza-Serrano
and Chmielewski| (2014]), |Cole et al.| (2013)), |Cole et al. (2014)), Touretzky and Baldea
(2014a)) and [Touretzky and Baldea (2014b))). It is estimated that in the U.S. alone
(see e.g., Schein et al|(2006))), fault detection and isolation (FDI), and fault tolerant
control methods could be capable of saving 10-40% of HVAC energy consumption.

These realizations have motivated significant research effort on devising FDI frame-
works for HVAC systems with many studies focusing on air handling unit (AHUs)
and variable air volume (VAV) boxes. Existing frameworks utilize a statistic based
approach for the purpose of FDI. In House et al| (2001)), a fault detection tool is
proposed that uses a set of expert rules derived from mass and energy balances to
detect faults in air handling units (AHUs). A subset of the expert rules which cor-

respond to the current mode of operation are then evaluated to determine whether

132



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

a fault exists. In Chen and Lan| (2010), a PCA based approach is used to extract
the correlation of measured variables in a heating/cooling building system and reduce
the dimension of the measured data. Square prediction error (SPE) statistic is then
used to detect sensor faults in the system. Then, a sensor validity index (SVI) is
employed to identify the faulty sensor and a reconstruction algorithm is presented
to recover the correct data for the faulty sensor in accordance with the correlations
among system variables. In Du and Jin/ (2007)), a combination of principal component
analysis (PCA) and joint angle analysis are used to detect and isolate multiple faults
in AHUs with variable air volume (VAV) boxes.

In |Schein and House, (2003)), a fault detection method is developed for application
to variable-air-volume (VAV) boxes using control charts. In Yoshida et al.| (2001)),
a recursive autoregressive exogenous algorithm is used to develop a dynamic FDD
model that addresses single fault scenarios in VAV boxes. In Wang and Qin/ (2005)),
a strategy using PCA is developed for detecting and validating flow sensor faults.
The fault is detected using both the 7?2 statistic and SPE and isolated using the
SPE contribution plot. In |Qin and Wang| (2005), a hybrid approach utilizing expert
rules, performance indexes and statistical process control models is used to address
single fault scenarios in VAV boxes. In Du et al.| (2007)), a combination of PCA and
joint angle analysis is used to diagnose sensor faults in VAV boxes. In Wu and Sun
(2011)), a cross-level fault detection methodology is proposed based on energy flow
in HVAC systems that detects faulty HVAC units instead of component faults by
comparing the current flow energy consumption in the system with respect to its
normal expected patterns. The existing results in the literature, however, consider

only isolation of single fault scenarios in the VAV boxes and do not consider multiple
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sensor faults or multiple actuator faults in the VAV boxes, in part due to the limitation
of the underlying statistical based approaches (as demonstrated via simulations in the
present work).

In the area of dynamic model based FDI, there is a large body of methods in
the literature utilizing linear model based FDI design, and these approaches can
be categorized into parity relation and diagnostic observer (see e.g., [Frank| (1990),
Venkatasubramanian et al.| (2003)) and [Magni and Mouyon| (1994)). Note that these
methodologies are equivalent when it comes to residuals generation and both use
output estimation error for defining residuals (see e.g., |Gertler and Monajemy| (1995)
and [Yoon and MacGregor| (2000)). However, these methods have not been utilized
to detect and isolate actuator faults where the effect of the fault is compensated by
the controller. Thus, the area of FDI using linear models in general, and applications
to HVAC systems in particular, stands to gain from novel linear model based FDI
design that achieve FDI for sensor and actuator faults (including those masked by
the controller).

There also exist results on fault tolerant control (FTC) of HVAC systems. In|Seem
(2001)), the control design compensates for the effect of faults as much as possible by
switching between different control modes available in the air handling unit design.
In Hao et al.| (2005), single sensor faults are diagnosed and handled via sensor redun-
dancy. In Talukdar and Patral (2010), a model based fault tolerant control strategy
is developed for handling multiple stuck dampers in the VAV boxes of HVAC sys-
tems. Fault tolerant control is achieved by modifying the airflow through the healthy
zones. This is based on the assumption that the overall HVAC system maintains a

constant total air flow rate. Under this assumption, changing the amount of air flow
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entering the healthy zones affects the amount of air flow rate entering faulty zones.
This assumption, however breaks down in applications where the static pressure is
held constant. In Bengea et al. (2015)), the fault tolerant control design of the HVAC
system is based on real time estimation of the fault magnitude, and determining MPC
constraints (input constraints) based on those values.

These fault-tolerant control approaches, however, are all predicated on the idea
of maintaining nominal operation as the only control objective before and after fault
occurrence, which might simply be impossible, or expensive in case of certain faults.
Recently, safe-parking based approaches for fault-tolerant control have been proposed
(see e.g., Gandhi and Mhaskar| (2008) and Du and Mhaskar| (2011))) that upon fault
detection, prescribe temporarily operating (or ‘parking’) the process at an appropriate
operating point, instead of trying to maintain nominal operation. Various algorithms
for safe-parking have been proposed focusing on stability /optimality of the overall op-
eration. These ideas, however, have not been applied to HVAC systems. In summary
the area of VAV control stands to benefit from implementations that can handle mul-
tiple actuator and sensor fault detection and isolation, and implement safe parking
based approaches.

Motivated by the above considerations, in this work, we design and implement
an integrated framework for fault diagnosis and safe parking of VAV boxes of HVAC
systems. To compare with existing approaches, first, a statistical model based FDI
scheme is designed using existing PCA and joint angle analysis based techniques.
Then we design linear causal model based frameworks for detection and isolation of
multiple actuators and multiple sensor faults. The linear model is identified using

a subspace identification method applied to data from a detailed Modelica model of
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an AHU with five VAV boxes. The linear model based approach is seen to possess
superior fault-isolation capabilities. Finally, the problem of fault handling in the
context of VAV boxes is addressed, recognizing that while in the present context, the
faults are not safety critical in nature, they do present an opportunity for trading
off between comfort and energy usage. Thus, a safe parking strategy is designed to

handle stuck dampers and the resulting energy reduction demonstrated.

5.2 Preliminaries

In this section, we briefly review the air handling unit (AHU) model first, then
describe the VAV box model.

5.2.1 Air handling unit model

An air handling unit usually comprises fans, heating and cooling coils, and dampers
to achieve the supply air temperature set point. To serve as a simulation test bed,
we use a detailed Modelica model of an AHU with five VAV boxes. The testbed
AHU model has three dampers (outdoor, recirculation, and exhaust), cooling and
heating coils with valves and temperature, pressure and flow sensors for monitoring
and control. Each of the actuators in the AHU model is controlled using a single loop
proportional integrator (PI) controller. The control objective is to provide supply
air with a constant temperature (typically 55°F) at the downstream of the supply
fan. The supply fan is used to maintain the static pressure in the supply duct at a
constant value. Figure [5.1] shows a schematic diagram of a typical AHU.

The testbed AHU system has four modes of operation used for controlling the
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Figure 5.1: Schematic of an AHU

supply air temperature. A sequencing logic determines the mode of operation. In
the heating mode, the heating coil valve is the active actuator and is modulated to
maintain the supply air temperature at set point and the AHU dampers are controlled
to allow the minimum outdoor air needed to satisfy the ventilation requirements.
When the cooling load increases, the system simply mixes outdoor (cold) air and
returns air to achieve the set point with both heating and cooling coil valves being
closed. The mode of operation changes to mechanical cooling when the outdoor air is
too warm to achieve the supply air temperature set points. In this mode, the cooling

coil valve is manipulated to meet the supply air temperature set point. If the outdoor
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air temperature is less than a certain value (typically 65 °F) the outdoor air damper
is kept fully open. If the the outdoor air temperature is greater than the selected
value, mechanical cooling is continued with the minimum outdoor air required for
ventilation. The conditioned supply air is distributed to the five zones. Each zone
has a variable-air-volume (VAV) box with hydronic reheat. In the next section, we

describe the control structure in the VAV boxes.

VAV boxes

Figure |5.2] shows a schematic diagram of a zone VAV box and the corresponding
sensors in the model. The VAV box uses a damper to modulate the amount of air
entering the zone, and the hydronic coil to reheat the air entering the zone when
necessary. The thermostat and flow sensor measure the air temperature in the zone
and the flow rate of air into the zone. A discharge air temperature sensor measures
the temperature of the air stream entering the zone (see Schein and House (2003)) for
more details on the control structure of VAV boxes).

The control structure for VAV boxes is based on two different control loops for
cooling and heating, respectively. In the cooling mode, a cascade control loop is imple-
mented. The outer loop has the zone temperature as the controlled variable and the
set point for air flow rate to the room as the manipulated variable. In the inner loop,
the damper is modulated to reach the desired set point for flow rate. In the heating
mode, the air flow rate to the room model is kept constant at 1.6 m?®/s and 0.8 m3/s
for occupied and unoccupied periods, respectively, and the room temperature is main-
tained by modulating the reheat valve. Note that in practice the flow rates depend

on the design loads and ventilation requirements. The flow rates and temperature set
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Figure 5.2: Schematic of a VAV box with hydronic reheat (recreated using the
schematic from |Schein and House| (2003)))

points used here are representative of the system considered. Switches between the
heating and cooling mode are triggered to maintain the zone temperature between 21
OC (heating set point) and 23 °C' (cooling set point). During the unoccupied period
the dead band between the heating and cooling set point values is often widened in
an effort to save energy. In our simulations, the unoccupied set points are 18 °C' and
26 °C. As long as these conditions are satisfied, the controllers are inactive (i.e. the
actuators remain in the same position), and any time the temperature goes beyond
these values, the appropriate control action ensues.

The present work uses a detailed model for the HVAC systems as a test bed.
In particular, the simulation platform modeled in Modelica is composed of at least

10 components and the interconnection of these components via mass and energy

139



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

balances. These models (and the resulting interconnections) are created using the in-
built Modelica libraries, and results in a model with high dimensions (over 50 states).
The ensuing FDI and safe-parking designs are developed using models identified via
realistic measurements from the test bed (thus not all states are measured, and the
measurements include measurement noise), and then implemented on the detailed
simulation model.

There are several sources of faults in the VAV boxes including dampers or valves
getting stuck, valve leakage and faulty sensor measurements. In this work, we focus
on faults with severe effects on the performance of VAV boxes. Thus stuck dampers,

stuck valves and biased sensor measurements are considered.

5.3 Fault diagnosis and fault handling design

There are several studies describing application of statistical based approaches for
FDI in HVAC systems including single fault isolation in VAV boxes (Wang and Qin
(2005), |Qin and Wang| (2005) and [Du et al.| (2007)). Our review did not find any
papers where statistical or causal model based approaches have been used for isolation
of multiple faults in VAV boxes of HVAC systems. In this work, we implement the
combination of PCA and joint angle analysis methods as a basis for comparison with
the proposed method. To this end, we first present a statistical model based FDI
framework using a combination of PCA and joint angle analysis. Then we present
a causal model based FDI scheme based on an identified linear time invariant (LTT)
model and compare the two approaches. Note that statistical FDI design is the most
common tool for diagnosing faults in HVAC systems. Finally, we illustrate a fault

tolerant control design to handle stuck dampers in the zones of AHU model.
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5.3.1 Statistical model based FDI design

In this section, we apply a combination of Hotelling’s 7% and SPE control charts
for fault detection and a combination of contribution plots and joint angle analysis for
fault isolation (see e.g., Yoon and MacGregor| (2000), Yoon and MacGregor| (2001) and
Kourti (2005) for more information). The Hotelling’s T2 is used to detect variations
in the plane of the first A principal components that is greater than what can be
explained by the common cause variations or the so called outliers. In some sense,
this metric evaluates the validity of the model for a particular observation. The
SPE control chart, on the other hand, detects the new observations that can not be
represented using the in-control model. Thus, if the SPFE breaches the threshold, a
fault is declared only if the Hotelling’s T? values is within the threshold. (see e.g.,
Yoon and MacGregor| (2000) and Kourti (2005))). Joint angle analysis is based on
generating a fault library using fault signatures from the plant test or historical fault
data and determining the measure of collinearity between the new measurements and
the fault signatures (see e.g.,|Yoon and MacGregor| (2001))). The cosine value between
the new measurement vector and one of the known fault signatures gives the relative
measure of collinearity between the two. Note that the joint angle analysis also
utilizes PCA as it requires both principle component basis and residual basis to be
determined (see e.g., Yoon and MacGregor| (2001) for more on this). For convenience
in the analysis, joint angle plots were introduced in|Yoon and MacGregor| (2000). The
horizontal and vertical axises of the plot denote residual basis and model basis of the
angle, respectively. A specific fault is declared if the measured angle goes to the top
right corner (+1,41) or bottom left corner (—1,—1). Note that as with most practical

applications, noisy measurements must be filtered first to remove potentially random
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variations (see e.g., Yoon and MacGregor| (2001)).

Remark 5.1. Note that in this work PCA based statistical model based FDI tech-
niques has been selected over partial least square (PLS) statistical model based FDI
techniques owing to the fact that the PLS based statistical model based FDI tech-
niques are only able to detect sensor faults (Negiz and Cinar| (1997)) while PCA based

techniques have the potential ability of sensor fault isolation.

Application of statistical model based FDI design

In this section, we apply the statistical model based approach described in Section
(.33l to the collected data from the detailed Modelica model for the VAV box of one
of the five zones. To this end, at first we take the data of from the first two days of
simulations with sampling time of one minute under healthy operation to build our
in-control model.

The available data that we utilize includes measurements of effective valve opening
(EVO), damper fractional opening (DVO), supply air temperature (SAT), supply fan
pressure (SFP), air flow (AF) rate to the room and discharge air temperature (DAT),
shown by red lines and red dashed lines in Figures [5.1] and [5.2] To reflect reality,
the measurements are corrupted with white noise. The distribution of noises added
to these measurements is normal with mean p and standard deviation o as listed in
Table £.11

The noisy measurements are filtered using first order low pass filters before being
fed to the controller. The filter parameters are described in Table After normal-
izing the data, a principle component analysis is performed and using cross validation

three principle components are found to be sufficient to represent 95% of the variance
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Table 5.1: Noise distribution parameters

measurement uy o unit

SAT 0 008 °C
SFP 0 25 pa
AF 0 02 md/s
DAT 0 0.2 el

Table 5.2: Filter parameters

measurement Gain Cut-off frequency (Hz)

SAT 1 0.0005
SFP 1 0.001
AF 1 0.001
DAT 1 0.001

in the data.

Next, we study the performance of the PCA based FDI design. To this end, we first
consider the case where the damper gets stuck at 32% open position at 2233 sampling
time (1:13 p.m. of second day of simulations). Note that both damper and valve
positions range from 0 (fully closed) to 1 (fully open). Figure |5.3(a)| shows the SPE
control chart along with 99.5 % control limit. Note that the 7 plot indicates existence
of several outliers in the data with respect to the in-control model (the corresponding
results are not presented here for sake of brevity). The SPFE plot indicates the
occurrence of some unusual events right after fault occurrence at 2234 sampling time
(1:14 p.m) while a few false alarms are observed before fault occurrence due to the
outliers identified in the 72 plot. Thus the fault is successfully detected. The SPE
contribution plot (Figure indicates both air flow (AF) and damper fractional
opening (DFO) to be equally contributing to the event. The inability to isolate

the fault is due to the model utilized in the the underlying FDI structure. For the
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present fault scenario, a stuck damper causes the relationship between the prescribed
(prescribed value refers to the control signal sent to the actuator) damper position
and air flow to change. Thus both these are identified by the PCA based analysis
as contributing to the unusual behavior, leading to the inability to isolate the fault.
The same result was found when the damper was stuck at DFO = 16% position and
is not presented here for sake of brevity.

We also consider another fault scenario where the valve gets stuck at the fully open
position at 1931 sampling time (8:11 a.m. of day two of the simulation). It turns out
that for the present case, the damper is able to be opened further to eliminate (or
mask) the effect of this fault for some time until eventually the room temperature
increases with respect to the healthy situation. Application of the PCA based analysis
results in delayed detection of fault, but is not able to isolate the fault.

We next consider simultaneous positive bias faults in the flow sensor with mag-
nitude of 2 and discharge air temperature sensor with magnitude of 6 taking place
with at 1975 sampling time (8:55 a.m. of the day two of the simulation test). As
can be seen from Figure [5.3] a fault is successfully detected while several false alarms
are observed before fault occurrence due to outliers in the data. The SPE contri-
bution plot indicates air flow (AF) sensor, damper fractional opening (DFO) and
discharge air temperature (DAT') sensor as the variable contributing the most to the
event, respectively, again indicating the inability to isolate the fault ( the result is
not presented here for sake of brevity). The method performs similarly for the case
of multiple actuator faults.

Next, we apply joint angle analysis in an attempt to achieve fault isolation for

the case studies that using a contribution plots was not successful. Note that the
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Figure 5.3: a) SPE plot for the cases when damper gets stuck at 32% position
(DFO-0) and when air flow (AF) sensor and discharge air temperature (DAT') sensor
are subject to simultaneous bias fault (AF-DAT). b) Contributions to SPE when
the damper gets stuck at 32% position. The time of fault occurrence is indicated by
arrows in both the figures.

application of joint angle analysis requires data subject to the occurrence of faults,
with the faults being known. To this end, we generate a fault library using the
available fault history data as listed in Table [5.3] The joint plots are generated from
the time a fault is detected until five hours later.

For the first case described in Section m (the damper getting stuck at position
32%) the points generated by the pair of cosine values between the fault and the
signatures of damper stuck at 32% position from the fault library are the dominating
points at the top right corner. Thus, the fault is successfully isolated. Joint angle
analysis also does not achieve fault isolation for the case of stuck damper at 16%

position. Results are not presented here for sake of brevity.

We next consider the case when the valve gets stuck at fully open position as
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Table 5.3: Fault library

Fault Abbreviation
Stuck damper 16 % open position DFO-C
Stuck damper 32 % open position DFO-0O
Stuck valve at 100% open position EVO-O
Simultaneous stuck damper at 16 % open position
and stuck valve at 100% open position DFO-EVO
Positive bias fault with magnitude of 2 m?/s on flow AF
Positive bias fault with magnitude of 6 °C' on discharge air temperature DAT

Simultaneous positive bias fault with magnitude of 2 m3/s on air flow

and positive bias fault with magnitude of 6 °C' on discharge air temperature AF-DAT

described in Section [5.3.1] As can be seen in Figure [5.4] the cosine values between
the new fault and fault library signatures for the valve stuck fully open, bias fault
on discharge air temperature sensor, simultaneous bias faults on flow and discharge
air temperature sensors from the fault library are close to (+1,+1). Thus, the joint
angle analysis is not able to successfully isolate the fault.

For the case of bias faults occurring simultaneously on air flow (AF) and discharge
air temperature (DAT') sensors (also described in Section again, fault isolation
is not achieved. The same results was found for simultaneous actuator faults ( the
results are not presented here for sake of brevity).

In summary, existing (non causal) PCA and joint angle analysis based approaches
result in fault detection and isolation of some single faults, but are unable to isolate
the faults when their effect is being masked by the control structure. As well, fault

isolation is not achieved for the case of multiple actuator or multiple sensor faults.
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Figure 5.4: a: Joint plot using joint angle analysis for the case where valve gets stuck.
b: Enlarged view of Figure 7(a)

5.3.2 Proposed model based FDI design

In this section, we design novel model based FDI filters for the VAV boxes. In-
trinsic to the approach is the utilization of a causal dynamic model. To this end, first
we utilize the subspace identification method to identify a LTI model for the VAV

box. Next, we use the identified models to build the FDI filters.

Identifying a linear model for a zone

In this section, we identify a linear discrete time dynamic model of one of the

zones (north zone) in the AHU simulation using the subspace identification method

in Matlab (N4SID) (see Wang and Qin (2002) and |Qin/ (2006]) for more details on
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this). To this end, a linear stochastic model of the following form is identified:

z(k+1) = Az(k) + Bu* (k) + w(k) 651)
y (k) = Cx(k) + Du* (k)

where u*(k), y* (k) and z(k) are noise free inputs, noise free outputs and state variables
and w(k) denotes the process noise. In the identification approach, the available

measurements for identification are assumed to be:

u(k) = u*(k) + o(k)

y(k) =y (k) + v(k)

(5.2)

where o(k) and v(k) denote the input and output white noise. Thus the task is to
determine the order of the system and system matrices from past noisy input-output
data.

The variables included in the identification were effective valve opening (EVO),
damper fractional opening (DFO), supply air temperature (SAT) and supply fan
pressure (SFP) as inputs and air flow (AF) to the room and discharge air temperature
(DAT) to the zone as outputs.

We use data from the first day of the simulation test for identification and data
from the second day of simulation test for validation. Note that in the training phase,
the subspace identification approach determines initial values of the subspace states,
and the system matrices. For a new/validation batch, these initial subspace states
are unknown. Thus during this initial part (first 100 sample points for the present

case), the identified model is used in conjunction with a Kalman filter, and takes the
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Figure 5.5: Model validation results using data of second day of simulations: Mea-

sured outputs (blue lines) and outputs generated by the identified model (red lines)

following from:

(k+1) = Az (k) + Bu(k) + Ke, 53)
y(k) = Cz(k) + Du(k) + e,

where (k) € R™ denotes the vector of estimated subspace states, u(k) € R™ denotes
the vector of prescribed control inputs, (k) € RP denotes the vector of estimates of
the output variables, K is the Kalman filter gain and e, = y(k) — Cz(k) — Du(k) is
the estimation error.

The order of the identified model is picked to minimize the model identification
error, resulting in a model with seven states. Figure [5.5| shows the model validation
results. As can be seen from Figure , while there are errors (given that a linear
model is being used to capture the dynamics of the detailed nonlinear model) the

identified model captures zone dynamics reasonably well, making it a viable candidate

for FDI design.
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5.3.3 Fault detection and isolation design

Having identified a linear time invariant (LTI) model for the system, we next
design the FDI filters. To this end, we first recognize that for the kinds of fault being
considered, the evolution of the system subject to faults can be described by:

2(k + 1) = Az(k) + B(u(k) + a(k)) + w(k)
(5.4)

y(k) = Cx(k) + D(u(k) + a(k)) + g(k) + v(k)

where (k) € R™ denotes the unknown fault vector for the actuators and (k) denotes
the vector of unknown sensor faults. Due to the presence of physical constraints, the
actual input implemented on the system, which is the sum of the (known) prescribed
input and the (unmeasured) fault is also constrained. Let ¢; denotes the time of
fault occurrence and || - || the Euclidean norm for a vector. Note that under healthy

operating conditions Eq. is the equivalent innovation form of Eq. [5.4]

Actuator fault detection and isolation

To detect and isolate actuator faults, we estimate the implemented inputs by
utilizing the measurements and the dynamic model, and compare the estimated value
with the prescribed value. For the VAV box, we therefore design a filter that enables
estimation of the effective valve opening and damper fractional opening using the
results presented in|Gillijns and De Moor| (2007)). By rearrangement, Eq. [5.4]becomes:

z(k+ 1) = Az(k) + B/ (k) + G(d(k) + d(k)) + w(k) 55

y(k) = Cx(k) + D'/ (k) + Hd(k) + v(k)

150



Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

where u/(k) € R™ denotes the vector of known measurements as fault free inputs,
d(k) € R™2 denotes the vector of prescribed inputs to be implemented to the plant
by actuators where m = m; + mq and cf(k) € R™2 denotes the vector of unknown

actuator faults. In utilizing the filter, we need to employ the following assumption:
Assumption 5.1. |Gillijns and De Moor| (2007) The pair (A, C) is observable.
Assumption 5.2. Gillijns and De Moor| (2007) Rank of H is ms i.e. p > mo.

The filter consists of three steps as follows:

Estimation of unknown input:

R(k) = CPg._,C" + R(k)

M(k) = (H'R™*(k)H)*HTR™'(k)

) (5.6)
d(k) = M (k)(y(k) — Cappp—1 — D' (K))
PYk) = (HTR Y (k)H)™!
Measurement update:
K(k) = P, ,C"R™'(k)
Tape = Eppr + K(E)(y(k) — Cagp_r — D'/ (k) — Hd(E))
(5.7)

ik = Pije—r — K (k) (Be — HP{HT)KT (k)

Pyt = (P)" = —K (k) HP"
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Time update:
i‘k+1|k = Ai’k“ﬁ + B'u/(k:) + de(k)

] P, Pl AT (5.8)
Pl =14 G . . . + Q)
P P G

where Q(k) = E[w(k)w(k)’] > 0 and R(k) = E[v(k)v (k)] > 0.

The filter is initialized as follows:

:%0 = E[l’o]
(5.9)
Py = E[(zo — o) (0 — &)
For i = 1...my, the residuals are defined as below:
ri(k) = ||di(k) — Az(k’)H (5.10)

The FDI methodology using constant thresholds is presented in Theorem 1:

Theorem 5.1. Consider the system of Eq. for which Assumptions[5.1] and
hold. Then there exists 0; such that if r;(k) > 0;, then Jzk £ 0.

Proof. Before fault occurrence i.e. Jlk = 0, then

ri(k) = |[di(k) — di(k)|| = |(H" R~ (k) H) " H" R~ (k) (Carggp1 — Ctggpa) |
(5.11)

=[|(HT R (k) H) " HT R (R)C | [ |

where Zp,_1 = Tgp—1 — Lxp—1 Since Assumptions 1 and 2 hold, according to |Gillijns
and De Moor| (2007), the estimation error is bounded i.e ||Zgi_1|| < 0, where 0,

is a positive constant. Thus by selecting &; = ||[(HTR™Y(k)H) "HT R~ (k)C||6,, if
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Table 5.4: The residual notation, fault and the thresholds for the FDI design presented

for actuator faults in Section [5.3.3] based on the framework in Section [(.3.3]
Residual Faults Threshold

1 ﬂl 0.644
T2 17,2 0.182

d;(k) = 0, then r;(k) < &;. Then, if r;(k) > 0;, d;(k) # 0. This concludes the proof of
Theorem [5.1] O

Note that Theorem addresses the problem of actuator fault detection and iso-
lation for linear systems, and is utilized only as a guideline when implementing on the
testbed, in particular in choosing the threshold. For the present example, to account
for plant model mismatch, the thresholds are chosen as the maximum observed value
for residuals after the input estimation filter has converged. In subsequent application
for FDI r;(k) > ¢; is considered a trigger only if this condition holds for at least ten

consecutive samples.

Application of the actuators FDI framework

In this section, we apply the causal model based FDI method outlined in Section
to the VAV system. We first demonstrate the FDI capabilities assuming only
actuator faults. Note that since neither effective valve opening (EVO) nor damper
fractional opening (DFO) are subject to direct measurement noise (because they are
values computed by the controller, and known), the values estimated by Eq.
are first filtered and then utilized for FDI. The filtering is carried out using moving
average filters with span of 10 for both EVO and DFO. Table |5.4] shows the selected

threshold corresponding to each residual as discussed in Section |5.3.3|
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We again consider the damper fault scenario described in Section [5.3.1. The evo-
lution of the actuators (valve and damper), their estimates provided by the estimation
filter and the prescribed value are depicted by blue, red dashed, and green lines in
Figure [5.6], respectively. As can be seen, the estimated values for actuators stay close
to their actual values after fault occurrence. The evolution of residual profiles is
shown in Figure 5.7] Since only 79, the residual corresponding to a damper fault,
breaches its threshold, the FDI filter successfully detects and isolates the fault. Note
that although r, exceeds its threshold numerous times, it does so for fewer samples
than needed to signal detection and isolation of a fault (each time for less than 10
consecutive samples). The same result holds for stuck damper at 0.16 position.

We next consider the case where the valve gets stuck at the fully open position
as described in Section [5.3.1] As seen in Figures [5.8) and only 71, the residual
corresponding to the faulty valve breaches its threshold leading to FDI. Recall that
PCA and joint angle based approaches are unable to isolate this fault.

We next consider a case where both of the valve and damper get stuck simul-
taneously at 1874 sampling time (7:14 a.m. of second day of simulations) (also as
in Section . The position for stuck valve and stuck damper are 1 and 0.16,

respectively. The proposed approach results in FDI as seen in Figure [5.10]

Sensors fault detection and isolation

For sensor fault detection and isolation, we implement the methodology proposed
in Du and Mhaskar| (2014)) considering a system with two outputs. For the identified
linear system of Eq. 5.3 we design two Kalman filters each using only one of the

sensors. To this end, let y* = C'z(k) + Du(k) + v'(k) + ¢°(k) € R where i = 1,2
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Figure 5.6: Evolution of the prescribed value for actuators (solid blue lines), their
estimates provided by the estimation filter (red dashed-dotted lines) and the actual
value for actuators (green dashed lines). Note that the green dashed lines is plotted
only when the actuator is stuck, and the actual value is different from the prescribed
value. Otherwise only the blue line corresponding to prescribed value is plotted since
the actual value implemented actuators is the same as prescribed value under healthy
conditions. The damper gets stuck at 32% open position at 2233 sampling time (1:13
p.m. of second day of simulations) pointed by arrow in the both figures.

denotes the system output utilized by the ith Kalman filter, where y* = 7;, C* = C;,
D' = D;, v = v; and §* = 7;. To be able to design the ith Kalman filter using v*, we

need the following assumption:

Assumption 5.3. The pair (A, C?) is observable.
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Figure 5.7: Evolution of the residuals (blue solid lines) and thresholds (red dashed
lines), when the damper gets stuck Top: Residual corresponding to fault at valve
position. Bottom: Residual corresponding to fault at damper fractional opening.
The damper gets stuck at 32% open position at 2233 sampling time (1:13 p.m. of
second day of simulations) pointed by arrow in the both figures.

Thus the ¢th Kalman filter takes the following form:

R, = C(APAT + Q)CT + R

K= (AFAT + Q)CI ()

#'(k) = Zjp—1 + K (y' (k) — Cidige—1 — Du(k)) (5.12)

Pl =1 - K,C)(APLAT + Q")

where Q(k) = Elw(k)w(k)’] > 0 and R(k) = E[v(k)vT (k)] > 0. The filter is
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Figure 5.8: Evolution of the prescribed value for actuators (solid blue lines), their
estimates provided by the estimation filter (red dashed-dotted lines) and the actual
value for actuators (green dashed lines), if the corresponding actuator is subject to
fault. Note that the green dashed lines is plotted only when the actuator is stuck, and
the actual value is different from the prescribed value. In the absence of faults, the
prescribed value equals the actual value and the lines overlap.The valve gets stuck at
100% open position at 1931 sampling time (8:11 a.m. of day two of the simulation)
pointed by arrow in the both figures.

initialized as follows:

. o (5.13)
Py = Bl(wy — &) (wy — #5)"]

Now, we describe the residual definition and fault detection and isolation design
through the ith Kalman filter. Each residual is the norm of the difference between the
expected trajectories of the state and the state estimates. The expected trajectories

are calculated using the following prediction model:

#(k+1) = A#'(k) + Bu(k) t € [to_r, 1) (5.14)
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Figure 5.9: Evolution of the residuals (blue solid lines) and thresholds (red dashed
lines). Top: Residual corresponding to fault at valve position. Bottom: Residual
corresponding to fault at damper fractional opening. The valve gets stuck at 100%
open position at 1931 sampling time (8:11 a.m. of day two of the simulation) pointed
by arrow in the both figures.

where 7' is the state of the prediction model, and T is the prediction horizon: T = 1
ifo<t, < t; T = k—E if e <t < tk’+Tp; and T = Tp if t, > tkuer, with a positive
integer T}, being a chosen prediction horizon. The prediction model is initialized at

the state estimate at time t;,_7: #'(k —T) = 2'(k — T). By solving Eq. (5.14)), the

state prediction at time ¢, is obtained. The corresponding residual is defined as below:

ri(k) = |7 (k) — &'(k)| (5.15)

A fault is declared if at least one of the two residuals breach their thresholds. If
only one of the residuals breaches its threshold, this means a fault has occurred in
the corresponding sensor for the other residual (the insensitive residual) and the fault

is successfully isolated. If both of the residuals breach their thresholds, this indicates
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(a) (b)

Figure 5.10: Evolution of the prescribed value for actuators (solid blue lines), their
estimates provided by the estimation filter (red dashed-dotted lines) and the true
value for actuators (green dashed lines), if the corresponding actuator is subject to
fault. The valve and damper get stuck simultaneously at 1874 sampling time ( 7:14
a.m. of day two of simulation) pointed by arrow in the both figures.

that both of the sensors are subject to fault. Thus, there is a unique breaching pattern

corresponding to each fault scenario.

Remark 5.2. Note for a system with three or more outputs, breaching of all of

the residuals only indicates detection of multiple faults and an additional number of

observers must be designed for isolation of multiple faults in this case (see

Mhaskar| (2014) and Du et al,| (2013)).

Application of sensors FDI framework

In this section, we apply the described FDI scheme in Section to the HVAC
system of the north zone in the AHU model while considering only sensor faults. Since

the model has two outputs, two Kalman filters are designed which use measurements
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Figure 5.11: Evolution of the residuals (blue solid lines) and thresholds (red dashed
lines). Top: Residual corresponding to fault at valve position. Bottom: Residual
corresponding to fault at damper fractional opening. The valve and damper get
stuck simultaneously at 1874 sampling time (7:14 a.m. of day two of testing) pointed
by arrow in the both figures.

of discharge air temperature (DAT) and air flow (AF), respectively. To initialize
the Kalman filters, for the first 100 sampling times each Kalman filter uses both
measurements, then the additional measurement is removed. Also, for purpose of
initialization the prediction model is associated with a Kalman filter that is active
for 100 sampling times using both measurements. The Kalman filters parameters are
Py = O7y7 and Q = 103I7y7. The residuals are defined as described in m To
account for effect of uncertainty, thresholds are selected as the maximum observed
values for residuals while operating at steady state. Table [5.5] shows the selected
threshold corresponding to each residual.

To this end, we consider simultaneous faults in the flow sensor and discharge

air temperature sensor take place as described in Section [5.3.1] As can be seen from

160




Ph.D. Thesis - Hadi Shahnazari McMaster - Chemical Engineering

Table 5.5:  Faults to which the residuals are insensitive and thresholds for FDI design
presented for sensor faults of the example in Section based on the proposed
framework in Section £.3.3]

Residual Faults Threshold

T1 gl 0.155
T2 Y2 0.23

Figure5.12] since estimated values for both air flow and discharge air temperature are
generated using faulty measurements, there is a discrepancy between the predicted
values calculated using Eq. and estimated values calculated using Eq.
for both flow and discharge air temperature. This causes both of the residuals to
breach their thresholds (see Figure [5.13). Thus the fault is successfully detected and
isolated. Note that the same results holds for single sensor faults. In conclusion,
using the causal model based approaches enables isolation of multiple actuator and
sensor faults (including those faults that are compensated by the controller). Note
that for the case of simultaneous actuator and sensor faults, if the fault is detectable
(see Remark , fault detection is still achieved. However, simultaneous actuator
and sensor faults can not be isolated. This is due to fundamental limitation of the

system dynamics and available measurements (see Remark |5.5]).

Remark 5.3. Note that in this work a modified diagnostic observer methodology
has been used for designing FDI scheme for diagnosing actuator faults. As mentioned
earlier, the existing FDI approaches are not designed to detect and isolate actuator
faults where the effect of the fault is compensated by the controller. The present
design thus represents a modified diagnostic observer approach that uses the norm of
the difference between the prescribed value and estimated value of inputs for residuals

generation. In this way, the actuator faults can be diagnosed even in the presence of a
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Figure 5.12: Evolution of estimation (red) and prediction (blue) profiles for flow and
discharge air temperature when both of the sensors are faulty. Simultaneous faults in
the flow sensor and discharge air temperature sensor taking place at 1975 sampling
time (8:55 a.m. of the day two of the simulation test) pointed by arrow in the both
figures.

robust controller that compensates the effect of faults on the outputs. For sensor faults

isolation, the diagnostic observer presented in |[Du and Mhaskar| (2014)) is utilized and

is equivalent to other diagnostic approaches. The only difference is that the residuals
are defined as norm of difference between expected and estimates trajectories of the

plant.

Remark 5.4. Note since there are uncertainties associated with both of the identified
linear model and the in-control model, a number of missed faults are inevitable by
both of the proposed model based and statistical model based approaches utilized for

FDI. This is due to the trade off between robustness and fault sensitivity (see e.g.,

Zhang et al. (2010b)) and Dunia and Qin (1998)) for more on detectability analysis for

the proposed model based and statistical model based approaches, respectively). Note
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Figure 5.13: Evolution of the residuals (blue solid lines) and thresholds (red dashed
lines). Top: Residual corresponding to fault at flow sensor. Bottom: Residual corre-
sponding to fault at discharge air temperature. Simultaneous faults in the flow sensor
and discharge air temperature sensor taking place at 1975 sampling time (8:55 a.m.
of the day two of the simulation test) pointed by arrow in the both figures.

that a fault can be detected if and only if it satisfies the corresponding detectability
conditions (for more on this, see |Zhang et al.| (2010b), Zhang (2011)) and Dunia and

Qinl (1998)).

Remark 5.5. Simultaneous actuator and sensor faults can not be isolated for the
present case, since the model structure does not meet the necessary and sufficient
conditions for a fault scenario to be distinguishable (for more on this see |[Shahnazari
et al. (2016)). Note that this is due to the fundamental limitation of the AHU system

dynamics and limited measurements, not a limitation of the utilized FDI methodology.

Remark 5.6. The results obtained using the proposed model based approach ad-
vances the statistical model based approaches in terms of diagnosis of complex faults,

multiple faults as well as applicability to the ability to isolate faults whose effect is
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masked by the operating controller. Note that the present work does not consider
zone temperature sensors in the FDI analysis, thus the zone temperature is not nec-
essary in the identified statistical and causal models. Performing FDI for a larger

section of the HVAC system remains the focus of future work.

5.3.4 Fault handling design

In this section, we illustrate a safe parking strategy for multi-zone HVAC systems
to handle the fault of a stuck damper at a position close to zero but not completely
closed (0.16 position). In this scenario, due to increasing cooling loads, the zone
temperature increases and the control design can not handle the faulty situation. As
a consequence the zone temperature exceeds the cooling set point during occupied
periods. The safe parking strategy is based on replacing damper fractional opening
with the supply fan pressure set point as the manipulated variable in the inner loop of
the cascade control design for the faulty zone. By increasing the supply fan pressure
set point, the air flow rate through the stuck damper will also increase. Thus, upon
isolation, the faulty zone is parked in a temporary operating condition with new
control objective (the cooling set point is now 24 °C' rather than 23 °C' ) until the
faulty equipment has been repaired or replaced. Figure shows the evolution
of air flow rate entering the north zone, damper fractional opening of a fault free
zone, north zone temperature (ZT) profile and supply fan pressure in the presence
and absence of the safe parking strategy. As shown in Figure by increasing the
supply fan pressure, the amount of air flow rate through the faulty damper increases.
In the healthy zones, the dampers close more to maintain the same amount of air flow

rate entering the healthy zones as before fault occurrence. In the faulty zone, since
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the damper is stuck, more air flow enters the zone and as a result the temperature in
the faulty zone is kept closer to the nominal operating condition until the system is
brought back to its original condition. Note that there exist three possible scenarios
for the case under consideration. One is to let the system operate in the faulty
condition without an attempt to handle the fault, leading to increased discomfort,
albeit without additional energy usage. The second scenario is to compensate for the
fault completely by achieving the set point in the healthy condition (by increasing
the static pressure in the entire system). In this case, the comfort is entirely retained
at the price of more energy usage. The third scenario is to use the described safe
parking strategy that trades off between the other two scenarios. Compared to the
first scenario, there is improved comfort but more energy usage. Compared to the
second scenario, there is decreased comfort, but also less energy usage. A more
detailed implementation of the safe-parking approach to the HVAC system remains

an objective of future work.

Remark 5.7. Note that when a VAV box damper gets stuck, different scenarios
could take place depending on damper position and operating point of the systems.
If the damper is stuck fully open, normally the VAV heating valve opens up and
compensates for the fault effect at a price of additional energy usage in the system.
In such a scenario, a possible safe-parking implementation would be to change the
supply fan pressure (reduce it) but just enough so discomfort in the zone under
consideration is reduced, without causing discomfort in the other zones. There is
another scenario when the damper is stuck closed. In this case, nothing can be done
until the faulty equipment is recovered or repaired. The particular case considered in

the work is applicable for the situation where the damper gets stuck at an intermediate
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position, and for the case where the controller is calling for the damper to open further.
Note that the problem of fault handling in the context of VAV boxes is addressed,
recognizing that while in the present context, the faults are not safety critical in
nature, they do present an opportunity for trading off between comfort and energy
usage. Thus, a safe parking strategy is designed to handle stuck dampers and the

resulting energy reduction demonstrated.

5.4 Conclusion

In this work, we designed and implemented an integrated framework for fault
diagnosis and fault handling in VAV boxes of HVAC systems. To this end, first, a
statistical model based FDI scheme is designed using a combination of PCA and joint
angle analysis. Then we designed a linear causal model based frameworks for detection
and isolation of multiple actuator and multiple sensor faults. The linear model is
identified using a subspace identification method. The causal model based frameworks
achieve fault isolation for the cases that the statistical model based framework is not
able to isolate the fault. Finally, we illustrated a FTC strategy to handle a stuck
damper fault in one of the zones using a safe-parking approach to achieve a trade off

between comfort and energy usage.
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Figure 5.14: Evolution of a: supply fan pressure, b: damper fractional opening of the
core zone, c: air flow rate entering the north zone , d: north zone temperature profile.
Blue: When the safe parking framework is not active, Red: When the safe parking
framework is active (time of fault occurrence is shown by arrow in the figures).



Chapter 6

Conclusion and future work

This chapter summarizes the main contributions of this thesis and suggests re-

search opportunities for future work.

6.1 Conclusion

This work considers the problem of fault diagnosis and fault tolerant control for
complex process systems. In Chapter [2| the problem of isolating distinguishable
actuator and sensor faults in the solution copolymerization of MMA and VAc was
considered. To achieve fault detection and isolation for the distinguishable faults
in copolymerization reactor, an actuator and sensor fault detection and isolation
framework was designed. To this end, first state estimates were generated using a bank
of high-gain observers and then nonlinear fault detection and isolation (FDI) residuals
were defined. The ability of the proposed framework in detecting and narrowing
the possible locations for indistinguishable fault scenarios to a subset of possible

scenarios was proved and verified through simulations. Illustrative linear FDI filters
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were also designed for the purpose of comparison. While linear model based FDI only
achieved fault detection, the application of the proposed FDI mechanism was found
to also successfully isolate distinguishable faults even in the presence of plant-model
mismatch and measurement noise.

In Chapter[3], the problem of actuator and sensor fault detection and isolation was
addressed for control affine nonlinear systems subject to uncertainty. An FDI frame-
work was proposed and fault detectability and isolability conditions were rigorously
derived. Finally, the efficacy of the fault isolation framework subject to uncertainty
and measurement noise was illustrated using a chemical reactor example.

In Chapter [4] the problem of simultaneous fault diagnosis was addressed for non-
linear uncertain networked systems utilizing a distributed fault detection and fault
isolation strategy. The idea is to design a bank of local robust FDI schemes in a dis-
tributed manner with each FDI scheme corresponding to a subsystem. Time-varying
thresholds were selected by explicitly accounting for the effect of uncertainties and
faults in shared interconnections. In this way, robustness of the LF'DI schemes to false
alarms is guaranteed. Also, in the case of faults in the shared interconnections that
can be isolated locally, the distributed architecture of the proposed FDI framework
allows the other FDI schemes to function as intended. The detectability and isoability
conditions were rigorously derived for the distributed FDI scheme. Effectiveness of
the proposed methodology was shown via application to a reactor-separator process
subject to uncertainty and measurement noise.

In Chapter 5] an integrated framework was designed and implemented for fault
diagnosis and fault handling in VAV boxes of HVAC systems. To this end, first, a

statistical model based FDI scheme is designed using a combination of PCA and joint
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angle analysis. Then we designed linear causal model based frameworks for detection
and isolation of multiple actuator and multiple sensor faults. The linear model is
identified using a subspace identification method. The causal model based frameworks
achieve fault isolation for the cases that the statistical model based framework is not
able to isolate the fault. Finally, we illustrated a FTC strategy to handle a stuck
damper fault in one of the zones using a safe-parking approach to achieve a trade off

between comfort and energy usage.

6.2 Future work

The results of this thesis suggest the following topics for future work:

1. Actuator and sensor fault detection and isolation of nonlinear uncertain systems

subject to delay

2. Actuator and sensor fault detection and isolation of nonlinear stochastic systems

subject to uncertainty

3. Fault diagnosis and safe parking design for HVAC systems with supply fan

pressure reset strategy

First, we consider the problem of fault diagnosis for nonlinear process systems
subject delay. There are a few results available in the literature for FDI design in the
presence of delay (see e.g., |Chen and Saif (2006) and [Yao et al. (2014)). However,
none of these results have addressed the problem of fault detection and isolation in
the presence of input, state and output delay. The other limitations of the existing

results in the literature are considering only single actuator faults and being only
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applicable to specific classes of nonlinear systems. To address this problem, the first
step is to design a predictor that enables estimation of system states in the past
and present in the presence of delay. The closed loop convergence property of the
proposed predictor must be established rigorously. The next step is to design FDI
filters in a way that they account for system complexities that cause nonzero values
for the generated residuals in the absence of fault. The FDI filters must be designed
in a way that enable differentiation between actuator and sensor faults.

Second, we consider the problem of fault diagnosis for nonlinear uncertain stochas-
tic systems. There are only a few results available in the literature when it comes
to FDI design for stochastic systems. In Keller| (1999), FDI filters are designed to
diagnose single and multiple actuator faults in linear stochastic systems using mod-
ified full order Kalman filters. In George| (2012), a robust FDI scheme is designed
for detection and isolation of single and simultaneous actuator and sensor faults in
uncertain linear stochastic systems using robust observers. However, there is a lack
of results in the literature when the problem of FDI design for uncertain nonlinear
stochastic systems has been addressed. To investigate this problem, the first step is
to design a robust observer with bounded estimation error in the presence of uncer-
tainty and process noise. Again, the closed loop convergence property of the proposed
estimator must be rigorously established. The next step is to design FDI filters in a
way they explicitly account for system complexities that cause nonzero values in the
generated residuals in the absence of fault. As far as defining residuals is concerned,
the methodology presented in Du et al|(2013) can be adapted accordingly. The third
step is to establish the ability of the proposed FDI scheme in detecting and isolat-

ing faults in the presence of uncertainty rigorously that can be achieved via proper
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detectability and isoability analysis, respectively.

Third, we consider the problem of fault diagnosis and safe parking design for
HVAC systems with supply fan pressure reset strategy. Static pressure setpoint reset
strategy is based on reseting the static pressure setpoint for the zone requiring the
most pressure i.e., the setpoint is decreased until one of the zone dampers is open
at a desired amount. The main advantage of utilizing the reset strategy is energy
saving since the static pressure is being kept at the minimum value in the allowable
range and it increases only when it is required (see e.g., [Taylor| (2007)). However,
when the supply fan pressure is not constant, the relation between damper fractional
opening (DFO) and air flow (AF) becomes nonlinear. Also, when one of the dampers
gets stuck at almost closed positions, the VAV controller signals the damper to be
fully open as long as long the damper is stuck. Thus the supply fan pressure reset
strategy does not continue to work properly in this case and there is some energy
loss in the system due to increase in supply fan pressure values. As a result of this, a
fault handling strategy is required to minimize both discomfort and energy losses in
the zones. To address these problems, the first step is to identify a model that can
capture the nonlinear behavior of the system. As model identification is concerned,
an online model identification strategy (see e.g., Alanqar et al|(2017)) will be used
that results in a linear parameter varying (LPV) model for the system. The second
step is to design a FDI framework. The methodologies proposed in |Du et al.| (2013))
or [Shahnazari et al.|(2018) can be utilized for FDI design depending on the structure
of the identified model for the system. The third step is to design a fault handling
framework for stuck dampers with ability to balance between providing comfort in

the zones and energy usage.

172



Appendix A

Appendix

Appendix A: Lyapunov Based Model Predictive Con-

trol

Consider the nonlinear system of Eq. 2.4 with input constraints for which a control
Lyapunov function V exists. Let IT denote a set of states where V (z(t)) can be made

negative by using the allowable values of the constrained input:
I={xeR": L;V(z)+inf(LeV(x)u) < —™} (A1)

where LoV (z) = [Ly,V(2),..., Ly, V(z)], with g; the ith column of G and £ is a
positive real number. The controller of Mahmood and Mhaskar| (2008) possesses a

stability region, an estimate of which is given by

Q={zell:V(z) < Cmas}, (A.2)
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where ¢4, is a positive (preferably the largest possible) constant. Having defined
the sets II, €2, the Lyapunov based predictive controller of Mahmood and Mhaskar

(2008) follows the formulation below:

uprpe(x) - = argmin{J(x, t,u(.))|u(.) € S} (A.3)
st. &= f(x)+Gx)u (A.4)

V< Vrelt,t+A), if V(z(t)>d (A.5)
V<=8 Vreltt+A), if V(z(t) < (A.6)
st+7)ell, Vrelt,t+A) if V> cnaw (A7)

where S = S(t,T) is the family of piecewise continuous functions (functions contin-
uous from the right), with T denoting the control horizon, mapping [¢,t + 7T into
U, for a given positive number d, ¢’ is a positive real number such that V(z) < ¢’
implies that ||z(t)|| < d and €* is a positive real number (related to £** through A,
see Mahmood and Mhaskar| (2008)) for details). A control u(.) in S is characterized by
the sequence {u(ty)} and satisfies u(7) = u(ty) for all 7 € [t, tx + A]. The objective

function is given by

t+T
J (@, ul.)) :/t [l (s 2, )13, + lu(s)lI%, Jds (A.8)

where @), and R, are positive semidefinite, and strictly positive definite, symmetric
matrices, respectively, z*(s;z,t) denotes the solution of Eq. due to control u,

with initial state x at time t and T is specified horizon. In accordance with the
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receding horizon implementation, the minimizing control uy;pc is then applied to
the system over [¢t,t + A], and the same procedure is repeated at the next instant.
The stability property of the Lyapunov based predictive control design in Mahmood
and Mhaskar (2008) can be formulated as follows: given any positive real number d,
there exists a positive real number A* such that if A € [0, A*] and z(0) € € then
xz(t) € Q, for all t > 0 and lim sup; ||z (t)|| < d. Furthermore, for z(0) € I\,
if the optimization problem of Eqs is successively feasible, then z(t) € II
YVt > 0 and lim sup;_oo||z(t)|| < d (see e.g. Mahmood and Mhaskar (2008) for further
details). Note that the control design in Mahmood and Mhaskar (2008) is used only
to illustrate the proposed framework in this work and the obtained results hold under

any control law that guarantees stability of the closed loop system.
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