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Abstract 

Biometrics is the science of measuring either physiological (i.e. fingerprint, iris) 
or behavioural (i.e. gait, signature) characteristics for the purpose of determining or 
authenticating one's identity. While there has been considerable research conducted with 
respect to the technical aspects of biometrics, very little attention has been paid to 
consumer acceptability of this technology. The research presented here is a first step 
towards filling that void. 

As such, a series of three studies were undertaken. The first study was a 
qualitative analysis that identified what avenues of exploration Canadian banks 
considered to be the most salient with respect to consumer perceptions of biometric 
authentication technology. This analysis consisted of semi-structured interviews with 
subject matter experts. The second study was also qualitative and asked consumers from 
across Canada what they perceived as potential benefits and concerns with biometric 
authentication technology being used to access their bank accounts. Based upon the 
results of these two studies, which were further informed by a review of technology 
adoption literature, a third quantitative study was carried out in which a proposed research 
model was tested. This model identified both contextual antecedents and innate traits that 
may influence consumer attitudes towards using biometrics to access their bank accounts 
via an automated teller machine (ATM). In addition, the aspects of control and 
voluntariness were manipulated, through the presentation of various scenarios, to examine 
their effects upon both attitude as well as the direct antecedents of privacy and security 
concerns and usefulness. The proposed model was assessed using structural equation 
modeling. In addition, ANOV As and qualitative answers to open ended questions were 
examined to provide further insight as to what will enhance or impede consumer 
acceptance of biometric technology. 

The findings suggest that the contextual factors of privacy and security concerns 
and usefulness have a bigger impact upon attitude as compared to innate personality 
traits. In addition, while voluntariness appears to have no effect, control has a significant 
impact upon attitude as well as privacy and security concerns and usefulness. Based upon 
these results, implications for theory and practice are discussed, and suggestions for 
future research are presented. It is hoped that this initial research spurs additional interest 
in examining consumer acceptability of biometrics in terms of both private and public 
sector applications. 
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Chapter 1 Introduction 

1.1 Importance of Topic 
The rapid growth in technology has brought considerable benefits and, 

unfortunately, additional threats. As more and more data are converted to, and stored in, 
electronic formats, the greater the necessity to ensure the security of that information 
from unauthorized access (Sukhai 2004). Traditionally, gaining access to sensitive 
information and/or secure areas has depended upon some artifact a person has, such as a 
card or token, or what they know, such as a password or Personal Identification Number 
(PIN). The explosion in technology has resulted in a proliferation of PINs and passwords 
across a plethora of applications that include access to one's bank accounts, home 
computer, work computer, web-based services, car, wireless devices, etc. (Coventry et al. 
2003). 

Regrettably, the onus of having to remember so many passwords often becomes 
unmanageable such that individuals trade security for usability and memorability (Adams 
and Sasse 1999). Regularly changing passwords, not using the same password across 
multiple applications, not using standard words, etc. are commonly cited methods of 
increasing security that are typically not employed by individuals due to the difficulty this 
creates in being able to remember them all. As such, criminals find passwords easy to 
guess and, once they have determined the one password a person uses, they get complete 
access. In addition, typical methods of access involving an artifact rely on the 
presumption that the person attempting to gain access is the actual owner of the said 
token; but this may not be the case. Individuals sometimes loan their bank card and share 
their PIN or password with a spouse, family member, or close friend. Some people even 
write their password down and keep it with the card (Coventry et al. 2003). All this 
despite warnings to the contrary. 

A possible solution is the deployment of biometric technology. As will be 
described later, using biometrics for identity authentication can negate the need for both 
tokens and passwords as well as assuring that the person attempting to gain access is 
present. 

The biometrics industry (which is defined as the sale of biometric technology to 
all organizations be they commercial, government, or law enforcement, but does not 
include research and development) has experienced tremendous growth in the recent past, 
and this is expected to continue according to the International Biometrics Group (IBG 
2009a). In 2004, the biometrics market was less than $50 million, but is expected to grow 
to approximately $7.8 billion by 2013 IBG (2009a). This corresponds with the estimate 
made by ABI Research which predicts the 2013 biometrics market will be $7.3 billion up 
from roughly $3 billion in 2008 (Miller 2008). IBG's forecast extends to 2014 during 
which they foresee sales of $9.4 billion (IBG 2009a). 
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While the initial thrust towards the adoption of biometric tools has come from 
governments as they pursue the introduction of biometric enabled travel documents, such 
as passports, other organizations around the globe are showing considerable interest in the 
potential for biometrics to serve a variety of purposes as exemplified in Table 1-1. The 
heightened interest shown by governments has resulted in an increase in research funding. 
As a result, biometrics are not only becoming more reliable, they are also becoming 
cheaper. This development, in tum, means that those organizations strictly constrained 
by traditional cost-benefit analysis now see biometrics as a potential solution to 
increasing security. 

Table 1-1: Sample of Recent Newspaper Articles Dealing with the Deployment of 

B'rnmet"Thnc ec no1o_gy_ 


Author Coun!!:Y_ Biometric AJ!I!.lication 
Anonymous 
(2009) 

French Palm-vein recognition Graduate Management 
Admissions Test (GMAT) 

Collins (2009) United 
Kingdom 

Fingerprints School attendance records 
Access to school services 
such as cafeteria, library, 
etc. 

Jackson (2009) Canada Facial recognition Ontario Lottery and 
Gaming (OLG) initiative 
to identify and exclude 
addicted gamblers from 
casmos 

Lewan (2009) Global Biometrics combined 
with Radio Frequency 
Identification (RFID) 

Government surveillance 

Miller (2009) Global Various Analysis of global 
biometrics market - 2012 

Thomas (2009) United 
Kingdom 

Fingerprints and facial 
reco_g_nition 

Passports 

Torregoza (2009) Phil~ines Thumbprint 2010 Elections 
Wambugu (2009) Kenya Fing_erprint ATM access 

ABI Research notes two other factors in the phenomenal growth of biometrics: 
interoperability and convenience. "Over the next five years, systems with 
multitechnology, multivendor capabilities will drive adoption in both public- and private­
sector applications ... ABI also notes that as biometric technology gains wider adoption, it 
will find use in applications where other forms of security are adequate, but where a 
biometric approach adds convenience" (Miller 2008, p. 11 ). 

Given the actual and expected significant growth of the biometrics industry, it 
seems reasonable to suggest that the possibility of individuals coming into contact with 
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some form biometric identity authentication will increase considerably in the near future. 
The significant strides being made towards dealing with the technical issues of 
biometrics, particularly with respect to generating international standards that address the 
problem of interoperability (Bala 2008; Kleist 2007; Koltzsch 2006), have resulted in this 
technology being deployed across a variety of applications in the both the public and 
private sector. 

The public sector is pursuing biometrics in the interests of national security as 
exemplified by the use of biometrics in government-issued documentation such as 
passports in Britain, Singapore, and Brunei (Bala 2008). While the aspects of national 
security are a driving force behind governments rolling out biometrics, citizens may not 
be willing to participate due to the nature of the information they are being asked to 
provide. As such, for travelers that frequently cross the border between Canada and the 
United States, the Canadian and United States governments are leveraging the 
convenience aspect of being able to bypass customs and immigration by joining a 
program, known as NEXUS (Canadian Border Services Agency 2009) that uses iris 
scanning (Sukhai 2004). 

In the private sector, companies have deployed biometrics for employee 
authentication thereby eliminating the possibility of one employee clocking in a 
colleague. Casinos use face recognition to identify problem visitors and card-counters 
(Sukhai 2004). "Many banks have implemented systems to improve security and protect 
their critical assets" (Bala 2008, p. 65). In addition, "the increasing number of phishing 
and identity frauds puts pressure on banks to implement transaction authorization 
processes that are more secure than the traditional PIN card methods" (Koltzsch 2006, p. 
245). 

Although there has been a plethora of research on the technical aspects of 
biometric security technologies (Lease 2005), only limited research has been done 
regarding consumer acceptance of biometrics, with the Human-Computer Interaction 
(HCI) community having very little involvement (Coventry et al. 2003). This 
phenomenon may simply be a reflection of the relative immaturity of the biometrics 
market (Lease 2005). 

This research is an attempt to help fill that void by developing and testing a 
research model, that draws from previous research on consumer technology acceptance, 
to explain why consumers are, or are not, willing to adopt biometric authentication 
methods. The focus of the study will be within the domain of the Canadian banking 
industry. The reason for choosing this industry is as follows. In cases of bank fraud (for 
example skimming, which is the unauthorized access to a legitimate user's account via a 
bogus debit card), the bank often ends up reimbursing their customer for the full amount 
of the loss. As a result of the pervasive issuance and use of debit and credit cards, the 
amount of losses that the Canadian financial industry has to absorb due to this type of 
fraud is substantial. As the intent behind the use of biometric authentication is to limit the 
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ability to perpetrate these types of frauds, it seems reasonable that banks would be 
interested in their customers' feelings towards using this technology to access their 
accounts. 

Furthermore, the reason for looking specifically at the Canadian banking industry 
is due to its dominance by five major banks. The concentration of power within the 
hands of these five major banks implies that, should they want to pursue the deployment 
of biometrics, collectively they would appear to have the power to roll it out across the 
entire country. Additionally, while collectively they are powerful, they also realize that 
individually they do not hold enough influence with consumers to unilaterally move to a 
system that uses biometric identity authentication. 

As organizations continue to leverage the power of technology and electronically 
capture greater amounts of highly personal information, there will be a growing need to 
ensure it is only accessible to those people with appropriate authority. Biometrics is a 
possible solution to this problem. However, before any widespread implementation is 
initiated, it would be useful to identify the concerns and benefits that presently exist in the 
minds of individuals. Armed with this knowledge, practitioners will then be able to 
develop an implementation plan that addresses the perceived concerns while leveraging 
the perceived benefits. It is hoped that this initial investigation will spawn additional 
academic research into a variety of applications of biometric authentication/identification 
opportunities in the both the public sector (such as the safeguarding of electronic health 
records) and private sector (such as employee access to customer data). From the 
management standpoint, it is hoped that this research identifies key attributes of those 
consumers willing to adopt biometric authentication thereby enabling organizations to 
target their campaigns to the appropriate market segment when biometrics gets rolled out 
in various applications. 

1.2 Research Objectives 
Despite the growth in the use of biometric identity authentication technology, 

empirical research into its acceptability on the part of the citizen/consumer is limited in 
terms of both the number of studies and the examination of the antecedents that may 
influence attitude and, ultimately, adoption. This research helps to fill that gap by 
proposing and validating an initial model that will also guide future research in this area 
as well as aid practitioners in developing appropriate strategies to leverage perceived 
benefits while simultaneously addressing concerns to increase the chances of success as 
they deploy this technology. 

To achieve these objectives, three studies were conducted to answer several 
research questions as outlined below: 

Study 1: Research Question: What avenues of exploration does the Canadian 
banking industry consider to be most salient with respect to consumer 
perceptions of biometric authentication technology? 

4 
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Study 2: Research Question: What do consumers perceive as the benefits of, and 
what are their concerns with, the deployment of biometric 
authentication technology within the Canadian banking industry? 

Study 3: Research Question 1: What are the factors that directly shape consumer 
attitudes towards biometric authentication? 
Research Question 2: What are the innate individual traits that influence 
consumers' perceptions about biometric authentication and, ultimately, 
their attitude towards biometric identity authentication for financial 
transactions? 
Research Question 3: How will consumer control of their biometric 
information and program voluntariness, acting alone and 
simultaneously, impact these factors? 

The following chapters of this thesis are organized as follows. Chapter 2 is a 
literature review of various concepts, such as trust, privacy, security, and usefulness, that 
have been demonstrated to influence the attitude and willingness of individuals to adopt 
technology. Chapter 3 discusses preliminary qualitative research that was conducted that, 
in conjunction with expanding upon the concepts introduced in Chapter 2, was used to 
create a proposed research model for consumer acceptance of biometric authentication 
technology. Hypotheses to be tested in this model are developed in Chapter 3. Chapter 4 
describes the research methodology, the development of the research instrument, as well 
as the online survey. Chapter 5 is an analysis of the results of the proposed research 
model; in addition, the use of an alternative simplified model is discussed. Chapter 6 
discusses the results of the survey and answers to the research questions. The strengths 
and limitations of this research are also examined as are implications for both researchers 
and practitioners. 

5 
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Chapter 2 Literature Review 

In order to appropriately frame the proposed model, this chapter will examine 
some of the key issues interlinked with biometrics usage. These issues are more varied 
and complex than those for other technologies due to the personal nature of the data 
collected, and the historical and potential future usages associated with it. Also, there are 
a plethora of possible applications of biometric identity authentication technology that 
address various concerns. For example, companies may deploy biometrics as a means of 
eliminating the ability of co-workers signing each other in thereby establishing better 
control of time and attendance records and the related expenses. From the customer 
perspective, companies may also utilize biometrics in the interests of customer service 
and convenience as Singapore Airlines has done. Governments may use biometric­
enabled documents to enhance their efficacy of authenticating one's identity in an effort 
to increase national security. Similar to for-profit organizations, governments may also 
employ biometrics for convenience purposes by using this technology to simplify the 
border crossing process for frequent travelers. In other words, there are a variety of 
potential applications of biometrics, each driven by different motivations. The focus of 
this study is the use of biometric identity authentication technology in the Canadian 
banking industry; and, while there are a varied number of reasons for its deployment, the 
key issue is that it is a means to protect both consumers and banks from financial loss. As 
such the review will begin by examining the crime of identity fraud (IDF). 

Up until recently, IDF was considered one of the fastest growing crimes in the 
world (Mercuri 2006). This review will therefore tum to biometrics as a possible solution 
to at least some IDF. While the discussion will be brief, the thrust will be to provide an 
overview of various biometric measures, as well as existing applications within the 
business environment. Once common understanding of current biometric capabilities and 
applications is established, this review will then examine why biometrics cannot be 
analyzed using a simple technology acceptance framework. While the Technology 
Acceptance Model (TAM) is highly appropriate for other technologies, biometrics 
presents unique emotional and social implementation challenges; therefore more refined 
models are more appropriate. These refined models still use as their basis the Theory of 
Reasoned Action and Theory of Planned Behaviour that originally informed TAM. 

Given the recent and significant press coverage of various security breaches 
involving highly personal consumer information, no model relating to biometrics would 
be complete without an analysis of trust. For consumers to surrender ever more personal 
information, especially data that can be used to commit crimes against them, trust and risk 
have to be relevant variables. The concept of trust is highly interlinked with consumer 
perceptions of privacy and security, and the emotional impact these may have on 
technology acceptance. Consumers are worried about the amount of private information 
about them being held in multiple databanks, and the seemingly lax security protocols in 
place to secure that information. In fact, it would seem that introducing biometrics at the 
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consumer level creates an interesting conundrum about control. Any organization 
thinking about employing biometrics as a form of authentication must convince its 
customers that, in order to make their information more secure, they have to give up a 
uniquely identifying characteristic. Control becomes key in many regards. Control of the 
data is only one aspect of this, and is addressed within the concepts of privacy and 
security. Control, however, may also refer to concepts such as whether providing data is 
mandatory or voluntary. This means that context of the proposed biometric application 
may also be highly relevant. 

To conclude, this review will examine issues surrounding biometrics usage to 
prevent financial fraud. As such, a variety of theories and concepts that will bear on the 
proposed adoption model (presented in Chapter 3), will be discussed. 

2.1 Identity Fraud (IDF) 
Although the growth of identity fraud has slowed, it is still a significant problem 

(Elliott 2007; Morse 2006). While many contend that the biggest contributor to the 
increase in identity fraud is the explosion of the internet (Milne 2003), that is somewhat 
of an oversimplification. Granted, over the past few years the amount of identity fraud 
attributable to the internet has grown to approximately 15% (Sproule and Archer 2008); 
however that still means that roughly 85% of the identity fraud that is committed is done 
in the offline environment. Therefore, while governments and business organizations 
must be cognizant of the growing influence of the internet on this type of crime, they 
cannot lose sight of their responsibility for taking appropriate steps to limit criminals' 
ability to perpetrate identity fraud outside the realm of cyberspace. 

2.1.1 Definition of Identity Theft (IDT) and Identity Fraud (IDF) 
Practitioners and academics alike have struggled to describe the terms "identity 

theft" and "identity fraud". The Federal Trade Commission (FTC) broadly defines 
identity theft as occurring when personal information is used to commit fraud 
(Ramaswamy 2006). Recently, a group of Canadian researchers and subject matter 
experts from varying backgrounds developed the following definitions for identity theft 
and identity fraud. "Identity theft (IDT) [bold in original] [is] the unauthorized 
collection, possession, transfer, replication or other manipulation of another person's 
personal information for the purposes of committing fraud or other crimes that involve 
the use of a false identity. IDT includes various activities associated with the 
unauthorized collection of personal information (e.g. hacking, phishing, skimming, 
insider theft, etc.) as well as activities associated with the development of a false identity 
(e.g. counterfeiting, document breeding, ID trafficking, etc.). Identity fraud (IDF) [bold 
in original] is a class of crimes that may be committed with a false identity. Specifically, 
it is the gaining of money, goods, services, other benefits, or the avoidance of obligations, 
through the use of a false identity." (Sproule and Archer 2008, p. 7) 
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The Identity Theft Resource Center (idtheftcenter.org) suggests that there are four 
types of identity theft. 

• 	 "Financial identity theft. The victim's name and Social Security Number 
(SSN) are used to apply for telephone service, credit cards or loans, and to 
buy merchandise or lease cars or apartments. 

• 	 Criminal identity theft. The victim's name, address and other personal 
details are given to law enforcement officials during the commission of a 
crime. The victim is then mistakenly arrested. 

• 	 Identity cloning. The victim's private information is used by an imposter 
to establish a new life, complete with necessary cards, permits, and papers. 

• 	 Business-identity theft. Credit cards and bank accounts are opened in the 
name of a business and are then used to order merchandise or acquire 
loans." (Ramaswamy 2006, p. 66) 

2.1.2 The Cost of IDF 
In 2008, the direct losses associated with identity fraud in Canada were estimated 

to be approaching $2 billion for the previous twelve months (Sproule and Archer 2008); 
and this figure represents only the crime itself without considering the multitude of other 
costs associated with identity fraud. In terms of the individual, there are the very real out­
of-pocket costs to repair their finances and credit rating, acquire new identification, etc. 
which, in 2008, amounted to $156 million (Sproule and Archer 2008). In addition, while 
the average time Canadian consumers require to sort out the affairs is just under 18 hours 
(Sproule and Archer 2008), it can extend into hundreds of hours in the more extreme 
cases (Petouhoff and Johnson 2006; CIFAS 2007). In some instances, the victim's 
finances are beyond repair such that the victim is forced to commit "pseudo-suicide" and 
essentially start all over again (CIF AS 2007). 

The government must also dedicate scarce resources to improving safeguards in 
administering the creation of government identification (i.e. passports, SIN/SSN, and 
driver's licenses). On top of this, they also incur costs associated with capturing and 
prosecuting the criminals. Turning to businesses, not only do they bear the brunt of the 
financial losses (as they tend to refund virtually all a customer's losses if their account 
becomes a target for identity fraud), they also incur significant overhead monitoring for 
occurrences of identity fraud. The costs to businesses of preventing, detecting, 
investigating, and prosecuting identity fraud is estimated to be at least equal to losses due 
to the fraud itself (Cuganesan and Lacey 2003). 

2.1.3 IDF Methods 
Sproule and Archer (2008) found that only 43% of Canadian identity fraud 

victims know, or think they know, how their information was obtained. The Canadian 
figure is consistent with US data for 2005 and 2006 which report values of 47% (Javelin 
2006) and 42% (Javelin 2007) respectively; although a Gartner online survey done in 
2006 found that 78% of the victims knew how their information was compromised (Litan 
2007). Returning to the Canadian study, of those that knew how their information was 
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obtained, 25% said it was due to a business transaction conducted in person, 15% said it 
was a business transaction conducted online, and 13% said their debit card was 
compromised. The remaining 10 reasons were all below 10% and included the 
information being stolen/accessed by someone close to them (9%), stolen purse, wallet, or 
documents (8%), and customer/employee records of an organization (6%) (Sproule and 
Archer 2008). 

Only 17% of the victims knew something about the perpetrator. Of these, 60% 
were classified as either "stranger frauds" in that the perpetrator was a complete stranger 
(33%) or was an employee of an organization the victim dealt with (27%). Looking at the 
40% that were classified as "friendly frauds", the three most frequently cited perpetrators 
were a friend or roommate (22%), a spouse or ex-spouse (9%), an acquaintance (6%) 

Table 2-1 summarizes a few methods of identity fraud which, again, have direct 
pertinence to using biometrics as a solution in combating this crime. The degree to which 
biometric authentication could help mitigate all these forms of IDF (i.e. skimming credit 
cards) will ultimately be dependent upon how broad-based this method of authentication 
becomes. However, from the standpoint of access to one's bank accounts via an 
automated teller machine (ATM), biometrics can help thwart virtually all of these 
techniques since there is no need for a card or to enter a personal identification number 
(PIN). 

9 




PhD Thesis - M. Breward McMaster - Business Administration 

Table 2-1: Methods Used to Pe~etrate IDF 'IBG 2009b) 
Method 
Skimming 

Social 
Engineering 

Mal ware 

Dumpster 
Diving 
Mail Theft 

Shoulder 
Surfing 

Account 
Takeover 

Definition 
Use of handheld magnetic readers to collect 
the victim's personal information from the 
magnetic strip on credit and debit cards. 
Use of misrepresentation and coercion to 
extract confidential information from the 
victim. Examples would include phishing, 
and telemarketing. 
Use of viruses, worms, Trojan horses, etc., 
which are often included in e-mails and 
"free" software downloads, to monitor the 
victims keystrokes thereby obtaining personal 
information, passwords and the like. 
Criminals pick through the victim's garbage 
in search of personal information. 
Criminals pick through the victim's unlocked 
mailboxes in search of personal information 
and pre-approved credit offers. This can also 
be accomplished by fraudulently changing a 
victim's address at the _g_ost office. 
Criminals surreptitiously look over the 
shoulder of a victim as they enter their PIN, 
password, or other personal information. 
Unfortunately, the ability of cell phones to 
take pictures and record video has given 
criminals a more efficient method of 
gathering such private information while 
looking completely innocuous since they 
ap_Q_ear to be merely talkin_& 
Criminals use stolen or fake identifying 
documents to gain access to victims' bank, 
credit line, and credit card accounts and have 
mail redirected to a new address. 

How biometrics can he!_p_ 
No debit card required 

Confidential information 
becomes irrelevant 

Passwords and personal 
information become 
irrelevant 

Personal information 
becomes irrelevant 

PINS, passwords, and 
other personal information 
become irrelevant 

False identification is 
useless in getting access to 
someone's bank account 
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X-Ray Film 
Trap 

Prior to a customer using an A TM, a criminal 
slips a thin piece of x-ray film into the card 
slot. The victim inserts their card, which is 
subsequently "trapped" by the film. The 
criminal conveniently arrives and poses as the 
good Samaritan. He feigns helping the 
customer and surreptitiously makes a mental 
note of the customer's PIN. When the 
customer leaves the A TM, the customer 
retrieves the card trapped in the x-ray film. 
Armed with the victim's legitimate card and 
their PIN, the criminal drains as much from 
the credit and/or debit card account as 
possible. 

The card and PIN are 
useless in attempting to 
gain access to someone's 
bank account 

2.2 Biometrics 
At the heart of biometrics is the concept of identification. "In the context of 

information systems, the purpose of identification is very concrete: it is used to link a 
stream of data with a person." (Clarke, 1994, p. 7). 

The word biometrics is derived from the Greek words bios (life) and metrikos 
(measure). Biometric measurements fall into two categories. They can be physiological, 
such as finger prints, or behavioural, such as voice (Zorkadis and Donos 2004). 
Biometrics is the science of measuring these characteristics for the purpose of 
determining or verifying identity (International Biometric Group 2009b; Bolle et al. 2004; 
Reid 2004). Just like a password, a biometric is used as a means of proving who you are; 
but, unlike a password, a biometric is something that is part of you as opposed to 
something you know and, therefore, have to remember (Hopkins 1999). 

2.2.1 Definition 
Biometrics-based systems can be used for both identification and authentication. 

Authentication answers the question "Am I who I claim to be?" In this context, the 
system authenticates the identity of that person and makes a yes/no decision based upon a 
one-to-one comparison by comparing the newly scanned data to a previously stored 
version (Jain et al. 2004; Hopkins 1999), as would be the case with banks using 
biometrics at A TMs. In other words, the individual would identify themselves and the 
bank's computer would retrieve the biometric information and compare it to that supplied 
by the individual at the A TM. Identification, on the other hand, answers the question 
"Who am I?" In this case, the newly acquired biometric information from an individual is 
compared to all available biometric data files in the database using a one-to-many 
comparison process (Prabhakar et al. 2003; Hopkins 1999). An example of this approach 
is used in law enforcement when the fingerprints found at a crime scene are compared to 
databases storing information of previous offenders (Reid 2004). The owner of the 

11 




PhD Thesis - M. Breward 	 McMaster - Business Administration 

fingerprint is unknown such that it must be compared to every fingerprint in the database 
until a match is found, presuming one exists. Although these two concepts are different, 
biometric systems often integrate both dimensions as identification is a repetitive 
execution of authentication (Zorkadis and Donos 2004). 

It should also be noted that there is a difference between the biometric information 
that is used in law enforcement application versus what is used in commercial 
applications. In the former, the actual biometric itself is stored. However, in the latter, 
upon enrollment the biometric is converted into a mathematical expression and this is 
what is stored in the computer as a template for identity authentication. As such, when a 
person subsequently uses the system, the biometric is scanned, converted into a 
mathematical expression, and compared to the template on file. Based upon the 
established parameters of acceptability (i.e. how close the mathematical expression of the 
scanned biometric is to that of the template on file), access is granted or denied. Based 
upon the fact that, for commercial applications, a mathematical expression is stored and 
not the biometric has privacy and security implications as it is not possible to reverse 
engineer a viable three dimensional biometric from its mathematical representation. 

Essentially, any physiological or behavioural characteristic can be used as a 
biometric identifier for authentication or identification, as long as it has the following 
properties (Vaclav and Zdenek 2000; Prabhakar et al. 2003). 

1) 	 Universality: The biometric element exists in all people. 
2) 	 Distinctiveness: The biometric element must be specific to each person. 

Even twins should not match. This has recently been an issue in the UK, in its 
attempt to introduce a national identity card scheme. Mike Rodd, the Director 
of the British Computer Society (BCS), had this to say. "Iris and fingerprint 
scans are not necessarily unique for each individual, with almost 100 cases of 
naturally duplicated identifiers existing in the UK. This duplicated personal 
biometric data raises another technological issue for a national UK identity 
card (ID) scheme. The time taken to check databases of the size being 
contemplated for incidences of duplicated data must be evaluated. If these 
checks cannot be implemented immediately, it is unlikely that the identity 
cards being proposed will have a long-term impact on the incidence of identity 
theft." (Rudall 2004, p. 1235) 

3) Permanence: The biometric does not change with time. 
4) Collectibility: The biometric characteristic should be quantifiable and 

relatively easy to collect. 
5) 	 Performance: For biometric-based systems to be practical, accuracy, speed, 

and resource requirements should be satisfied. This factor has always been a 
hindrance to the adoption of biometrics. However, given the asymptotic 
growth of technology, combined with new algorithms, this is becoming less 
and less of an issue (Connolly 2006; Du 2006; Heracleous and Wirtz 2006). 
"Innovations such as fuzzy searching technologies have already demonstrated 
their potential to revolutionize large scale biometric searching. In 
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combination, they provide scope for orders of magnitude improvements in 
accuracy, throughput, and price/performance over the next few years." 
(Hopkins 1999, p. 89) 

6) 	 Acceptability: This indicates the extent to which a system is accepted by the 
intended users and the real and perceived harmlessness in terms of both 
collecting the biometric measure and the application. For example, there is 
concern that the use of biometric-based systems will propagate, innocently 
and/or covertly, such that the initial intended use is expanded to include 
systems not agreed to by members, consumers, etc. This has become know as 
"function creep" (Langenderfer and Linnhoff 2005). 

7) 	 Circumvention: This refers to how secure the system is from attacks and 
attempts to penetrate it, such as using fake fingerprints. 

2.2.2 Biometric Measures 
Physiological traits that have been used for authentication purposes include hand 

vein pattern, fingernail bed, iris, retina, body odor, skin reflection, ear shape, teeth, DNA, 
face, hand geometry, palm, and face (Bolle et al. 2004; Jain et al. 2004). Behavioural 
measures that have been used include voice, gait, signature, keystroke dynamics, and lip 
motion (Bolle et al. 2004; Matyas and Riha 2000). Table 1-2 details pertinent 
information regarding various biometric measures; five of the six methods mentioned are 
the most popular in terms of market share (IBG 2009). Other less developed biometric 
applications include keystroke dynamics, signature authentication, gait recognition, scent, 
and earlobe measurement (Bourkhonine 2005). Based upon estimated revenues for 2009, 
the most widely purchased biometric authentication technologies are, from highest to 
lowest: fingerprints, face recognition, iris scanning, voice recognition, vein recognition, 
and hand geometry (IBG 2009). 
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Table 2-2: TU!_es of Biometric Technolo_g_iesl_Boukhonine et al. 20051 
Body 
Part 

Biometrics 
T.l'..l!.e 

How It Works Advantages Disadvantages Usage Examples 

Hands Fingerprinting 
(natural 
physiography) 

Hand 
geometry 
(natural 
_e_~io_g_r~J'.'.) 

Uses unique 
micro and macro 
features of 
fingerprints 

Captures up to 
90 unique hand 
characteristics 

Easy to use, 
inexpensive, 
fingerprint 
databases are 
already available. 

Easy to use and 
inexpensive. 

Less reliable 
than retina or iris 
scanning. 

Balky and 
sensitive to 
environment. 

Access control, 
computer access 
control. 

Access control, 
computer access. 

Face Face 
recognition 
(natural 
physiography/ 
appearance) 

Captures 
characteristics of 
a face either 
from video or 
still image and 
translates them 
to digital form. 

Suitable for 
identification 
applications, 
relatively 
unobtrusive. 

Prone to errors 
caused by 
environmental 
influences (e.g. 
light), and 
personal changes 
such as facial 
hair, sunglasses; 
is ex_e_ensive. 

Identification 
(law 
enforcement); 
identity 
authentication. 

Eyes Iris scanning 
(natural 
physiography) 

Captures unique 
patterns of an 
iris. 

Secure, does not 
require physical 
contact, non-
intrusive. 

Expensive, 
sensitive to 
environmental 
conditions. 

High security 
applications in 
controlled 
environments. 

Retina 
scanning 
(natural 
physiography) 

Captures unique 
pattern of blood 
vessels. 

Secure and 
accurate. 

Expensive; 
requires perfect 
alignment-
usually a user 
must look in 
monocular or 
binocular 
rec~tacle. 

High security 
applications in 
controlled 
environments. 

Voice Voice 
recognition 
(social 
behaviour) 

Captures unique 
characteristics of 
voice. 

Easy to use and 
understand, non-
intrusive. 

Sensitive to 
background 
conditions such 
as noise. 

Automated call 
centers. 

2.3 Technology Acceptance Models 
With technological growth accelerating and the increasing pervasiveness of 

computers, researchers have developed, and continue to develop, various models to 
explain why people adopt different types of technology. Some models have been adopted 
from other disciplines [such as social psychology's Theory of Reasoned Action (Ajzen 
and Fishbein 1980)]. Others have built upon general frameworks from other disciplines 
and added constructs more directly related to technology [such as the Technology 
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Acceptance Model, or TAM, (Davis 1989)] being derived from the Theory of Reasoned 
Action. Some have further adapted TAM in an attempt to adjust this model for specific 
contexts such as online gaming (Hsu et al. 2004), online banking (Pikkarainen et al. 
2004), online shopping (Gefen et al. 2003a), and internet usage (Moon et al. 2001); and 
still others have examined different perspectives such as personal innovativeness 
(Agarwal and Prasad 1998) and computer playfulness (Webster et al. 1992). 

The following two sections will briefly examine some of these models and the 
various constructs that have emerged as antecedents to technology adoption. The 
remaining sections explore the findings of previous authors with respect to the influence 
of innate personality traits, such as trust, risk, and innovativeness (Sections 2.3.3 through 
2.3.5), as well as the impact of situation-dependant perceptions, such as privacy, security, 
and usefulness (Sections 2.3.6 and 2.3.7), upon consumer attitudes towards, and usage of, 
technology. Due to the concept of privacy receiving more research attention than that of 
security, privacy is examined first, with security being discussed subsequently and 
essentially in relation to privacy due to the inter-relationship that exists between the two 
concepts. This is also done to explore the intermingling of the two concepts by 
researchers, practitioners, and legislators which has lead to confusion in the minds of 
consumers such that they have difficulty discerning between the two. Usefulness is then 
examined from the perspective of privacy and security due to the simultaneous 
interaction, in the minds of consumers, of these three concepts through what Culnan and 
Armstrong (1999) define as a "privacy calculus". Finally, the impact of context upon 
technology acceptance is examined (Section 2.3.8). As previously noted, research into 
the acceptance of biometrics is extremely limited. Therefore, this review will look at 
research examining the acceptance of associated technologies such as electronic 
commerce, mobile commerce, and ubiquitous (i.e. anytime, anywhere) commerce. This 
analysis serves as the foundation upon which the proposed research model (discussed in 
Chapter 3) has been developed. 

2.3.1 Theory of Reasoned Action (TRA) and Theory of Planned Behaviour (TPB) 
The Theory of Reasoned Action (TRA), depicted in Figure 2-1, suggests that a 

person's actual behaviour is influenced by their behavioural intention, which is in turn 
influenced by their attitude toward the behaviour and subjective norm (Ajzen and 
Fishbein 1980; Fishbein and Ajzen 1975). Attitude toward the behaviour is defined as the 
positive or negative feelings a person has about performing the target behaviour (Chen et 
al. 2005). Subjective norm is defined as the person's perceptions about the opinions, 
regarding performing the target behaviour, of those people that are important to him/her 
(Fishbein and Ajzen 197 5). While TRA has been used across a variety of disciplines 
including information systems research (Shih 2004; Bagozzi et al. 2001; Chang 1998; 
Brinberg and Durand 1983), it does not address cases where behaviour is not fully under 
an individual's control; this shortfall lead to the development of the Theory of Planned 
Behaviour (Ajzen 1991; Ajzen 1985). 
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Attitude 
Towards 

Behaviour 

Subjective 
Norm 

Behavioural 
Intention 

Actual 
Behaviour 

Figure 2-1: The Theory of Reasoned Action (TRA) (Ajzen and Fishbein 1980) 

Like TRA, the Theory of Planned Behaviour (TPB), depicted in Figure 2-2, 
postulates that behavioural intention will be influenced by attitude towards the behaviour 
and subjective norm (Ajzen 1991; Ajzen 1985). However, in TPB a third factor is added: 
perceived behavioural control. Perceived behavioural control is defined as how easy or 
difficult it is for the individual to perform the behaviour. The addition of this factor 
acknowledges that while someone may be motivated to perform the behaviour, various 
factors may impede or enhance his/her ability to do so. Again, TPB has been utilized 
across various disciplines and contexts including blood donation (Giles et al. 2004), waste 
recycling (Chu and Chiu 2003) and information systems (Hardgrave and Johnson 2003; 
Taylor and Todd 1995). 

Attitude 

Towards 


Behaviour 


Subjective 

Norm 


Behavioural Actual 
BehaviourIntention 

Perceived 

Behavioural 


Control 


Figure 2-2: The Theory of Planned Behaviour (Ajzen 1991) 

2.3.2 Technology Acceptance Model 
Building upon the TRA and TPB models, the Technology Acceptance Model, 

depicted in Figure 2-3, was developed (Davis 1989; Davis et al 1989). While TRA and 
TPB are generic and therefore support cross-disciplinary application, TAM is specifically 
focused on examining behavioural intention to use information systems. 
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Perceived 
Usefulness 

External 
Variables 

Attitude 
Towards 
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Perceived 
Ease of 

Use 

Figure 2-3: The Technology Acceptance Model (Davis et al. 1989) 

Like TRA and TPB, TAM maintains that actual use is determined by behavioural 
imentions. However, TAM dropped social norms as an influence as it was argued that 
this factor is much less important in the realm of information system adoption (Davis et 
al. 1989). In addition, it would appear that whether or not attitude should be included as a 
factor influencing adoption intention is the subject of debate among researchers. 
Although attitude towards the behaviour was included in the original model (Davis et al. 
1989) some subsequent studies dropped this factor due to its weak impact in predicting 
intention to adopt, or actual adoption of, an information system (Wu and Wang 2005; 
Venkatesh and Davis 2000), whereas other studies have demonstrated otherwise (Chen et 
al. 2007; Shih and Fang 2006; Venkatesh et al. 2000). 

TAM postulates that the two key factors that influence usage behaviour are 
perceived usefulness and perceived ease of use. Perceived usefulness is defined as the 
degree to which an individual believes that their job performance will be enhanced by 
using the specified application. Perceived ease of use is defined as the degree to which an 
individual believes that using the specified application will be effortless (Davis et al. 
1989). Furthermore, TAM suggests that perceived ease of use can influence perceived 
usefulness since the easier the system is to use, the more the individual is able to 
accomplish; conversely, the more cumbersome the system, the less work the individual is 
able to finish. 

The original thrust of TAM was to explain behaviour within an organizational 
context. However, as mentioned above, with modifications it has demonstrated its 
applicability to a variety of other information systems adoption contexts such as 
electronic toll collection (Chen et al. 2007), internet banking (Shih and Fang 2006), e­
commerce (Pavlou 2003), and e-services (Gefen and Straub 2003). Venkatesh et al. 
(2003) synthesized eight different models examining technology acceptance and 
developed the Unified Theory of Acceptance and Use of Technology (UTAUT) as 
depicted in Figure 2-4. 
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System Use 
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Figure 2-4: The Unified Theory of Acceptance and Use of Technology (Venkatesh et 
al. 2003) 

2.3.3 Trust 
Trust appears to be one of the more frequently investigated and yet simultaneously 

misunderstood concepts within social science (Das and Teng 2004). Despite the fact that 
the importance of trust is acknowledged in a wide variety of disciplines (such as 
management, political science, philosophy, sociology, marketing, and information 
systems) and across multiple contexts (such as romantic relationships and buyer-seller 
relationships), there appears to be considerable diversity with respect to its meaning, 
characteristics, antecedents, and outcomes (Yousafzai et al. 2003). 

There is consensus that trust is a key element in examining consumer behaviour 
(Btittner and Goritz 2008; Chen and Barnes 2007); and, along with communication and 
commitment, trust is considered to be one of the cornerstones of relationship marketing 
theory (Flavian and Guinaliu 2006; Garbarino and Johnson 1999; Morgan and Hunt 
1994). However, agreement upon a definition is allusive. This being said, the definition 
put forward by Mayer et al. (1995) is cited quite often in the literature. They describe 
trust as " ... the willingness of a party to be vulnerable to the actions of another party based 
on the expectation that the other will perform a particular action important to the trustor, 
irrespective of the ability to monitor or control that other party" (Mayer et al. 1995, 
p.712). A subsequent meta-analysis, conducted by Rousseau et al. (1998), of trust in 
organizations suggested that there was fundamental agreement across various areas of 
research and theory in the sense that two key elements of trust were 1) vulnerability of the 
trustor in dealing with the trustee; and 2) the expectation that the trustee will behave in 
the best interests of the trustor (Yousafzai et al. 2003). 
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While many authors further breakdown the concept of trust into various 
components, an oft utilized framework looks at " ... competence (ability of the trustee to 
do what the trustor needs), benevolence (trustee caring and motivation to act in the 
trustor's interests), and integrity (trustee honesty and promise keeping)" (McKnight et al. 
2002, p. 337; Pavlou 2003). Furthermore, there is a wealth of dimensions of trust. 
Corritore et al. (2003) segmented trust along the lines of generality, kind, degree, and 
stage. General trust occurs in the trust one ascribes to accountants as financial 
professionals. Specific trust occurs when one trusts the general accountant to produce 
financial statements, but not to prepare taxes. Kind of trust can refer to swift trust versus 
slow trust as envisioned by Meyerson et al. (1996). The former occurs in the context of 
quickly created and dissolved relationships (such as a 3-minute online purchase from an 
unfamiliar vendor); whereas the latter refers to the development of trust over time and is 
typically seen in long term relationships, be they personal or work-related (Corritore et al. 
2003). Degrees of trust run from basic (a background form of trust that is a prerequisite 
of social life), to guarded (trust protected by formal agreements, contracts, etc.), to 
extended (trust based upon openness and deep relationships where formal contracts are 
deemed unnecessary) (Corritore et al. 2003). Finally, trust goes through stages from 
initial trust development through to mature trust as the trustee demonstrates behaviour 
that is in keeping with the trustor's expectations (Jarvenpaa et al. 1999). 

McKnight et al. (2002), looked at four high level constructs (disposition to trust, 
institution-based trust, trusting beliefs, and trusting intentions), and their seemingly 
hierarchical nature. They demonstrated that disposition to trust ["the extent to which a 
person displays a tendency to be willing to depend on others across a broad spectrum of 
situations and persons" (McKnight et al. 2002, p. 339)] positively affected institution­
based trust [an individual's perceptions of the institutional environment in terms of 
assurances and normality (McKnight et al. 2002)] and trusting beliefs ["the confident 
trustor perception that the trustee has attributes that are beneficial to the trustor" 
(McKnight et al. 2002, p. 337)]. Trusting beliefs, in turn, were shown to positively affect 
trusting intentions ["the trustor is securely willing to depend, or intends to depend, on the 
trustee" (McKnight et al. 2002, p. 337)]. 

Within the realm of information systems adoption, considerable research has been 
done on the impact of trust, particularly with respect to e-commerce (Wang and Emurian 
2005; Corritore et al. 2003; Grabner-Kraeuter and Kaluscha 2003; Grabner-Kraeuter 
2002; Jarvenpaa et al. 2000). Given the nature of this trade channel (i.e. the lack of a 
tangible salesperson, store, etc.), this is not surprising. Various topics of research include 
initial trust (Chen and Barnes 2007; Hampton-Sosa and Koufaris 2005), trust in online 
banking (Mukherjee and Nath 2003; Yousafzai et al. 2003), trust and purchase intention 
(Gefen et al. 2003a), trust and online advice (McKnight et al. 2002), trust and the 
influence of third-party assurances (Wakefield and Whitten 2006; Kimery and McCord 
2002), and trust and website type/category (Bart et al. 2005). Various studies have 
looked at the effect of trust in conjunction with TAM in a number of contexts such as 
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internet banking (Shu-Fong et al. 2007), e-commerce and older users (McCloskey 2006), 
mobile commerce (Wang et al. 2006), television commerce (Yu et al. 2005), and 
experience with online shopping (Gefen et al. 2003b). 

2.3.4 Risk 
The concept of risk is "one of the most pervasive in the theories of human choice" 

(Dowling 1986, p. 193). Risk has been investigated across a wide spectrum of disciplines 
such as management, public policy, finance, economics and psychology, but risk within 
the context of consumer behaviour seems to attract the most attention (Conchar et al. 
2004). This is due to the fact that many authors believe that examining risk is necessary 
in order to develop an understanding of how consumers make choices (Cho and Lee 
2006; Mitchell 1999; Grewal et al. 1994); some authors go so far as to suggest that risk is 
the core concept in understanding how consumers behave (Ingene and Hughs 1985). 

Risk does not appear to have been studied extensively in terms of general 
information systems adoption. However, it has been studied extensively with respect to 
the use of the internet as a shopping channel (Buttner and Goritz 2008; Kim et al. 2008; 
Antony et al. 2006; Pires et al. 2004; Jarvenpaa et al. 2000). This research was fueled by 
practitioners and academics alike as both groups noticed that while the growth in internet 
purchases was substantial, it still was not as explosive as the growth in the number of 
consumers getting access to the internet (Cunningham et al. 2005). Findings indicated 
that risk has a significant negative influence on the use of the internet as a trade channel 
(Kim et al. 2008; Dinev et al. 2006; Cunningham et al. 2005; Forsythe and Shi 2003; 
Liebermann and Stahhevsky 2002). This has been attributed not only to the fact that, 
versus a bricks and mortar store, it is much more difficult for consumers to "experience" 
the product online prior to purchase (Verhagen et al. 2006), but also due to the amount of 
information (name, address, phone number, credit card number, etc.) a customer must 
submit in order to make a purchase in the first place (Kim et al. 2008; Dinev and Hart 
2006). In addition, while buying products online trails internet growth, it is believed that 
the growth in online purchase of services, such as travel and banking, has been even 
slower due to the increased risk associated with the intangible nature of services relative 
to products (Featherman et al. 2006; Mitchell and Greatorex 1993). 

In their extensive review of the literature and subsequent development of a 
framework on the interrelationship between trust and risk, Das and Teng (2004) observed 
that the notion of risk appeared in virtually every conceptualization of trust. Bhide and 
Stevenson (1992) went so far as to say that "aside from risk-taking ... definitions and 
usages of trust in business have few common elements" (Bhide and Stevenson, 1992, p. 
192). They point out that many scholars (e.g. Currall and Judge 1995; Sitkin and Roth 
1993; Boon and Holmes 1991; Schlenker et al. 1973) argue that trust is only relevant in 
circumstances involving risk. Similarly, other authors (e.g. Mayer et al. 1995; Craswell 
1993; Johnston-George and Swap 1982) suggest that "a sense of trust encourages risk 
taking by trustors" (Das and Teng 2004, p. 87). 
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While the concept of risk appears to overlap that of trust in the minds of 
individuals, a review of the literature suggests that risk would also seem to share the 
dubious distinction of having a similar amount of diversity, and perhaps more, in terms of 
meaning, constructs, models, and outcomes (Conchar et al. 2004). The net result of the 
exhaustive review and analysis done by Conchar et al. (2004) was "an integrated 
framework for the conceptualization of consumers' perceived-risk processing" (Conchar 
et al. 2004, p. 418). For the purposes of this study, we will be focusing upon only one 
aspect of Conchar et al.'s (2004) model: risk affinity. 

Although Conchar et al. (2004) use the terms risk affinity and risk-taking 
propensity, this seems to be due to the complexity and robustness of their proposed 
framework. In other words, since they segmented risk down to such an extremely fine 
level, it appears that they did not want to get the two concepts mixed up. What they refer 
to as risk affinity, most authors refer to as risk propensity as is demonstrated by the 
following passages. 

"We separate risk affinity and risk-taking propensity, treating risk affinity as an 
element of the consumer's individual risk profile and risk-taking propensity as a situation 
specific [italics added] outcome of risk assessment. Risk affinity is defined as a general 
tendency of an individual to seek or avoid risk [italics added], other things being equal. 
Simply stated, individuals who enjoy the challenge that risks entail will be more likely to 
undertake risky actions than those individuals who do not." (Conchar et al. 2004, p. 426) 

"We regard risk propensity as a generalized personal trait [italics added], or an 
individual's general willingness to take risk ... Everything else being equal.. .those with 
high risk propensity are more likely to take risks, while those with low risk propensity are 
less likely to do so." (Das and Teng 2004, p. 108) In keeping with the terminology 
employed by most authors, the term that will be used throughout the remainder of this 
research will be risk propensity 

There has been substantial debate in the literature with regard to the term risk 
propensity. While some authors see it as a being stable and unchanging, others view it as 
being fluid yet "enduring" (Goldenson 1984, p. 757) or "persistent" (Sutherland, 1989, p. 
452). These authors draw analogies to hair, which lightens when exposed to sunlight, but 
is basically the same colour; and to a person's face, which maintains the underlying 
skeletal structure, but changes with time and superficial (i.e. non reconstructive) cosmetic 
surgery. This "definition of risk propensity conceptualizes the construct as a cumulative 
tendency to take or avoid risks that is simultaneously persistent and can change over time 
as a result of experience" (Sitkin and Weingart 1995, p. 1575). 

Reviewing the more recent literature, it would seem that the position that risk 
propensity is stable across situations is garnering more support, especially in more 
sophisticated frameworks (e.g. Conchar et al. 2004; Das and Teng 2004). It is interesting 
to note that the position of Das and Teng appears to have evolved over time as in previous 
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work they viewed risk propensity as changeable (Das and Teng 1997), more along the 
lines of Sitkin and Weingart (1995). 

Although a more recent article (Cho and Lee 2006) suggested that risk propensity 
was more of a tendency than a trait, it would appear that they are referring more to the 
conceptualization of risk-taking propensity as espoused by Conchar et al. (2004) given 
that they define it within a situational context. "We identify risk propensity as another 
construct affecting an investor's assessment ofrisk with respect to the stock market" (Cho 
and Lee 2006, p. 114). This definition is more indicative of what most authors refer to as 
perceived risk in that Cho and Lee (2006) are talking about a given situation. 

It has been suggested that an individual's risk propensity will ultimately affect 
their subjective evaluation of the situation, including perceived risk (Brockhaus 1980). 
"Risk-takers tend to assign more importance to gains and less importance to losses and 
thus underestimate the probability of losses or perceived risk. Risk-averters, on the other 
hand, are preoccupied with a concern for losses, so that they overestimate the probability 
of losses." (Das and Teng 2004, p. 108; Schneider and Lopes 1986) It has been 
demonstrated across a wide range of situations, such as personal investment decisions and 
consumer purchase decisions (Cho and Lee 2006; Conchar et al. 2004; Das and Teng 
2004; Sitkin and Weingart 1995), that a consumer's risk propensity effects their risk 
perception. It has also been demonstrated within the context of e-commerce (L6pez­
Nicolas and Molina-Castillo 2008; Chen and He 2003). 

Of particular interest is the difference in the findings of Sitkin and Weingart 
(1995) and Chen and He (2003) in terms of the impact upon intentions. Previous to 
Sitkin and Weingart's (1995) study, previous models postulated that risk propensity had a 
direct effect upon risk-taking behaviour. In their examination of a decision that involved 
a number dimensions of risk (including business, physical, and personal financial risk), 
Sitkin and Weingart (1995) found that risk propensity had a direct impact upon risk­
taking behaviour only when risk perception was absent from the model. When perceived 
risk was included, there was no direct impact of risk propensity upon risk-taking 
behaviour; its effect was fully mediated by perceived risk. Subsequent research by Chen 
and He (2003), who looked at the impact of perceived risk and risk preference upon 
intention to adopt an online retailer, demonstrated that risk preference did have a direct 
impact upon adoption. 

"Risk perception [italics in original] is defined as an individual's assessment of 
how risky a situation is in terms of probabilistic estimates of the degree of situational 
uncertainty, how controllable the situation is, and confidence in those estimates." (Sitkin 
and Weingart 1995, p. 1575; Baird and Thomas 1985; Bettman 1973) In terms of 
consumer behaviour, Bauer (1967) was one of the first to contend that purchases involve 
risk. Bauer "distinguishes [perceived risk] from actual risk as he argues that consumers 
are bounded rational actors that do not perform actual mathematical calculations of risk 
(unlike economic theory), and rather form subjective risk beliefs based upon internal and 
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external information ... While consumers are notorious poor estimators of true 
probabilities, they are in effect reporting their perceived reality of the actual risks." 
(Featherman et al. 2006, p.113) 

Jacoby and Kaplan (1972) identified several types of consumer perceived risk. 
They include financial risk, performance risk, social risk, psychological risk, physical 
risk, time risk, and opportunity cost. Bhatnagar et al. (2000) identified three types of risk 
that are most salient for consumers when shopping online. They are product, financial, 
and information risk. Product risk is self-explanatory, financial risk relates to the 
possibility of the transaction being inadvertently duplicated, and information risk is 
associated with privacy and security concerns (Kim et al. 2008). 

Jarvenpaa et al. (2000) put forward the argument that e-vendors could increase the 
likelihood of consumers using them as a shopping destination if they could reduce the risk 
people ascribed to purchasing online. Several studies have demonstrated that the 
perceived risk of shopping online has negatively impacted consumer intentions to use it 
as a shopping channel (Kim et al. 2008; Lopez-Nicolas and Molina-Castillo 2008; Dinev 
and Hart 2006; Dinev et al. 2006; Chen and He 2003; Pavlou 2003) 

2.3.5 Innovativeness 
Consumers that are considered innovative are broadly defined as those that seek 

arousal and novelty from new products (Hirunyawipada and Paswan 2006; Hirschman 
1980; Midgley and Dowling 1978). They also typically demonstrate a higher level of 
expertise when evaluating new products and services, and tend to be early adopters 
relative to other members of their social or work group (Featherman et al. 2006; Rogers 
1995). Like risk propensity, consumer innovativeness is usually conceptualized as a trait. 
"A personal trait is any characteristic by which a person differs from another in a 
relatively permanent and consistent way" (Hirunyawipada and Paswan 2006, p. 184; 
Hilgard et al. 1975). Agarwal and Prasad (1998) defined personality traits as internalized 
qualities of individuals that tend to remain stable across situations such that they are not 
influenced by specific individual or situational factors (Webster and Martocchio 1992). 

Extending work done within marketing on the importance of Personal 
Innovativeness (PI) (Flynn and Goldsmith 1993; Midgley and Dowling 1978), Agarwal 
and Prasad (1998) contend that this is also an important consideration in the examination 
of acceptance of innovation within the realm of information technology. Based upon the 
marketing literature, they define Personal Innovativeness in the domain of Information 
Technology (PIIT) "as the willingness of an individual to try out any new information 
technology" (Agarwal and Prasad 1998, p. 206). They suggest that people with higher 
PIIT are more likely to experiment with IT innovations, demonstrate a higher degree of 
comfort, confidence, and expertise in their evaluation process, and are usually first to 
adopt them (Featherman et al. 2006). 
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Based upon their review of the ex1stmg theoretical and empirical research, 
Agarwal and Prasad (1998) contend that PIIT should be included as a key element in 
enhancing our understanding of innovation adoption. Other research has employed the 
personal innovativeness construct in various extended technology acceptance models 
(Cheung et al. 2005; Lassar et al. 2005; Eastlick and Lotz 1999; Agarwal and Prasad 
1998). In their study of merchant adoption of a smart card-based payment system, 
Plouffe et al. (2001) found that "PCI [Perceived Characteristics of Innovating] belief 
constructs significantly outperformed TAM [Technology Acceptance Model]" (Plouffe et 
al. 2001, p. 219). 

2.3.6 Privacy and Security 
While TAM did not incorporate the constructs of privacy and security as 

determinants of behavioural intention to use information systems, subsequent research 
has included one or both of these aspects due to the nature of the technology being 
investigated. Throughout e-commerce adoption literature, the related aspects of privacy 
and security have garnered considerable attention (Chen and Barnes 2007; Van Dyke et 
al. 2007; Flavian and Guinaliu 2006; Sheng et al. 2006; Zhang et al. 2006; Schaupp and 
Belanger 2005; Smith 2004; Joines et al. 2003; Park and Kim 2003). It has been 
empirically established that; despite the tremendous growth in e-commerce over the 
recent past (Chan and Pollard 2003; Green and Hof 2002), it would be that much greater 
if privacy and/or security issues were addressed more adequately in the eyes of the 
consumer (Swartz 2005a; Swartz 2005b; Monsuwe et al. 2004; Smith 2004; Park and 
Kim 2003; Saban et al. 2002; Liao and Cheung 2001; Miyazaki and Fernandez 2001; 
Szymanski and Hise 2000). It is estimated that, in 2000, online retail sales were reduced 
by $18 billion due to privacy concerns and that 92% of households with internet access 
do not trust online companies to keep their personal information private (FTC 2000). In 
another study, 52% of respondents simply abandoned an online purchase over privacy 
concerns (Ranganathan and Grandon 2002). One study even demonstrated that simply 
receiving spam resulted in a decreased use of the internet for browsing and purchasing 
(Saban et al. 2002). A more recent survey suggests that consumers' reticence is not 
abating. Sproule and Archer (2008) found concerns regarding identity fraud and theft 
have resulted in 20% of Canadian consumers either eliminating or reducing the amount of 
online shopping they do while 9% have done so with respect to online banking. 

2.3.6.1 Privacy 
Smith et al. (1996) developed a model that broke down an individual's privacy 

concerns into four dimensions: collection, unauthorized secondary use, improper access, 
and errors. Collection deals with the concern that organizations are collecting large 
amounts of data, if not too much data, which may be personally identifiable. 
Unauthorized secondary use is the concern that personally identifiable data will be 
collected for one purpose and then used for another, unintended purpose. This situation 
could arise when an online vendor collects information such that a customer's sign-on is 
easier, but then sells information about the customer's preferences, etc. to a third-party 
marketing firm. In one case, the online vendor found themselves in financial difficulty 
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and sold customer information in an attempt to shore up their finances. Improper access 
is more internally focused and is the concern that employees without authorized access 
can view personal data. This may occur when processing clerks can view both address 
and credit card billing data when they should have access to only one or the other. Given 
that insiders are sometimes found responsible for security breaches and IDF, this is a 
significant cause for concern. Errors refer to the possibility of inadequate internal 
controls such that mistakes get made or that intentional alteration can occur. 

Smith et al. (1996) also tangentially mention the prospect that data may be 
combined. This can occur when several seemingly disparate and innocuous repositories 
of data are combined generating a huge reservoir of interrelated, personally identifying 
information that the consumer may not want to have residing on a single database, let 
alone disclosed (Van Dyke et al. 2007). While this example may suggest that such a 
situation arises somewhat arbitrarily, in other cases, there can be premeditation to slowly 
but surely assimilate databases such that the original, seemingly innocent application 
expands in ways unforeseen by the public. Langenderfer and Linnhoff (2005) refer to 
this as "function creep" and are adamant that society must guard against it occurring in 
the realm of biometrics, suggesting that it may be one of the biggest impediments to 
widespread biometric adoption considering current practices of information sharing 
among firms and between firms and governments. Such a situation developed in Texas 
after the installation of wireless technology in police cars (Nunn 1994). Previous to this 
capability, officers were required to radio their dispatcher and provide a plausible 
explanation as to why a license plate should be checked. The new technology allowed 
officers to check license plates on a whim, which they freely admitted doing. 
Furthermore, part of the sales pitch was that it would allow the officers to delve further 
into the lives of the registered owner as they would link the license plate database with 
various other databases. 

Subsequent to the work done by Smith et al. (1996), Stewart and Segars (2002) 
empirically confirmed the validity of this model and its fifteen item scale. Extending this 
research into cyberspace, Malhotra et al. (2004) developed and tested a model that 
suggested that information privacy for internet users was composed of three dimensions: 
collection, control, and awareness of privacy practices. While privacy has always been a 
concern for consumers and a topic of interest for researchers across a broad spectrum of 
disciplines (Sheng et al. 2006), it is only recently with the advent of mass storage media 
and the internet that it has attracted the attention of information technology academics 
(Dinev and Hart 2006; Sheng et al. 2006). Privacy concerns have been demonstrated to 
have a negative affect on trust (Van Dyke et al. 2007; Malhotra et al. 2004) and the use of 
the internet as a purchase destination (Dinev and Hart 2006). Concerns about privacy 
have a strong negative effect on purchase intent both directly and through trust (Eastlick 
et al. 2006). Other studies have concluded that uncertainty regarding the privacy and 
security of transaction information make users reluctant to purchase online and that 
privacy has a significant impact upon the level of trust a consumer has for an e-vendor 
(Liu et al. 2004). 
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Control is seen as "central to the concept of privacy." (Van Dyke et al. p. 68) This 
position is also held by Westin (1967) and Fried (1984 ). "Privacy is not simply an 
absence of information about us in the minds of others, rather it is the control we have 
over information about ourselves" (Fried 1984, p. 209). Information privacy may be 
defined as the right that individually identifiable information not be disseminated to other 
individuals or organizations; however, in cases where personal information is held by 
another party, the individual should be able to exert substantial control over both the data 
and its use (Clarke 1999). Although a recent survey suggests that the public considers 
privacy to be a complex concept, there seems to be overwhelming agreement with 
academics as over 90% of the respondents defined "privacy as ownership and control of 
personal information." (Acquisti and Grossklags 2005, p. 28) 

Culnan (1993) demonstrated that "control emerges as a clear theme in 
differentiating individuals with positive overall attitudes toward secondary information 
use from those with negative attitudes" (Culnan 1993, p.341). While this research was 
done in the context of shopping by mail and the ability of mail order companies to gather 
significant amounts of consumer information, more recent research has been aimed at this 
concept within the realm of e-commerce (Chen and Barnes 2007; Van Dyke et al. 2007; 
Flavian and Guinaliu 2006; Hampton-Sosa and Koufaris 2005; Olivero and Lunt 2004; 
Koufaris 2002) given the ability of companies within this trade channel to collect and 
store massive amounts of data on their customers. 

In their qualitative study, Olivero and Lunt (2004) suggest that consumers are 
beginning to realize the market value of information about themselves. This creates a 
perception of increased risk when sharing their data. This, in turn, results in the demand 
that consumers be more involved in the decisions as to when and to whom their 
information is released. "More specifically, the demand for active control indicated the 
need for instruments that can allow consumers to take informed decisions in the 
exchanges with companies and trade appropriate benefits. By providing this type of 
control, firms can still aim at establishing successful relationships with customers, 
although more based upon cooperation and less on trust." (Olivero and Lunt 2004, p. 260) 

As mentioned previously, various authors see control of personal information as a 
core concept of privacy (Clarke 1999; Fried 1984; Westin 1967). Singh (2006) sees it as 
a lynchpin connecting a variety of interrelated constructs. "[The] control of personal 
information connects security, trust, privacy, and identity." (Singh 2006, p. 74) Others 
have segregated it as a distinct construct. For example, Dinev and Hart (2004) 
demonstrated that perceived ability to control information is different from perceived 
privacy concerns. Van Dyke et al. (2007) demonstrated that a new construct (perceived 
privacy empowerment) was separate from, and had a negative effect upon, privacy 
concerns. There are a variety of divergent views of where control, and/or empowerment 
lies in relation to privacy. Perhaps this is due to the relative newness of the proliferation 
of information proffered by technology such that, over time, a more generally accepted 
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view of informational control and where it fits will emerge. Regardless of whether or not 
this occurs, the various divergent views on the subject imply that considerably more 
research is required. 

2.3.6.2 Security 
The literature appears to address the issue of privacy more than that of security. 

As discussed previously, this may be due to the complexity of defining exactly what is 
meant by privacy. Nonetheless, as various high profile security breaches are being 
extensively covered in the media, the concept of security, and consumers' attitudes 
towards it, seems to be coming more to the fore (Chen and Barnes 2007; Flavian and 
Guinaliu 2006; James et al. 2006; Zhang et al. 2006; Joines et al. 2003; Park and Kim 
2003). Some of these articles (Chen and Barnes 2007; Flavian and Guinaliu 2006; James 
et al. 2006) tend to look at security in conjunction with privacy as security breaches 
typically imply a loss of privacy. Even within the narrower focus of privacy being 
defined as control over one's information, the unauthorized access or theft of the latter 
entails a loss of individual control. 

Unfortunately for researchers, the intermingling of the terms "privacy" and 
"security" has resulted in confusion in the minds of consumers (Yousafzai et al. 2006). 
This phenomenon has been further exacerbated by legislators and companies (Flavian and 
Guinaliu 2006) and researchers themselves. For example, of the seven items Korgaonkar 
and Wolin (1999) identified as being either motivations or concerns in using the Web, 
one was transaction-based security and one was non-transactional privacy concerns. 
Extending this conglomerate definition, Joines et al. hypothesized that "shopping online 
will be negatively and significantly related to transaction-based security and privacy 
concerns" (Joines et al. 2003, p. 96). 

Flavian and Guinaliu (2006) see the concepts of privacy and security as separate 
but highly interrelated. "Privacy is linked to a set of legal requirements and good 
practices with regard to the handling of personal data ... Security refers to the technical 
guarantees that ensure that the legal requirements and good practices with regard to 
privacy will be effectively met. For example, the company may promise that the data will 
not the given to third parties without the consumer's consent. Yet hackers might get hold 
of the data and hand them over to malefactors. This invasion of privacy can only be 
prevented by the use of suitable security measures." (Flavian and Guinaliu 2006, p.604) 

Despite acknowledging that privacy and security are two distinct concepts, 
Flavian and Guinaliu (2006) suggest that they should be combined to form one 
overarching construct: perceived Security in the Handling of Private Data (SHPD). The 
basis for this combination is that, first, there is often not a clear distinction within the 
minds of consumers, arguing that it is not relevant to them. Their concern is that they 
simply want their private information protected; the security measures employed are an 
issue for the organization. Second, organizations also seldom make a distinction between 
the two; they view privacy protection as being dependant on behavioural guidelines 
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and/or the law, as well as the reliability/security of information systems. Finally, 
lawmakers and public oversight organizations look at policies and procedural issues 
concerning private data as well as issues "of a purely technical nature (e.g. Directive 
2002/58/EC of the European Parliament and of the Council, of l21

h June 2002 (European 
Commission 2002), concerning the processing of personal data and the protection of 
privacy in the electronics communication sector)" (Flavian and Guinaliu 2006, p. 605). 

Chen and Barnes (2007) examined the effect of perceived security and perceived 
privacy on initial trust in the online environment. While their hypotheses that perceived 
security and perceived privacy do have a positive effect upon online initial trust was 
supported, it may be argued that their research instrument was flawed. First, while they 
based their research upon the model proposed by Yousafzai et al. (2006), the latter was a 
concept paper such that the authors did not develop, yet alone validate, any survey 
instrument. Therefore, further testing and possible refinement of the instrument is 
required. In conjunction with this weakness, the authors defined perceived security in the 
context of protection from economic hardship and perceived privacy in the context of 
consumer control of personal information. While the questions posed regarding 
perceived security seem to fit within the definition they provide, two of the five questions 
posed regarding perceived privacy do not. Specifically, they ask "the personal 
information that I provide on this website is secure, [and] the monetary information that I 
provide on this website is well protected" (Chen and Barnes 2007, p. 35). Neither of 
these questions goes to the privacy concept of consumer control; but both of them go to 
the concept of security, with one actually using the term "secure". This example is 
simply meant to 1) stress the need for consistency between the definition of the construct 
being investigated and the questions posed; and 2) demonstrate how research may 
inadvertently further cloud the distinction between the interrelated but separate concepts 
of security and privacy. 

Drawing on research done by Bailey and Pearson (1983), Park and Kim (2003) 
examined the effect of consumers' security perception upon commitment to a website 
and, ultimately, purchase behaviour as mediated through information satisfaction and 
relational benefit. They defined security perception as "customer perceptions about the 
ability of an online store's controlling and safeguarding of transaction data from 
misappropriation or unauthorized alteration" (Park and Kim 2003, p. 27). They 
hypothesized that there would be a positive relationship between security perception and 
both information satisfaction and relational benefit. Their findings supported their 
hypotheses. 

Previously, research has looked at consumer concerns about website usage with 
privacy and/or security concerns often being cited by customers (Miyazaki and Fernandez 
2001; Miyazaki and Fernandez 2000; Korgoanakar and Wolin 1999). Subsequent 
research has explored the relationship between privacy concerns and/or security concerns 
on trust, loyalty, satisfaction, intention to adopt, etc. In this research, privacy and security 
have typically been in relation to a given context such as mail order services or websites. 
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2.3.7 Privacy and Security and Perceived Usefulness 
While consumers would like personalized products and services, they want them 

by providing as little information as possible (Adomavicius and Tuzhilin 2005; Murthi 
and Sarkar 2003 ). The reason for this trepidation on the part of the consumer is that, 
while personalization does have benefits, it also requires relinquishing personal 
information thereby raising privacy concerns (Van Dyke et al. 2007; Flavian and Guinaliu 
2006; Roussos et al. 2003; Culnan and Armstrong 1999; Culnan 1993). The result is the 
"personalization-privacy paradox" (Awad and Krishnan 2006). 

Dinev and Hart (2006) and Dinev et al. (2006) suggest that a consumer's decision 
as to whether or not to release personal information is driven by a rational appraisal of 
two sets of contradictory factors. Most models investigating e-commerce adoption have 
looked at "the relative strength of noncontrary factors (e.g. shopping convenience, 
ecology concerns, customer relationships, and product value)" (Dinev and Hart 2006, p. 
62; Torkzadeh and Dhillon 2002). Laufer and Wolfe (1977) suggest that, when deciding 
whether or not to disclose personal information, individuals take into account such things 
as "institutional norms of appropriate behaviour, anticipated benefits, and unpredictable 
consequences" (Dinev and Hart 2006, p. 62) which are at least in part determined by 
personal beliefs. Culnan and Armstrong (1999) extended this reasoning and noted that 
consumers engage in a decision process they refer to as a "privacy calculus" and that 
individuals are more willing to disclose information if they are informed of how a 
business will handle personal information and perceive the organization to be fair. 
Subsequently, Culnan and Bies (2003) likened an individual's privacy calculus to an 
internalized cost-benefit analysis in which the individual will disclose personal 
information if the benefits received from doing so will at least equal, but hopefully 
surpass, their assessment of the risk of disclosure. "A positive net outcome should mean 
that people are more likely to accept the loss of privacy that accompanies any disclosure 
of personal information as long as an acceptable level of risk accompanies the benefits" 
(Culnan and Bies 2003, p. 327). 

Research by Sheng et al. (2006) demonstrated that "customers' perceived benefits 
are seven and a half times more influential on customers' adoption intentions than their 
privacy concerns." (Sheng et al. p. 28) While these findings are considerably higher than 
those reported by Chellappa and Sin (2005), who found that personalization is two times 
more influential than privacy concerns, they are directionally the same. One possible 
explanation put forward by Sheng et al. (2006) was that their subjects were relatively 
young (below 38) and, per Sheehan (2002), younger people tend to be more pragmatic in 
terms of sacrificing privacy for benefits. Extending the work of Culnan and Armstrong 
(1999) and Culnan and Bies (2003), Dinev and Hart (2006) and Dinev et al. (2006) 
suggest that the consumer simultaneously evaluates two sets of contrary factors: 
inhibitors, such as internet privacy concerns and perceived risk, and positive drivers, such 
as trust and perceived control over the personal information they share. While the 
influence of one belief might override another, it does not eliminate its importance. 
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While the research done by Sheng et al. (2006) was within the realm of ubiquitous 
commerce (u-commerce), or "anytime, anywhere" commerce, it may be extended to e­
commerce where consumers are willing to give up personal information for the benefit of 
convenience, for example. In other words, a consumer may be willing to share highly 
personal information such as a credit card number and their address in exchange for the 
"convenience" of shopping online, or possibly more appropriately, avoiding the 
inconvenience of driving back and forth to the mall, searching for a gift, standing in line 
to pay, etc. This could be more accurately described as a "convenience-privacy paradox". 

Continuing along this vein, perhaps this paradox also exists within the concept of 
security. Research done by Zhang et al. (2006) did not address this issue explicitly. 
Nonetheless, it is noteworthy that the effect of perceived convenience was almost five 
times as strong as the effect of perceived security on user satisfaction with e-services 
which, in tum, had a very strong effect on intention to use e-services. As with Sheng et 
al. (2006), the respondents in the study done by Zhang et al. (2006) were relatively young 
with 93% being below the age of 36. 

Although the study by Singh (2006) was qualitative, similar results were noted. 
Almost 80% of the small sample interviewed "valued [the] convenience and habit [of 
internet banking] over concerns about privacy and security" (Singh 2006, p.76). The 
anecdotal evidence suggests that some people do take some measures to protect 
themselves, such as using credit cards with low limits, keeping passwords secure, and 
only using secure websites. However, in conjunction with these findings were admissions 
of not understanding the technology and the belief that they would one day be the victims 
of fraud due to their online banking activities; with this also came the belief that the banks 
system was "secure" and that, should there be a monetary loss, the bank would reimburse 
them. 

The finding that the technical aspects of security, while important, are lost upon 
most users (Singh 2006), was also observed by D'Hertefelt (2000). In doing qualitative 
research to make a European airline's site more user-friendly, it was noted that technical 
issues such as encryption, authentication, digital certificates, etc. were not that important. 
The perception of security was enhanced by the simplicity of the site and the availability 
of user support. 

Perhaps the personalization/convenience-privacy/security paradox occurs as a 
result of cognitive overload. This phenomenon is demonstrated by Acquisti and 
Grossklags (2005). Their research demonstrated non-optimal behaviour where 
respondents seemed more than willing to give up long term privacy exposure for short 
term benefits, even with "perfect" information. This is known as time-inconsistent 
discounting (O'Donoghue and Rabin 2000) and implies that "people have a systematic 
bias to overrate the present over the future" (Acquisti and Grossklags 2005, p. 31). The 
authors attribute this behaviour to humans' inability to process large amounts of complex 
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data and reach a true optimal decision. "Especially in the presence of complex, ramified 
consequences associated with the protection or release of personal information, our innate 
bounded rationality (Simon 1982) limits our ability to acquire, memorize and process all 
relevant information, and it makes us rely on simplified mental models, approximate 
strategies, and heuristics." (Acquisti and Grossklags 2005, p. 27) Regardless of the 
underlying thought process, or lack thereof, there appears to be willingness on the part of 
the consumer to part with personal information in exchange for perceived benefits, be 
they rewards, personalization, or convenience. 

2.3.8 Context of Technology Use 
Consumer behaviour research examining the impact of context is not new (Cote et 

al. 1985; Belk; 1975; Belk 1974). In one study, looking at food preferences, almost half 
of the explained variance was attributable to situational effects (Belk 1974). Furthermore, 
situation dependency affects not only consumer preferences but also the way they 
interpret relevant information (Grewal et al. 1996). 

Within technology acceptance research, investigating the significance of context is 
a relatively more recent development (Yoon and Kim 2007; James et al. 2006; Sheng et 
al. 2006; Gehrt and Yan 2004; Malhotra et al. 2004; Monsuwe et al. 2004). "The value of 
a specific technology to a particular customer varies according to the context in which the 
technology is used. In general, context refers to the situation and environment in which 
humans perform their activities (therefore, situation and context can be used 
interchangeably). More specifically, context provides an understanding of the way and 
circumstance an activity is being performed (Basole 2004). Because a user's concerns 
and needs vary with the context in which he/she uses the applications, the services that 
can meet the user's needs in a specific context will provide the best value for the user. 
Such phenomenon is called 'situation dependency' (Figge 2004)." (Sheng et al. p.8) 

Monsuwe et al. (2004) .suggest that there is a wide variety of situational factors 
that should be taken into account in order to develop a fuller understanding of consumers' 
motivations for using the internet as a shopping channel. In their literature review 
examining what drives consumers to shop online, they discussed five: 1) time pressure, 
which is described by Wolfinbarger and Gilly (2001) as convenience and accessibility; 2) 
lack of mobility (Avery 1996); 3) geographical distance; 4) the need for special items 
(Wolfinbarger and Gilly 2001 ); and 5) attractiveness of alternatives. 

In the development of their model of Internet Users' Information Privacy 
Concerns (IUIPC), Malhotra et al. (2004) examined the effect of various contexts. The 
type of information asked (i.e. more sensitive versus less sensitive) had a significant 
impact upon behavioural intention and its antecedents of trusting beliefs and risk beliefs. 
Internet experience and media exposure (how much respondents heard about the misuse 
of information collected via the internet) also affected the result; but experience as a 
victim of an improper invasion of privacy did not. In terms of looking at future research, 
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Malhotra et al. (2004) "contend that consumers' reactions to a specific privacy threat are 
highly dependant on contextual factors". (Malhotra et al. 2004, p. 350) 

Within the domain of ubiquitous commerce, Sheng et al. (2006) investigated the 
context of emergency versus non-emergency situations upon the effect of personalization 
on privacy concerns. Their results demonstrated that "customers are more concerned 
about their privacy when emergencies are not expected than when emergencies are 
expected". (Sheng et al. 2006 p. 24) 

Within the work environment, a number of researchers have examined the 
influence of voluntariness upon technology adoption (Venkatesh et al. 2003; Karahanna 
et al. 1999; Agarwal and Prasad 1997; Hartwick and Barki 1994). While some authors 
have demonstrated its moderating influence (Venkatesh et al. 2003), others have shown 
that it can have a direct effect upon behavioural intention (Karahanna et al. 1999) and 
attitude (Moore 1989). 

2.3.9 Summary 
The original TAM has been though multiple iterations and modifications as 

researchers attempt to identify more constructs and contexts that contribute to, or detract 
from, an individual's behavioural intention to use technology. Various avenues explored 
include e-commerce and m-commerce and additional constructs include playfulness ~and 
various aspects of trust. The research by James et al. (2006) extended TAM into the 
realm of biometric acceptance. However, given that the latter paper is one of the first to 
explore the factors influencing acceptance of biometrics, it too is but a first step. As the 
authors state, "the purpose of the study was not to determine which context or device 
types impacted the attitudes of the users, rather to develop a generalizable model of 
technology acceptance for this category of devices." (James et al. 2006, p. 11) In 
addition, their research focused more on general behavioural traits as antecedents to 
acceptance and did not consider mediating situational variables. Therefore, there is 
considerable research left to be done to investigate various contexts such as type of 
individual (i.e. customer versus employee), type of application (i.e. admittance to a theme 
park as a season ticket holder versus accessing one's bank account), type of device (i.e. 
fingerprint versus retinal scan), control (i.e. the organization maintains the biometric 
template versus the individual retaining it on a smart card), and whether or not the 
program is voluntary. 
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Chapter 3 Research Model 

As has been previously discussed, there is an abundance of research regarding 
technology acceptance from a variety of viewpoints such as new software, mobile 
commerce, electronic commerce, and ubiquitous computing. However, it appears that the 
literature is bereft in terms of looking at technology acceptance in terms of biometrics. 
Despite an extensive search, only one article was found that extended the Technology 
Acceptance Model (TAM) into the realm of the intention to use biometric devices (James 
et al. 2006). Additional articles (Moody 2006; Eschenburg et al. 2005) were found that 
looked at the acceptability of various biometric identity authentication methods, but they 
did not examine antecedents to acceptability, or extend into the contexts, that could have 
an impact upon an individual's willingness to use biometrics. 

Also, while there is a vast array of articles that examine the privacy and security 
implications of biometrics, they centre upon the overarching societal, public policy, and 
national security implications as opposed to the much more micro aspects of individual 
acceptance or rejection of biometric initiatives within the realm of commercial 
applications (Grijpink 2001). The website of the International Biometrics Group (IBG) 
lists a plethora of articles. However, they are essentially focused on the technical side of 
biometrics as the technology strives to keep up with the existing and future demands to 
constantly lower the False Rejection Rate (FRR) and False Acceptance Rate (FAR), and 
make the devices more user-friendly and less expensive, etc. 

Although this phenomenon implies that there is a significant academic void that 
needs to be filled, given the dearth of research of consumer acceptability of biometrics, 
this also means that there is a coinciding lack of biometric-specific constructs and 
associated validated research instruments. As a result, the only recourse available is to 
identify very closely related constructs and measures within the realm of e-commerce, m­
commerce, and u-commerce and adapt them as necessary being ever vigilant to ensure 
that the instruments do, in fact, measure the underlying construct. As with all research, 
this will be an iterative and lengthy process as measurement instruments are continuously 
fine-tuned, biometric-specific research becomes more robust, and more parsimonious 
models are developed. 

This chapter discusses the various stages of the development of the proposed 
research model. First, the importance of context within the realm of biometrics is 
discussed as an introduction to the qualitative research that was conducted with Canadian 
banks to help determine what they felt might influence consumer perceptions about the 
acceptability of using biometric authentication. Next, further qualitative research was 
carried out to elicit any privacy and security concerns that may have been overlooked 
during the literature review (Straub et al. 2004). Finally, a proposed research model is 
presented and hypotheses developed. 
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3.1 The Importance of Context 
With the emergence of biometrics, researchers have indeed begun to look at 

context in terms of public/consumer acceptability. Research published in Biometric 
Technology Today looked at the acceptability of various applications. The survey was 
done in Finland, Germany and Spain, and while there were differences among the 
countries, there was also significant agreement in a few areas (Eschenburg et al. 2005). 
In terms of overall results, respondents were heavily in favour of using biometrics within 
the context of ATM access, crossing the border, and traveling by plane. The latter two 
applications are areas where security is typically high. The ATM application is one 
where remembering a PIN is usually required; perhaps this result suggests that the 
underlying motivation is convenience and/or security. One interesting result was that the 
use of biometric identification when traveling by train was significantly more acceptable 
among Spanish passengers than it was for either German or Finnish passengers. This is 
notable as the survey was conducted approximately three months after the terrorist attacks 
at the Madrid train station (Eschenburg et al. 2005). This suggests that the inclusion of 
contexts, such as media exposure, debit and/or credit card fraud victimization, etc., as 
espoused by Malhotra et al. (2004), would have some merit; as would the 
acknowledgement of the potential bias due to recency effects. 

Moody (2006) looked at the acceptability of different biometrics in different 
situations. In terms of using biometric authentication at an A TM versus using it to access 
one's office, there was virtually no difference in the acceptability of fingerprints. 
However, iris scans were found to be much more acceptable at an A TM than to access 
one's office (approximately 65 respondents versus approximately 38), as were retinal 
scans (roughly 100 respondents versus 62). Conversely, voice recognition was found to 
be more acceptable at the office than at an ATM (approximately 88 respondents versus 
38). 

In looking at the acceptability of biometric authentication methods, James et al. 
(2006) employed a series of eight scenarios in their research. The scenarios looked at 
various types (e.g. fingerprint, retinal scan, etc.) and applications (e.g. A TM, access to a 
highly secure R&D area, etc.) of biometrics. While the purpose of the vignettes was 
simply to investigate a broad spectrum of types and applications to make their results 
more generalisable to the acceptance of biometrics as a whole, two noticeable findings 
were tangentially uncovered. First, the use of biometric devices in a public venue met 
with some reticence (application context), and second, so did the use ofretinal scans (type 
context) (James et al. 2006). The authors also highlight the importance of context given 
the plethora of applications in which biometrics can be used. "Unlike many traditional 
technologies, [biometrics] are not specialized in their usage setting or purpose and their 
usefulness is often associated with their function rather than their stand-alone 
implementation, as would be the case with a software package. Biometric devices may be 
adopted for use in a variety of settings for a myriad of functions for different types of 
entities." (James et al. 2006, p. 4) 
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3.2 Preliminary Qualitative Research - Banks 
In their attempt to thwart fraud, Canadian banks are exploring a variety of 

avenues. Part of the impetus behind this initiative is the fact that Canadian banks 
typically reimburse customers for any direct financial loses associated with fraud, again 
be it skimming a debit card or stealing a credit card, etc. To this end, four of the five 
major banks joined the ORNEC consortium (Ontario Research Network for Electronic 
Commerce) to assist in reviewing the problem and investigate various ways of at least 
reducing the problem as they realize that it is unlikely that it will ever be completely 
eradicated. 

In addition to the banks, the consortium consisted of representatives from various 
governmental and police organizations, as well as researchers from various Canadian 
universities. Bank representation typically came from those areas responsible for privacy 
and/or security. Several meetings were held to assess the prevalence of identity fraud and 
discuss various alternatives to mitigate its occurrence. One of the areas of interest that 
came out of these discussions was the use of biometrics for customer identity 
authentication. Therefore, individual meetings, with personnel responsibility for privacy 
and/or security at the four banks, were suggested as a method to supplement the 
information gathered from the literature review. 

Semi-structured exploratory interviews were conducted to establish which 
variables are most salient for consumer acceptance of biometric technology in the 
financial industry. When selecting interviewees, purposive sampling was used as 
outlined in Erlandson et al. (1993) to insure reasonable representation from subject matter 
experts. This resulted in the identification of one individual from each of the four banks 
to be interviewed. As recommended by Miles and Huberman (1994), interviews 
continued as long as unique contributors were being identified. In this case conceptual 
saturation occurred quickly, after only 3 interviews. This was not surprising due to the 
high levels of industry communication, shared policies, and relative homogeneity within 
the Canadian banking industry. One interview was done via phone and two were done in 
person. The phone interview lasted approximately 45 minutes while the in-person 
interviews went longer and took approximately 75 minutes. 

Cognitive interviewing techniques were used to minimize interviewer bias as 
recommended by Willis ( 1999). This included the "think aloud" technique outlined in 
Willis (1999), which encourages respondents to verbalize their thought processes as they 
respond to the questions. This technique allows a more sophisticated understanding of 
complex issues to emerge as the interviewer is exposed to the interviewee's reasoning, 
not simply their responses. The interviewer also paraphrased the responses throughout 
the interviews to ensure correct interpretations ofrespondent's statements were made. 
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Initial interview questions included the following: 
1. 	 Does your bank have a vision and/or plan regarding biometrics? 
2. 	 Do you believe that vision is shared by other banks and financial institutions? 
3. 	 Do you think customers are satisfied with the existing level of security offered 

by financial institutions? 
4. 	 What would your bank like to know with respect to people's perceptions of 

biometrics? 
5. 	 Do you see any issues that might impede biometric adoption within the 

Canadian banking industry? 
6. 	 In what contexts, scenarios, or applications would you like to examine 

consumer acceptability of biometric authentication technology? 

As recommended by Miles and Huberman (1994), data analysis was conducted 
after each interview, allowing questions to change over time in response to emerging 
categories. Data categorization and descriptive and pattern-based coding were used. 

The results of the interviews with the bank employees are laid out as follows. 
Table 3-1 lists the results of the initial discussion with the three bank representatives in 
order of the points raised. Table 3-2 lists possible contexts that the bank employees felt it 
would be worthwhile examining as context was envisioned as being an influencing factor 
in consumer perceptions about biometric identity authentication technology. For those 
contexts that they felt were worthy of exploring, they were also asked to rank them in 
order of importance; this ranking is provided in the table. 

T bl a e 3 1 K ~ I . ht Prov1. d d b e Bank P ersonne- : ns~ s ~ 
Bank #1 
1. Unlikely to be pursued unilaterally by their bank, or any other Canadian bank. 
2. Banks need to collectively assess the tradeoffs between consumer perceptions, cost, 

and the level of security biometrics _provide their customers. 
3. In terms of customer perceptions, where does their responsibility for security end 

and the banks' begin? 
4. What do customers see as the key benefits and drawbacks of using biometrics? 
5. Do 2_eople understand biometrics? 
6. Voice recognition biometrics are already being used for telephone banking, but this 

is not considered a "h~h" security application. 

Bank #2 
1. Unlikely to be pursued unilaterally by their bank, or any other Canadian bank. 
2. In terms of customer perceptions, where does their responsibility for security end 

and the banks' begin? 
3. Do_E,eo_E,le understand biometrics? 
4. What do customers see as the key benefits and drawbacks of using biometrics? 
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Bank #3 
1. Wanders if biometrics is a solution in search of a..£.I'Obl em. 
2. Unlikely to be zursued unilaterally by their bank, or any other Canadian bank. 
3. In terms of customer perceptions, where does their responsibility for security end 

and the banks' begin? 
4. Interoperability concerns. 
5. Do people understand biometrics? 
6. What do customers see as the key benefits and drawbacks of using biometrics? 
7. Will the introduction of chip technology on credit cards confuse consumers and, as 

such, confound the results of the survey? 

Table 3-1 shows considerable consistency in terms of how Canadian banks view 
biometrics in general. Given the nature of the Canadian banking industry, it was 
unanimous that biometrics was viewed as something that would be pursued by all the 
banks or none of the banks. This was due to two considerations. 

First, there are five major Canadian banks that collectively have a significant 
share of the consumer banking market but that individually do not have enough clout to 
be market leaders. Therefore, if any one of them unilaterally decided to pursue customer 
identity authentication via biometrics and it was not well received, it could cost them 
market share and the associated profits; and this would be in addition to the substantial 
upfront costs of installing the technology. Even if it was embraced by customers such 
that it created initial competitive advantage, this would not be sustainable simply because 
the technology is widely available and, hence, could be easily replicated relatively 
quickly by the other four banks. However, if the five Canadian banks deemed that it was 
in their best interests, most likely from a cost-benefit perspective, to introduce biometrics 
and collectively agreed to do so at approximately the same time, this would mitigate the 
possibility of any major redistribution of market share should there be consumer backlash 
simply because of the limited options available to the Canadian consumer. 

The other consideration as to why Canadian banks would pursue it collectively is 
due to the existing technological infrastructure with respect to debit cards. While the 
initial rollout of identity authentication using biometrics would be at bank A TMs, the 
feeling is that it would inevitably become more widespread such that it would be used 
essentially wherever you use a debit card. Given this envisioned pervasiveness, banks 
would have to involve those companies (e.g. Interac) that control the debit card industry 
and the associated protocols. Again, from both a cost-benefit and competitive standpoint, 
this is yet another impediment making it unlikely that any Canadian bank would initiate 
biometric identity authentication individually. 

Examining other general discussion points, all three interviewees wondered what 
people thought with respect to where a customer's responsibility for security ended, and 
the bank's responsibility began. As the focus of this research was acceptability of 
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biometrics for identity authentication, this issue was not addressed given the difficulty of 
operationalising this concept. 

The other common concern was whether or not people would understand what 
was meant by the term "biometrics". In order to address this concern, there would be 
appropriate wording in the questionnaire defining the term. 

Looking at the potential contexts in Table 3-2, there was a good degree of 
consistency in terms of what were perceived to be the most relevant contexts to examine, 
and unanimous agreement on the ranking of the top two contexts: voluntariness and 
control. The importance of whether using biometrics should be voluntary or not is 
relatively self-explanatory. As mentioned previously, all bank personnel were of the 
opinion that either the five biggest Canadian banks would adopt biometric identity 
authentication, or none of them would. Given this statement, combined with their 
collective market share and a lack of viable options for the Canadian consumer, one 
might wonder why they would consider voluntariness an issue. The answer is basic 
customer service. If consumers don't want, or worse are opposed to, biometric identity 
authentication, than why pursue it, especially given the implementation costs involved. 
Granted, with only five major banks, the Canadian banking industry gives consumers 
limited options presently, but that doesn't mean other institutions (i.e. credit unions and 
smaller banks) won't try to take advantage of any significant customer backlash. 
Whether or not customers would pursue alternatives (i.e. smaller banks or credit unions) 
simply due to being forced to use biometrics is debatable, but these smaller market 
players would inevitably try to leverage any customer discontent to their advantage. 

Table 3-2: Ranking of Possible Contexts to Consider in Examining Consumer 

Perceptions of Biometric Authentication Technology as Identified by Bank 


Personnel 


Possible Context 
Ranking 

Bank#l Bank#2 Bank #3 
Voluntary versus involuntary 1 1 1 
Bank control versus shared control 2 2 2 
Type of application (debit card, credit card, 
etc.) 3 3 
Online use versus A TM use versus POS use 3 
Ty....2._e of biometric 4 4 
Safety d~osit boxes 5 4 
A_EPlicable only to new customers 6 5 5 

In terms of control, this was framed in terms of where the biometric information is 
stored. Bank control means it is centrally stored by the bank. Shared control means that 
only a portion of the information is centrally stored by the bank, and the remainder is 
stored on a "smart card" retained by the customer. In the latter case, the information 
stored at the bank is useless without being combined with the information from the card, 
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and vice versa. What this means in terms of a consumer's privacy calculus is that while 
the benefit of convenience is lessened (i.e. the consumer still doesn't need a password, 
but they now require the card), the "cost" of privacy and security also drops (i.e. the 
information stored by the bank is incomplete and, therefore, useless regardless of whether 
it is shared or stolen). While the bank personnel viewed this as key given people's 
reticence towards the amount of information being captured in general, and by banks in 
particular, it also aligns well with the conception that the issue of control is central to 
consumers' privacy perceptions as previously discussed. 

Beyond these two issues, type of biometric and application (i.e. debit cards versus 
credit cards) were deemed areas worthy of investigation by two respondents, while one 
interviewee suggested that it would be interesting to examine whether there would be any 
difference based upon A TM use versus online use versus POS (point-of-sale) use. 
Interestingly enough, no one saw the importance of testing the acceptance of multi-modal 
(i.e. two or more biometrics, biometric and a password, etc.) authentication methods as 
they did not foresee that as being offered by the banks. 

Two of the interviewees thought examining the acceptability of biometrics within 
the context of safety deposit boxes would be worthwhile as they envisioned the initial 
use, or testing, of biometrics potentially being to access safety deposit boxes. This was 
based upon the premise that, on average, people tend to keep highly valuable assets (be 
they financial or nonfinancial) in safety deposit boxes, combined with the fact that they 
are typically used infrequently. The latter point often leads to lost keys and/or forgotten 
passwords; standalone biometrics (i.e. no shared control with a smart card) would address 
these problems quite well. Despite the above positive aspects of looking at this 
application, it was dropped due to the fact that considerably more people tend to have 
debit cards and use ATMs versus having safety deposit boxes. Ultimately, the aspects of 
voluntariness and control were the top two choices among the three interviewees and, as 
such, were the ones chosen for investigation. 

Looking at demographics, all three bank employees identified age, gender, income 
level, and education as being worthwhile to examine. The former two align with previous 
research as age and gender have been shown to impact technology adoption. Income 
level was considered salient as it is presumed that people with higher income would 
typically have more financial assets available via debit cards. As such, they may be more 
amenable to the use of what is a more secure method of identity authentication, 
presuming, again, that their perceived benefits outweigh their perceived concerns/costs. 
Similarly, people that are more educated may have a better understanding of what 
biometrics can and can't do which may influence their perceptions. 

3.3 Preliminary Qualitative Research - Understanding Perceived 
Benefits and Concerns 

Recall from Chapter 2 that privacy and security concerns and usefulness were 
discussed as factors that influence the attitudes and/or adoption intentions of consumers 
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with respect to certain types of technology such as the internet, m-commerce, and u­
commerce. Furthermore, the discussions with bank personnel indicated that they would 
like to know what consumers see as the key benefits and drawbacks of using biometrics. 
Therefore, given the lack of research with respect to factors influencing biometric 
adoption, it was deemed necessary to obtain a better understanding of the key perceived 
benefits and concerns that are top-of-mind for consumers prior to the development of the 
proposed research model and related hypotheses. 

3.3.1 Methodology 
Data was gathered via an online survey. A description of fingerprint biometric 

authentication for A TM transactions was provided and subjects were asked the following 
three open-ended questions: 

1. What do you feel are the benefits/advantages of using biometrics? 
2. What concerns do you have using biometrics? 
3. Please provide any other comments regarding the use of biometrics. 

A total of 367 usable surveys were obtained from across Canada. There was a 
roughly equal representation from the demographic perspectives of gender and age, the 
latter ranging from 18 through to over 55. In terms of education, the majority of 
respondents had at least some college or university education. Looking at income level, 
approximately half of the respondents made $50,000 or less, while roughly 10% preferred 
not to answer. All subjects were above 18, used an A TM, and were not employed by 
financial institutions. 

The data was analyzed using a three stage iterative process. In the first stage, 
respondents' answers to the questions were reviewed and open coding was used to 
identify shared characteristics and generate initial descriptive categories. The second 
stage consisted of scrutinizing the initially identified categories and integrating them into 
more centralized categories. In the final stage, the use of pattern coding allowed the 
clustering of these centralized categories into overriding themes (Miles and Huberman 
1994). While the first and second stages were conducted by one researcher, the final 
stage was done through meetings and discussion with two other researchers during which 
the responses were reviewed for consistency and to build consensus. 

Answers to the three open-ended questions were copied into a qualitative analysis 
program called NVivo. After the first and second stage analyses, the following general 
categories were identified as concerns of using biometric verification in the context of 
A TM transactions: 

1. How secure is my information from hackers/insiders? 
2. My fingerprints can be copied. 
3. The increased possibility of identity theft. 
4. Inconvenience. 
5. Inability to share banking responsibilities with others. 
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6. 	 Reliability of the technology in terms of startup glitches, ongoing maintenance 
issues, and accuracy of the fingerprint reader due to dirt, grease, etc. 

7. 	 Slower access to accounts. 
8. 	 What happens if my fingers are damaged, or if they become damaged? 
9. 	 What happens when I go overseas and they aren't using biometrics at ATMs? 
10. It's too much information for the banks to have. 
11. I don't like supplying biometric information to the bank. 
12. I am concerned about my privacy. 
13. How well will my privacy be protected? 
14. Will my biometric information be used for reasons beyond those intended (i.e. 

shared with other corporations, law enforcement, governmental agencies, 
etc.)? 

15. Physical harm as thieves will now severe my fingers and/or hand to gam 
access to my account. 

The third stage analysis resulted in the synthesis of the twelve concern categories 
into five recurring themes. They were: 

1. 	 Security Concerns (Items 1 through 3) 
2. 	 Inconvenience (Items 4 through 9) 
3. 	 Privacy Issues (Items 10 through 13) 
4. 	 Function Creep (Item 14) 
5. 	 Physical Harm (Item 15) 

The NVivo analysis revealed the following 13 general benefit categories in the 
first and second stage analyses: 

1. 	 Increased security 
2. 	 Increased safety 
3. 	 Difficulty in reproduction of fingerprints 
4. 	 Deterrent to identity theft 
5. 	 I am the only one with access to my accounts 
6. 	 Less chance of theft from my accounts 
7. 	 Less chance of theft of my PIN/password 
8. 	 Less concern if I lose my card 
9. 	 Easier to use 
10. No chance of forgetting your card 
11. No PIN/password to remember 
12. Convenience 
13. Faster access to accounts 

The third stage analysis, again, conducted in conjunction with two other 
researchers through meetings and discussions, resulted in the synthesis of the thirteen 
broad benefit categories into two overriding themes due to the sufficient commonality 
identified among the second stage categories. The two higher level benefit constructs 
identified were: 
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1. Increased Security (Items 1 through 8) 
2. Convenience (Items 9 through 13) 

3.3.2 Results 
Looking at Table 3-3, the concerns, ranked by order of number of mentions, are 

security, inconvenience, function creep, privacy, and physical harm. Security was the 
greatest concern for people and by a considerable margin as it was cited as an issue by 
145 respondents, which represents almost 40% of the usable surveys. Typically, 
respondents were worried about the ability of thieves to access their biometric data 
thereby giving them access to their financial information and assets as is exemplified by 
the following comments: "Anyone could hack into the system and take information"; "If 
identity theft occurred, it would be far worse than now."; "I have concerns about 
fingerprints which I think can be copied."; "Somebody somehow getting my fingerprint to 
access my account."; "Fingerprints left on ATMs may be lifted and used by those who 
know how."; "Overall security is a concern because there are ways to replicate 
fingerprints." 

T bl a e 3 3 - : Concerns o fU.sm_g_ B"1ometnc. Authenhcahon at ATMs 
Concern Number of Mentions Percent of Res_E..ondents 
Security~ 145 39.5% 
Inconvenience 99 27.0% 
Function Cree_£ 81 22.1% 
Privacy 77 21.0% 
Physical Harm 38 10.4% 

Of particular interest was the finding that some people believe that it is the actual 
biometric that is stored when, in actuality, recall that the biometric is converted into a 
mathematical expression which is then stored as the template for identity authentication. 
Currently, it is not possible to reverse engineer a viable biometric from the encrypted 
mathematical expression. 

Inconvenience was the second most cited concern as it was mentioned by 99 
people, or 27% of the survey participants. The biggest issue around inconvenience 
seemed to be the inability to have someone else do your banking for you. Despite bank 
direction to the contrary, it would appear that some people are in the habit of sharing 
banking duties with their friends and significant others. Unfortunately, the 
implementation of biometric authentication would make it impossible for this practice to 
continue. Presumably, shared accounts will be able to be accessed by either owner 
providing their fingerprint for authentication, but for those relationships where the parties 
prefer to have separate bank accounts, this may be a significant hurdle with respect to 
acceptance. Beyond this aspect, the issues of being incapacitated, startup glitches, and 
ongoing reliability were also mentioned. Some of the responses within the inconvenience 
context included: "Sometimes I give my bank card to my significant other or close friends 
or relatives to withdraw money or deposit cheques for my business. They would not be 
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able to do this."; "Personally, I allow my fiancee to access my bank account. Whoever 
has the free time that day takes both cards and paycheques or withdrawals and runs to 
the bank for us both."; "IfI am sick and unable to go to the bank to get money, my partner 
would not be able to go for me."; "The time it will take to get the system running without 
any glitches (but it's standard with any new thing)"; "The technology is still young and 
imperfect"; "Early models flawed. Quality of biometric reading component, not 
working"; "Could be more complicated, and I have my doubts concerning the reliability 
ofthe new system ". 

Function creep was mentioned by 81 respondents, which represents just over 22% 
of the usable surveys. Recall from Section 2.2.1 that function creep refers to the concern 
that the initial use of biometric-based systems will morph and expand, innocently and/or 
covertly, into other areas not previously envisioned or agreed to by those enrolled in this 
type of authentication mechanism (Langenderfer and Linnhoff 2005). Also as previously 
stated, Langenderfer and Linnhoff (2005) suggest that function creep may be one of the 
biggest impediments to widespread biometric use due to current information sharing 
practices amongst for-profit and governmental organizations. In fact, some law 
enforcement information systems have been sold based upon their ability to assimilate 
information from an array of various databases (Nunn 1994). Some of the responses 
were: "!would not accept this service unless there was legislation in place where NO one 
else could access this information, including the government."; "Banks releasing my 
fingerprint to other companies/agencies."; "! am concerned that the info could be made 
available to the government or any other agency as well."; "Who else will be able to get 
their hands on this biometrics and use iffor other situations?". 

Privacy was close behind function creep as 77 people, or 21 % of the survey 
participants, mentioned it as an issue. Responses included: "Privacy is important to all of 
us and by using this we are giving out way to much"; "! don't like the idea of someone 
having that much information about me."; "! don't know that I like the idea ofproviding 
my bank with my fingerprint, although not for any definable reason, I just feel that it's 
very personal."; "Biometrics is more secure but we have to make sure that our privacy 
and our rights remain protected at all cost."; "! am concerned about misuse of the 
technology and the potential ofloss ofprivacy." 

Finally, while the concern that garnered the least number of mentions was the 
threat of physical harm, it was still mentioned by 3 8 people, or just over 10% of those 
surveyed. While there are viability tests to help ensure that the biometric being 
authenticated is coming from living tissue, this may be of little comfort in the minds of 
consumers given that the present system just requires one to surrender their debit card and 
PIN to a would-be thief thus potentially avoiding physical violence more so than when 
one is dealing with a piece of oneself. Comments with regard to this concern included: "I 
fear the crime that might take place against the person. Now if a thief wants access to 
your account, they simply steal your card even if that means knocking you out for it. In 
this new scenario, the thief would have to basically kill you to steal your finger."; "I 

43 




PhD Thesis - M. Breward McMaster- Business Administration 

would also be concerned about people attacking me, cutting offmy finger, and using it to 
access my account. Then I've lost money and a finger."; "People cutting offfingers to rob 
someone."; "Please be aware that criminals will use whatever means they have to in 
order to steal, and therefore they may cut off fingers to gain access etc."; "Someone 
cutting your finger off to access your account."; "The Hollywood scenario to cut the 
finger offto access bank accounts is more probable." 

In addition to the above findings, another trend was noted that lends support to the 
notion espoused by Flavian and Guinaliu (2006) that perhaps there is not a clear 
distinction between privacy and security in the minds of consumers, at least within the 
context of biometric authentication technology for accessing one's bank accounts. When 
people discuss privacy and security concerns from this perspective, many of them tend to 
mention more than one dimension of either privacy, security, or both. Of the 367 
respondents, 92, or just over 25%, mentioned both a privacy and a security concern. 
When multiple mentions of privacy concerns or security concerns are added to this group, 
the number jumps to 142 participants, or almost 39%. Some of the comments that 
exemplify this phenomenon are as follows: "Privacy is important to all of us and by 
using this we are giving out way too much. In the past people have hacked cards, etc. 
and if they ever hacked into this it would be a nightmare."; "I would be concerned about 
the bank having personal material on me, such as my fingerprint, and how this could be 
used by hackers and police. "; "Too much info and not enough safeguards. ",· "My 
personal information could be sold, offered, stolen, etc. by, or to, other parties. " 

Moving on to benefits, the findings are summarized in Table 3-4. Increased 
security was mentioned as a benefit by 203 respondents which equates to just over 55% 
of the total, while convenience was cited by 97 people or just over 26% of the survey 
participants. Some of the comments made regarding security were: "I think in itself it 
should be more secure because no one has the same fingerprints."; "Less chance of 
someone else stealing my identity."; "I wouldn't need to worry about someone stealing my 
PIN number (whether by watching over my shoulder or on security cameras, etc). I'd feel 
more secure that my money couldn't be accessed as easily."; "I feel that it will increase 
the security regarding personal banking."; "You feel more secure in knowing that only 
you can access your bank account, because nobody else has the same fingerprint as 
you."; "Foolproof identification and protection of my banking transactions."; "It would 
be another layer of security to protect my identity."; "I think maybe it would be more 
secure than a bank card because only one person has your fingerprint ... YOU!" 

T bl 3 4 B fit f U . ff t . A th f fa e - : ene 1 so sm_g_ 10me nc u en 1ca ion a tATMs 
Benefit Number of Mentions Percent of Respondents 
Increased Security 203 55.3% 
Convenience 97 26.4% 

On first glance, it seems odd that security is identified as a benefit by over 55% of 
the respondents while being simultaneously cited as the primary concern by almost 40% 
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of the survey participants. However, upon further review of the answers, the respondents 
appear to be discussing two different points of view. When security is mentioned as a 
benefit, it is typically within the context of access to financial data (i.e. only I can access 
my accounts, the bank is sure it is me, etc.). When security is mentioned as a concern, it 
is typically mentioned within the context of the bank not having appropriate safeguards to 
protect the biometric data itself. In several cases, respondents mention both contexts in 
the same sentence saying that it will be a much more secure method of verification for 
access to financial assets provided the security around the biometric data is sufficient. 
This is exemplified by the following sample of comments: "If it could be guaranteed (the 
security) I would like it very much, because I think in itself it should be more secure 
because no one has the same fingerprints."; "As long as the other [biometric} information 
is kept safely at the bank, I believe this is a great security upgrade and will prevent 
identity theft."; "I know the day is coming, and this would seem to be more secure than a 
card access with a P JN number. As long as the security of the biometric information can 
be guaranteed (as much as any security can be), then this would be a great move." 

A similar phenomenon can be seen in terms inconvenience versus convenience in 
that 99 respondents, or 27%, mentioned the former as a concern while almost the same 
number (97 respondents, or just over 26%) mentioned the latter as a benefit. However, 
unlike security in which it appears that the respondents seem to be discussing two 
different points of view, in looking at inconvenience and convenience, it seems to be 
more of a paradox in that participants are looking at opposite sides of the same issue. In 
other words, if they adopt biometric authentication they will have the convenience of no 
longer having to use debit cards and PINs, but will have to give up the convenience of 
being able to get someone to do their banking for them. 

Upon further analysis of the micro-level classifications, the convenience benefits 
are typically: (i) not having to remember a card and/or PIN; (ii) faster service; and (iii) it 
being easier to use. Remarks made with regard to convenience include: "No need to have 
a debit card or [to J remember a password."; "It would be a faster way to access my 
money."; "You can't forget your fingerprint."; "No pin numbers to remember."; "Fast, 
convenient, don't have to search for debit card or risk forgetting the PIN"; "No more 
carrying a card around, don 't have to know a P JN, don 't have to worry abo<Jt losing your 
card."; "It's one less password to forget." 

3.3.3 Summary 
The concerns noted by the survey part1c1pants were security, inconvenience, 

function creep, privacy, and physical harm, while the benefits cited were increased 
security and convenience. The findings of this preliminary qualitative study investigating 
perceived benefits and concerns of biometric authentication not only provided additional 
support for the findings of previous authors, but also informed the development of the 
proposed research model and related hypotheses. Specifically, within the realm of the 
Canadian banking sector and the deployment of biometric technology, the concepts of 
privacy and security concerns appear to be inextricably intertwined in the minds of the 
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consumer. Moreover, it would appear that consumer attitudes towards biometrics seem to 
be influenced by a myriad array of both complementary and opposing factors acting 
simultaneously. This lends credence to the supposition put forward by Dinev and Hart 
(2006) and Dinev et al. (2006) that the decision to release personal information is 
determined by the rational assessment of two sets of contradictory factors; and in some 
cases, these contradictory factors may actually be opposite views of the same factor. 

The following sections build upon the findings of both qualitative studies in the 
following manner. First, the combining of privacy and security concerns into a single 
construct is discussed; and second, the proposed model is presented and hypotheses 
developed. 

3.4 The Examination of Privacy and Security Concerns as a Formative 
Construct 

As mentioned previously, the terms "privacy" and "security", while distinct, are 
highly interrelated. Within the context of organizations continuously increasing their 
ability to accumulate and correlate vast amounts of data, these terms are often mentioned 
in the same breath when discussing consumers (i.e. what measures are being taken to 
secure customers' private information). This situation has been exacerbated by both 
public policy organizations and private companies as they consistently intermingle the 
terms. The latter group seldom makes an overt distinction between the two concepts as 
they look to protect consumer information by establishing sound privacy and security 
practices (Flavian and Guinaliu 2006). In fact, it may be argued that companies blur the 
line even further by asking for more and more personal information as a method of 
increasing security. This is exemplified by the practices of Canadian banks with respect 
to online banking. They ask one of three personal questions after the customer has signed 
on using their bank card number and password. The argument is that by relinquishing 
private information, which is supposedly known only to the account holder, security is 
enhanced. This example presents a conundrum. Supplying private information increases 
security; but if that security is breached, one's privacy has been compromised. 
Subsequently, surrendering additional private information is necessary to re-establish the 
previous level of security in terms of access to one's bank accounts. Finally, researchers 
themselves have blurred the line between the two concepts (see Chen and Barnes 2007; 
Joines et al. 2003; Korgaonkor and Wolin 1999). 

Flavian and Guinaliu (2006) address the issue of the consumers' perceived 
interchangeability of the two terms by developing the construct perceived Security in the 
Handling of Private Data (SHPD). While acknowledging that privacy and security are 
separate concepts, the approach suggested by Flavian and Guinaliu (2006) advocates that 
the semantic distinction is immaterial to consumers and, therefore, these two concepts 
should be combined when examining their influence. In other words, to the consumer it 
is irrelevant whether their information was obtained due to a breach stemming from 
inadequate security or to the sharing of data as a result of lax privacy policies. What is 
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relevant is the end result: someone, other than those authorized, now has their 
information. 

The use of biometrics as a means of identity authentication is merely an extension 
of the common online banking practice of asking one of three personal questions; 
providing private information begets improved security. However, consumers will 
probably view biometrics as being considerably different when compared to providing a 
bit of personal trivia. If the answers to one's personal questions become compromised 
(either by deficient privacy policies or poor security), it is a simple matter of picking 
different questions and supplying the answers. While this is far from optimal and 
significant damage could have resulted in the intervening period between the security 
being compromised and subsequently reinstated, there is no ongoing threat once new 
questions and answers are supplied by the customer. 

The same cannot be said with respect to one's biometric information; if this is 
compromised, the solution, presuming one exists, will be considerably more complicated. 
In addition, the damage is more far-reaching since, by its very definition, this is 
personally identifiable information. As such, in an attempt to increase security by 
providing very private information, the individual's ongoing security and/or privacy have 
possibly been broadly and irrevocably compromised. The methodology used to store 
biometrics makes this scenario virtually impossible given today's technology. However, 
this may be beside the point in the minds of consumers for a variety of reasons such as 
not knowing how biometrics work, not knowing how they are stored, a lack of personal 
exposure to biometrics, how biometrics are portrayed in popular culture, etc. Even if they 
are versed in biometric technology, they may feel that criminals will ultimately be able to 
uncover a method of recreating a viable biometric, such as a three-dimensional finger, 
from the information that is stored. Therefore, given the intermingling of the terms 
security and privacy combined with the potential implications for both should one's 
biometrics ever be compromised, not to mention the newness of the technology, it seems 
reasonable to follow a similar approach to that suggested by Flavian and Guinalf u (2006) 
and consider privacy and security concerns as a single construct. 

The decision to treat privacy and security concerns as a single construct raises the 
subsequent issue as to whether or not it should be treated as reflective or formative. 
Formative constructs work differently than reflective constructs. In the former, changes 
in the measures or items cause changes in the underlying construct whereas in the latter a 
change in the construct affects the underlying measurement items (Jarvis et al. 2003). As 
such, in reflective constructs, the direction of causality is from the construct to the items; 
but in formative constructs the direction of causality is from the items to the construct. 
There are a variety of formative constructs, typically within the realm of economics 
(Diamantopoulos and Winklhofer 2001 ), such as price indices, economic indicators, and 
socioeconomic status. Looking at socioeconomic status, this is determined from the 
combination of education, income, occupation, and residence. A change in any one of 
these items would result in a change to socioeconomic status irrespective of whether or 
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not the other measures changed; and similarly, a change in any one of the measures does 
not necessarily affect the other items. Conversely, a change in socioeconomic status does 
not imply a change in all four measures. Finally, while the four elements of 
socioeconomic status work independently, there is an element of interconnectedness. For 
example, while a higher level of education does not guarantee a better occupation and/or 
income and/or a subsequently better residence, they do tend to influence one another such 
that there is a degree of correlation amongst the items; but it is not to the same level as the 
items in a reflective construct. Indicators in reflective constructs are essentially 
measuring one concept whereas formative constructs are an amalgamation of their 
indicators. 

Based upon the findings of the second study, it appears that consumers are not 
only unable to distinguish between privacy and security concerns but that they also seem 
to be worried about some elements more than they are of others. This suggests that, while 
they have multiple privacy and security concerns, they assign different weights to the 
various elements, that each element is not addressing the same concern, and that the 
concerns do not necessarily move with one another, although there may be some interplay 
among them. Therefore, based upon exhibiting the traits typical of a formative construct, 
privacy and security concerns was treated as such. 

3.5 Proposed Research Model and Hypothesis Development 
Based upon the literature review in Chapter 2, combined with the qualitative 

studies discussed above, a proposed model of consumer acceptance of biometric identity 
authentication at Canadian banking institutions was developed (Figure 3-1 ). As stated in 
the introduction, this research model will be used to address three broad research 
questions. The purpose of this section is to further refine these overarching questions and 
develop appropriate hypotheses. 
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Figure 3-1: Proposed Research Model 

3.5.1 Usefulness and Attitude 
Recall from Chapter 2 that "attitude refers to an individual's positive or negative 

feelings about performing the target behaviour" (Chen et al. 2007, p. 302). Furthermore, 
TAM suggests that perceived usefulness will directly influence attitude. "There is 
substantial evidence in organizational behavior and management information systems 
research (e.g. Davis 1989; Davis et al. 1989; Mathieson 1991; Taylor and Todd 1995) 
suggesting that the key underlying cognition determining an individual's attitude toward 
the behavior of adopting and using a new technology in the workplace is his or her 
perceptions about the usefulness of the technology" (Venkatesh et al. 2000, p. 36). Path 
coefficients from perceived usefulness to attitude have ranged from .50 (Davis et al. 
1989) to .79 (Taylor and Todd 1995). However, TAM used in isolation appears unable to 
predict behaviour or provide superior explanations on a consistent basis (Chen et al. 2007; 
Legris et al. 2003; Venkatesh et al. 2003; Taylor and Todd 1995), possibly because its 
main thrust was looking at technology acceptance in the workplace. As a result, 
subsequent researchers have made appropriate adaptations and demonstrated its 
applicability across various contexts, target populations, and types of technologies (Chen 
et al. 2007; Gefen and Straub 2003). For example, within the context of electronic toll 
collection (ETC), Chen et al. (2007) found that the path coefficient from perceived 
usefulness to attitude was 0.58. Given the considerable research demonstrating the 
influence of perceived usefulness upon attitude across a variety of technological 
applications and circumstances, it is reasonable to suggest that perceived usefulness will 
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also impact one's attitude towards biometric identity authentication technology. 
Therefore, the following hypothesis is proposed. 

Hl: Individuals with a higher degree of perceived usefulness will demonstrate a 
more positive attitude towards adopting biometric authentication technology for 
accessing their bank account(s). 

While perceived usefulness was used in the proposed research model, perceived 
ease of use was not as it was not considered appropriate for this research. The reason for 
its omission is simple: the survey participants will be responding to scenarios as opposed 
to actually using biometric readers such that ease of use will be difficult, if not 
impossible, to accurately assess. Also, given the wording of the scenarios(" ... you must 
place your index finger on a biometric scanner which instantaneously verifies a 
match ... ") the range available for respondents to evaluate ease of use is restricted. In 
other words, ease of use is controlled for through the scenario description. 

Secondly, it may be argued that the respondent may have preconceived notions 
about certain biometrics in terms of their ease of use, especially when it comes to the 
invasiveness of certain biometrics such as iris or retinal scanning. However, such 
"invasive" biometrics will not be included in the scenarios. While this may minimize the 
ability to generalize the findings to biometrics as a whole, it is merely a reflection of the 
application that is being investigated. Cost-benefit analysis will be a key consideration in 
rolling out biometric authentication methods within the banking industry; and given the 
existing relative cost of iris and retinal scanners when compared to fingerprint readers, 
and similarly hand geometry readers, the former biometrics are not in the realm of 
possibility at the present time for bank account access. Obviously, should there be a time 
when the cost of these two broad biometric authentication measures (i.e. finger/hand 
versus eye) becomes more on par with each other, then ease of use should be included. 

3.5.2 Privacy and Security 
Privacy concerns have been studied extensively across a variety of disciplines 

such as human resources, political science, sociology, psychology, and marketing; 
however, the interest that information researchers have shown in this area is a more recent 
development. This relatively new but growing interest has been attributed to the ever 
increasing pervasiveness of information technology (Dinev and Hart 2006). Companies 
have always realized the value of being able to track information about existing and 
potential customers but previously lacked the ability to capture, collate, and react to this 
information in a cost effective manner. The advent of the information technology age 
gave companies this capability; and as technology simultaneously advances in 
sophistication and gets less expensive, this enhances their ability to collect, collate, and 
cross-reference more and more information. The growth of the internet further 
augmented the capacity to gather consumer information as it "broadened the extent of 
data collection [and] improved the capabilities of companies to profile and target specific 
individuals" (Dinev and Hart 2006, p. 65). 
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These advances in the capacity to capture data and synthesize it into useful 
information has resulted in significant benefits to the consumers, such as the ability to 
more accurately identity preferences and trends, which leads to the development of 
products and services that better address consumer needs, as well as improved consumer 
relations (Dinev and Hart 2006; Kling and Allen 1996; Glazer 1991). However, with 
these benefits comes the concern that too many organizations have too much information 
about consumers (Dinev and Hart 2006) which is an invasion of privacy (Culnan and 
Armstrong 1999). Mason ( 1986) suggests that "the tension between organizational use of 
personal information and a person's information privacy [is] one of the most important 
ethical issues of the information age" (Pavlou et al. 2007, p.113). 

The disclosing of personal information over the internet increases privacy 
concerns because the technology creates misgivings in the mind of the consumer it terms 
of who has access to the information and how it will be used. Furthermore, the more 
uncertainty the consumer has about these two aspects of the information they provide, the 
greater will be their privacy concerns (Dinev and Hart 2006). Pavlou et al. (2007) hold a 
similar view and define information privacy concerns as "a buyer's beliefs about a 
seller's inability and unwillingness [italics in original] to protect her personal information 
from improper use, disclosure to third parties, and secondary use without the buyer's 
consent" (Pavlou et al. 2007, p.113). 

While the accumulation of vast amounts of personal information gives rise to 
concerns about privacy, the electronic transmission and storage of this information results 
in concerns regarding security. Over two thirds of Americans are concerned about cyber 
crime and hackers (McCrohan 2003). Looking at e-commerce, Salisbury et al. (2001) 
found that perceived usefulness and ease of use had a significantly lower impact upon 
online purchase intention than perceived information security. In addition, Yang and Jun 
(2002) demonstrated that concern about security was the most salient factor in deciding 
not to purchase online. Pavlou et al. (2007) define security concerns "as the buyer's 
beliefs about a seller's inability and unwillingness [italics in original] to safeguard their 
monetary information from security breaches during transmission and storage" (Pavlou et 
al. 2007, p.113). 

Even though the concepts of privacy and security are highly interrelated, they are 
still semantically distinct. For example, an online retailer, who typically amasses 
significant amounts of information about their customers, may pride itself upon its record 
of not experiencing a security breach of any kind while at the same time selling lists 
detailing their customers' buying and internet surfing habits. In this case, security is 
strong, but privacy is lax. Conversely, another online vendor may pride itself upon a 
stellar record of never sharing their customer information with anyone while 
simultaneously experiencing frequent security breaches. Granted the two situations are 
not direct opposites in that the lax security in the latter example begets a loss of privacy 
but the lax privacy in the former example does not result in decreased security. Perhaps it 
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is these types of nuances between the two concepts that make it unclear in the minds of 
consumer as to where privacy ends and security begins. Also, people may not attend to 
the security aspect as they perceive it as too technical (D'Hertefelt 2000) while at the 
same time believing that their banking information is "secure" (Singh 2006). This 
confusion is further exacerbated by legislators, academics, and practitioners alike (Flavian 
and Guinaliu 2006) as previously discussed. 

Research shows that security and privacy risks act as deterrents to the adoption of 
the service of e-banking (Tan and Teo 2000; Bhimani 1996; Cockburn and Wilson 1996), 
despite the fact that consumers acknowledge the benefits of convenience and time savings 
(Pew 2002). In addition, consumers are reluctant to adopt new financial products unless 
it lowers their cost and does not entail changing their behaviour to use it (Barczak et al. 
1997). It is likely that consumer perceptions of biometric authentication for financial 
transactions are similar to those regarding e-banking. 

As biometrics are extremely personal by definition, it is reasonable to surmise that 
consumers will regard the request for biometric information from their financial 
institution along the same lines as they view the information they are asked to provide to 
e-vendors. The qualitative research discussed above highlights the privacy and security 
concerns individuals have regarding the deployment of biometric technology within the 
Canadian banking industry and how interconnected they are. Furthermore, consumers 
may consider the present system of debit cards and passwords adequate such that they see 
biometrics as superfluous. Given that consumers are wary of giving information over the 
internet, and as biometrics are essentially parts of oneself and therefore highly personal, 
one can surmise that consumer concerns regarding privacy and security will increase 
where biometric devices are used. Therefore, the following hypothesis is proposed. 

H2: Individuals with a higher degree of privacy and security concerns will 
demonstrate a less positive attitude towards adopting biometric authentication 
technology for accessing their bank account(s). 

The above addresses the impact of privacy and security concerns upon attitude 
towards the use of biometric authentication. Perhaps these concerns also have an effect 
upon perceived usefulness. Featherman and Pavlou (2003) demonstrated that consumer 
perceptions of risk reduce not only their intention to use the e-service, but also their 
perceived usefulness of the e-service. As privacy and security concerns relate to the risk 
that one's biometric information may be compromised, the following hypothesis is 
proposed. 

H3: Individuals with a higher degree of privacy and security concerns will 
demonstrate a lower degree of perceived usefulness towards biometric 
authentication technology for accessing their bank account(s). 
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3.5.3 Trust and Risk 
Trust is a belief and beliefs affect behaviour (Ajzen 1991 ). As previously 

discussed, trust is a necessity in consumer-marketer relationships (Schurr and Ozanne 
1985). Where conditions of uncertainty and ignorance exist regarding the indeterminate 
actions of others, trust is especially relevant (Gambetta 1990). These conditions exist 
within the electronic marketplace given its intangible nature relative to bricks and mortar 
stores (Ba and Pavlou 2002). Essentially, it is the uncertainty inherent in most online 
transactions that necessitates a higher degree of trust in order for the consumer to use this 
trade channel. There is a wealth of empirical research suggesting that a heightened 
perception of trust increases consumer intentions to use an advice website or purchase 
items from a website (Chen and Barnes 2007; Wakefield and Whitten 2006; Hampton­
Sosa and Koufaris 2005; Malhotra et al. 2004; Gefen et al. 2003a; Mukherjee and Nath 
2003; Kimery and McCord 2002; McKnight et al. 2002). More specifically, some authors 
have demonstrated that trust increases one's intention to share personal information with 
an e-vendor (Bart et al. 2005; McKnight et al. 2002b). 

Considering the reticence consumers experience in sharing personal information 
with e-vendors, one would surmise that the same dissonance could be evoked by their 
financial institution's request for biometric information as a means of identity 
authentication. Just as trust is a salient belief when dealing with e-vendors in general, and 
when sharing personal information in particular, it is reasonable to suggest that trust could 
also play a significant role in whether or not consumers would be willing to surrender 
their biometric information in order to access their bank accounts. Based upon the 
findings of previous authors (see Chapter 2) demonstrating that trust is a key component 
of the consumer-business relationship combined with its strong direct effect upon 
intended adoption of e-commerce and other trust related behaviours, this concept is 
extended into the realm of the acceptance of biometrics as suggested by the following 
hypothesis. 

H4: Individuals with a higher degree of trust in their bank will demonstrate a 
more positive attitude towards adopting biometric authentication technology for 
accessing their bank account(s). 

The above discussion and hypothesis considers the dimension of trust one 
demonstrates towards one's bank, or what McKnight et al. (2002) refer to as institutional 
trust. Various studies have demonstrated that an antecedent to institutional trust is 
disposition to trust (Kim et al. 2008; Dinev et al. 2006; van der Heijden et al. 2003; Lee 
and Turban 2001). As the phrases imply, institutional trust is contextual and/or specific 
to an entity; disposition to trust is a person's tendency to be generally trusting irrespective 
of specific contexts and/or entities. While disposition to trust is a personality trait and, 
therefore, relatively stable over time, for each individual it is still nonetheless the 
interplay amongst a variety of forces, such as experiences, culture, and socialization, that 
ultimately shapes that person's inherent propensity to trust. "A consumer's disposition to 
trust is a general inclination to display faith in humanity and to adopt a trusting stance 
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toward others ...This tendency is based not upon experience with or knowledge of a 
specific trusted party, but is instead the result of ongoing lifelong experiences and 
socialization." (Kim et al. 2008, p. 552; Gefen 2000; McKnight et al. 1998; Fukuyama 
1995; Rotter 1971). After an extensive review of the disposition to trust literature, Das 
and Teng (2004) concluded that "individuals are viewed as different in terms of their 
propensity to trust and such differences tend to be robust across situations" (Das and Teng 
2004, p. 97). 

People with a higher tendency to trust in general typically demonstrate a higher 
degree of trust in a specific party; conversely, people that have a lower tendency to 
generally trust are likely to demonstrate a lower degree of trust in a specific entity (Kim et 
al. 2008; Dinev et al. 2006; Fukuyama 1995; Rotter 1971). Based upon these findings, 
the following hypothesis is proposed. 

HS: Individuals that have a greater disposition to trust will demonstrate a higher 
degree of trust towards their bank. 

Risk propensity has been described as a stable personality trait that has been 
demonstrated to impact the degree to which an individual perceives risk in a given 
situation, as well as their behavioural intention. A person with a greater propensity for 
risk is likely to perceive a situation as less risky than an individual with a lower risk 
propensity. Similarly, the former individual is more likely to engage in "risky" behaviour 
than the latter individual. 

Bhatnagar et al. (2000) identified information risk, with respect to privacy and 
security, as being a predominant risk that consumers consider in deciding whether or not 
to shop online. The concepts of privacy and security concerns as articulated above may 
be viewed as perceived risks, within the context of using biometrics for identity 
authentication, in the minds of consumers. As such, perhaps the degree to which a 
consumer considers these concerns as salient will depend upon their risk propensity. As 
such, the following hypothesis is proposed. 

H6: Individuals with a high risk propensity will demonstrate a lower degree of 
perceived privacy and security concerns with respect to using biometric 
authentication technology for accessing their bank account(s). 

In their extensive review of the inter-relationship between trust and risk, Das and 
Teng (2004) give various examples of how trust has been demonstrated to influence risk. 
As privacy and security concerns constitute a form of perceived risk on the part of the 
consumer, the following hypothesis is proposed. 

H7: Individuals with a higher degree of trust will demonstrate a lower degree of 
perceived privacy and security concerns with respect to using biometric 
authentication technology for accessing their bank account(s). 
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With respect to disposition to trust, McKnight et al. (2002), contend that 
"disposition to trust, [defined in Chapter 2 as a] general propensity to trust others, can 
also influence an individual's beliefs and intentions towards a Web-based vendor" (p. 
336). Within the context of biometric authentication technology usage at ATMs, privacy 
and security concerns are one's beliefs as to the capability, or lack thereof, of one's bank 
to address these issues. Therefore, the following hypothesis is proposed. 

HS: Individuals that have a greater disposition to trust will demonstrate a lower 
degree of perceived privacy and security concerns with respect to usmg 
biometric authentication technology for accessing their bank account(s). 

Prior to Sitkin and Weingart (1995), most research on risk propensity suggested 
that it had a direct effect upon risky decision-making behaviour. These authors found that 
this was not the case when risk perception was introduced into the model and instead 
demonstrated that the effect of risk propensity upon risky decision-making behaviour was 
fully mediated through risk perception. Subsequent research by Chen and He (2003) did 
show a direct effect of risk preference upon intention to adopt online shopping even with 
perceived risk in the model. The definition of risk preference used by Chen and He 
(2003) is the same as the definition of risk propensity used in this research. Therefore, 
the following hypothesis is proposed. 

H9: Individuals with a high risk propensity will demonstrate a more positive 
attitude with respect to using biometric authentication technology for accessing 
their bank account(s). 

3.5.4 Personal Innovativeness in the domain of Information Technology (PUT) 
Recall from Chapter 2, Section 2.3.5 that PIIT is "the willingness of an individual 

to try out any new information technology" (Agarwal and Prasad 1998, p. 206). Rogers 
(1995) notes that innovators possess certain characteristics. They tend to actively seek 
information about new ideas and they are less likely to rely on the subjective evaluations 
of their peers in terms of the consequences of adopting new technology (Agarwal and 
Prasad 1998). Extending the work of Kirton (1976), who noted that, by definition, 
innovation is fraught with risk and uncertainty, Rogers (1995) contends that innovators 
and early adopters are risk lovers. "Insofar as individuals with higher PIIT are more 
prone to take risks, it is reasonable to expect them to develop more positive intentions 
toward the use of an innovation, given the same level of perceptions as a less innovative 
individual. Similarly, for the same level of usage intentions regarding the innovation, the 
individual with higher PIIT would require fewer positive perceptions than an individual 
who is less innovative." (Agarwal and Prasad 1998, pp. 207-208) 

Hirunyawipada and Paswan (2006) examined "the relationship between consumer 
innovativeness, perceived risk, and new product adoption" (Hirunyawipada and Paswan 
2006, p. 184) within the context of electronics products as they are considered innovative 
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and high technology goods (Gatignon and Robertson 1991; Rogers 1983). The empirical 
research done by Agarwal and Prasad (1998) studied the Web as the innovation due to the 
fact that, at that time, it was an emergent technology and therefore appropriate. 
Similarly, biometrics is presently an innovative, emergent technology such that PIIT is 
applicable. Therefore, extending the work of Rogers (1995) and Agarwal and Prasad 
(1998) with respect to innovators and risk propensity, the following hypothesis is 
proposed. 

HlO: Individuals with a high degree of PIIT will demonstrate a higher degree of 
risk propensity. 

Featherman et al. (2006) suggest that "a preference for a 'digital lifestyle' may 
predispose IT innovators to consider new e-services as similar to other legitimate e­
services they have adopted (e.g. preparation and submission of income tax forms)" 
(Featherman et al. 2006, p. 119). This supposition, combined with the suggestion by 
Agarwal and Prasad (1998) that consumers with higher levels of PIIT require fewer 
positive pre-adoption cues than those with lower levels, leads to the following hypothesis. 

Hl 1: Individuals with a high degree of PIIT will demonstrate a more positive 
attitude with respect to using biometric authentication technology for accessing 
their bank account(s). 

Also, given the theorized direct correlation between risk propensity and PIIT as 
espoused above, as well as the proposed impact of risk propensity upon privacy and 
security concerns, it seems reasonable to propose the following hypothesis. 

H12: Individuals with a high degree of PIIT will demonstrate a lower degree of 
perceived privacy and security concerns with respect to using biometric 
authentication technology for accessing their bank account(s). 

3.5.5 Control and Voluntariness 
As previously discussed, interviews were conducted with personnel from three of 

the five major Canadian banks. The net effect of these discussions was the identification 
of control and voluntariness as being key contexts to examine, via the four scenarios, 
within the context of the broader survey. 

Control has been identified as a core element of privacy; and an individual's 
ability to control their personal information has been demonstrated as a key factor in 
one's willingness to share it. Within the context of biometrics, one would expect to see 
the same results, especially given their highly personal and sensitive nature. While it can 
be hypothesized that the ability to exercise control over ones' personal information will 
have a positive impact upon people's attitude towards using biometrics, perhaps the 
influence of control extends beyond just attitude and into the realm of privacy and 
security concerns and usefulness, two of the direct antecedents of attitude. Given the way 

56 




PhD Thesis - M. Breward McMaster - Business Administration 

control was operationalised (please see Section 4.1.1 ), in that the bank only retains half 
the biometric information and the customer retains the other half on a smart card, it seems 
reasonable to suggest that this could mitigate some of the privacy and security concerns 
that consumers may have when compared to the lack of perceived control when their 
complete biometric information is stored at the bank. Conversely, from the perspective of 
perceived usefulness, the requirement to now carry a card as opposed to simply placing 
your finger on a biometric reader may be deemed less convenient. Therefore, the 
following hypotheses are proposed. 

H13: In circumstances where individuals have a higher degree of control over 
their biometric information, attitude towards the use of this technology for 
accessing their bank account(s) will be more positive. 
H14: In circumstances where individuals have a higher degree of control over 
their biometric information, privacy and security concerns towards the use of 
this technology for accessing their bank account(s) will be reduced. 
HlS: In circumstances where individuals have a higher degree of control over 
their biometric information, usefulness with respect to the use of this technology 
for accessing their bank account( s) will be reduced. 

While the results from previous research make it seem reasonable to suggest that 
control will have an impact on attitude as well as privacy and security concerns, and 
usefulness, the effect of voluntariness is much more speculative. In other words, 
introducing a voluntary program should intuitively have a positive impact upon attitude; 
but what effect will it have on privacy and security concerns and usefulness? Unlike 
control, voluntariness would not seem to have an impact upon privacy and security 
concerns since voluntariness does not implicitly suggest heightened protocols with 
respect to privacy and security. Similarly, whether or not the program is voluntary would 
not appear, in and of itself, to have any discernable impact upon usefulness. Therefore, 
the following hypothesis is proposed. 

H16: In circumstances where biometric identity authentication is voluntary, 
individuals' attitudes towards the use of this technology for accessing their bank 
account(s) will be more positive. 
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Chapter 4 Research Methodology 

This chapter describes the research methodology employed to test the validity of 
the model proposed in Chapter Three. The model was examined through the 
administration of an online survey in which respondents were asked questions with 
respect to general personality traits and institutional trust, and then given a specific 
scenario and asked to answer questions based upon their reactions to that scenario. The 
following sections detail the methodology and procedures. 

4.1 Scenario Research 
The typical method for conducting intention adoption is surveys (Webster and 

Trevino 1995). However, in the case of biometric authentication, most applications are 
not yet widely used and/or available such that they have not been experienced first hand 
by consumers. Therefore, scenario-based research is appropriate to examine the proposed 
model (Sheng et al. 2006). 

In scenario-based research, each respondent is presented with a scenario, or 
scenarios, which vary the factor(s) of interest to the researcher. All respondents then 
answer the same survey questions. This method is more indirect compared to the 
traditional survey approach as the importance of factors is inferred based upon 
individuals' responses to the posed scenarios (Zedeck 1977) as opposed to answering 
based upon direct experience. 

Also, due to the fact that this is a future application (given that biometrics are not 
widely used in Canada), the scenario method allows the researcher to ascertain which of 
the contexts examined will have a higher degree of acceptance to consumers (Sheng et al. 
2006; Bria et al. 2001 ). This fulfills the needs of a variety of interested parties. It serves 
as a springboard for targeting areas where further research is required. It allows 
practitioners to better allocate resources. It allows policy makers to address deficiencies, 
or outright misconceptions, regarding biometrics. From an overarching societal 
perspective, this is key information as governments begin to rollout biometric-enabled 
identification documents (Sheng et al. 2006; Bria et al. 2001). 

The use of scenario analysis within the realm of IT is relatively new. It has been 
used to study privacy concerns (Malhotra et al. 2004; Xu and Teo 2004), customer service 
(Resnick and Montania 2003 ), and ubiquitous commerce, or u-commerce (Sheng et al. 
2006). As discussed by Webster and Trevino (1995, p. 1550), it has been used 
extensively in several other management areas including media choice (Straub and 
Karahanna 1998, marketing (Batsell and Lodish 1981 ), finance (Slovic 1972), personnel 
(Klaas and Wheeler 1990), organizational behaviour (Martocchio and Judge 1994), and 
strategic decision making (Hitt and Tyler 1991 ). According to Sheng et al. (2006, p. 15), 
the benefit of using scenarios is that it gives the researcher the ability to manipulate 
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conditions of variables, simulate user tasks, or represent a context for study (Xu and Teo 
2004; Malhotra et al. 2004; Resnick and Montania 2003). 

4.1.1 Experimental Manipulations 
There are a variety of contexts (type of biometric, voluntariness versus 

involuntariness, biometric alone versus biometric and a PIN, single versus multiple 
biometrics, etc.) that are viable options to explore. However, in order to minimize the 
complexity it was decided to limit the investigation to two situational factors acting 
simultaneously. As previously discussed in Chapter 3 Section 3.2, Canadian bank 
personnel were involved in determining the two contextual variables to investigate. 

Recall that control and voluntariness were the two factors (each with two levels) 
manipulated in the scenarios presented to subjects in this study. To review how these 
concepts were presented to respondents, the concept of the consumer having less control 
was operationalised as the bank maintaining a consumer's complete biometric; while 
more control was operationalised as the bank maintaining half the biometric identifier 
while the consumer retained half the biometric identifier on a smart card. Voluntariness 
was operationalised as the consumer having the option of using biometric identity 
authentication or a debit card, while involuntariness was operationalised as the bank using 
only biometric identity authentication for A TM use. The detailed wording of the 
scenarios is provided in Table 4-1 while Table 4-2 is a summary 2-by-2 matrix that 
provides the abbreviations that will subsequently be used to refer to the scenarios 
throughout the following discussion. 

Table 4-1: Scenarios Used 
Scenario 1 - Involuntary and Bank Control 

For the following questions, imagine that you want to access your accounts at your 
bank's automatic teller machine (ATM). Your bank has discontinued debit cards with 
passwords and now ONLY uses biometric verification. Now your identity is verified 
through the use of your fingerprint (as biometric information). This fingerprint biometric 
information is stored at your bank. To access your bank accounts, you must place your 
index finger on a biometric scanner which instantaneously verifies a match of your 
fingerprint with the electronic version stored at the bank. Once a match is determined, 
you are given access to your bank accounts. 

Note: A biometric is a unique physical trait (such as fingerprints, facial characteristics, 
etc.) associated with an individual which could be used to authenticate the identity of that 
individual. The actual fingerprint is not stored by the bank. Rather, it is transformed into 
a unique mathematical expression that is used to verify your identity when your 
finge_!P._rint is being scanned. 
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Scenario 2 - Involuntary and Shared Control 

For the following questions, imagine that you want to access your accounts at your 
bank's automatic teller machine (ATM). Your bank has discontinued debit cards with 
passwords and now ONLY uses biometric verification. Now your identity is verified 
through the use of your fingerprint (as biometric information). However, only half of 
your biometric information is kept by your bank, while the other half resides on your 
bank card that you keep. Without the part of the biometric that is stored on your bank 
card, the part of the biometric stored by the bank is useless. To access your bank 
accounts, you must insert your bank card into the A TM and place your index finger on a 
biometric scanner. The biometric information stored on your bank card is combined with 
the biometric information stored at the bank to create a complete biometric record. Your 
scanned fingerprint is instantaneously compared to the complete biometric record 
obtained through your bank card and the bank. Once a match is determined, you are 
given access to your bank accounts. 

Note: A biometric is a unique physical trait (such as fingerprints, facial characteristics, 
etc.) associated with an individual which could be used to authenticate the identity of that 
individual. The actual fingerprint is not stored by the bank. Rather, it is transformed into 
a unique mathematical expression that is used to verify your identity when your 
fingerprint is being scanned. 

Scenario 3 - Voluntary and Bank Control 

For the following questions, imagine that you want to access your accounts at your 
bank's automatic teller machine (ATM). Your bank has given you the OPTION of using 
biometric information instead of a debit card and password. Now your identity can be 
verified through the use of your fingerprint (as biometric information). This fingerprint 
biometric information is stored at your bank. If you opt into this service, you would 
place your index finger on a biometric scanner, which instantaneously verifies a match of 
your fingerprint with the electronic version stored at the bank. Once a match is 
determined, you would be given access to your bank accounts. 

Note: A biometric is a unique physical trait (such as fingerprints, facial characteristics, 
etc.) associated with an individual which could be used to authenticate the identity of that 
individual. The actual fingerprint is not stored by the bank. Rather, it is transformed into 
a unique mathematical expression that is used to verify your identity when your 
fingerprint is being scanned. 
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Scenario 4 - Voluntary and Shared Control 

For the following questions, imagine that you want to access your accounts at your 
bank's automatic teller machine (ATM). Your bank has given you the OPTION of using 
biometric information instead of a debit card and password. Now your identity can be 
verified through the use of your fingerprint (as biometric information). However, only 
half of your biometric information is kept by your bank, while the other half resides on 
your bank card that you keep. Without the part of the biometric that is stored on your 
bank card, the part of the biometric stored by the bank is useless. Ifyou opt into this 
service, to access your bank accounts you would insert your bank card into the A TM and 
place your index finger on a biometric scanner. The biometric information stored on 
your bank card is combined with the biometric information stored at the bank to create a 
complete biometric record. Your scanned fingerprint is instantaneously compared to the 
complete biometric record obtained through your bank card and the bank. Once a match 
is determined, you are given access to your bank accounts. 

Note: A biometric is a unique physical trait (such as fingerprints, facial characteristics, 
etc.) associated with an individual which could be used to authenticate the identity of that 
individual. The actual fingerprint is not stored by the bank. Rather, it is transformed into 
a unique mathematical expression that is used to verify your identity when your 
finge rint is being scanned. 

Table 4-2: Abbreviations of the Four Scenarios 

Scenario 1 

Involuntary and Bank 


Control 

(IBC) 


Scenario 3 

Voluntary and Bank 


Control 

(VBC) 


Scenario 2 

Involuntary and Shared 


Control 

(ISC) 


Scenario 4 

Voluntary and Shared 


Control 

(VSC) 


In order to minimize potential bias as respondents moved from one scenario to the 
next while answering the same questions, a between subjects design was used in which 
respondents were given only one of the four scenarios (Keppel 1991 ). In addition, 
respondents were asked the questions regarding disposition to trust, risk, PIIT, and trust in 
one's bank prior to being given their scenario in order to establish the level of these traits 
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independently of the scenario thereby reducing any potential bias the latter might have on 
these pre-existing conditions. Also, the wording of each scenario was always at the top of 
the screen such that, if required, respondents could always refer to it while answering the 
survey questions. 

4.2 Operationalisation of Constructs 
The reflective constructs used were adapted from instruments developed and 

validated in prior studies. The trust scale is adapted from Gefen et al. (2003a) which is 
consistent with other studies that treat the three trust belief characteristics of benevolence, 
integrity, and competence as a single construct (Gefen et al. 2005; Gefen 2004; Pavlou 
and Gefen 2004; Doney and Cannon 1997). Table 4-3 shows the wording of the construct 
items and their sources. 

Table 4-3: Sources for Reflective Construct Items 
Question 
PUT ISource: A_g_arwal and Prasad J.1998_21 
PIITI: If I heard about a new technology, I would look for ways to ex_Qeriment with it. 
PIIT2: Amon_g_ my_E_eers, I am usually the first to try out new technologies. 
PIIT3: In _g_eneral, I am hesitant to try out new technologies. 
PIIT4: I like to experiment with new technolo_gjes. 

Di~osition to Trust ISource: Cheun_g_ and LeeJ.2001_21 
DTI: It is easy for me to trust a _E_erson/thing. 
DT2: My tendency to trust a _E_erson/thing is high. 
DT3: I tend to trust a _Qerson/thin_g_, even thou_g_h I have little knowledge of it. 
DT4: Trusting someone or somethin_g_ is not difficult. 

Risk Propensity [Source: Jackson Personality Inventory as cited in Baldwin et al. 
(2005ll 
Risk I: I enjoy taking risks. 
Risk2: I do not avoid situations that have uncertain outcomes. 
Risk3: Taking risks does not bother me ifthe gains involved are high. 
Risk4: I consider security an im_E_ortant element in every a~ect of life. 
Risk5: People have told me I seem to eaj_oy taking chances. 
Risk6: I often take risks even when there is another alternative. 

Trust lSource: Gefen et al. J_2003aJl 
Trust I: Based on my experience with my bank in the _Qast, I know it is honest. 
Trust2: Based on my experience with my bank in the past, I know it cares about its 
customers. 
Trust3: Based on my ex_E_erience with my bank in the _Qast, I know it is not o_Qportunistic. 
Trust4: Based on my experience with my bank in the _Qast, I know it is predictable. 
Trusts: Based on my experience with my bank in the past, I know it knows its market. 
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Perceived Usefulness lSource: Moore and Benbasat J_1991Jl 
Usefulness I: When faced with this scenario, I would be able to accomplish my banking 

more quickly. 

Usefulness 2: When faced with this scenario, I would be able to accomplish my banking 

more easily. 

Usefulness 3: When faced with this scenario, I would find using biometrics enhances 
my effectiveness. 
Usefulness 4: When faced with this scenario, I would find biometrics useful. 

Attitude lSource: Morris and Venkatesh (200Qll 
Attitude1: When faced with this scenario, using biometrics for identity verification is a 
good idea. 
Attitude 2: When faced with this scenario, using biometrics for identity verification is a 

wise idea. 

Attitude 3: When faced with this scenario, I like the idea of using biometrics for identity 

verification. 

Attitude 4: When faced with this scenario, using biometrics for identity verification 
would be Eeasant. 

Recall from Section 3.3.l above that five concerns with respect to biometrics were 
identified: security, privacy, function creep, physical harm, and inconvenience. Previous 
research [see Pavlou et al. (2007)] suggests that function creep is a privacy issue given its 
definition as the expansion of the use of information beyond its intended application to 
include systems not agreed to by the owners of the information. Therefore, the items for 
the privacy and security concerns construct (see Table 4-4) were adapted from items 
previously validated by Pavlou et al. (2007). 

Table 4-4: Priva~and Secur!!Y_ Concerns !Source: Pavlou et al. J_2007)J 
Question 
PSCl: When faced with this scenario, I am concerned that my bank is collecting too 
much information about me. 
PSC2: When faced with this scenario, it bothers me that my bank asks me for my 
biometric information. 
PSC3: When faced with this scenario, I am concerned about my _£_rivacy. 
PSC4: When faced with this scenario, I have doubts as to how well my privacy is 
_Erotected. 
PSC5: When faced with this scenario, I am concerned that my biometric information 

could be misused. 

PSC6: When faced with this scenario, I am concerned that my biometric information 

could be accessed by unknown _£arties. 

PSC7: When faced with this scenario, I would feel secure providing biometric 
information to my bank. 
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PSC8: When faced with this scenario, the potential security issues of sharing my 
biometric information with my bank would be a major obstacle to my using this form of 
identity verification. 
PSC9: When faced with this scenario, I believe that, overall, banks are a safe place to 
keep biometric information. 
PSC 10: When faced with this scenario, I would feel totally safe providing biometric 
information to my bank. 

4.3 Open-Ended Questions 
Four open-ended questions were included at the end of the survey to provide 

respondents the opportunity to give any additional information that might not have been 
captured in the survey as well as to provide further interpretation and insight with respect 
to the quantitative results. As with the survey questions, the scenarios were always 
visible at the top of the page such that respondents could refer back to the details in 
answering these questions. The questions were: 

• 	 In the above scenario, what do you feel are the benefits/advantages of using 
biometrics? 

• 	 In the above scenario, what concerns do you have using biometrics? 
• 	 Please provide any other comments regarding the use of biometrics. 
• 	 Finally, have you ever been a victim of identity theft. Ifyes, please explain. 

4.4 Structural Equation Modeling 
Structural Equation Modeling (SEM) allows the investigation and analysis of 

unobservable (latent) variables (constructs) "that are indirectly inferred from multiple 
observed measures (alternatively termed as indicators or manifest variables)." (Chin 
1998, p. vii) While this method has been employed by the social sciences for some time 
(Anderson and Gerbing 1988), it has also been embraced by business academics doing 
research in marketing (Hsu et al. 2006; Fornell and Bookstein 1982; Fornell and Larcker 
1981a; Fornell and Larcker 1981b) and strategic management (Hulland 1999). It is also 
being used with increasing frequency within in the field of information systems (Gefen et 
al 2000; Chin 1998). 

SEM is a "multivariate technique combining aspects of multiple regression 
(examining dependence relationships) and factor analysis (representing unmeasured 
concepts with multiple variables) to estimate a series of interrelated dependence 
relationships simultaneously" (Gefen et al. 2000, p. 72). There are two SEM methods 
available to researchers, covariance-based (such as LISREL and AMOS) and component­
based PLS. For this research, the latter method is employed. There are multiple reasons 
for this choice. 

First, covariance-based methods are preferred when the research is more 
confirmatory in nature (i.e. the theory is more established and goal of the study is further 
testing and development); PLS, on the other hand, is more applicable to exploratory 
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research (i.e. testing models/theories in the early stages of development) (Chin et al. 
2003; Gefen et al. 2000; Anderson and Gerbing 1988). Therefore, as there is a lack of 
research within the realm of consumer acceptance of biometrics, PLS seems more 
appropriate. Second, prediction accuracy is greater for PLS than for covariance-based 
methods (Anderson and Gerbing 1988). Third, PLS can be applied to a small sample size 
relative to covariance-based methods (Gefen et al. 2000; Fornell and Bookstein 1982). 
Chin et al. (2003) and Gefen et al. (2000) give a standard rule of thumb that sample size 
for PLS should be the larger of: (1) 10 times the number of items for the most complex 
construct; and (2) 10 times the largest number of independent variables impacting a 
dependant variable. In the model presented above, the most complex construct has 10 
items and the largest number of independent variables affecting a dependant variable is 7. 
Thus, the minimum sample size required is 100 respondents. Finally, PLS more easily 
supports the combined use of formative and reflective constructs, which is the case for the 
proposed model. 

It should be noted that PLS will be run on the entire sample to investigate the 
validity of the model as a whole. Post hoc analysis will then be performed via ANOV A 
testing to further explore what differences, if any, exist among the scenarios. 

4.5 Sample 
The sample was collected from MBA students at two major Canadian universities 

and included both full-time and part-time students. To participate in the study, subjects 
had to 1) be over 18; 2) not work for a bank; 3) have a bank account; 4) live in Canada; 
and 5) use an A TM. While there are some shortcomings to using MBA students, it is 
preferable to using undergraduate students since, according to Remus (1989), 
"professional or graduate students ... typically make better decisions than undergraduate 
students" (Hassanein and Head 2007, p. 695). In addition, when compared to 
undergraduate students, they will have more varied experiences, income levels, and 
educational backgrounds as well as provide for a greater variation in age; this argument is 
supported by the fact that the MBA students were both full-time and part-time. 

Participants were contacted either via e-mail or by visiting their classroom and 
asking for volunteers, and were randomly assigned to one of the four scenarios. In both 
methods of contact, respondents were directed to a website to fill in the survey. The 
online survey package used was LimeSurvey™. For those approached in class, they were 
given a consent form to sign and asked to provide their e-mail address so that the URL 
could be sent to them. For those approached via e-mail, they provided consent by 
clicking on the "I Agree" button prior to taking the survey. To preserve anonymity, thee­
mails were sent out as blind carbon copies such that e-mail addresses could not be viewed 
by other participants and also to ensure no record of e-mail addresses was maintained in 
the researcher's "sent" mailbox/folder. 

No direct compensation was received by the students approached solely via e-mail 
while those approached directly by visiting their classroom were given $5 in gift 
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certificates to Tim Horton's, which is a popular Canadian coffee shop chain, in exchange 
for their signed consent and e-mail address in the good faith understanding that they 
would fill out the survey upon receipt of the URL via e-mail. While ultimately this action 
did not result in 100% response from those that did receive the incentive, the response 
was greater when compared to those students contacted by e-mail alone. In addition, all 
respondents that provided their e-mail address were included in a draw for a $100 gift 
certificate to Chapters or Titles (the McMaster University Bookstore). 
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Chapter 5 Data Analysis and Results 

5.1 Survey Administration 
The survey was administered in two waves. The first wave occurred in August 

2008 and targeted full-time, co-op, and part-time MBA students at one of the universities. 
The second wave occurred from September through October 2008 and targeted full-time 
and part-time students entering the MBA program at the same university as above, and all 
full-time and part-time students at the second university. Of the 521 potential 
respondents solicited via e-mail, 100 usable surveys were obtained for a response rate of 
19.2%. Classroom solicitation resulted in 245 volunteers which generated 175 usable 
surveys for a response rate of 71.4%. The total number of usable surveys was 275 which 
is an overall response rate of 35.9%. 

5.2 Participant Demographics and Scenario Coverage 
Aside from standard demographic questions such as gender and age, several 

additional questions were asked based upon discussions with the bank. Table 5-1 
summarizes the participant demographics while Table 5-2 gives the breakdown of the 
respondents in terms of the two contextual variables (control and voluntariness) and the 
scenarios that provide the contexts. 

- h'T bl a e 5 1 D : emo_g_r~ ics 
Demo_g_ra_Q_hic Cat~ories 

Gender Female 
Male 

Age 18-24 
25-34 
35-44 
45-54 

Income < $25k 
$25k to $50k 
$50k to $75k 
$75k to $100k 
> lOOk 
No Answer 

Education Some Post Secondary 
Comp Post Secondary 
Graduate Degree 

Fr~uen~ Percenta_g_e 

115 41.8% 
160 58.2% 

65 23.7% 
159 57.8% 
43 15.6% 

8 2.9% 

53 19.3% 
45 16.4% 
81 29.4% 
45 16.4% 
24 8.7% 
27 9.8% 

2 0.7% 
159 57.8% 
114 41.5% 
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ATM Use < Once per Month 21 7.6% 
Once per Month 56 20.4% 
Once..r..er Week 152 55.3% 
> Once per Week 46 16.7% 

As previously mentioned, since the context being investigated is A TM use, those 
respondents that do not use ATMs were removed from the survey. In addition, as 
frequency of A TM use may be an influencing factor in people's attitudes towards 
biometrics, respondents were asked how often they used A TMs. 

T bl 5 2 C t t d S cenano. Ca e - : on ex an overa_g_e 
Context Cate_g_ories Fre_quen~ Percenta_g_e 

Control Bank 149 54.2% 
Shared 126 45.8% 

Voluntariness Involuntary 136 49.5% 
Voluntary 139 50.5% 

Scenario Inv and Bank Control 77 28.0% 
Inv and Shared Control 59 21.4% 
Vol and Bank Control 72 26.2% 
Vol and Shared Control 67 24.4% 

In addition to the looking at the interplay between control and voluntariness via 
the scenarios, this research also wanted to look at the effects of these two contexts 
individually. Although the distribution between bank control and shared control slightly 
favoured bank control, the distribution between involuntary and voluntary was almost 
equal. 

5.3 Evaluation of Reflective Constructs 
Various tests were conducted to assess the validity of the items and their 

corresponding constructs. Content validity is defined as the extent to which the items 
portray a representative and comprehensive measurement of the constructs used in the 
proposed model. Content validity is assessed based upon the process employed to 
generate the items. Cronbach (1971) and Kerlinger (1964) suggest that content validity is 
supported by generating items from a universal pool. While slight modifications were 
necessary to make the items more applicable to the subject matter under investigation, the 
items used in this study were developed and validated in prior research. Therefore, the 
content validity requirement has been satisfied. 
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Convergent validity was assessed using a principal components analysis with 
varimax rotation as shown in Table 5-3. 
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Table 5-3: Initial Convergent Validity Assessment 
- rmc!I!_a om_Qonen s w1 anmax o a ion P . . l C t "th V . R t f 

1 2 3 4 5 6 

PITT 1 .830 .006 .035 .022 .093 .126 

PITT2 .818 .123 .146 -.065 -.003 .073 

PITT 3 .734 -.002 .189 .051 -.075 .143 

PITT4 .879 .038 .135 .052 .069 .087 

DTl .095 .894 .120 .049 .046 .099 

DT2 .044 .901 .136 .116 .046 .066 

DT3 .020 .882 .092 .096 -.002 .063 

DT4 -.011 .818 .178 .175 -.062 .075 

Risk 1 .134 .175 .836 .029 -.046 .011 

Risk2 -.005 .123 .728 .006 -.086 .168 

Risk3 .212 .124 .741 -.023 .064 .117 

Risk4 -.239 .151 .091 -.001 -.227 .309 

Risk5 .074 .066 .857 .006 .062 .009 

Risk6 .104 .048 .784 .049 .122 .051 

Trust 1 -.008 .086 .083 .767 .036 .118 

Trust 2 -.057 .052 -.062 .854 .021 .148 

Trust 3 -.035 .065 -.007 .768 .104 .044 

Trust 4 .088 .140 .102 .613 -.022 .107 

Trust 5 .056 .045 -.056 .731 -.030 .038 

Useful 1 .005 .020 .046 .021 .823 .480 

Useful 2 .032 .037 .058 .037 .813 .503 

Useful 3 .084 .005 .099 .089 .715 .593 

Useful 4 .030 .011 .096 .135 .367 .794 

Att 1 .070 .047 .055 .076 .088 .919 

Att2 .069 .048 .048 .067 .050 .921 

Att 3 .037 .058 .109 .111 .103 .910 

Att4 .088 .163 -.017 .074 .276 .820 
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With the cutoff eigenvalue set to one, this yielded six factors. Hair et al. (1995) 
suggested that an item is significant if its factor loading is greater than 0.50. Using this 
threshold, two items were dropped. Risk 4 was dropped as it didn't meet the threshold. 
Usefulness 4 was also dropped due to not meeting the threshold; in addition, it had high 
cross-loadings with another construct. After the removal of these two items, the principal 
components analysis with varimax rotation was re-run. The net results of the convergent 
validity assessment are shown in Table 5-4. 

When removing items based upon principal components analysis, it is also useful 
to examine the face validity of these items to understand why they did not meet the 
suggested threshold and load to the same degree as the other items. Risk 4 stated "I 
consider security an important element in every aspect of life". Perhaps in the minds of 
the respondents, this was too all encompassing as it potentially suggests that the 
respondent will do nothing without first considering the aspect of security. Furthermore, 
such a statement could suggest a heightened level of paranoia that most respondents do 
not possess, hence the low loading. Turning to Usefulness 4, this item states "When 
faced with this scenario, I would find biometrics useful". Given the word "useful" in the 
item, this creates a bit of a conundrum. However, perhaps it suffers from a problem 
similar to that as the Risk 4 item. In other words, the other usefulness items focus on 
doing banking "more quickly", "more easily", and enhancing effectiveness which imply 
specific reasons for the usefulness of biometrics whereas the term "useful" on its own 
may be interpreted as either too all encompassing and/or too vague. In addition, it should 
be noted that Usefulness 4 crossloads on Attitude, and to a such a degree that it actually 
passes the suggested threshold. This may suggest that, in the minds of the respondents, 
the wording of the item has an element of the attitude construct. Finally, based upon 
other research [see Zhang et al. (2006) and Petter et al. (2007)] and as suggested later (see 
Section 6.6 Future Research) perhaps the original usefulness construct as envisioned by 
Davis ( 1989) is too broad for examining acceptance of present-day technologies and/or 
contexts of use and should be broken down into more refined constructs, such as 
convenience (Zhang et al. 2006), or treated as a combined reflective and formative 
construct (Petter et al. 2007). 
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Table 5-4: Convergent Validity Assessment 
- R R P . . I C t •th V . 0e- un rmc![>_a 01I1£_onen s w1 a rim ax Rtfa IOn 

Item PIIT 
Disposition to 

Trust Risk Trust Usefulness Attitude 

PUT 1 .836 .005 .032 .024 .116 .070 

PUT 2 .832 .118 .138 -.061 .037 .019 

PUT 3 .742 -.004 .186 .053 -.057 .139 

PUT 4 .884 .035 .130 .052 .071 .052 

DT 1 .099 .896 .120 .047 .061 .074 

DT2 .045 .902 .136 .114 .065 .038 

DT3 .022 .884 .092 .094 .012 .048 

DT4 -.005 .818 .178 .172 -.059 .093 

Risk 1 .140 .175 .835 .026 -.052 .016 

Risk 2 .001 .125 .732 .007 -.066 .186 

Risk3 .220 .123 .741 -.023 .079 .093 

Risk 5 .076 .070 .857 .005 .075 -.038 

Risk6 .107 .051 .784 .050 .152 -.008 

Trust 1 -.001 .089 .085 .771 .079 .067 

Trust 2 -.051 .056 -.059 .858 .053 .117 

Trust 3 -.026 .067 -.008 .770 .118 -.013 

Trust 4 .083 .136 .107 .609 -.065 .178 

Trust 5 .060 .049 -.055 .733 -.014 .002 

Useful 1 .026 .017 .047 .033 .900 .317 

Useful 2 .055 .034 .058 .050 .895 .341 

Useful 3 .109 .008 .101 .104 .829 .407 

Att 1 .094 .051 .068 .096 .248 .912 

Att2 .091 .052 .062 .086 .211 .929 

Att 3 .059 .064 .123 .131 .272 .882 

Att4 .114 .164 -.008 .094 .440 .753 

Table 5-5 shows the values for Cronbach's alpha, composite reliability, and 
average variance extracted (A VE) for the six reflective constructs used. Nunnally (1978) 
recommends that the Cronbach's a of a scale should be greater than 0.70 for items to be 
used together as a construct. Since the values range from 0.816 for trust to 0.956 for 
usefulness, the test for construct reliability has been satisfied. Composite reliability is a 
measure of internal consistency for each construct and should have a value greater than 
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0. 70 according to Fornell and Larcker (1981 ). The composite reliability scores (from 
0.872 for trust to 0.971 for usefulness) are all above the suggested threshold. 

Table 5-5: Cronbach's a, Com_E..osite Reliabil!!r_ and A VE 

Disposition 
PIIT to Trust Risk Trust Attitude Usefulness 

a-value 0.860 0.918 0.867 0.816 0.954 0.956 
Com_E..Rel 0.904 0.941 0.903 0.872 0.967 0.971 

AVE 0.703 0.800 0.651 0.578 0.879 0.919 

Discriminant validity is established if the square root of the A VE for each 
construct is greater than the threshold of 0.50 as suggested by Fornell and Larcker (1981) 
and, according to Chin ( 1998), is also considerably greater than the correlation of the 
specific construct with any of the other constructs in the model. Table 5-6 shows the 
correlation matrix of the six constructs with the square root of the A VE in bold along the 
diagonal. Given that the square roots of the AVEs are both above 0.50 and are much 
larger than the correlations to other constructs, discriminant validity has been 
demonstrated. In fact, following the suggestion of a more stringent approach, proposed 
by Gefen et al. (2000), of using the A VEs themselves instead of their square roots across 
the diagonal renders the same conclusion with respect to discriminant validity. 

a - l . M t . "th S~uare-R f AVET bl e 5 6 : Corre ahon a rIX WI 00ts 0 

Disposition 

PIIT 
 Trust Attitude Usefulness 

PIIT 
to Trust Risk 

0.838 

Disposition 
to Trust 0.117 0.894 


Risk 
 0.307 0.292 0.807 

Trust 
 0.061 0.760 


Attitude 

0.053 0.237 
0.202 0.168 0.2230.186 0.938 

Usefulness 0.153 0.640 0.9590.154 0.084 0.156 

5.4 Common Methods Bias 
Due to the method of data collection, common method bias may be an issue and 

needs to be assessed. Common method bias, or variance, occurs when both the 
independent and dependent variables are collected at the same time and from the same 
source (Liang et al. 2007, Podsakoff et al. 2003). This is of particular concern "when 
respondents are asked to fill out items that tap into independent and dependent variables 
within the same survey instrument. Overall, method variance affects the assessment of a 
particular trait or behaviour, especially when self-reports are used" (Serenko 2005, p. 73). 
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In order to assess common method bias, Harman's one-factor test (Podsakoff and 
Organ 1986, Harman 1967) was conducted. An exploratory factor analysis was run on all 
the items using the unrotated solution to a principal components analysis. The solution 
generated six factors with an eigenvalue greater than one. The first factor accounted for 
25.7% of the variance. Since the variables do not load on a single general factor, this test 
indicates that common method bias is not substantial and is therefore not likely 
contaminating the results. 

In addition, "following Podsakoff et al. (2003) and Williams et al. (2003), [a 
common method factor] was included in the PLS model... whose indicators included all 
the principal constructs' indicators and calculated each indicator's variances substantively 
explained by the principal construct and by the method" (Liang et al. 2007). The results 
are presented in Table 5-7. 
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h d B. A l .T bl a 5 7 C ommon Met o s 1as na!Y_SIS
e - : 

Construct Indicator Loadin__g Sig. (Loading)2 

Attitude 
Att 1 -0.050 0.003 

Att 2 -0.087 * 0.008 

Att 3 0.023 0.001 
Common Att4 0.121 * 0.015 
Method 

Control Control 1 0.154 * 0.024
Factor 
Loadings Disposition to 

DT 1 0.029 0.001 

(R2) Trust DTl 0.006 0.000 

DT3 -0.043 0.002 

DT4 0.008 0.000 

PIIT 
PIIT 1 -0.008 0.000 

PIIT 2 -0.023 0.001 

PIIT 3 0.026 0.001 

PIIT 4 0.007 0.000 

Risk 1 -0.045 0.002 
Risk Risk2 0.025 0.001 

Risk 3 0.092 0.008 

Risk 5 -0.087 * 0.008 

Risk 6 0.016 0.000 

Trust 1 0.052 0.003 
Trust Trust 2 -0.035 0.001 

Trust 3 -0.041 0.002 

Trust 4 0.127 0.016 

Trust 5 -0.088 0.008 

Use 1 -0.145 *** 0.021Usefulness 
Use 2 -0.090 ** 0.008 

Use 3 0.028 0.001 

Voluntariness Vol 1 -0.001 0.000 

Avera_g_e -0.001 0.005 
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Construct Indicator Loadin_g_ S!g_. (Loadin_g)2 

Att 1 0.997 *** 0.994 
Attitude 

1.000 *** 1.000Att 2 

Att 3 0.928 *** 0.861 
Substantive Att 4 0.791 *** 0.626 
Constructs 

Control Control 1 1.000 *** 1.000 
Factor 

DT 1 0.896 *** 0.803Loadings Disposition to 
(R2) DT 1 0.921 *** 0.848Trust 

DT3 0.916 *** 0.839 

DT4 0.849 *** 0.721 

PUT 1 0.839 *** 0.704 
PUT 

PUT 2 0.856 *** 0.733 

PUT 3 0.764 *** 0.584 

PUT 4 0.896 *** 0.803 

Risk 1 0.883 *** 0.780 
Risk Risk 2 0.729 *** 0.531 

Risk 3 0.740 *** 0.548 

Risk 5 0.904 *** 0.817 

Risk 6 0.784 *** 0.615 

Trust 1 0.762 *** 0.581 
Trust Trust 2 0.877 *** 0.769 

Trust 3 0.788 *** 0.621 

Trust 4 0.596 *** 0.355 

Trust 5 0.761 *** 0.579 

Use 1 1.000 *** 1.000Usefulness 
Use 2 1.000 *** 1.000 

Use 3 0.928 *** 0.861 

Voluntariness Vol 1 1.000 *** 1.000 

Avera_g_e 0.867 0.762 
Significance levels: *** 0.001, ** 0.01, * 0.05 

The average of the substantively explained variance of the indicators was 0.762, 
while the average method variance is 0.005, resulting in a ratio of substantive variance to 
method variance of approximately 152: 1. In addition, the majority of the factor loadings 
were not significant. Based upon the results of these two tests, it was concluded that 
common method variance is unlikely to be a serious concern for this study. 
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5.5 Evaluation of Formative Construct 
Recall that the direction of causality in reflective items is from the construct to the 

items, whereas in formative constructs the direction of causality is from the items to the 
construct. Also, recall that, while there might be some interplay amongst the items, a 
change in one item does not imply or necessitate a change in the other; and, finally a 
change in the construct does entail a change in all the causal measures. This has 
implications with respect to the evaluation of formative constructs. Given the composite 
nature of formative constructs, the underlying items do not need to correlate and are 
presumed not to covary. In fact, formative constructs must be examined for 
multicollinearity since, if the items are too highly correlated, they are essentially 
measuring the same thing (Bollen 1989). As such, reflective construct validation 
methods, such as common factor analysis, AVEs, and Cronbach's alpha, are not 
applicable to the evaluation of formative constructs (Petter et al. 2006). 

The method to examine the validity of the formative construct perceived privacy 
and security concerns will be that prescribed by Diamantopoulos and Winklhofer (2001 ). 
The measurement items used will be examined for multicollinearity and external validity 
using linear regression and PLS with a two construct Multiple Indicators, Multiple Causes 
(MIMIC) model (Jarvis et al. 2003; Diamantopoulos and Winklhofer 2001). 

A linear regression was run using the indicators for perceived privacy and security 
as the independent variables and the mean of the attitude items as the dependent variable. 
Table 5-8 shows the initial correlation matrix and VIFs (variance inflation factors). A 
VIF of 10 is indicative of problems due to multicollinearity in traditional statistics theory; 
however, since multicollinearity poses more of a concern in formative measures, a more 
stringent cutoff should be applied (Petter et al. 2006). The cutoff suggested by 
Diamantopoulos and Siguaw (2006) is 3.3. Using this method iteratively, the resultant 
correlation matrix and VIFs are shown in Table 5-9. Aside from being below the 
prescribed VIF value of 3.3, the highest correlation between items is 0. 728, which is 
below the 0.8 limit suggested by Stevens (1996). 

As previously suggested, when removing items from reflective constructs, it is 
worthwhile to examine the face validity of the dropped item to see if its removal makes 
logical sense. This is also true in the case of formative constructs and perhaps even more 
important as the items, by definition, are not measuring exactly the same thing and, as 
such, the removal of an item may not be logically justifiable since it may be addressing an 
element of the construct that is not being explored by the other items. Upon reviewing 
the items that were dropped, there did not appear to be any area that was not being 
addressed by the retained items. In other words, the remaining items appear to be 
measuring similar dimensions as the dropped items such that the construct has retained all 
the logical elements it is trying to measure. 
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Table 5-8: Privacy and Security Concerns - Attitude, Initial Correlation Matrix and 
VIFs 

Attitude PSCl PSC2 PSC3 PSC4 PSCS PSC6 PSC7 PSC8 PSC9 PSCIO VIF 

Attitude 1.000 -.596 -.622 -.545 -.496 -.521 -.470 -.616 -.618 -.600 -.676 

PSCl 1.000 .883 .818 .728 .698 .546 .617 .712 .644 .676 5.321 

PSC2 1.000 .819 .749 .704 .558 .655 .741 .651 .688 5.771 

PSC3 1.000 .831 .749 .629 .614 .739 .636 .672 5.145 

PSC4 1.000 .763 .700 .615 .720 .613 .698 4.273 

PSCS 1.000 .779 .617 .721 .613 .683 3.970 

PSC6 1.000 .532 .682 .579 .623 3.039 

PSC7 1.000 .654 .622 .684 2.251 

PSC8 1.000 .693 .733 3.487 

PSC9 1.000 .772 2.844 

PSCIO 1.000 3.598 

Table 5-9: Privacy and Security Concerns - Attitude, Terminal Correlation Matrix 
and VIFs 

Attitude 

Attitude 1.000 

PSCI 

PSC4 

PSC6 

PSC7 

PSC8 

PSC9 

PSCl 

-.596 

1.000 

PSC4 

-.496 

.728 

1.000 

PSC6 

-.470 

.546 

.700 

1.000 

PSC7 

-.616 

.617 

.615 

.532 

1.000 

PSC8 

-.618 

.712 

.720 

.682 

.654 

1.000 

PSC9 

-.600 

.644 

.613 

.579 

.622 

.693 

1.000 

VIF 

2.741 

3.139 

2.315 

2.071 

3.237 

2.299 

A two construct MIMIC test was constructed in PLS using perceived privacy and 
security concerns as the exogenous variable and attitude as the endogenous variable. This 
test is particularly important when indicators have been eliminated from the original 
construct (Diamantopoulos and Winklhofer 2001) as is the case here. The path between 
the two constructs should be greater than zero and significant. Table 5-10 shows that 
both of these requirements have been satisfied. 
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Table 5-10: Privacy_ and Securlty_ Concerns -Attitude, MIMIC Model 
[Path Beta Jt-statistic Significance Level R-Squared 
[ -0.711 120.668 0.000 O.S06 

A summary of the indices for the formative constructs and the indicators for the 
reflective constructs are provided in Table S-11 and Table S-12 respectively. 

T bl 5 11 D . f St f fa e - : escr~ Ive a IS ICS and I nd"Ices ~or Formative constructs 
Construct Item Mean Std. Dev. We~ht t-stat S~Level 
Privacy and PSCl 3.93 1.770 0.260 2.473 0.014 
Security PSC4 4.SS 1.844 0.092 0.786 0.433 
Concerns PSC6 4.9S 1.S79 0.037 0.361 0.718 

PSC7 4.0S 1.6S7 0.438 S.128 0.000 
PSC8 4.03 1.747 0.1S7 1.200 0.231 
PSC9 3.86 l.S16 0.409 3.799 0.000 

T bl 5 12 D . f St f f d. t i R fla e - : escrIJ!! Ive a IS ICS and I n Ica ors or e ective constructs 
Construct Item Mean Std. Dev. Loading t-stat Sig Level 
PUT PIITl S.11 l.21S 0.808 22.791 0.000 

PIIT2 4.21 l.S6S 0.830 27.880 0.000 
PIIT3 S.09 1.403 0.818 20.220 0.000 
PIIT4 S.08 l.32S 0.89S 46.S47 0.000 

Disposition DTl 4.20 l.S16 0.894 38.823 0.000 
to Trust DT2 4.09 l.SS 1 0.913 40.86S 0.000 

DT3 3.46 l.Sl2 0.892 47.472 0.000 
DT4 3.98 1.SOS 0.879 33.S63 0.000 

Risk Riskl 4.63 l.33S 0.8Sl 34.037 0.000 
Risk2 4.6S 1.271 0.740 12.802 0.000 
Risk3 4.96 1.192 0.837 30.7S3 0.000 
Risks 4.18 1.371 0.827 20.167 0.000 
Risk6 3. 71 1.378 0.774 18.373 0.000 

Trust Trustl 4.97 1.270 0.798 22.801 0.000 
Trust2 4.49 1.410 0.8S9 3S.9S3 0.000 
Trust3 3.80 1.378 0.762 20.S47 0.000 
Trust4 4.71 1.197 0.666 12.089 0.000 
Trusts 4.82 1.216 0.702 14.197 0.000 

Attitude Attl 4.47 1.S64 0.9S6 144.018 0.000 
Att2 4.32 l.SS7 0.9S6 133.748 0.000 
Att3 4.29 1.662 0.946 8S.418 0.000 
Att4 4.07 1.476 0.891 SS.423 0.000 

Usefulness PUl 3.88 l.61S 0.9S8 141.947 0.000 
PU2 3.83 1.S97 0.970 177.0SS 0.000 
PU3 3.73 1.607 0.947 123.911 0.000 
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5.6 Evaluation of Structural Model 
The preceding section established the validity of the measurement instrument used 

in data collection. This section will assess the validity of the structural model and the 
associated hypotheses. 

·-----------------------------, ·-----------------------------,
' ' ' ' ' ' ' ' User Traits ' ' Model 

Outcome 
[::i Per~~~~ons [:':, 

.237*** R' = 0.056 

Disposition to 

Trust 


R' = 0.094 

Risk Propensity 

.307••• 

PIIT 

Control 

Contextual 
Variables 

R' = 0.683 

Attitude 

.113•• 

.047 11.S. 

Voluntariness 

' '·-----------------------------------------­

Significance levels: *** 0.001, ** 0.01, *0.05, n.s. not significant 

Figure 5-1: Proposed Research Model SmartPLS Results 
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The structural model was evaluated using SmartPLS (v. 2.0.M3) and is depicted in 
Figure 5-1. The model was tested by using bootstrapping. This is one of several non­
parametric techniques available to estimate the significance of the path coefficients 
(Tenenhaus et al. 2005; Chin 1998). Two other methods are blindfolding and jackknifing. 
Blindfolding procedures can lead to very small standard deviations which can in tum lead 
to systematically significant parameters; and jackknifing can lead to a potential loss of 
robustness (Tenenhaus et al. 2005). In addition, jackknifing is considered to be an 
estimation of bootstrapping (Efron and Tibshirani 1993). Bootstrapping draws N 
resamples to obtain N sets of parameter estimates (Chin 1998) with each resample 
containing the same number of cases as the original sample (Tenenhaus et al. 2005; 
Andrews and Buchinsky 2000; Efron 2000). In this research, 500 resamples were used 
"as a higher number may lead to more reasonable standard error estimates" (Tenehaus et 
al. 2005, p. 176). The hypotheses, paths, path coefficients, etc. are detailed in Table 5-13. 

Table 5-13: Summary of Findin_g_s of Su_p.E_ort for HYI!_otheses 

HJ:'.E_othesis Path Beta 
Standard 

Error t-statistic _E-value Validation 

Hl Usefulness -> Attitude 0.441 0.045 9.764 <0.001 

H2 PSC -> Attitude -0.548 0.043 12.914 < 0.001 Sl!.EE_orted 

H3 PSC -> Usefulness -0.407 0.055 7.470 < 0.001 SuRE_orted 
H4 Trust -> Attitude 0.089 0.043 2.054 < 0.05 Sll£E._orted 
H5 OT-> Trust 0.237 0.053 4.447 < 0.001 Sll£E._orted 
H6 Risk-> PSC 0.064 0.066 0.980 0.328 Raj_ected 
H7 Trust-> PSC -0.372 0.062 6.055 < 0.001 Sll£E._Orted 
H8 OT-> PSC -0.142 0.058 2.445 <0.05 SuQE_orted 
H9 Risk -> Attitude 0.047 0.041 1.144 0.254 Raj_ected 

HlO PIIT-> Risk 0.307 0.052 5.852 < 0.001 Sll£E._O rted 
Hl 1 PIIT -> Attitude 0.022 0.039 0.571 0.568 Raj_ected 

Hl2 PUT-> PSC -0.153 0.058 2.629 < 0.01 Sll£E._orted 

Hl3 Control -> Attitude 0.113 0.035 3.280 <0.01 S~orted 

Hl4 Control -> PSC -0.128 0.055 2.343 <0.05 SuRE_orted 
Hl5 Control -> Usefulness -0.155 0.053 2.909 < 0.01 Sll£E._Orted 
Hl6 Voluntariness-> Attitude 0.047 0.036 1.306 0.193 Rejected 

5.7 Simplified Model 
Although the hypothesized relationships were developed based upon an 

examination of the extant literature, not all the paths were significant. Most notably, it is 
the paths from the innate traits that are non-significant. As such, following Kaplan's 
(2000) recommendation, in which the theoretically developed research model is modified 
and re-run, a simplified model was developed in which the non-significant paths were 
removed, the context of voluntariness was eliminated, and the risk propensity construct 
was dropped. Voluntariness was removed as its one hypothesized path was not 
significant. Risk propensity was dropped due to the fact that, while the path from PUT to 
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risk propensity was significant, the two paths emanating from risk propensity to privacy 
and security concerns and attitude were not significant. 

The simplified model was re-tested with respect to Cronbach's alpha, composite 
reliability, and the square-roots of the A VEs versus the correlations between reflective 
constructs. The results are shown in Table 5-14. With some extremely small changes to 
the values associated with PIIT, the figures were virtually unchanged after the 
adjustments were made. 

Table 5-14: Cronbach's a, Com..l!_osite Reliabil~ AVE, and S_.9._uare-Root of AVE 
PIIT Di~osition to Trust Trust Attitude Usefulness 

PIIT 0.831 
Dis_QTrust 0.108 0.894 

Trust 0.062 0.237 0.760 
Attitude 0.207 0.186 0.223 0.938 

Usefulness 0.153 0.084 0.153 0.640 0.959 

a-value 0.860 0.918 0.816 0.954 0.956 
ComJ!_Rel 0.899 0.941 0.872 0.967 0.971 

AVE 0.690 0.800 0.578 0.879 0.919 

The simplified structural model was again evaluated using SmartPLS and 
bootstrapping with 500 resamples. The results are shown in Figure 5-2 and Table 5-15. 
Comparing Figure 5-2 with Figure 5-1, one can see that the overall predictive power of 
the simplified model (R2 = 0.679) is virtually unchanged from the original model (R2 = 
0.683) and that the same can be said for the R-squared values for trust, privacy and 
security concerns, and usefulness. Looking at Table 5-15, one can also see that all the 
remaining paths are significant. The simplified model will be used for the purpose of 
exploring effect sizes. 

Table 5-15: Summary of Findin_g_s of S\!p_l)_ort for HyQotheses 
H_yjlothesis Path Beta t-statistic J>:-Value Signif Validation 

Hl Usefulness-> Attitude 0.4SS IO.S09 < 0.001 *** Sl!I'E_orted 

H2 PSC ->Attitude -O.S48 12.741 < 0.001 *** Su_£2_orted 

H3 PSC ->Usefulness -0.407 7.34S < 0.001 *** 

H4 Trust -> Attitude 0.089 2.118 <O.OS * 
HS DT-> Trust 0.237 4.124 < 0.001 *** Supported 

H7 Trust-> PSC -0.372 S.844 < 0.001 *** S~orted 

H8 DT-> PSC -0.126 2.136 < O.OS * S~orted 

H12 PUT-> PSC -0.149 2.760 < 0.01 ** Sul'l'_orted 

Hl3 Control -> Attitude 0.12S 3.977 < 0.001 *** S~orted 

H14 Control -> PSC -0.120 2.12S < O.OS * SugQ_orted 

HIS Control-> Usefulness -0.1S6 2.9S7 < 0.01 ** Supported 
Significance levels: *** 0.001, ** 0.01, *0.05, n.s. not significant 
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·----------------------------- .. ·----------------------------- .. 
' ' ' ' ' ' User Model 


User Traits Perceptions Outcome 


Trust 

-.372*** 

Privacy and 
Security Concerns 

Usefulness 

R'=0.168 

R' = 0.679 

Attitude 

.125*** 

Control 

R'= 0.056 

Disposition to 

Trust 


Pl!T 

Contextual Variable 
' '·------------------------------ ------------------------------- '------------------------------------------' 

Significance levels: *** 0.001, ** 0.01, *0.05, n.s. not significant 

Figure 5-2: Proposed Simplified Model SmartPLS Results 

5.8 Effect Sizes 
The impact of individual constructs can be examined to assess the predictive 

power and quality of a model. The calculation of effect size (:f2) allows us to determine 
the contributions of independent variables upon the R-squared of dependent variables 
(Chin 1998). Using Chin's (1998) formula and Cohen's (1988) guidelines with respect to 
effect sizes - 0.02 (small), 0.15 (medium), and 0.35 (large) - the impact of each of the 
independent variables upon their corresponding dependent variables are shown in Tables 
5-16 through 5-18. Table 5-16 demonstrates that both usefulness and privacy and 
security concerns have a significant impact upon attitude, while the impact of trust and 
control is minimal. Turning to privacy and security concerns, no paths into this construct 
are large. While trust has a medium impact the remaining constructs (disposition to trust, 
PIIT, and control) have only a small influence. Finally, looking at usefulness, the effect 
of privacy and security is medium while that of control is small. Therefore, the four most 
dominant paths, in order of strength, are from privacy and security concerns and 
usefulness to attitude, privacy and security concerns to usefulness, and trust to privacy 
and security concerns. 
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Table 5-16: Effect Sizes of Antecedents of Attitude 
R2_(_included}= 0.679 Trust Usefulness PSC Control 

R2__(_excluded) 0.677 0.508 0.473 0.661 
F2 0.01 0.53 0.64 0.06 

Effect none large lar_g_e small 

Table 5-17: Effect Sizes of Antecedents of Priva<:r_ and Secur!!Y_ Concerns 
R2 (included}= 0.236 

R2 (excluded) 
Fz 

Effect 

DisJ!.. Trust 
0.221 
0.02 
small 

Trust 
0.112 
0.16 

medium 

PUT 
0.212 
0.03 
small 

Control 
0.222 
0.02 
small 

Table 5-18: Effect Sizes of Antecedents of Usefulness 
R2 (included}= 0.168 PSC Control 

R2_(_excluded} 0.008 0.147 
Fz 0.19 0.03 

Effect medium small 

5.9 Saturated Model 
Using the simplified model as the "base'', a saturated model was developed and 

tested to investigate the possibility of the existence of additional relationships not 
previously included. The saturated model is not shown due to the fact that the excessive 
links make it somewhat unruly and convoluted. The saturated model contains 21 paths in 
total. While some of these paths were part of the original model, they have been 
reintroduced in the interests of completeness. All the hypothesized paths in the simplified 
model, and their corresponding coefficients, t-statistics, etc., for both the simplified and 
saturated model are shown in Table 5-19. The findings for the new paths created in the 
saturated model are shown in Table 5-20. There were essentially no differences in the 
hypothesized paths between the simplified model and saturated simplified model; and no 
new significant paths were noted. 
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Table 5-19: Summary of Findings for Saturated Model for Original Hypothesized 
RIeat"Ionsh"IJ.!_S 

Non-Saturated Model Saturated Model 
t- t-

H_yIJ. Path Beta value _!!:-value Val. Beta value _!!:-value Val. Aj!_ 
Usefulness-> 0.004 

HI Attitude 0.455 10.509 < 0.001 Sl!£E: 0.451 9.842 <0.001 Sl!£E: 
PSC-> -0.010 

H2 Attitude -0.548 12.741 <0.001 Su22_: -0.538 11.500 <0.001 Su~ 
PSC-> -0.014 

H3 Usefulness -0.407 7.345 <0.001 SupIJ. -0.393 5.804 <0.001 Su_Qp. 
Trust-> 

H4 Attitude 0.089 2.118 < 0.05 Sl!£E: 0.093 2.305 < 0.05 Sl!£E: -0.004 

H5 DT-> Trust 0.237 4.124 < 0.001 s~ 0.227 3.889 <0.001 Sl!£E; 0.010 

H7 Trust-> PSC -0.372 5.844 < 0.001 s~ -0.374 5.898 <0.001 Sl!£E: 0.002 

H8 DT-> PSC -0.126 2.136 <0.05 Su22_: -0.124 2.195 <0.05 s~ -0.002 

PUT-> -0.010 
HI! Attitude 0.022 0.571 0.568 Rej. 0.032 0.810 0.419 Rej. 

H12 PIIT-> PSC -0.149 2.760 <0.01 SuQQ. -0.135 2.162 <0.05 SU£P. -0.014 

Control-> 
Hl3 Attitude 0.125 3.977 <0.001 Sl!£E: 0.123 3.680 <0.001 s~ 0.002 

Control-> 0.001 
Hl4 PSC -0.120 2.125 < 0.05 Sll2IJ. -0.121 2.113 <0.05 s~ 

Control-> 
Hl5 Usefulness -0.156 2.957 < 0.01 Sll2IJ. -0.158 3.000 <0.01 s~ 0.002 

Table 5-20 : Summa_!YofF"md"m_g_s for S t aurat d M d l e 0 e for New R I fonshipse a 1 

From To Beta t-value _£:-value S!.g. Status 

PUT Di~Trust 0.113 1.675 0.095 n.s. Raj_ected 
PIIT Trust 0.025 0.410 0.682 n.s. Rej_ected 
PIIT Usefulness 0.099 1.666 0.097 n.s. Rejected 

Di~Trust Usefulness -0.007 0.108 0.914 n.s. Raj_ected 

Di~Trust Attitude 0.032 0.909 0.364 n.s. Raj_ected 
Trust Usefulness -0.002 0.027 0.978 n.s. Raj_ected 
Control Di~Trust 0.050 0.815 0.416 n.s. Raj_ected 
Control Trust 0.075 1.214 0.226 n.s. Rej_ected 
Control PIIT 0.057 0.931 0.353 n.s. Raj_ected 

5.10 Control Variables 
Recall in Section 5 .2 that various demographic and contextual variables were 

discussed. Six control models were created by introducing a control variable and 
establishing paths leading to all the constructs in the simplified model. The impact of 
these variables was assessed by comparing, for each construct, the variance explained 
between the uncontrolled model and each controlled model. The effects upon the R­
squared values are reported in Table 5-21 and are marginal at best, which indicates that 
the control variables had very limited impact upon the explained variance. The one 
notable exception was the impact of gender upon PIIT suggesting that whether 

85 




PhD Thesis - M. Breward McMaster - Business Administration 

individuals are male or female makes a difference in terms of personal innovativeness. 
This is further examined through MANOVAs in the post hoc analysis in the following 
section. 

Ta ble 5-21 : IIDJ!.aCt 0 f Cont roIVana. bles on Rz 
PUT Di~Trust Trust PSC Usefulness Attitude 

Uncontrolled Model 0.000 0.000 0.056 0.236 0.168 0.679 
Gender 0.117 0.001 0.056 0.234 0.168 0.679 
A__g_e 0.021 0.001 0.059 0.233 0.169 0.679 
Income 0.009 0.008 0.075 0.237 0.174 0.679 
Education 0.009 0.022 0.057 0.236 0.169 0.681 
ATM Use 0.007 0.011 0.056 0.235 0.170 0.679 

In addition to analyzing the effect of demographic variables upon variance 
explained, the path coefficients between them and the model constructs were also 
explored. The results are given in Table 5-22. 

Ta bl 5 22 - : Iml!_act on Cont roIVana. bles on MdeIConstrueste 0 

PIIT DisJ!: Trust Trust PSC Useful Attitude 
Gender Beta -0.342 -0.031 0.023 -0.060 -0.001 0.015 

t-value 6.835 0.514 0.396 1.080 0.022 0.468 
_p_-value < 0.001 n.a. n.a. n.a. n.a. n.a. 
Validation s!g_nif_ n.s. n.s. n.s. n.s. n.s. 

A_g_e Beta 0.146 -0.036 -0.055 0.029 -0.027 -0.008 
t-value 1.943 0.603 0.965 0.532 0.495 0.241 
_p_-value < n.a. n.a. n.a. n.a. n.a. n.a. 
Validation n.s. n.s. n.s. n.s. n.s. n.s. 

Income Beta 0.093 -0.087 -0.136 0.053 0.078 -0.013 
t-value 1.381 1.503 2.322 0.978 1.473 0.349 
J!:"Value < n.a. n.a. 0.02 n.a. n.a. n.a. 
Validation n.s. n.s. s!g_ni[_ n.s. n.s. n.s. 

Education Beta -0.092 -0.148 -0.038 0.031 0.020 -0.051 
t-value 1.437 2.487 0.666 0.519 0.409 1.636 
J!:"Value < n.a. 0.02 n.a. n.a. n.a. n.a. 
Validation n.s. s!g_nif_ n.s. n.s. n.s. n.s. 

ATM Use Beta 0.086 -0.105 0.005 0.024 0.047 0.020 
t-value 1.196 1.636 0.074 0.388 0.824 0.561 
J!:"Value < n.a. n.a. n.a. n.a. n.a. n.a. 
Validation n.s. n.s. n.s. n.s. n.s. n.s. 

Looking at these control variables, there is very little to report. Age and A TM use 
demonstrated no significant impact. Although in looking at age, the number of 
respondents 45 and older was extremely low (only 8) thereby limiting the ability to draw 
any supportable conclusions. In keeping with the results from Table 5-21 and the 
subsequent MANOVAs (see Section 5.11), gender was shown to have a significant effect 
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upon PUT. Income had a significant negative impact upon trust, as did education upon 
disposition to trust. In the case of the former, this would suggest that those with higher 
incomes place less trust in their banks than lower wage earners. Trying to explain the 
causality behind this correlation is pure speculation at this point but may be worth 
pursuing to explore the underlying reasons behind this phenomenon. 

While the significant negative influence of education on disposition to trust 
suggests that those with higher levels of education possess a lower innate "ability" to 
trust, given the limited breadth of education levels investigated, this may be a somewhat 
spurious conclusion. Like the correlation of higher income and lower trust, suggesting 
causality is mere speculation but, again, it does suggest an area of further research, or at 
least a review of the extant literature to see if this phenomenon has been investigated 
and/or empirically demonstrated. 

5.11 Post Hoc Analysis 
In addition to examining the proposed model as a whole using PLS, recall that 

another component of this research was to examine the impact upon attitude of control 
and voluntariness acting simultaneously (see Table 4-1 ). To accomplish this, an ANOV A 
test was run with attitude mean as the dependent variable and scenario as the fixed factor. 

The post hoc Bonferroni test (Table 5-23) shows, at a significance level of p = 
0.05, that the attitude means between IBC and ISC are significantly different, as are the 
attitude means between IBC and VSC. Interestingly, the scenario in which attitude was 
the highest (mean = 4.674) was ISC, in which the consumer shared control of their 
biometric information, but participation was mandatory. Possible reasons behind this 
finding are discussed in Chapter 6. VSC had the second highest attitude score (mean = 
4.459), VBC was third (mean= 4.319), and IBC was a distant fourth (mean= 3.805) (see 
Table 5-24 And Figure 5-3). 
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Table 5-23: Post Hoc Bonferroni Test of Attitude Mean for the Scenarios 

Scenario Scenario 

Mean 

Difference Std. Error Sig. 

IBC ISC -.8685* .24901 .003 

VBC -.5142 .23594 .181 

vsc -.6538* .24045 .042 

ISC IBC .8685* .24901 .003 

VBC .3543 .25274 .973 

vsc .2148 .25695 1.000 

VBC IBC .5142 .23594 .181 

ISC -.3543 .25274 .973 

VSC -.1395 .24430 1.000 

vsc IBC .6538* .24045 .042 

ISC -.2148 .25695 1.000 

VBC .1395 .24430 1.000 
*Significant at the 0.05 level 

e - . f St f f i th FT abl 5 24 : Descrl}Jl Ive a IS ICS or e our scenanos 

Scenario Mean Std. Deviation N 

IBC 3.805 1.516 77 

ISC 4.674 1.373 59 

VBC 4.319 1.371 72 

vsc 4.459 1.476 67 

Total 4.286 1.468 275 
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IBC ISC VBC vsc 

Scenario 


Figure 5-3: Mean of Attitude for the Four Scenarios 

In the interests of completeness, five MANOV As were also run using the five 
control variables (ATM Use, Education Level, Income, Age, and Gender) as the fixed 
factors and all the means of the reflective constructs as the dependant variables. While no 
hypotheses were developed with respect to these control variables, their analysis may 
provide insights that could suggest areas warranting further investigation. The results of 
the five MANOVAs are summarized in Table 5-25. 

Table 5-25: MAN OVA of Control Variables 

4.75 

A 

t 4.5 ---­

t 

4.25 
t 

u 

d 4 
e 

3.75 

ATM Use Education Income Age Gender 
Disposition 
to Trust n.s. n.s. n.s. n.s. signif 
PIIT n.s. n.s. n.s. s~nif! signif 
Trust n.s. n.s. n.s. n.s. n.s. 
Usefulness n.s. n.s. n.s. n.s. n.s. 
Attitude n.s. n.s. n.s. n.s. n.s. 
'significant difference demonstrated between group 1 (18-24) and group 3 (35-44) 

There were no significant differences amongst the four A TM frequency of use 
categories. One could speculate that there might have been a significant difference in 
usefulness and/or attitude for this control variable in that people that use ATMs more 
frequently might have ascribed greater value to this identity authentication method, versus 
the current system of debit cards and passwords, and therefore demonstrated a more 
positive attitude towards it. However, this might be mitigated by the influences of control 
given that comments from the open-ended questions (see Section 5.12) mentioned that 
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having shared control and being required to carry a smart card was not that much more 
convenient than the present system. Subsequent analysis did not demonstrate any 
significant interaction effects between control and A TM use. 

Similarly, there were no differences for education or income. Given the nature of 
the sample being comprised of only two closely related groups with respect to education 
level, the fact that there are no significant differences is not surprising. Looking at 
income, there might be literature that suggests higher income earners show a higher 
propensity to be risk lovers, more open to innovative technologies, etc., but examination 
of these aspects is beyond the present scope of this research and, even if that is the case, 
the results shown here would indicate otherwise. Likewise, it may seem reasonable to 
suggest that those with higher incomes may have more assets to protect and, therefore, 
might be more inclined to view biometric identity authentication in a more favourable 
light, and/or as more useful, than lower wage earners. Despite the logical appeal of this 
notion, the outcome of the tests performed do not support this conjecture. 

Moving to age, while five of the constructs show no significant difference, PIIT 
does. What is even more interesting is that the 35-44 age bracket has a higher mean 
(5.267) than the 18-24 age bracket (4.638). This flies in the face of other research that 
demonstrates that younger generations are more comfortable with technology than older 
generations (Larsen and S0reb0 2005). Perhaps the reason for this finding is due to the 
how the respondents evaluated their PIIT. In other words, they may have been assessing 
their level of PIIT relative to their peer group (in terms of age) as opposed to the 
population at large. For example, in the 18-24 age bracket the respondents may have felt 
that, even though they have the latest technological devices, relative to their friends they 
adopted this technology later. While this may be true, if their adoption of technology was 
objectively compared to that of the 35-44 age bracket, it is quite possible that they are, in 
fact, much more "wired" and advanced than the 35-44 year olds. Conversely, the 35-44 
year olds that took the survey may see themselves as much more advanced than their 
peers in the same age braeket and responded accordingly while, when compared to 18-24 
year olds, they are actually lagging behind. Unfortunately, there is no way that we can 
objectively assess each respondent's PIIT and we therefore have to rely on their 
subjective assessment which, as stated, may very well be clouded by their comparison to 
their age group as opposed to society at large. 

Finally, looking at gender, PIIT (F = 35.759, p = 0.000) is significantly different 
between males and females. It is higher for males than females. The mean of PIIT for 
males is 5.205 and it is 4.409 for females. Previous research examining these dimensions 
has demonstrated similar results (Larsen and S0reb0 2005), so these findings simply add 
further support. 
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5.12 Analysis of Open Ended Questions 
The analysis consisted of examining the first two questions, dealing with 

advantages and concerns respectively, in a similar manner to the answers received from 
the qualitative survey as discussed in Chapter 3, Section 3.3.l. 

The results for advantages are given in Table 5-26. The top three advantages 
given in all but VSC are security, usefulness, and ease of use. While the values for ease 
of use are small, the fact that it is mentioned at all is somewhat surprising given that 
respondents were simply given a scenario and could not actually try out a biometric 
reader. Perhaps the respondents inferred ease of use based upon the description of how 
the hardware would work: "you must place your index finger on a biometric scanner 
which instantaneously verifies a match of your fingerprint with the electronic version 
stored at the bank", which was essentially the same in each scenario. The percentage 
results of the top three advantages in IBC and VBC are virtually identical, while they are 
roughly the same in ISC and VSC. In IBC and VBC, the bank controls the information. 
As such, it makes intuitive sense that the advantage of security would be mentioned by 
just under 50% of the respondents while being mentioned as an advantage 74.6% and 
64.2% of the time for ISC and VSC respectively where control is shared such that, if the 
bank system is breached, your security is not compromised to the same degree. The 
reverse is true with respect to the advantage of usefulness. Again, this is not surprising 
since when the bank is solely responsible for the biometric identifier, there is no need to 
carry a smart card as is the case in ISC and VSC. This demonstrates the tradeoff required 
between the advantages of security and usefulness when looking at control. 

T bl a e 5 26 :- Ana 

Security 

Usefulness 

Ease of Use 

None 

Other 

Total Re~ondents 

ys1s o ua 1 a 1ve fitI . f Q rt f Quesf100 Re_g_ara·m_g_ Advanta_g_es/Bene 1 s 
!BC !SC VBC vsc 

Number J % Number I % Number J % Number J % 

36 46.8 44 74.6 35 48.6 43 64.2 

45 58.4 16 27.1 43 59.7 21 31.3 

5 6.5 s 8.5 6 8.3 4 6.0 

3 3.9 2 2.8 8 11.9 

1 1.3 3 4.1 I 1.5 

77 7259 67 

Turning to concerns, a similar pattern emerges as is shown in Table 5-27. As 
one's biometric template resides exclusively with the bank in scenarios IBC and VBC, 
security and privacy concerns are greater than in scenarios ISC and VSC where control is 
shared. Although the percentage of respondents that mentioned inconvenience, technical 
issues, and safety as concerns was into double digits in some cases, there is no 
discernable pattern amongst the scenarios beyond those noted for security and privacy. 
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T ble 5 27 : A l . f Qua 1 a ive Q f Re_g_ard' concernsa - na ys1s o rt f ues ion m_g_ 
IBC ISC VBC VSC 

Number J % Number l % Number } % Number J % 

Security 35 45.5 18 30.5 33 45.8 24 35.8 

Privacy 35 45.5 20 33.9 37 51.4 28 41.8 

Inconvenience 13 16.9 9 15.3 4 5.6 7 10.4 

Technical Issues 8 10.4 7 11.9 11 15.3 8 11.9 

Safety 7 9.1 2 3.4 3 4.2 7 10.4 

Hacking Implications I 1.3 I 1.7 2 2.8 2 3.0 

None 3 3.9 I 1.7 3 4.2 

Cost 3 3.9 

Health Issues 2 3.0 

Other I 1.7 3 4.2 

Total Re~ondents 77 59 72 67 

Finally, when the percentages of the top two advantages are combined, for 
comparison purposes, with the percentages of the top three concerns, the results are as 
depicted in Table 5-28. Once again, groupings become immediately evident based upon 
the aspect of control. While in scenarios IBC and VBC the advantage of security is 
essentially equal to security concerns, in scenarios ISC and VSC, the advantage of 
security is roughly twice that of security concerns. Moving on to privacy, virtually no 
one cited it as an advantage; but in terms of it being a concern, the values in scenarios 
ISC and VSC are approximately 10 percentage points lower than in scenarios IBC and 
VBC respectively. However, this higher degree of concern appears to be mitigated by 
usefulness being cited as an advantage about twice as often in scenarios IBC and VBC 
than in ISC and VSC respectively. Once again these results illustrate the tradeoff when 
looking at where control resides. Bank control provides higher value in terms of 
perceived usefulness; but that is mitigated by the higher "costs" of privacy and security 
concerns. Conversely, shared control is associated with lower privacy and security 
concerns, but that is offset by lower perceived usefulness. 

- : ene its Table 5 28 Com_£.anson o f Advanta_g_esm fi w·ith concerns 
IBC !SC VBC vsc 

Adv. } Concerns Adv. l Concerns Adv. JConcerns Adv. 

64.2 

1.5 

31.3 

JConcerns 

35.8 

41.8 

10.4 

Security 

Privacy 
Usefulness/ 
Inconvenience 

46.8 

58.4 

45.5 

45.5 

16.9 

74.6 

I.7 

27.1 

30.5 

33.9 

15.3 

48.6 

59.7 

45.8 

51.4 

5.6 

Total 
Re~ondents 77 59 72 67 
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Chapter 6 Discussion and Conclusions 

This chapter discusses the findings of this research and their implications. The 
first three sections review the findings of the three studies and their associated research 
questions posed at the beginning of this dissertation in Section 1.2. Second, the academic 
and practitioner contributions provided by this empirical investigation are discussed. 
Third, limitations of this research are summarized. Finally, potential avenues for future 
research are presented. 

6.1Study1 
Research Question: What avenues of exploration does the Canadian banking 

industry consider to be most salient with respect to consumer perceptions of biometric 
authentication technology? 

There appeared to be consensus that no Canadian bank would unilaterally pursue 
biometric authentication technology. In other words, this form of authentication would be 
an industry-wide initiative. As such, of tantamount importance to the banks was the 
identification of what consumers' primary concerns were regarding this method of 
gaining access to their financial data and assets, as well as what customers perceived as 
the potential benefits of biometrics. Armed with this information, the banks would be in 
a position to at least initially evaluate the viability of deploying biometric authentication. 
For example, if concerns significantly outweighed perceived benefits in terms of both 
number of mentions and the strength of the objections, then perhaps biometric 
authentication should not be considered as an option in the short term. Additionally, 
should biometrics be seen as a practicable option by consumers, this information could be 
used to address customer concerns, via educational initiatives, while simultaneously 
leveraging the perceived benefits. 

There was complete consensus regarding the top two contexts that should be 
examined: control and voluntariness. Recall that the aspect of control was 
operationalised as the bank retaining one's complete biometric template versus the bank 
only retaining half of the template while the other half was held by the customer in the 
form of a "smart card". This was deemed to be important since in the former instance the 
aspect of convenience is increased relative to the latter scenario; however, this increase in 
convenience may be perceived as coming at the price of reduced privacy. The banks' 
curiosity with respect to the aspect of voluntariness is self-explanatory; if making 
biometric authentication mandatory could result in significant consumer backlash, then 
why pursue this approach. 
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6.2 Study 2 
Research Question: What do consumers perceive as the benefits of, and what are 

their concerns with, the deployment of biometric authentication technology within the 
Canadian banking industry? 

In terms of concerns, security of one's biometric information received the most 
number of mentions by a considerable margin suggesting that any rollout of this 
technology by the banks will have to come with assurances to consumers that the 
safeguards surrounding this data is well beyond adequate. The second most frequently 
mentioned concern was the inconvenience of not being able to have someone else doing 
your banking. While the sharing of one's debit card and PIN is highly discouraged, the 
fact remains that it would appear to be acceptable practice among a significant portion of 
the population. Even those that do not share their banking information as a rule may find 
the need for someone else to do their banking should they be temporarily incapacitated. 
Depending upon the magnitude of this practice, and whether its occurrence is increasing 
or decreasing, it could be a major impediment to the acceptance and ultimate use of 
biometric authentication for accessing one's bank account(s). 

The next two concerns got almost the same amount of mentions with function 
creep ending up slightly ahead of privacy. Recall that function creep is defined as the use 
of one's personal information beyond the initial intended use without the individual's 
permission and, as such, is essentially an element of privacy. However, due to the 
frequency of it being cited as a concern, it was deemed appropriate to highlight its 
importance in the eyes of consumers. It would appear that not addressing the issue of 
privacy would hinder the implementation of biometric authentication technology. 
Perhaps legislation along the lines of Canada's PIPED A (Personal Information Protection 
and Electronics Documents Act) that addresses biometrics may help allay people's 
privacy concerns. 

The potential for physical harm, relative to the existing practice of a debit card 
and PIN, was the fifth most cited concern. While viability tests can be connected to 
biometric readers insuring that the person is alive, the fact remains that would-be 
criminals now need the person as opposed to an inanimate object and a PIN. Even though 
this was mentioned by just over 10% of the survey participants, the potential of sustaining 
physical injury or being abducted may be insurmountable concern for some people. 

Two primary benefits were identified: increased security and convenience. In 
light of the two most mentioned concerns being security and inconvenience, this may 
seem contradictory, but this may not necessarily be the case, at least with respect to 
security. It seemed to be acknowledged that biometric authentication does have the 
potential to be more secure than the present method of accessing one's bank account 
essentially based upon the belief that each individual's fingerprint is unique. However, 
this would appear to be based upon the caveat that the biometric information itself is 
adequately safeguarded. 
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With respect to convenience and inconvenience, this is more paradoxical as 
people realize the benefit of not needing a card or PIN while at the same time recognizing 
the inability to have someone else do their banking should the need arise, and vice versa. 
Given that these two points are diametrically opposed and, therefore, there is no middle 
ground, considerable further research, in terms of population coverage, will be necessary 
to adequately assess which aspect of convenience is more desirable. In addition, the 
findings of such a survey may be relevant at that point in time only as shifts in the 
proportion of age groups, and the associated demographics of marital status, dependent 
children, mobility, etc., could significantly influence the results. 

In conclusion, this study demonstrates that the subject of biometric authentication 
elicits considerable conflict in the minds of consumers as they appear to wrestle with both 
the positive and negative aspects of the technology. Given the highly personal nature of 
biometrics relative to most other technologies, it also seems to induce an almost visceral 
reaction, especially from those opposed to its use. Whether this adamant resistance will 
recede with improvements to the technology and/or increased deployment remains to be 
seen. 

6.3 Study 3 
Recall that Study 3 posed three research questions. These will be individually 

examined over the next three sections. 

6.3.1 Research Question 1 
Question #1: Within the context of biometrics being used by Canadian financial 

institutions for identity authentication, what are the factors that directly shape consumer 
attitudes towards this method of authentication? 

Related Hypotheses: 
Hl: Individuals with a higher degree of perceived usefulness will demonstrate a 
more positive attitude towards adopting biometric authentication technology for 
accessing their bank account(s). 
H2: Individuals with a higher degree of privacy and security concerns will 
demonstrate a less positive attitude towards adopting biometric authentication 
technology for accessing their bank account(s). 
H3: Individuals with a higher degree of privacy and security concerns will 
demonstrate a lower degree of perceived usefulness towards biometric 
authentication technology for accessing their bank account(s). 
H4: Individuals with a higher degree of trust in their bank will demonstrate a 
more positive attitude towards adopting biometric authentication technology for 
accessing their bank account(s). 
H7: Individuals with a higher degree of trust will demonstrate a lower degree of 
perceived privacy and security concerns with respect to using biometric 
authentication technology for accessing their bank account(s). 
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While all of these hypotheses were statistically supported, one (H4) demonstrated a 
lower confidence level than the other 4. Privacy and security concerns had a significant 
negative impact upon both attitude (H2: p= -0.548, p-value < 0.001) and usefulness (H3: 
p = -0.407, p-value < 0.001). The effect size of privacy and security concerns upon 
attitude and usefulness was large and medium respectively (see Tables 5-16 and 5-18); 
and examining the responses to the qualitative open-ended questions gives further 
credence to the argument that these are definitely a top-of-mind consideration for 
consumers as the majority of people that chose to express their concerns mentioned either 
the issue of privacy or security, or both. While the nature of the context examined in this 
research (i.e. protection of financial assets) would obviously have an influence on how 
people answered both the survey items and the open-ended questions, it seems that it may 
be prudent to educate effected parties when biometric identity authentication is being 
considered in any context given the weight people ascribe to the joint issues of privacy 
and security when dealing with such personal information. Subsequent sections will deal 
with these concepts in terms of further research, limitations of this research, and practical 
implications. 

Trust was found to have an impact upon attitude both directly and indirectly. While 
the influence of trust on attitude was significant (H4: p = 0.089, p-value < 0.05), it 
appears to have a more indirect influence through privacy and security concerns (H7: p= 
-0.372, p-value < 0.001). This is supported by the findings of the effect size calculation 
of trust upon attitude, and privacy and security concerns (see Tables 5-16 and 5-17). 
With respect to the former, it is negligible (f2 = 0.01) whereas in the case of the latter, it 
has a medium effect (:f = 0.16). This suggests additional avenues of research are needed 
to further examine this mediation effect across a variety of scenarios and contexts. Only 
three responses to the open-ended questions mentioned the issue of trust in one's bank. 
Interestingly, the two respondents that said they do not trust their bank with this 
information were in ISC and VSC in which there is shared control of the biometric 
information. One respondent in VSC said that while they trust their bank, they do not 
necessarily trust "some individuals who can abuse it". This is an interesting distinction 
that should be explored further. 

Given the support for the hypothesis that usefulness influences attitude (Hl: p = 
0.455, p-value < 0.001), it appears that consumers understand and appreciate the value of 
using biometrics for identity authentication at their banks. While the effect sizes (see 
Tables 5-16) of usefulness upon attitude (:f = 0.53) and privacy and security concerns 
upon attitude (:f = 0.64) are large according to Cohen's (1998) operational definition, the 
value of the latter is more than that of the former. Perhaps this suggests that the positive 
effect of usefulness upon attitude is outweighed by the negative effect of privacy and 
security concerns. This was also a theme in the analysis of the open-ended questions. 
These findings harp back to the previous discussion in Chapter 2 revolving around the 
tradeoffs people make between perceived benefits and perceived consequences, 
particularly with respect to privacy. It has been referred to previously as the 
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"personalization-privacy paradox" (Awad and Krishnan 2006) and a "privacy calculus" 
(Culnan and Armstrong 1999). 

6.3.2 Research Question 2 
Question #2: What are the innate individual traits that influence consumers' 

perceptions about biometric authentication and, ultimately, their attitude towards 
biometric identity authentication for financial transactions? 

Related Hypotheses 
HS: Individuals that have a greater disposition to trust will demonstrate a higher 
degree of trust towards their bank. 
H6: Individuals with a high risk propensity will demonstrate a lower degree of 
perceived privacy and security concerns with respect to using biometric 
authentication technology for accessing their bank account(s). 
H8: Individuals that have a greater high disposition to trust will demonstrate a 
lower degree of perceived privacy and security concerns with respect to using 
biometric authentication technology for accessing their bank account(s). 
H9: Individuals with a high risk propensity will demonstrate a more positive 
attitude with respect to using biometric authentication technology for accessing 
their bank account(s). 
HlO: Individuals with a high degree of PIIT will demonstrate a higher degree of 
risk propensity. 
Hll: Individuals with a high degree of PIIT will demonstrate a more positive 
attitude with respect to using biometric authentication technology for accessing 
their bank account(s). 
H12: Individuals with a high degree of PIIT will demonstrate a lower degree of 
perceived privacy and security concerns with respect to using biometric 
authentication technology for accessing their bank account(s). 

Only four of the seven hypotheses proposed above were significant. In addition, 
and as previously discussed, while the path from PIIT to risk propensity was significant 
(HlO: p= 0.307, p-value < 0.001), the hypothesized paths emanating from risk propensity 
to attitude (H9: P= 0.047, p-value n.s.) and from risk propensity to privacy and security 
concerns (H6: p= 0.064, p-value n.s.) were not, such that risk propensity was dropped in 
the simplified model. Previous research has demonstrated that risk propensity does have 
a significant impact upon risk perceptions across a wide variety of situations. Perhaps in 
the context of using biometrics for identity authentication at one's bank, the perceived 
risks are too great to be overcome by innately risk-loving consumers. Examining the 
impact of risk propensity upon risk taking behaviour, you may recall that while Chen and 
He (2003) demonstrated that the former did have an impact upon the latter, Sitkin and 
Weingart (1995) did not. The results of this research add support to the findings of Sitkin 
and Weingart (1995). 
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The fact that PIIT does have a significant effect upon risk propensity adds support 
to the contention of Agarwal and Prasad (1998) that innovators embrace risk. However, 
while personal innovativeness traits have been demonstrated to influence online banking 
adoption (Lassar et al. 2005), the results obtained in this study suggest that this 
phenomenon does not carry over to the realm of using biometrics for identity 
authentication at one's financial institution given the non-significant path from PIIT to 
attitude (HI I: p= 0.022, p-value n.s.). That being said, the effect of PUT on privacy and 
security concerns is significant (Hl2: p = -0.149, p-value < 0.01), suggesting that the 
influence of PIIT upon attitude is fully mediated by privacy and security concerns. 

Disposition to trust had a significant positive effect upon trust (HS: p= 0.237, p­
value < 0.001) which is not at all surprising given the multitude of previous empirical 
evidence demonstrating similar results. In addition, like PIIT, disposition to trust had a 
significant negative influence upon privacy and security concerns (H8: p = -0.126, p­
value < 0.05). This result is not surprising, although one may have expected larger effect 
sizes (see Tables 5-17). The effect sizes of disposition to trust and PIIT on privacy and 
security concerns were only 0.02 and 0.03 respectively. Nonetheless, it does imply that 
privacy and security concerns of biometric use for identity authentication to obtain access 
to one's bank account(s) are somewhat mitigated for individuals that are more trusting in 
nature and/or more innovative in terms of trying new technologies. In terms of 
qualitative aspects, there was essentially nothing mentioned with respect to disposition to 
trust, innovativeness, or risk propensity. There were a few comments that it sounds 
interesting, is the wave of the future and the like, but nothing that could be definitively 
attributed to a respondent giving any thought to their underlying personality traits. 

6.3.3 Research Question 3 
Question #3: How will consumer control of their biometric information and 

program voluntariness, acting alone and simultaneously, impact these factors? 

Related Hypotheses 
H13: In circumstances where individuals have a higher degree of control over 
their biometric information, attitude towards the use of this technology for 
accessing their bank account(s) will be more positive. 
H14: In circumstances where individuals have a higher degree of control over 
their biometric information, privacy and security concerns towards the use of 
this technology for accessing their bank account(s) will be reduced. 
HlS: In circumstances where individuals have a higher degree of control over 
their biometric information, usefulness with respect to the use of this technology 
for accessing their bank account(s) will be reduced. 
H16: In circumstances where biometric identity authentication is voluntary, 
individuals' attitudes towards the use of biometric identity authentication 
technology for accessing their bank account(s) will be greater than in 
circumstances where it is not voluntary. 
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The results of the PLS model demonstrate that control does have a significant 
positive impact upon attitude, and a significant negative impact upon privacy and security 
concerns and usefulness thereby supporting hypotheses 13, 14, and 15. Although the 
effect size was small (:fl= 0.06) the hypothesis that a higher degree of control positively 
influences attitude towards using biometrics for identity authentication was supported 
(H13: ~ = 0.125, p-value < 0.001). The effect size of control upon privacy and security 
concerns was also small (f2 = 0.02); nonetheless the path was significant (H14: ~ = ­
0.120, p-value < 0.05). This supports the notion held by a variety of scholars that control 
is central to the concept of privacy. 

As previously mentioned, when information is held by another party, control refers 
to control over the data itself and how it is used. With shared control of one's biometric, 
the biometric information held by the bank is incomplete. It is therefore useless unless it 
is combined with the biometric information held by the consumer in the form of a smart 
card. This implies that, even if the bank wished to share a customer's biometric 
information, they are not able to do so. As a result, the two aspects of control as outlined 
above are satisfied. More specifically, because the biometric information is jointly held, 
the customer has control over the data; and because the information the bank has is 
useless without the customer's smart card, it cannot be used by the bank for other 
purposes, such as sharing it with government authorities. Whether the consumer actually 
makes these inferences is speculative without further qualitative research to assess what 
consumers are actually thinking; but the finding that increased control negatively affects 
privacy and security concerns does provide support for this notion, especially since this 
result was demonstrated through both PLS and the answers to the qualitative questions. 
In the case of the latter, the mentioning of privacy and security concerns was 
approximately 10% lower when the biometric information was shared versus when it was 
held by the bank alone. In terms of usefulness, running the model through PLS 
demonstrated that increased control has a significant negative impact upon usefulness. 
As with privacy and security concerns, this finding was further supported by the results of 
the answers to the qualitative questions. When the biometric information was maintained 
by the bank alone, usefulness was mentioned as a benefit roughly 60% of the time; but 
when the biometric information was jointly held such that control was increased, this 
figure was essentially halved. This suggests that it is inconvenient to carry a card, which 
is what is required when control is shared. 

Also as hypothesized, control negatively influences perceptions of usefulness (Hl 5: 
~ = -0.156, p-value < 0.01). Once again, the effect size is small (f2 = 0.03). However, 
when this finding is examined in conjunction with the results of the open ended questions 
in which the respondents acknowledged the tradeoff between usefulness and privacy and 
security concerns within the context of control, it adds further support to the notion that, 
when determining whether or not to use biometric authentication technology, consumers 
simultaneously evaluate opposing factors. 
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Whether participation in the biometric identity authentication program was 
mandatory or voluntary had no significant effect upon attitude, thereby rejecting the 
hypothesis (H16: ~ = 0.047, p-value n.s.). This was surprising as the aspect of 
voluntariness may be construed as a form of de facto control over the information one 
provides and, therefore, it seemed logical to presume that this would impact attitude. 

However, when voluntariness was combined with control thereby creating the four 
scenarios, its impact was significant. Interestingly, the scenario with the highest attitude 
score (mean = 4.674) was ISC. VSC had the second highest attitude score (mean = 
4.459); and the attitude score (mean= 4.319) was third highest in VBC. Not surprisingly, 
the lowest attitude score (mean= 3.805) came in IBC. Running a post hoc Bonferroni 
test shows that while there is no significant difference in the attitude means between ISC 
and VSC and between IBC and VBC, there is a significant difference in the attitude 
means between IBC and ISC and between IBC and VSC. The fact that ISC had the 
highest attitude score is somewhat surprising given that participation was mandatory. As 
to why this is the case is subject to speculation and debate. Perhaps people find the 
requirement of surrendering biometric information to access their bank accounts so 
egregious, that adding the ability to exercise some control makes it that much more 
palatable. This may very well be the case since, when the program is voluntary (VBC 
and VSC), the aspect of consumer control appears to be virtually insignificant given the 
very close attitude scores between these two scenarios. In the latter case, maybe the fact 
that the entire program is voluntary gives the consumer the perception of de facto control 
in the sense that they don't have to use it in the first place such that anything (i.e. using a 
smart card to establish shared control) beyond the initial choice of whether or not to 
participate is essentially considered redundant in the minds of consumers. 

6.4 Contributions 
The goal of this research was to develop an initial understanding of the factors that 

may influence consumer attitudes towards biometric identity authentication methods at 
the A TMs of their financial institutions. The findings make several contributions to both 
theory and practice as is outlined in the following sections. 

6.4.1 Contributions to Theory 
From an academic perspective, this research makes important contributions by 

developing and validating a research model for consumer attitudes towards the use of 
biometric identity authentication in financial transactions. This acceptance was also tested 
under various conditions (i.e. control and voluntariness) using a scenario based approach. 
The empirical results of this research represent an important first step in understanding 
consumers' attitudes towards using biometrics as a means of identity authentication in 
financial transactions. Previous research appears to have either developed a proposed 
framework and simply explored the acceptability of various biometric measures, or 
examined the acceptability of various types of biometrics across various contexts without 
considering possible antecedents. 
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While the proposed model was developed with a specific use of biometric identity 
authentication in mind, it could be adapted to assess other applications of biometric 
technology. In fact, investigating other contexts could provide valuable insight as to 
whether the influence of control, usefulness, and privacy and security concerns are 
relatively consistent across different situations and therefore systemically driven by the 
technology itself, or significantly different thereby suggesting that the application being 
considered is the driver. 

The proposed model demonstrated that the pos1t1ve effect of usefulness upon 
attitude is countered by the negative influence of privacy and security concerns. This 
dichotomy is analogous to Awad and Krishnan's (2006) "personalization-privacy 
paradox" and Culnan and Armstrong's (1999) "privacy calculus". The research presented 
here suggests that perhaps there is a further dichotomy in the context under examination. 
Given the nature of the interplay between privacy and security and the confusion 
surrounding the distinction between the two, combined with the inextricability of the two 
concepts within the realm of using biometric identity authentication to access one's bank 
accounts (i.e. sacrificing privacy is required to beget increased security), they have been 
combined in this research thereby suggesting the existence of a "privacy-security 
paradox/calculus". The results of the analysis of the qualitative questions add further 
support to this notion. 

Given the demonstrated significant impact of control on not only attitude but also 
on the antecedents of privacy and security concerns and usefulness, this research suggests 
the possibility that perhaps the interplay of these concepts, with regard to biometric 
authentication, is a lot more complex than originally envisioned. Based upon the SEM 
analysis and the qualitative answers, increased control begets a more positive attitude 
towards biometrics as well as reduced privacy and security concerns; but this comes at the 
expense of reducing the benefit of perceived usefulness. However, per the qualitative 
answers, increasing control also increases the benefit of security. There is no privacy 
benefit in any context as the whole premise of biometric authentication is the 
surrendering of very private information for increased security. 

6.4.2 Contributions to Practice 
While the proposed model was driven by theory, the scenarios were developed 

through both the examination of the extant literature and extensive discussions with 
personnel from three of the five major Canadian banks. This collaboration between 
researchers and practitioners should leverage the usefulness of the findings in both the 
academic and practitioner environments. 

From the perspective of the practitioner, there is a considerable amount of 
information that can be gleaned from the findings and incorporated into initiatives to 
introduce biometric identity authentication. While the research presented here examined 
the context of access to one's information and assets at their financial institution, some of 
the findings may very well be applicable to other contexts, as will be discussed. 
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The significant negative influence of privacy and security concerns on both 
attitude and usefulness suggest that the threat of biometric information being 
compromised, either inadvertently (i.e. a security breach) or intentionally (i.e. being 
shared with other entities) is a top-of-mind issue for consumers. Banks wishing to employ 
biometric authentication should target their marketing campaigns at educating consumers 
with respect to the superiority of biometric technologies relative to other forms of identity 
authentication. It would also seem prudent to address any concerns about what is actually 
stored (e.g. encrypted mathematical "template" of the biometric measure as opposed to 
the actual biometric image itself) and the implications this has even if the information is 
compromised (i.e. the stored mathematical template is useless even without shared 
control as it cannot be reverse engineered into the original biometric measure). 

While the answers to the open-ended questions suggest that the Canadian banking 
context is very relevant, a few comments expressed a general concern with respect to the 
perception that there might be general movement towards this method of identity 
authentication. When this notion is combined with further comments from the qualitative 
questions regarding distrust of the government and potential "big brother" scenarios, and 
the fact that some nations are leaning towards the use of biometrically-enabled 
government issued documents such as passports, perhaps a more overarching education 
agenda is warranted. In other words, perhaps the issue of education with respect to 
biometric identity authentication should become a national public policy initiative. 

Aside from the need to educate the public about the nature of what is actually 
captured and stored in a system that employs biometric identity authentication, the open­
ended questions also suggest that there could very well be a general lack of understanding 
of the basics of how biometric technology works. The biggest misconception in this 
regard would seem to be the potential of getting one's body parts removed by criminals 
such that they can get access to their victim's account(s) at will, while leaving said victim 
disabled. One argument put forward was that a biometric identity authentication system 
is less desirable than our present debit card and password system because in the case of 
the former, they can simply take your hand to get access to your money. However, in the 
case of the latter, the criminal would find it harder as they would have to torture you in 
order for you to give up your password, they couldn't simply "steal" it. This argument 
can be easily countered by the simple fact that biometric reading devices are equipped 
with viability sensors. In other words, and quite possibly in anticipation of such an 
eventuality, biometric readers will not work unless they detect signs of life. Nonetheless, 
recall that the potential for physical harm was mentioned as a concern in both the second 
study and the open-ended questions in the third study. Therefore, given the personal 
contact required to perpetrate theft of one's financial assets when they are safeguarded by 
biometrics, as opposed to the physically non-invasive theft of one's debit card and/or 
PIN, this type of identity authentication system may be a non-starter for consumers with 
concerns for their physical safety. 
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While the effect sizes of both privacy and security concerns and usefulness are 
large, it is still bigger for privacy and security concerns. Furthermore, upon examining 
the responses to the open ended questions, relative to bank control, shared control reduces 
(but does not eliminate) privacy and security concerns while simultaneously providing 
increased security benefits but decreased convenience benefits. Therefore, any initiative 
to roll out biometric identity authentication in the context of access to one's bank 
accounts must seek to minimize security and privacy concerns, as discussed above, while 
emphasizing the benefits. Therefore, irrespective of the whether control is shared or 
enrollment is voluntariness, and aside from addressing consumer misconceptions about 
biometric authentication technology, the banks must be able to demonstrate to the public 
that they have instituted sufficient and appropriate safeguards and educate consumers as 
to how and why they will work at ensuring their privacy and security, while providing a 
better alternative to the present system of bank cards and PINs. 

Another issue cited by respondents in terms of inconvenience is the inability to 
use biometrics anywhere except the branches of their financial institutions. In other 
words, consumers may be more accepting of this technology if it could be used 
essentially wherever debit cards are presently used thereby altogether eliminating the 
need for the latter. This implies a tremendous upfront cost to the financial institutions, 
the infrastructure suppliers (i.e. Interac ), the merchants, etc. in a variety of areas such as 
hardware, software, and training. Depending upon the importance of this in the minds of 
consumers, this could stop dead any thought of using biometrics for the purposes of 
accessing one's bank account(s) in the near future. 

The final issue mentioned within the realm of usefulness is that of sharing A TM 
banking duties. It would seem logical to presume that joint accounts would have joint 
biometric identity authentication abilities. However, some people were concerned that if 
they are unable to do their personal banking, biometrics would make it impossible for 
them to get someone else to do it. Such is obviously not the case with the present system. 
While the practice of giving other people access to your bank account is highly 
discouraged (especially given studies showing that IDF is perpetrated by known 
acquaintances), if it is rampant it could prove a major stumbling block in terms of 
adoption of biometrics simply because you can't "lend" someone your biometric so that 
they can do your banking for you. 

While the effect size of the personality trait personal innovativeness in the domain 
of information technology upon privacy and security concerns was quite small, it was 
nonetheless significant. Therefore, the identification of customers that tend to be more 
adventurous when it comes to trying new technologies would be key as marketers could 
then be more efficient and effective in deploying their resources to better target these 
segments and leverage any influence they might have on later adopters of technology. 

The impacts of control and voluntariness, especially when looked at 
simultaneously as was done in this research, provide some valuable insights for 
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practitioners. The huge and significant disparity in attitude between IBC (mandatory and 
bank control: mean = 3.805) and ISC (mandatory and shared control: mean = 4.674) 
suggest that if Canadian banks make this form of identity authentication mandatory, then 
control should be shared unless they want to experience widespread dissent and various 
forms of customer backlash. This is a key finding for the banks as they are of the opinion 
that if they were to pursue this initiative they would make it mandatory for new customers 
and grandfather existing customers giving them a specified timeframe over which they 
would have to migrate to this form of identity authentication. This is due to the fact that 
they do not want to have to incur the costs of two access systems any longer than 
absolutely necessary. Conversely, if the use of biometrics is voluntary, it would appear 
that the issue of control becomes moot as there is no significant difference between VBC 
(voluntary and bank control: mean= 4.319) and VSC (voluntary and shared control: mean 
= 4.459). Per the previous point, making biometric identity authentication voluntary is an 
unlikely scenario. Nonetheless, if they do end up following this path, this insinuates that 
they can dictate where control resides, which means they will probably adopt whatever is 
the least expensive. 

6.5 Limitations 
As with any research, this research contains several limitations. First, although 

the qualitative study that examined privacy and security concerns does not suffer from the 
same limitation, the respondents used for the final survey came from a pool of MBA 
students at two universities in southern Ontario such that its generalisability to society at 
large is limited from various standpoints such as socioeconomic status, age, etc. 
"However, the majority of e-Commerce research utilizes undergraduate and/or MBA 
students as their subject pool (Grabner-Krauter and Kaluscha 2003). From the student 
groups, MBA students are preferred in this context as they typically make better decisions 
(Remus 1989), [and] have more varied backgrounds" (Hassanein and Head 2007, p.705). 
This variation should extend beyond education and experiences and include income level 
and age; these factors will be further enhanced by the fact that respondents were both 
part-time and full-time MBA students. 

Second, this study was conducted in Canada which results in three limitations. 
First, biometric authentication is virtually non-existent and there are no national identity 
cards. The absence of national identity cards could possibly heighten people's misgivings 
with respect to privacy concerns and the issue of "function creep" and the specter of "big 
brother" relative to those countries that do have national identity cards. Further to the 
point that biometric authentication is not very prevalent in Canada means that in the 
scenarios people had to imagine what using a biometric reader would be like. While an 
attempt was made to mitigate the lack of exposure to biometric hardware by giving a very 
simplistic description of how the technology would work, one wonders what impact the 
intangibility of the situation may have had upon the answers given. Secondly, the 
Canadian banking market is dominated by five banks which may not be the case in other 
countries. For example, while there are some very large banks in the United States, there 
are also a variety of relatively smaller banks that may nonetheless still be significant in 
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terms of their influence, not to mention the variety of regional financial institutions. 
Therefore, the results obtained in this study may be substantially different from those 
obtained in countries with a different banking environment. Thirdly, the influence of 
culture cannot be properly assessed. Although cultural affiliation could have been 
captured in the survey, various confounding factors (i.e. length of time in Canada, 
whether they are a new immigrant or second generation immigrant, etc.), combined with 
the survey size, would have hampered the ability to properly interpret the results. 

Third, this study used fingerprints as the method of identity authentication. Given 
their association with the criminal element, this biometric may make consumers feel they 
are being equated with criminals which might have impacted their responses to the 
survey. This may be especially relevant in the minds of consumers if they are aware of 
the fact that when criminals' fingerprints are processed the actual fingerprint is stored in 
the database as opposed to a mathematical expression. Although the wording in the 
scenarios tried to compensate for this possibility, there is no guarantee that it would have 
completely mitigated any misconceptions. While there is the potential that any biometric 
could result in similar misgivings (e.g. people may worry about the long term medical 
implications of iris and retinal scans), the perceived stigma associated with fingerprints 
and criminals may be much more pervasive. 

Fourth, this study focused on the Canadian banking industry. As such, its 
generalisability to other applications is limited. Nonetheless, the model and some of its 
findings provide direction for further research in different applications, and may even 
inform practitioners as to appropriate strategies in rolling out biometrics. For example, if 
an employer is contemplating using biometrics to maintain more accurate time and 
attendance records for employees, enrolment is probably going to be mandatory. Given 
the findings of this research, perhaps having shared control (i.e. also requiring a smart 
card) may mitigate some of the reticence the company may experience from its 
employees. 

Fifth, this research examined attitude as opposed to actual behaviour. However, 
various studies provide support for the notion that consumer attitude is a strong indicator 
of actual behaviour (Hassanein and Head 2007; Pavlou and Fygenson 2006; van der 
Heijden 2003). In addition, given the nature of the technology being investigated, it 
would be very hard to gauge intention as most people in Canada have not been exposed to 
biometrics. This inability to draw upon actually experiencing this type of cutting edge 
technology that may be perceived as too personal and/or intrusive makes truly assessing 
intention somewhat difficult. Therefore, as people form attitudes about technology that 
will ultimately influence whether or not they intend to use it, using attitude seemed to be 
the logical first step when looking at consumer acceptance. Once people become more 
exposed to biometrics and/or a laboratory experiment can be carried out whereby people 
can actually experiment with the technology, then it would make more sense to gauge 
intention. 
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6.6 Future Research 
The empirical results represent an important first step in understanding 

consumers' attitudes towards using biometrics as a means of identity authentication at 
ATMs. However, as with most research, the findings suggest a variety of additional 
directions that should be considered. 

While the concept of usefulness, and the survey items used, was adapted from 
Davis (1989), given the results of the qualitative questions, perhaps there are more 
dimensions of "usefulness" that need to be explored. Perhaps it is an issue of examining 
benefits, such as convenience and security. Zhang et al. (2006) propose that convenience 
is a construct separate from usefulness. In addition, Petter et al. (2007) suggest that 
usefulness has a multidimensional nature to it with different aspects becoming more or 
less important depending upon application saying, in essence, that it is a combined 
reflective and formative construct. These points should be considered in examining the 
acceptability of biometrics since, given the results from this research, there may be 
credence to the idea that different aspects of usefulness, or lack thereof, may be weighted 
differently in the minds of consumers depending upon varying contexts such as control, 
interoperability, etc. This is discussed further in the following paragraphs. 

While consumers appear to understand the value of using biometrics for identity 
authentication at their banks, what should be explored is whether or not the positive effect 
of usefulness upon attitude outweighs the negative effect of privacy and security 
concerns. It would be interesting to determine at what point these two conflicting 
concepts balance out in the minds of consumers, a "tipping point" if you will, such that 
the consumer is ambivalent towards the use of biometrics. As it is unlikely that this 
balance would remain static across applications, the impact of various scenarios and 
contexts should be examined. However, this would merely be a starting point. 

Based upon the results obtained from running PLS, ANOVAs, and examining the 
responses to the open-ended questions, it would appear that the consumer is 
simultaneously evaluating a myriad array of conflicting factors when determining the 
value of biometric authentication. Looking at control for example, as consumer control 
increases, so does their attitude towards using biometrics. In addition, their privacy and 
security concerns drop; but so does usefulness. In other words, increased control would 
appear to make consumers feel better about the prospect of biometrics, presumably due in 
part to the reduced privacy and security concerns; but this is being mitigated by the loss 
of convenience associated with now being required to carry a card as with the present 
debit card system, albeit the latter requires a PIN, which can be forgotten. Furthermore, 
based upon the initial qualitative study and subsequently demonstrated in the answers to 
the open ended questions in the final survey, consumers simultaneously see security as a 
concern and an advantage; and, in conditions of shared control, this advantage is seen as 
greater, and the concern less, than in the context of bank control. Simply put, when 
looking at biometrics, the drivers that shape one's attitude appear to be much more 
complex and seemingly paradoxical than the simple two dimensional concepts, such as 
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the "privacy/personalization paradox", previously discussed. As such, more qualitative 
research and focus groups should be employed to further explore some of these 
simultaneously evaluated contradictory drivers. Such research will hopefully uncover 
some of the more salient antecedents, as well as contextual settings, enabling the 
proposed model to be further refined. The usefulness of these approaches would be 
further enhanced by respondents being able to experiment with the technology as 
previous research has demonstrated the positive impact of actually experiencing 
biometrics in a "real" setting (Eschenburg et al. 2005). 

The nature of some of the comments made in the open-ended questions suggests 
that Canadians may not have the background or knowledge with respect to how 
biometrics work and why they can be much more secure than other classical forms of 
security. As mentioned previously, this underscores the need for public education; but 
the question remains as to what should be taught and what would be the impact. 
Presuming that the banks wish to pursue using biometrics for identity authentication, it 
would be useful to measure people's initial understanding of biometrics generally and 
under the proposed context, provide some education through various forums and media, 
and then measure people's subsequent understanding. This would allow the banks to 
assess the impact of various educational alternatives which should consequently lead to a 
better allocation of scarce marketing resources and, hopefully, to a more positive attitude 
with respect to the use of biometrics in the Canadian banking industry. 

Institutional trust was found to influence attitude both directly and indirectly. 
While the direct impact of institutional trust on attitude was significant (p < 0.05), it 
appears to have a more indirect influence through privacy and security concerns. This 
mediation effect should be examined further in future research, under varying scenarios 
and contexts. 

This research reaffirmed the importance of control in the minds of consumers 
when considering initiatives that are perceived as having privacy implications. Recall 
that it was demonstrated that control was significant when enrolment in the biometric 
identity authentication program was mandatory, but was not significant when the program 
was voluntary. It was suggested that this may be due to the supposition by consumers 
that a voluntary program gives the consumer de facto control in the sense that they don't 
have to enrol in the first place. Further investigation is needed to fully understand this 
phenomenon as examining the interaction of control and voluntariness could provide for 
some interesting future research that could offer practitioners valuable insights as to what 
the most effective strategies might be when deploying biometric identity authentication 
technologies. 

The previous paragraphs suggest future research along the lines of how to expand 
upon the concepts and constructs in the proposed model. However, a variety of other 
avenues for continuing research exist beyond the model. First, as alluded to in the 
limitations section, only fingerprints were examined in this research. While this 
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biometric does enjoy a significant market share, face recognition and iris recognition are 
also quite popular. Also, as face recognition becomes more accurate it will probably 
attract more of the market. Looking at iris recognition, this is considered to be the most 
reliable biometric available. However, the costs of the scanners make it prohibitively 
expensive for widespread use at the present time; but as the costs come down, it may 
replace fingerprints as the market leader. Then there are the emerging biometrics. This 
suggests that similar research is required to assess consumer perceptions of acceptability 
of alternative biometrics. 

This research examined consumer acceptability within the financial sector. Given 
the interests of governments with respect to biometrically enabled documents and of 
businesses regarding more accurate time and attendance, to name just two potential 
markets, further research could examine acceptability across a variety of potential 
applications. 

Recall from the qualitative research done with bank personnel that a number of 
different contexts were identified as being worthwhile to investigate, and this was strictly 
within the realm of the Canadian banking industry. There are probably a considerable 
number of contexts of interest to a variety of organizations. These contexts could be 
examined individually, or in conjunction with other circumstances, to assess how they 
interact with one another. 

Finally, the role of culture cannot be overlooked. While there have been 
consumer studies done in Europe to assess how different countries feel about potential 
commercial applications of biometrics, none have examined the antecedents to consumer 
acceptability. Introducing the element of culture, using the dimensions identified by 
either Hofstede (2001) or the GLOBE study (House et al. 2004), to assess its impact 
would be extremely worthwhile from both an academic and practitioner perspective. 

While a search of popular media did not reveal any information regarding 
practitioner research, what was notable was the exhaustive number of recent articles 
discussing the ongoing global deployment of biometric identity authentication systems 
across a plethora of applications in both the public and private sectors (see Table 1-1). 
What is also notable is the backlash this appears to be creating amongst those that are 
being "forcibly" enrolled without any prior consultation or education. Given these 
unfortunate circumstances, it is hoped that the research presented in this dissertation is but 
a first step towards understanding why individuals will, or will not, accept biometric 
authentication technology thereby establishing some common ground and consensus 
between those that wish to deploy biometrics, and those upon whom it is deployed. 
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